
International 
Telecommunication 
Union 

  
  

  

Committed to connecting the world 

Imen  BEN CHAABANE  

 
IOT policy and legislation 

 

Regional Workshop for Africa on 
Developing the ICT ecosystem to harness Internet-of-Things (IoT) 

28-30 June 2017, Mauritius 
 
 

1 



Committed to connecting the world 

Plan 

2 

 

  Introduction 

  Value chain of the internet of objects 

  Licensing and spectrum management 

  Addressing and numbering 

  Security and privacy 

  IoT and authorities 

  Conclusion 
 



Committed to connecting the world 

Introduction 

3 

 
Web 1.0 : WWW  
Characterized by  separate static websites 
 

 Publication 
 
 

 
 
Web 4.0 : Intelligent web 
 
It achieves a critical mass of 
participation in online networks 

 
Web 3.0 :Semantic web 
Usually conjectured to include semantic tagging of content. 

 

 interoperation+ IoT 

Web 2.0 : Social web 
the movement 
 away from static webpages to dynamic  
+ shareable content, social networking, 
+ online collaboration. 
 

 Interaction  

IoT’s evolution has always been closely linked to the evolution of the Internet and mobile communica  
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 1 
•  It refers to the use of intelligently connected devices 

and systems to leverage data gathered by embedded 
sensors and actuators -GSMA 

2 
•  It is the interconnection of multiple M2M applications 

often enabling the exchange of data across multiple 
industry sectors- Ofcom 

3 
•  It is the interconnection via the internet of computing 

devices embedded in everyday objects enabling them to 
send and receive data – Oxford Dictionary 

What is IoT ? 
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Summary : What is IoT ? 

• There four main elements common to an 
IoT solution : 

•  A network is used to provide connectivity 
• Data is transmitted and often received by the end 

device 
• The solution is integrated into a new or existing device 
• Data is captured by sensors and can trigger a reation 

by actuators 

1 

•  IoT is still evolving and as a 
result so is its definition 2 



Committed to connecting the world 7 

IoT deployment requirements 

  Availability of appropriate spectrum 
  communication networks with universal 

coverage 
  confidence in security and privacy of 

transactions in communication networks 
  IoT networks that can connect sensors and 

devices containing smaller computer chipsts and 
requiring less power than smartphones 

  Affordable terminal equipement 
 Addressing requirement for IoT devices : IPv6 
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Common elements of IoT 
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Common elements of IoT (con’t) 



Committed to connecting the world 10 

Common elements of IoT (con’t) 
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Common elements of IoT (con’t) 
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Common elements of IoT (con’t) 
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•  IoT services are fundamentally different 

from traditional telecoms services such as 
voice and messaging  

1 

 
• Regulators should recognise these 

differences when policy and regulatory 
frameworks 

2 
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IoT grow 
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 1 

• Governments can help drive IoT adoption in their 
country by focusing on four areas : 

• Enabling global deployment, promoting 
investment, building trust, promoting 
interoperability  

2 

IoT services differ from traditional service on 
dimension such as : 
1.  What is being connected (things vs people) 
2.  The core element of the service (Application 

vs connectivity) 
3. The volume of connections 
4. The ARPU (low vs high)  
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Overview of IoT : drivers and 
inhibitors of IoT 
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  IoT is being driven by technology 
advancements, decreasing costs and 
demand for efficiency 
  Clarity on how data privacy laws are 

applied to IoT can help develop this 
market 
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Some drivers of IoT 
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…and some inhibitors of IoT 
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Overview of IoT : connections 
and revenue forecasts 
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• IoT is still a nascent industry 
and is expected to grow at a 
fast pace 1 
 

• Cellular accounts for a small 
share of the total IoT market 2 

• There are many socio 
economic benefits that IoT 
can deliver 3 
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IoT connections forecast by 
source 
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IoT connections split between 
cellular and non-cellular 

connectivity 
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IoT cellular connections as 
share of all cellular connections 
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Total IoT revenue (includes 
connectivity, application, 
plateform and devices) 
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IoT cellular revenue 
(connectivity) as a share of 

total IoT revenue 
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IoT cellular revenue as a 
share of all cellular revenue 
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Socio-economic benefits of IoT 
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forecasts 
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Technology : value chain and 
connectivity technologies 
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The basic IoT value chain 
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Provides equipment 

Support and 
control of IoT 
infrastructure 

Offers integration 
capabilities and open 
interfaces 

The application provider uses 
the capabilities of the 
network provider, equipment 
vendor, and vendor platform 
to provide IoT applications to 
application clients. 

The IoT application 
mode provided by the 
application provider 

The IoT ecosystem is composed of several commercial 
actors. Each actor can play one or more roles at a time. 
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IoT communication 
technologies 
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Technology group dimensions 
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Technology specific dimensions 
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Spectrum issues 
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What are the spectrum needs 
of IoT?  
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Dedicated IoT spectrum ? 
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Spectrum for IoT 
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Spectrum harmonisation 
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It can help the IoT market growing faster 
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Frequency bands of SRDs 
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Band IoT 
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2.4 GHz 

5 GHz 
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Frequency band for LPWAN 
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Networks Fréquence 
utilisée 
bande ISM 

Largeur de 
la bande 

Modulation  Débit Pays couvert ou en 
déploiement 

LoRaWan 868 Mhz et 
433 Mhz (EU) 
915Mhz (US) 

120 khz DSS CDMA 300 bit/s à 
100 kbit/s 

USA, France, Belgique, 
Pays-bas, suisse, Afrique du 
sud, Corée du sud 

Sigfox 868 Mhz (Eu) 
915 Mh(USA) 

100 Khz UNB, GFSK 500 bit/s France, Allemagne, 
Espagne, USA 

Weightless-
N 

868 Mhz (Eu) 
915 Mh(USA 

Information 
non 
communiquée 
publiquement 

UNB, DBPSK 10 bit/s à 
10kbits/s 

Londre 

Ingenu 2.4Ghz 80 Mhz RPMA 600kbit/s en 
downstream, 
et 100kbit/s 
en upstream 

USA, Italie 

QOWISIO 868Mhz (EU) Information 
non 
communiquée 
publiquement 

UNB Information 
non 
communiquée 
publiquement 

Afrique, moyen orient, 
Russie 

LTE-M Bandes sous 
licences 

200khz ?? 200kbps In progress 
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To add specific RF to IoT at 
SRD bands? 
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Challenges for IoT spectrum 
in developing countries 
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Opportunities for IoT spectrum  
Possible spectrum harmonization 
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Smart washer 
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Smart T-shirt 
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eHealth 
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Smart oil field 
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Smart water pump 
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HD surveillance camera 
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Smoke detector 
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Fleet tracking 
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Addressing objects 
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 Object addressing is provided in case of 

6LoWPAN layer (IPV6 Low Power Wireless 
Personal Area Network). Its large-scale objective 
is to be able to address the sensors or the 
actuators of the 802.15.4 networks which will be 
seen as "IPV6" objects. 

 A 6LowPan network is composed of nodes 
sharing the same IPV6 prefix, usually with a 
single gateway router connected to other IP 
networks. 

   
  

 

Insufficiency of numbering resources   
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The security and privacy protection group includes : 
 

 Communication security capability involves the abilities of 
supporting secure, trusted and privacy-protected communication 

 Data management security capability involves the abilities of 
providing secure, trusted and privacy-protected data management   

 Service provision security capability involves the abilities of 
providing secure, trusted and privacy-protected service provision 

 Security integration capability involves the abilities of integrating 
different security policies and techniques related to the variety of 
IoT functional components 

 Mutual authentication and authorization capability involves the 
abilities of authenticating and authorizing each other before a 
device accesses the IoT based on predefined security policies 

 Security audit capability involves the abilities of monitoring any 
data access or attempt to access IoT applications in a fully 
transparent, traceable and reproducible way based on appropriate 
regulation and laws 

 
 

Security and privacy protection 
capabilities  
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Security in LoRaWan 
Networks 
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LoRaWan networks use two layers of security, one for 
the network and one for applications : 
 The network part ensures the authenticity of the nodes on 
the network. It uses AES 128 encryption. 
 The application part ensures that the network provider does 
not have access to the information transmitted. 

Three types of keys are used: 
 A secret primary key per object (objectId / @ MAC-Id) 
 A network key per operator (MIC: integrity code): an 
integrity code known by the network 
 An encryption key per service provider (encryption key 
known by the client, not known by the operator): encrypts the 
flows to the client's application servers. 



Committed to connecting the world 58 

 IoTs have both public and proprietary standards currently  
 Standardization is important for Interoperability, reducing 

costs and barriers to entry  
 ITU-T SG 20 (IOT and Smart Cities, Smart Communities)  
 National Standardization bodies  
 International Standardization bodies  

 
 
 

INTEROPERABILITY AND STANDARDS  

Cross-sectoral collaboration is 
very important as IoT are 
deployed in multiple sectors  
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Role of governments to drive 
IoT adoption 
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Governments should focus in six main areas to help drive the 
adoption of IoT products and services 
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Facilitating global deployments, 
promoting investments, building trust… 
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…Supporting interoperability, traffic 
management and spectrum 

harmonisation 

61 



Committed to connecting the world 

IoT and regulatory authority 
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Conclusion 
   
  

 

 IoT market is growing fast and will play 
significant role in digital transformation and 
economic development of the world in particular 
developing countries. 

  Harmonization of spectrum is a key factor for 
developing countries to enable cost effective IoT 
solutions 

  LP-WAN is a IoT enabler 
  Internet is a service enabler 
 
 Ongoing standardization effort to merge these 

two technologies 
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Thanks for your attention   

Regional Forum for ARAB Region: IMTSystems 
TEchnology, Evolution and Implementation 

Tunis, Tunisia, 7 - 9 May 2013 
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