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TOopICS

= Effect of legal recognition of:

»Writing
»Digital signatures

" Incorporation by reference
= rw DNS




Jafta v Ezemvelo KZN Wildlife [2008]
10 BLLR 954 (LC)
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= Jafta: offer of employment on condition
that he accepts via e-mail by 24h00 31
December 2007




The plot thickens...

= SMS from Wildlife’s HR Manager stating that
Wildlife needed to know whether Jafta was
going to accept its offer.

= Jafta replied via SMS:

»Have responded to the affirmative
through a letter emailed to you this
evening for the attention of your
CEO. Had problems with email | had
to go to internet cafe.




Jafta court

= The Court held: Jafta’s SMS reply “to
the affirmative” was a direct and
unequivocal acceptance of the offer and

formed a valid contract.

Text messages may seem casual, it
would be a mistake to treat them as
having no legal effect. A valid and
enforceable contract can be formed
through the exchange of text

messages.
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Legal Implications

= Burden of use of technology has
shifted

= Postal — offeror risk

*E-communications addressee
carries risk

" Designated Info system: amended
through SMS message




SMS sent In Haste

SIHLALI, MAFIKA v SABC CASE NO: J 700/08
Suspended - SMS message - Chair of Board
resigning

Resignation accepted via e-mail message and a
follow-up letter

Retraction — not proper resignation

Not able to retract after resignation was
accepted




Digital signatures

COMPANY: TEST INC. (demo)

Tane Human  OOE

Signix, Inc.
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Digital signature = e-signature
Transformed a data message
Asymmetric cryptosystem

Accurately verified- Transformation
private key = transformation signer’s
public key pa—
Initial record = unaltered el
Biometric features T

) Access
b%-i Allowed




Public Key Encryption
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~ Step 1:

* Sender craates a

- document lo he

* e-mailed to receiver.

CONFIDENTIAL
The new

plant will
be located . . .

message to be sent
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sender
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Step 2:
Sender uses receiver's public
key to encrypt a message.
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encrypted message

Step 3:
Receiver uses his or her private
key to decrypt the message.
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receiver
(Mohammed)

Step 4.
Receiver can read or print
the decrypted message.

CONFIDENTIAL
The new

plant will
be located . . .

decrypted message
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Correct the spelling of one
word In message:
"withdrawal

" Message digest:
874E9EED73DDCF55

" Previous message digest:
1A25CF6990F82CORIPEM128
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Source: http://www.signix.com
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Value

» Authenticates and identifies e-
commerce parties;

= Non-repudiation - authorises
transactions;

= Verifies integrity of info sent
over Internet




FUTURE
Abidjan and India: Mobile
digital signatures
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Continental to replace car keys with
digital signature
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Art 175 Incorporation by reference

=" |Information shall not be denied
legal effect, validity or
enforceabillity solely on the
grounds that it Is not contained In
the data message purporting to
give rise to such legal effect, but is
merely referred to in that data
message.

= Best practice: Ticket cases
_.







Example

New Tariffs New Telkom tariffs w.e.f. 1 August
2007... more>>Buy a PC from Telkom! Buy a PC on
your Telkom account for as little as R219.37 per
month... more>>Telkom PrepaidFone Waya-

Waya Stay connected all year for R120 and ringa
waya-waya more>>Moving home? Now Telkom
SmartMoves has an easy to use service to inform
your friends and family your new contact detalls in
one gol....... more>>L et your opinion be heard...
Have your say and earn exciting rewards... more>>

Home |IPAIA |Terms & Condltlons |Proudly South



http://www.telkom.co.za/newrates
http://www.telkom.co.za/common/pcbundle/productoptions.html
http://www.telkom.co.za/athome/services/prepaidfone/index.html
http://www.telkom.co.za/app/ecard
http://www.gmi-mr.com/netpanel/pportal/portals/203599/13/t1/default.php
http://www.telkom.co.za/common/homepage/lionking/lionking.html
http://www.dobroadband.co.za/
http://www.telkom.co.za/common/homepage/index.html
http://www.telkom.co.za/app/paia/
http://www.telkom.co.za/TermsAndConditions/
http://www.telkom.co.za/common/aboutus/csi/index.html
http://www.telkom.co.za/common/aboutus/csi/index.html
http://www.telkom.co.za/common/aboutus/csi/index.html
http://www.yellowpages.co.za/
http://phonebook.yellowpages.co.za/
http://www.aardvark.co.za/

© IN'TERMS OF SECTION 11 OF THE ELECTRONIC
COMMUNICATIONS AND TRANSACTIONS (ECT) ACT 25 OF 2002
AND THE COMMON LAW OF CONTRACT, THESE TERMS AND
CONDITIONS ARE VALID, BINDING AND ENFORCEABLE
AGAINST ALL PERSONS THAT ACCESS THE TELKOM WEBSITE,
WEB PAGES OR ANY PART THEREOF.

IF YOU DO NOT AGREE TO BE BOUND BY THESE TERMS AND
CONDITIONS YOU MAY NOT USE THE TELKOM WEBSITE.
REASONABLE USE OF THE TELKOM WEBSITE SHALL
AUTOMATICALLY BIND THE USER TO THIS AGREEMENT.

DEFINITIONS AND INTERPRETATION
Hyperlinks herein to legal documents should be deemed part of these
terms and conditions in terms of section 11(3) of the ECT Act. The
fact that some or all of the hyperlinks may,
from time to time, be non-operational, shall
not affect the validity and interpretation of
these terms and conditions.

f) Telkom's Standard Terms and Conditions for the provision of Public
Switched Telecommunication Services (also referred to as the
"Abridged Conditions of Contract")". Please click here to access the

Abridged version

nﬁg set of Terms and C ons.
ondltl }




Introduction

= Computers connected
Internet Protocol (IP)
addresses

= Easier to remember
computer names than
|P addresses or
numerical strings

» WWW.Sabinet.co.za or
198.54.80.167



http://www.sabinet.co.za

FUNCTION OF DNS




(‘ WHY

‘=~ ® On-line presence
» Worldwide
» Unique

" Open & closed
systems

-
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.RW Domain Dame Space

= 246 million top-level domains TLDs

= National priorities -Cybersguatting
vs trademark protection

= ccTLD — national asset —

International recognition: GAC
principles — 1

» http://youtu.be/BPHXx87hysrC A')u/ )ricta

A name, Your identity

Commissim
27 —


http://www.verisigninc.com/assets/domain-name-brief-dec2012.pdf
http://youtu.be/BPHx87hysr0

People Eating
Tasty Animals

People Eating Tasty Animals is in no way connected with, or endorsed by, People for the
Ethical Treatment of Animals.
Individuals and organizations whose names appear here do not necessarily endorse the contents of
this page.

A resource for those who enjoy eating meat, wearing fur and leather, hunting, and the
fruits of scientific research (and moret!).

Meat Leather Fur | Taxidermy Hunting Fishing
Pets rch Miseetfaneous Hate Iylsu
— |




Protest sites or cybergriping

" Telkomsucks.co.za
m F*cktelkom.co.za
" Hellkom.co.za

" Neverflysaa.co

m

® | imits of tm in the on- szce.f mﬂw:
. e Eyﬂfd SWed
line world —

" Cybergriping — public
picy balance
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Conclusion |

= DNS plays an important part in
Rwanda’s ICTs

= Compelling policy imperatives for
the management of the .rw DNS
= Regulations should be adopted for

»ADR proceedings and

»accreditation of ADR providers in
accordance with national policies
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Conclusion ||
= Paper-based contracts e-amended

" Incorporation by reference-
technical requirement

= Secure e-signhatures — NB role In
authentication & integrity
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THANK YOU...

Tana Pistorius
ITU INTERNATIONAL EXPERT

pistot@unisa.ac.za
Research Professor: UNISA

Union Internationale des Télécommunications
International Telecommunication Union



mailto:pistot@unisa.ac.za
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