HIPSSA Project

Support for Harmonization of the ICT Policies
in Sub-Sahara Africa,

TRAINING /DATA PROTECTION LAW
Rwanda, July 2013

Pria Chetty,
ITU International Expert on Data Protection

K h‘ ———
7
\ * *
* * %
*oge
European éa @ % [\
Committed to connecting the world mm%ission R =




Summary of the Content

= What is Personal Information? How is it Processed?
= What is Sensitive Information?

= Who is a Data Subject?

= Who is a Data Controller?

= Who is a Data Processor?

= What are the principles of data protection?

= Governing Trans-border flow of personal information




Overview of Training

= |Legal theoretical basis

= Conveyance of key terminology and principles
* Practical explanations

= Case Studies

= News Headlines

* Interactive discussion




WHY ENACT DATA

PROTECTION LAW IN
Rwada?




Success of these campaigns
Is aided by the availability of
personal email addresses.

Fraud email example:

From: "ZUMA THOMSON OIL LESOTHO KINGDOM"<orakle@4u.com.gh® (may be fake)

Reply-To: <zumathomsonoil@live.co.uk=
Date: Thu, 22 Sep 2011 22:58:38 +0530

Subject: INVESTMENT PARTNEREHIF.

Lack of technical
understanding to interrogate
identifying information.

Compliment of the day, and greetings of peace to you and your family, my names is

Mr. Zuma Thomson, from Lesotho Kingdom Southem Africa but presenily in London with my family
Plesse my needs of contacting you at this moment is that | need a business pariner who knows

about Machines, Medicine, or Textiles and Real Estate business, or even other more maovable business

thers in your country which you know very well, that | can invest with (3 2.2 million USD) . EXpeCtatl on Of SO p h |St| Cated

¥ hi . . c

N Information security

remain bless in all your endeavours when doing this, It will be my great pleasure to see your reply kn OWI ed g e or d ata
protection mechanisms

lether at my email address which is below, (zumathomsonoil@live.co.uk) thanks waiting for your response as s

With regards,

Mr. Zuma Thomson.

The Director Zuma Thomson ail,
Lesotho Kingdom in Southem Africa.
Email: zumathomsongil@ive.co.uk .
Tels: E +447010722712 .

www.419scam.org
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Privacy and policing databases: European Cou: RGUEWISCRCIaN oIS ElelaEY

ruling in M.M v. the United Kingdom information for decision
BY: CAROLIN MOETLFR O 71-MAR-1013 SHARE: m akl n g

Byl V.M abducted her grandson
St smemsse fOr 3 days to prevent son’s
e i1 Ifriend from leaving

police, and comes at an imporntant time when govenuments are reaTitng the mlas
country with grandson

around data retention and disclosure practices in the crimminsl sphere.

The caze concems MM (the applicant) who abducted ker srandszon for three dayz m 2000 m order to prevent the sirlfriend of her
from going back to Ausmalia with the applicant’s srand=on. The UK Divector of Public Prosecutions considered the caze as a fam
izzue and & minor offence. He therefore admindstered a caution, instead of puarswing cowrt proceedings.

In 2003, in reply to a queary from the applicant. the police adwized that her caution would remain on reconds for five vears. In 2004 Minor Offence an Caution but
WD was rejected for a job dealing with childcars due to the disclosure of her criminzl record.
on record for 5 years

In 2008 regulstions wers extsblizhed to identify when and how information could be disclozad when offenders spply for jobs daal
with children and vonersble adultz. The purpese of the regolstory change in 2008 was to increase saoanty of volnerabls mdivadu
after the Soham murders. Howsver, the new regulations led to the mare frequent disclozore of data related to with very minar

sffences M.M was rejected for a job
Subsaquent to these chanzes, the Criminal Records Office infonmed ML that all convictions and cautions where the injured pan dea“ng Wlth Chl|dl’en

a child are keapt on the record system for life.

TWhan elshorating the penmizzibility of the retention and disclonure of MLA= caution data, the ECHHE. evalusted first the admiz=il
of the complaint undar Article 8. Interestingly, the Court declared the caze admizzible not becansze the apphicant exhausted all

domestic remedies (as iz umally reguired) bat becanse the UK Govemment did not afford ressonsble prospects of success when 2008 reg UIationS reCO rdS

challanging dsta retantion. The Cowrt came to this conchezion since dara retention and data disclosure practices had nevear been

SucsessRully challenged in e UK kept for life

Subsaguantly the Count analvzad whether the violation of M s right to privacy was justified undar Article 3(2). The Couant
concheded that the UK lacked a clear legizlative frameweork for the collection and storaze of data. There was no clarty 2= to the =
axtant and restrictons of the powers of the police to retain and dizcloze caution data. Additionally, thers were no meachanizmes for

we—"r S ———————— E——— 2012, ruling in M.M favour
ps://www.privacyinternational.org/blog/privacy-and-policing-databi : . .
kingdom that disclosure incompatible
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B kB 25 governments, many with

- T 3 - -
BLIS questionable records on
human rights, may be using
MARCH 13, 2013, 5:45 AM .
Researchers Find 25 Countries Using Surveillance Software off-the-shelf surveillance

sy coLE peRLror software to spy on their own

Last May, two security researchers volunteered to look at a few suspicious e-mails sent to some Bahraini activists. Almost one year later, the two have uncovered ¢ ifd itiz ens
may be using off-the-shelf survaillance software to spy on their own citizens,

Morgan Marquis-Bodre, a security researcher at Citizen Lab, at the Unversity of Toronto’s Munk School of Global Affairs, and Bill Marczak, a computer science de . .
contained surveillance software that could grab images off computer screens, record Skype chats, furn on cameras and microphones and log keystrokes. The word [ miad 0 g =11 IR & 01 ) E= 11 g1=10 |

surveillance software that

a British company that says it sells monitoring software to governments solely for criminal investigations.
Now, one year later, Mr. Marquis-Boire and Mr. Marczak have found evidence that FinSpy is being run off servers in 25 countries, including Ethiopia and Serbia,

could grab images off
Until Mr. Marquis-Boire and Mr. Marczak stumbled upon FinSpy last May, security researchers had fried, unsuccessfully, for a year fo track it down. FinSpy gaine
and discovered a document that appeared to be a proposal by the Gamma Group to sell FinSpy to the government of President Hosni Mubarak . com p uter screens , reco rd

Martin J. Muench, a Gamma Group managing director, has said his company does not disclose ifs customers but that Gamma Group sold its technology to govern ) kyp ecC h ats ’ turn on

pedophiles, terrorists, orzanized crime, kidnapping and human trafficking.” cameras and micro P hones
But evidence suggests the software is being sold to governments where the potential for abuse is high. “If you look at the list of countries that Gamma is selling to, and lo g k eySt rokes

kidnappers and drug dealers, it looks more likely that it is being used for politically mofivated surveillance,”

As of last year, Mr. Marquis-Boire and Mr. Marczak, with ather researchers at Rapidy, CrowdStrike and others, had found command-and-contral servers running
for FinSpy.

The Munk School s publishing their updated findings on Wednesday. Thelist of countries with servers running FinSpy is now Australia, Bahrain, Bangladesh, Bri i § 'S quen tl y use d “ ag ainst
Indonesia, Japan, Latvia, Malaysia, Mexico, Mongolia, Netherlands, Qatar, Serbia, Singapare, Turkmenistan, the United Arab Emirates, the United States and Vie ) g
paedophiles, terrorists,

organized crime, kidnapping
and human trafficking

ATurkmenistan server runming the software belonged to a range of LP. addresses specifically assipned to the mindstry of communications. Turkmenistan is the firsrerear-vurcaseora government runnmy-we-spyware vrms vwircompurer-syste
Human Rights Watch has called Turkmenistan one of the world's “most repressive couniries” and warned that dissidents faced “constant threat of government reprisal,”

T Tinbmamn +he waosnseahaee famnd seddrmsn Fhad Tin Oner eme memsine am Andeadd moanssesd rhemas Thars famnd ama Andnaid shoana infantad sosth TinOees that veae camdine frat sancoaman hasl faoo Tabnmanos falanhoanas somabas That Sndine e

In Ethiopia, FinSpy was disguised in e-mails that were specifically aimed at political dissidents. The e-mails lured targets to click on pictures of members of Ginbo
downloaded to their machines and their computers began communicating with  local server in Ethiopia.

“This continues the theme of FinSpy deployments with strong indications of politically motivated targeting,” the researchers wrote in their report.
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CONCEPTS IN PERSONAL

INFORMATION
PROCESSING




Data Controller

“data controller” means a public or private body or any
other person which or who, alone or together with others,
determines the purpose of and means for processing
personal information, regardless of whether or not such
data is processed by that party or by an data processor on
Iits behalf, where the purpose and means of processing are
determined by or by virtue of an act, decree or ordinance,
the controller is the natural person, legal person or public
body has been designated as such by or by virtue of that
act, decree or ordinance.




Data Controller Retains Ultimate
Responsibility despite other persons
acting on its behalf

“data processor” refers to a natural person, legal person, or public body which
processes personal information for and on behalf of the controller and under the
data controller’s instruction, except for the persons who, under the direct
authority of the controller, are authorised to process the data;

“data protection officer” or “DPO” refers to any individual appointed by the
data controller charged with ensuring, in an independent manner, compliance
with the obligations provided for in this law;

“data controller's representative” or “controller's representative”: refers
to any natural person, legal person or public body permanently established on
the territory [of the concerned country], who takes the place of the data

controller in the accomplishment of the obligations set forth in this law;



Confused over whether you are a data controller
or a data prccessc:rr‘? Then r‘eacl this

I =t Law ta Praotect =1 Dhu bscaurcdmng

e |
ol

Under UK data protection laws, an organisation that processes personal data will
e either a data controller or a2 data processor (& parcy that processes data on
behalf of a data controller), The data controller is responsible under data
protection laws for ensuring that data processed by it and s data processors is
This il

responsibility for any data security breaches by its data processors.

carried out in accordance with data protecton laws. al=oc include

For this reason, it is important that vou know what role yowur organisation plays in

the processing of personal data.

Indesd, in commercial combracts, a supplier may seek a contractual statemeant that
it is acting as a data processor of thie customer. By doing this, the supplier will
seek to contractualise the customer's responsibility for compliance with data

protection  laws  (indoding, most crucially, the adequacy of the swppliers

information security measures), and enswre that the swvpplier has no direct
cbligations under data protection legislation in relation to the processing that it

wndertakes under the contract.

Howrewver, sometimes it is not dear out as to whether a party is ad Il_g as a data

processor, or a data controeller in its own right. Simply because you are deing
something under a contract with another organisation does not mean that you are

always going to be acting a5 a data processor.

New ICO guidance

T:- help -::-rga nisations

As an example, the ICO's guidance states that lawyers, accountants and doctors
willl generally be data controllers in relation to the services that they provide,
whereas a company providing cutsourced services like payroll or mail marketing

o another company is likely to b= a data processor.

all o

http://techblog.brodies.com/2012/04/03/confused-over-whether-you-are-

this/

e

-
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data protection laws, reducing some of the benefics of "data proces=sor” status.
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Who is controller and
processor?

Organisations that process
personal data —= data controller
or data processor or
representative.

Data controller — responsible for
compliance including security
breaches.

In Contracts — a statement that a
supplier is acting as a data
processor must be in pace and
confirmation of responsibility of
data controller to customer

People remain unclear as to roles
and how to determins

Lawyers, accountants and
doctors are data controllers

B Outsourced service providers are
data processors acting on behalf
of data controllers




Example 1
Credit reference agency data

A credit reference agency obtains, records, holds, organises, adapts, alters and
discloses personal data. It is clearly a data controller for the data it processes. The
agency customer/subscriber consults, obtains or retrieves personal data disclosed to
it by the agency, but that is not sufficient for the data to be controlled jointly or in
commaon. The customer/subscriber will process the data it has obtained, in a manner
it alone determines, to inform a decision on whether to supply a customer, and is
therefore a separate and distinct data controller. The customer does not have any
authority over what the credit reference agency does with the data it holds.

Example 2
ContactPoint

The DCSF is building and maintaining a database of children, carers and key
contacts. The creation of this database, its administration and its access to
information are established in the Children’s Act and supporting Regulations. The
administration of this database is shared between DCSF and Local Authorities, e.q.
DCSF manage database security and Local Authorities determine who may access
to data, so between them they are joint data controllers for the data and have
documented arrangements for satisfying data controller responsibilities. Other
organisations that supply data to ContactPoint or who access data held within it are
not data controllers as they do not determine the purpose or manner of processing
within the ContactPoint database. They are data controllers in their own right for their
own data as they determine, within the constraints of the Children’s Act, how data,
including the data obtained from ContactPoint, will be subsequently processed and
for what purposes.

Committed to connecting the world

Agency obtains, records,
holds, alters, discloses
data

Customer consults,
obtains, retrieves data

Agency — data controller

Customer — separate and

distinct data controller

Data controller
established in regulations

2 Public Bodies administer
database of children,
carers and contacts —
joint data controllers

http://www.apira.co.uk/userfiles/files/Data%20Controllers%20in%20common. pdf
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1CO.

Information Commissioner’s Office

Resource

(RO [dentifying ‘data controllers” and ‘data processors’
reading

Data Protection Act 1098

Contents

OVEIVIEW 1.ttt 2
What the DPA SaYS .ivviiiiiiiiiiiniis s s e 2
Key consideration in determining who is a data controller - Degree of
|atitude/discretion/independence of the service provider .....oovvvviiniiniinn, 3
Niffarant tvnac nf rliant and carvira nravidare N

http://www.ico.gov.uk/for_organisations/guidance_index/—~/media/documents/library/Data_Protection/Detailed_sp
ecialist_guides/data_controllers_and_data_processors.ashx

Committed to connecting the world



Defining Personal Information

information about an identifiable individual that is recorded in any form,
including, without restricting the generality of the foregoing:-

(a)information relating to the race, national or ethnic origin, religion, age or
marital status of the individual;

(b)information relating to the education or the medical, criminal or
employment history of the individual or information relating to financial
transactions in which the individual has been involved;

(c)any identifying number, symbol or other particular assigned to the
individual;

(d)the address, fingerprints or blood type of the individual;

(e)the name of the individual where it appears with other personal
information relating to the individual or where the disclosure of the name
itself would reveal information about the individual;

(f) correspondence sent to a data controller by the individual that is
explicitly or implicitly of a private or confidential nature, and replies to
such correspondence that would reveal the contents of the original
correspondence; and

(g)the views or opinions of any other person about the individual.



New “lrresponsible” Netflix
Contest May Violate Customer
Privacy

By Dawid Coursey, PCWorld Sep 22, 2008 2:57 AM [ =]

A privacy researcher iz urgimg MNeiflix fo cancel its next research coniest, before it results

in pofentially millions of dollars in damages for invasion of its customers’ privacy.

"Metflix should cancel this new, irresponsible contest,” Paul Ohm wrote in 2 blog

affiliated with Princeton University's Center for Informaiion Technology Policy.

On Monday, the company awarded $1 million to the winners of ifs first competition,
aimed at developing technology fo improve its ability fo predict what movies its
customers will like.

Ohm worries the information the company is about to release as test data for the second

contest izn't as anonymous as Metflos may think.
Accordimg to the New York Times:

"The new contest is going to present the contestants with demographic and behawvioral
data, and they will be asked to model individuals” “taste profiles,” the company =said. The
data set of moare than 100 million entries will include information about renters’ ages,

gender, ZIP codes, genre ratings and previously chosen movies.”

Ohm counters that "researchers have known for more fhan a decade that gender plus
ZIP code plus birth date uniquely identifies asignificant percenfage of Americans (87%

according to Latanya Sweeney's famoussiudy_ )"

"True, Netflix plans to release age not birth date, but simple arithmetic shows that for
many peocple in the couniry, gender plus ZIP code plus age will narrow their private

movie preferences down to at most a few hundred people.”

http://www.pcworld.com/article/172373/New_ Irresponsible_Netflix_Contest May_Violate Customer_Privacy.html
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Netflix — research contest

Awarded $1 million — competition
to develop technology to improve
the ability to predict what movies
customers will like

Test data for second competition
IS not sufficiently anonymous?

Demographic and behavioural

data to model individual profiles.
Data set of 100 million entries —
ages, gender, ZIP codes, genre
ratings and chosen movies

Gender, birth date, ZIP code — ID
87% of Americans

Gender, ZIP code and movie
preferences — narrow to a few
hundred people.




Processing of Personal
Information

processing: refers to any operation or set of operations
which is performed upon personal information, whether or
not by automated means, such as obtaining, recording or
holding the data or carrying out any operation or set of
operations on data, including —

= (a) organization, adaptation or alteration of the data;
= (b) retrieval, consultation or use of the data; or

= (c¢) alignment, combination, blocking, erasure or
destruction of the data

Committed to connecting the world




Technology

THE BEUSINESS AND CULTURE OF OUR DIGITAL LIVES,
FROM THE LA TIMES

Facebook digs through user data and graphs TU.S.
happiness

Oorober &, 2ocg | S50 pm

B oA [l R C o nk v 1 o 2 Tawod a Ed Ar=commen:s o

Facebook released a graphical brealdoym showing 0
the collective happiness of the site’s millions of [E==]
active 1.5, users.

The compamny combed its database of short user-

updates and looked for words indicating a theme : [
of happiness or sadness correlating to the day it

was posted. The breakdowwm was released Mondar.

What we learned from the analy=iz of our nation’s [Fe=smaz | [ i |
Web chatter: Holiday= make people happy. [r
o=lebrity deaths maks people sad.

A= Facebook notes, Thanksgiving and Christmas ) )
are some of the happiest days, while the deaths of e b Bk 20 Bl 13 e 3 ot e
Heath Ledger and Michael Jackson were

among the lowest.

Imdeed, the findings are completel- obsrious, bot could become mvore interesting with wvears of data
collection —- especially when alisned with ecomomic indicators.

But, hey., do we really want Facebook to keep pesring into updates meant just for friends and familv?
The research serves as a good remindsr abont cvbersecuarity — after all. it is MNational Cyvbersecurity
MIonth.

If vou put someething on Facebook, mo matter how tight voor privacy settings are, Faceboolk Inc. can
=till hamg onto it, analyze it, remdx it and repackage it.

Despite its silly name, the Gross National Happiness indicator is creepy. FleTe in there.

IIint, a perzonal finance website similar to (and noww owned ba) Quicken, also does this sort of data
analyzis. The company combs throngh millions of bank and credit card acoounts that its wsers
imputted for the purpose of personal finance tracking —- kev word being "personal”™ — in order to
determine "America's most fruzal cities” or "slobal wealth distributiomn.”

http://latimesblogs.latimes.com/technology/2009/10/facebook-happiness.html

Facebook processing
data for happiness index

What makes people
happy?

Data aligned with
economic indicators can
be of interest

No matter how tight the
privacy settings are,

| Facebook Inc. can use it,

analyse it, remix it and
repackage it.

Mint processes millions
of bank and credit card
accounts for personal
finance tracking.

How comfortable are we
with back-end
processing?
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Sensitive Personal
Information

“sensitive personal information” (a) refers to genetic data,
data related to children, data related to offences, criminal
sentences or security measure, biometric data as well as,
If they are processed for what they reveal, personal
iInformation revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, affiliation,
trade-union membership, gender and personal information
concerning the health or sex life of the individual (b) refers
to any personal information otherwise considered by
Rwanda law as presenting a major risk to the rights and
Interests of the data subject, in particular unlawful or
arbitrary discrimination.




Privacy Commissioner Case Note JAUS U E g W\ 16 YA 0610 aTa g |1 o] a ST Qo 1=

Information was disclosed for a purpose
other than the primary purpose for which
Case Citation: it was collected, and the disclosure was

T el e yya not permitted by any of the exceptions

The Commissioner formed the view that
Subject Heading: the disclosure was an interference with

Disclosure of sensitive personal information ARSI gl acN ol (1197

Law: Conciliation and Settlement
National Privacy Principle 2.1 in Schedule 3 ¢

Facts:

The complainant had medical tests at a pathology clinic and asked that the results
be provided only to their treating medical specialist and solicitor. The test results
were to be part of a claim that the complainant was making to a federal government
agency. The complainant later became aware that the clinic had provided the results

directlv to that aovernment agencv.
http://www.privacy.gov.au/materials/types/casenotes/view/5977
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PROTECTION OF
PERSONAL INFORMATION

PRIVATY | -
DRINCIP) ES Z

NO SURPRISES




PART TWO. BASIC PRINCIPLES OF NATIONAL APPLICATION
Collection Limitation Principle

7. There chould be EBmits to the collection of personal data and any such data should be cbiained by lawful and fair means and, where
appropriate, with the knowledge or consent of the data subject.

Data Quality Principle
&. Personal data should be relevant to the purposes for which they are to be used. and. to the extent necessany for those purposes.,
chould be accurate, complete and kept up-to-date.

Purpose Specification Principle
8. The purposas for which personal data are collected should b= specified not |ater than at the time of data collecton and the

subsequent uss limiéed to the fulfiment of those punposes or such others as are not incompatible with those purposes and 35 ae
spe=cified on each cccasion of change of punpose.

Use Limitation Principle
10. Persanal data should not be disclosed, made available or othenwise used for purposes other than those specified in accordance
with Paragraph B except:

= a) with the consent of the data subject. or
= b} by the authonty of law.

Security Safegunards Principle

11. Personal data should be protected by ressonable secwrity safeguards against such risks as loss or unauthorised access,
destruction, us=, modification or disclosure of data.

Openness Principle

12. There should be a general policy of openness about developments, practices and policies with respect to personal data. Means
chould be readilly awailable of establishing the existence and nature of personal data. and the main purposes of their use, as well as
the identity and usual residence of the data controller.

Individual Participation Principle
13. An ndwidual should hawve the night

= 3}t obtain from a data controller, or cthenwise, confirmation of whether or not the data controller has data relating to him;
= b}t have communicated to him, data relating to him within a ressonable tims;
3t 3 charge, if any, that is not excessive;
in a reasonable manner; and
in a form that is readilly ntelligible o him;
= ¢} o be given reasons if a3 request made wnder subparagraphs(a) and (b) is denied, and to be able o challenge such denial;
and

= dj to challenge data relating to hirm and, if the challengs is swccessful to hawe the data erased. rectified, completed or OECD PrInCIpIeS
TrEmLEL Source: OECD
Accountability Principle www.oecd.org

14. A data controller should be accowntable for cormplying with rmeasures which give effect to the principles stated abowe.
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Key Provision Principles of Data Protection Act

= Processing of personal information (General Limitations)

= Minimality, Retention of records

= Collection directly from the data subject

=  Purpose specification and further processing limitation

= Security measures on integrity of personal information

= |nformation processed by an data processor of the data controller

= Security measures regarding information processed by an data
processor

= Notification of security compromises

= Quality of information

= Notification to the Commission and to the data subject

= Access to and challenges of personal information

= Correction of personal information

= Data controller to give effect to principles

= Prohibition on processing of sensitive personal information




Principle:

Purpose of
Collection

“THAT WILL BE $28.75,,NOW IF 1 CAN
JUST GET YOUR POSTAL COPE, PHONE Image Source: Office of Privacy
NUMBER AND A SMALL BLOOD SAMPLE,.” Commissioner (OPC)

Committed to connecting the world




Principle:

Notification

Purpose of
Collection

WAT LEAST WE CAN HAVE LUNCH WITHOUT Image Sour(_:e:_ Office of Privacy
THE B05S LookiNG OVER OUR SHOULPERS! Commissioner (OPC)

Committed to connecting the world




IS STRICTLY

PON'T WORRY, EVERYTHING
M Your MERICAL FILE
CONFIPENTIAL !

Principle:

8 mr' i Security
iUl Safeguards

Image Source: Office of Privacy
Commissioner (OPC)

ission
Committed to connecting the world -:'n'ﬁ'n‘r;/




DID YOU SEE SOME BOXES OF CONFIDENTIAL \
> [ PERSONAL INFORMATION? I LEFT THEM ON |
. FLOOR RIGHT BESIPE MY DESK | /

i
s
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Tt - g
; - e
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Principle:

Security
Safeguards

Image Source: Office of Privacy
Commissioner (OPC)
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E( PRIVACY PoLicy

PERSONRAL INFORMATION WILL FORTHWITH BE
USED ONLY foR DISCRETIONARY IMPLEMENTATION
BASEP UPON CONTRIBUTING NECESSITATING
FACTORS OUTLINEP |N PARAGRAPH 49,
SUBSECTION B, OF THE HEREToFORE MENTIONED

CHAPTER AND WILL BE BASEP SoLeLY ON
CONTENT ANP CONTEXT PESIGMATIONS PEEMED

RELEVANT W THIN A FRAMEWORK OF YARYING

SOCIETAL PARAMETERS To BE DETERMINED BY...
e

L

International
Telecommunication 2Bt
*

Union

European
Commission
——

Committed to connecting the world

Principle:

Notification

Image Source: Office of Privacy
Commissioner (OPC)




Foepgisbration PusTy == o 257l
Ce=rbe FResgisberssgdc 19 Swepiarmioesr 2001 FR=pgisbration Expirss: 15 Sspacrmioesr 20135
ke Crervhbraslibear - EFrsS T LAWY ST i=T v
L T o
THHIEE LaGy LiIEA=Y
THEE LA o AT
SkASIE ESTREET

ST
E=1 150

Principle:
Transparency
Openness,

This respistsr snbry decscrib=s_ In wsry geersral] temmes, tThes peaarsaansl izt b=slnegg [pearo=c
ERIEET O LA ST
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urpose 1 Limits on use
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UK says Google needs further privacy PrinCipleS:
improvements

A review Tound that Google has improved privacy protections n s products T ran S pare n Cy

work is needed

Bvw Jersnmy ik — 1
Tue, August 16, 2011 e C u r I y

El B snare| 2 EY o5 EHuke o S - Bricfcase More |

Safeguards

wwatchdog for strengthening iils privacy policies but the agency said the company =460
neseds to Improwve.

IDGE Mews Service — Google was praissd on Tuesday by the U K "s data pr

Soogle has bean under scrutiney by the Information Commissionesr's Office (1C0O) =ince
the comipany admifted in May 2010 to collecting payload data from unencorypisd Wi-Fi
netvrorks it was indexing as par of ifts Stresi Wiew imagery program.

The IO =said in Mowvember 2010 that Google broks the law with the data collection,
wwhich in some cases recorded entire e-miails, passyvwords and URL=s. The KO declimed
o impose a fine and instead demandsasd that Google submit o an audit of ifs privacy
paolices.

The audit took place last month, fhe IGO0 said in a statement. "The aodit found that
Soogle has taken acticn in all of the agreed improvement areas,” the agency said. "The
IZ0 has now asked the company to go furdher to enhance privacy, including ensuring
that users are given mors nformation about the privacy aspecis of Google products.™

Soogle i= training ifts enginesrs nowe on advanced data profection and overall is paying
more @ttention to privacy issues when prodoects are designed, the 1200 said.

Source:

Bul So le should al=o ensure that its oducts have a so-called "privacy story.” used o H
=g al = ¥ sen WWW.Ci0.com

educate users about products” privacy features. While Soogle has mplemented a
"privacy design docurment” for prodoecis., those doouments should be checked for
acocuracy. Also, the core trainimg for engineers should include specific design principles
that come from the privacy design document. the IO said.

Soogle's direcior of privacy for product and enginesrnng, Adma Vwhilten, wrolse in a blog
posi on Tuesday that the IC00O's report "werfies the improvenrsnis weve made to our
imt=rnal privacy stnuctures_ traiming programmes and intermal reviews and identifies
=ome scope for comtimwed work "™

"Wie knowr thiat thers is mo perfect solution, =o we will continue o improwe our curment
processes and dewvelop news ones =0 that privacy awareness grows and evolves
alongside Google." Whitten werote.

U European Rt St Nanal g T
5 = " Commission mlr_/ s ~ =
Committed to connecting the world COTHEREY




ICO consulting on possible data protection code of
practice for the press

Fabruary 19th, 2013 Posied oy Rached Moathy In ata, Legal

Information CSommilssioner’s Ofics
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Share=

Source:

- http://blogs.journalis
Data protection and m.co.uk/2013/02/19/i

- co-consulting-on-
the press: possible-data-

protection-code-of-
practice-for-the-press/

Last week the Information Commissionser's Office lsunched a “short public consultation™ on
proposals for & code of practice for the press im the Data Protection Act.

According to the OO0 websibe this follows a recommendation fromn Lord Justice Lewveson for
the 20 1o “prepare and issue comprehensive good prachoe guidelines and adwice on
appropriate primciples and stamdards to be observed by the press in the processing of
personal data”™.

The consuliation was senmt out last week., and closes on Friday 15 March. The S0 welbsite

states:

EXAMPLE OF

This short public consultstion on the likely scope and comtent of the proposed 100D

caode of practice is an immportant first step n ensurireg owr stakeholders hawe= an COM M I SS I ON ERS

opporbunity to ket us kbnow their views and engage in constructive dialogus to

develop a common understanding of howr datas protection legislation applies 1o the CONSU LTAT I O N

media. This will b= followsed by a full public consulation on the code itself

I the consultston docunent the 123D adds:

The code: will mot confain any ew legal dubes — the purpose of such codes is to
promoie good practice and aobservance of the reguirements of the Data Protecton
Act by data comtrollers. Depending upon decisions by the gowvernment about
possible reform of the: lsw, this guidance may reguire further review. Howewer, we
accept that it is important to proedwcs guidance now, as recommended by Lord
Justice Lewveson.
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nformation Sheet (Private Sector) 11 - 2001: Privacy Codes
MNew private sector provisions in the Privacy Act 1938 (Cth) (the Privacy Act) regulate the way the private sector organisations collect, use, keep

% secure and disclose personal information. The private sector provisions aim to give people greater control over the way information about them is

Wa.are now past of handled in the private sector by requiring organisations to comply with ten Mational Privacy Principles (NPPs).

The Office of the

Australian Information The NPPs set the base line standards for privacy protection. However, organisations or industries may have and enforce their own privacy codes.

Commissioner The Privacy Commissioner {the Commissioner) must approve the code first, but once it has been approved the code will replace the NPPs for those

Fndl duit mong. organisations bound by the code. The Commissioner can revoke a code.

www.naic.gw.au Options for complaint resolution

A code can include its own complaint handling mechamism. If it does, it must provide for the appointment of a code adjudicator to determine
O rg an Isatl 0 nS complaints. & code adjudicator would be bound by the processes spelled out in a code when handling complaints and must abide by the
requirements of the Privacy Act and the Code Development Guidelines.

an d | nd ustrl eS A code that incorporates a complaints handling mechanism can give industry a sense of ownership in dispute resolution. In some cases there will be
d I d an existing dispute resolution system operating in an organisation/industry that is equipped to handle complaints about breaches of a privacy code.

eve Op CO eS If a code does not provide for a complaint handling mechanism, the Office of the Privacy Commissioner {the Office) will handle complaints and the
Of CO nd uct Commissioner will be the code adjudicator.

Code approval

Before a code can be approved, the Privacy Act requires the Commissioner to be satisfied that: EXAM P LE OF

Com plai nt * the obligations in the code are, overall, at least the equivalent of the NPPs; and CODES OF
s the members of the public have been given an adequate opportunity to comment on a draft of the cod

Reso I Utl on If the code includes a complaints handling mechanism, the Commissiener must also be satisfied that the coc CO N D U CT
Adj Ud i Cato r s provides for a code adjudicator; and B E I N G

* meets the prescnbed standards and the Commissioner's guidelines in relation to making and dealing w

Organisations not bound by a code must comply with the NPPs set out in Schedule 3 of the Privacy Act. The D EVE LOP E D
these circumstances. A copy of the NPPs is available on the Commissioner's web site or by contacting the Of =

Obligations at

Ieast eq u al to Organisations will need to be aware that developing and implementing a privacy code will necessarily reguire a commitment of resources. Obviously

Considering the resource requirements

the costs will vary greatly from scheme to scheme with likely variants being whether or not the scheme establishes its own complaint handling
body, the size and nature of the organisation/industry that will be covered by the code, and the nature of the code itself.

There are also several steps involved in developing & code that will require an allocation of resources. These steps include investigating the need for

a code, writing and publishing the code, seeking external legal or professional advice, implementing code relevant systems, and educating and
training staff. There could also be costs involved in:

Members of
public have an

opportunity to

comment ) R




TRANSBORDER FLOW
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INFORMATION




Background to Transborder Flow

= "transborder data flow" term that arose in the 1980s
following concerns in the EU regarding the value of
information and the exchange of information across
countries

= petween business units of one company, data processing
services or purposes ancillary to the commercial
engagement.

=" Includes transfer of human resources, financial records
customer information: marketing and travel, and for
public sector agencies (law enforcement, border controls
and tax agencies).

= Digitisation is an important contributor

Reference: TRANSBORDER DATA FLOW: EU
DIRECTIVE AND IMPLICATIONS FOR
INTERNATIONAL BUSINESS

Elizabeth Longworth, New Zealand
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cloud
computing

International
Telecommunication
Union
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Cloud computing is an
example of transborder
flow of personal
Information as
Information is hosted at a
foreign destination

Consult Guide Issued by the UK
Information Commissioner



Example
An organisation wishes to expand its online presence to include

social media. The organisation develops a third party application
to run within a social network platform.

The organisation will be a data controller for any personal data it

processes through users choosing to use its application,
integrated with the social network or for any other data collected

through usage of the application.

The social network platform will be acting as a data controller for
any personal data processed by the social network. This may
also include processing done for advertising or marketing
purposes.

Where the personal data is being used by both organisations for
their own purposes, they will both be data controllers.

Source: Guidance on the use of Cloud Computing, issued by the UK Information Commissioner

http://www.ico.gov.uk/
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In closing: TRENDS/

CHALLENGES




Worldwide, approximately

1.1 million identities were Drone Surveillance

exposed per breach, mainly
owing to the large number T P
of identities breached RealtEniicatieh

through hacking attacks.

More than 232.4 million Facial Recognition

Identities were exposed

overall during 2011. : ”
Deliberate breaches mainly
targeted customer-related

Information, primarily :

because it can be used for
fraud.

Internet Security Threat

Report Volume 17,

Symantec, April 2012
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http://www.symantec.com/threatreport/
http://www.symantec.com/threatreport/

Thank You

Questions?

Pria Chetty

International Legal Expert on Data Protection
(e) pria.chetty@gmail.com
(t) +27 (0) 83 384 4543
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