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 Foreword  

Information and communication technologies (ICTs) are shaping the process of globalisation. Recognising their 
potential to accelerate Africa’s economic integration and thereby its greater prosperity and social 
transformation, Ministers responsible for Communication and Information Technologies meeting under the 
auspices of the African Union (AU) adopted in May 2008 a reference framework for the harmonization of 
telecommunications/ICT policies and regulations, an initiative that had become especially necessary with the 
increasingly widespread adoption of policies to liberalise this sector. 

Coordination across the region is essential if the policies, legislation, and practices resulting from each 
country’s liberalization are not to be so various as to constitute an impediment to the development of 
competitive regional markets.  

Our project to ‘Support for Harmonization of the ICT Policies in Sub-Sahara Africa’ (HIPSSA) has sought to 
address this potential impediment by bringing together and accompanying all Sub-Saharan countries in the 
Group of African, Caribbean and Pacific States (ACP) as they formulate and adopt harmonized ICT policies, 
legislation, and regulatory frameworks. Executed by the International Telecommunication Union (ITU), co-
chaired by the AU, the project has been undertaken in close cooperation with the Regional Economic 
Communities (RECs) and regional associations of regulators which are members of the HIPSSA Steering 
Committee. A global steering committee composed of the representatives of the ACP Secretariat and the 
Development and Cooperation – EurepeAid (DEVCO, European Commission) oversees the overall 
implementation of the project. 

This project is taking place within the framework of the ACP Information and Telecommunication Technologies 
(@CP-ICT) programme and is funded under the 9

th
 European Development Fund (EDF), which is the main 

instrument for providing European aid for development cooperation in the ACP States, and co-financed by the 
ITU. The @CP-ICT aims to support ACP governments and institutions in the harmonization of their ICT policies 
in the sector by providing high-quality, globally-benchmarked but locally-relevant policy advice, training and 
related capacity building.  

All projects that bring together multiple stakeholders face the dual challenge of creating a sense of shared 
ownership and ensuring optimum outcomes for all parties. HIPSSA has given special consideration to this issue 
from the very beginning of the project in December 2008. Having agreed upon shared priorities, stakeholder 
working groups were set up to address them. The specific needs of the regions were then identified and 
likewise potentially successful regional practices, which were then benchmarked against practices and 
standards established elsewhere.  

These detailed assessments, which reflect sub-regional and country-specific particularities, served as the basis 
for the model policies and legislative texts that offer the prospect of a legislative landscape for which the whole 
region can be proud. The project is certain to become an example to follow for the stakeholders who seek to 
harness the catalytic force of ICTs to accelerate economic integration and social and economic development. 

I take this opportunity to thank the European Commission and ACP Secretariat for their financial contribution. 
I also thank the Economic Community of West African States (ECOWAS), West African Economic and Monetary 
Union (UEMOA), Economic Community of Central African States (ECCAS), Economic and Monetary Community 
of Central Africa (CEMAC), East African Community (EAC), Common Market for Eastern and Southern Africa 
(COMESA), Common Market for Eastern and Southern Africa (COMESA), Southern African Development 
Community (SADC), Intergovernmental Authority on Development (IGAD), Communication Regulators' 
Association of Southern Africa (CRASA), Telecommunication Regulators’ Association of Central Africa (ARTAC), 
United Nations Economic Commission for Africa (UNECA), and West Africa Telecommunications Regulators' 
Association (WATRA), for their contribution to this work. Without political will on the part of beneficiary 
countries, not much would have been achieved. For that, I express my profound thanks to all the ACP 
governments for their political will which has made this project a resounding success. 

 

Brahima Sanou 
BDT, Director

http://www.comesa.int/
http://www.comesa.int/
http://www.comesa.int/
http://www.watra.org/
http://www.watra.org/
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was developed under the direct supervision of the then HIPSSA Senior Project Coordinator, 
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Development Bureau’s (BDT) Regulatory and Market Environment (RME) and Special Initiatives and 
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PREAMBLE 

Many institutions or international organizations consider data protection to be fundamental to the 
development of the individual in a democratic society and the construction of well-being. As such, data 
protection is a servant of the individual, both in the personal domain as well as in the workplace. 

Owing to the connection between data protection and the protection of privacy, however, one must 
acknowledge a broader application for data protection. Indeed, several human rights are concerned 
including freedom of expression and freedom of association. Data protection mitigates the reliance on 
personal data for the differentiation between individuals based on, among other elements, religious 
beliefs, union affiliation, sex, race, filiation, and health-related data. 

In addition to these considerations based on fundamental human rights, there is a real explosion of 
information and communication technologies that could affect the right to the protection of personal 
data in commercial activities as well as in electronic government (eGov) activities. The development of 
these technologies involves the proliferation of databases used to store and process significant personal 
data. Then, the interconnection of these databases could lead to illegitimate tracing of individuals in their 
various private as well as professional activities. Furthermore, it can be seen that information and 
communication technologies are becoming increasingly important in decisions made regarding individuals 
particularly in view of the information contained in the databases described above. Data protection 
regulation should seek to ensure that the benefits of using information and communication technologies 
is not concurrent with weakened protection of personal data. 

This means that information must not only be correct, but also relevant to the purpose specified and 
declared. The principle of only collecting and processing the personal data necessary for a specified and 
declared purpose must be implemented. In addition, the controller (that is to say the person who 
determines the purpose or goal of processing and means that will be implemented) has an obligation to 
update the data and limit its collection and processing. 

It also needs to ensure that data is not disclosed without permission of the individual or a legal provision. 
This implies the implementation of organizational and technical measures ensuring the safety of 
treatment involving, among others, the collection and storage of personal data. 

This requirement implies a principle of accountability (principle of accountability) for the data controller 
and his/her data processor according to the sensitivity of the processed data. There are, in fact, categories 
of data that are less sensitive than others, and which may require a lower standard of protection. For 
example, if a database contains only first and last names, the categories of data are normally not sensitive 
and, therefore, generate less risk of intrusion or theft and less sophisticated security is required. However, 
a database of health-related personal data or data revealing race identity would require greater security. 

As has been shown, two categories of data exist: sensitive data that can affect in itself an individual's 
privacy and data that is not sensitive. The first category reveals a person's religious affiliation, ethnic 
origin and health. This can also be genetic data which has the particularity to concern many people, 
namely those of the same family. Hence we need to define specific rules for this particular category of 
sensitive data but taking account of the fact that some sensitive data are not processed for what they 
contain or reveal as the picture of someone wearing religious cloth on a website or in a directory. The 
data (picture) is not processed for the religious meaning but only for the picture of the person in the 
context of showing it on the website or in the directory. Therefore, the rules shall reflect this. However, 
this is not valid for genetic data, biometric data and data related to children, offences, criminal sentences 
or security measure which are highly sensitive data. 
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Concurrently it is necessary to provide to the individual control of his/her own data via a right of access 
from which will result, among others, a right of rectification and opposition. There may additionally be 
present the need to set up a system of sanctions to make the law fully effective. Indeed, a law without 
sanction is subject to violation that makes it totally ineffective. 

In addition, it should be noted that with globalisation, traditional borders between regions and countries 
are becoming increasingly permeable. This implies that the personal data is subject to cross-border 
transfer more often. The States need to determine the rules that govern such transfers in order to only 
allow them under conditions that ensure personal data are protected. These rules of data protection will 
be more easily applicable if many countries adopt equivalent ones. This therefore leads to the texts 
adopted on a regional scale. It is indeed important that many countries adopt a common set of rules to 
ensure effective protection of the right to protection of personal data. The objective of the proposed 
model law is to create a uniform system in a given area in order to create a safe environment for citizens. 

The establishment of a uniform system of rules requires cooperation between countries to ensure 
continuity in the uniform. This cooperation can take place through the collaboration of the protection of 
personal data via an international working group. 

Moreover, the protection regime of personal data must account for social and religious customs as well as 
on existing regional policies to achieve its goal of protection and harmonization. Existing tools such as the 
draft convention of the African Union on the establishment of a credible legal framework for cyber 
security in Africa, the texts of Southern African Development Community (SADC), Economic Community 
Of West African States (ECOWAS) and existing national legislations including constitutional provisions are 
good examples of preset intiatives. 

The establishment of a protection regime for personal data will only be effective with the creation of a 
Protection Authority in order to foster compliance with the law and protection of privacy in general. This 
authority must also be endowed with regulatory powers in order to, for example, clarify certain principles 
of the model law. 

It is with the above in mind that it is acknowledged that the protection of personal data involves the 
establishment of a specific and adapted regime to the particularities of each region as set out in this 
Model Law. 
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 Short Title  This legislation may be cited as the Data Protection Act, and shall come into force 

and effect [on xxx/ following publication in the Gazette]. 

Objective  The objective of data protection legislation in [insert name of country] shall be to 
combat the violations of data likely to arise from the collection, processing, 
transmission, storage and use of personal data. 
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Definitions 1. (1) Code of conduct: refers to the data-use charters drafted by the data 
controller in order to institute the rightful use of IT resources, the Internet, and 
electronic communications of the structure concerned, and which have been 
approved by the data protection authority. 

 
 (2) Consent: refers to any manifestation of specific, unequivocal, freely given, 

informed expression of will by which the data subject or his/her legal, judicial or 
legally appointed representative accepts that his/her personal data be processed. 

 
 (3) Data: refers to all representations of information notwithstanding format or 

medium . 

 
 (4) Data controller or controller: refers to any natural person, legal person or 

public body which alone or jointly with others determines the purpose and 
means of processing of personal data. Where the purpose and means of 
processing are determined by or by virtue of an act, decree or ordinance, the 
controller is the natural person, legal person or public body has been designated 
as such by or by virtue of that act, decree or ordinance. 

 
 (5) Data controller's representative or controller's representative: refers to any 

natural person, legal person or public body permanently established on the 
territory [of the concerned country], who takes the place of the data controller in 
compliance with obligation(s) set by the present Model Law. 

 
 (6) Data processor: refers to a natural person, legal person, or public body which 

processes personal data for and on behalf of the controller and under the data 
controller’s instruction, except for the persons who, under the direct authority of 
the controller, are authorised to process the data. 

 
 (7) Data protection officer or DPO: refers to any individual appointed by the data 

controller and is charged with ensuring, in an independent manner, compliance 
with the obligations provided for in this Model law except where a transfer of 
personal data to a State that is not a Member State of the SADC is concerned. 

 
 (8) Data subject: refers to any individual who is the subject of of personal data 

processed and who is identified or identifiable. 

 
 (9) Identifiable person: 

(a)  is one who can be identified, directly or indirectly, in particular by 
reference to an identification number or to one or more factors specific 
to his/her physical, physiological, mental, economic, cultural or social 
identity. 

(b) To determine whether a person is identifiable, account should be taken 
of all the means reasonably likely to be used either by the controller or 
by any other person to identify the said person. 

 

 
 (10) File: 

(a)  refers to any structured set of personal data which are accessible 
according to specific criteria, whether centralized, decentralized or 
dispersed on a functional or geographical basis. 

(b) includes electronic or any other support. 
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 (11) Genetic data: refers to any personal information stemming from a 

Deoxyribonucleic acid (DNA) analysis. 

 
 (12) Health professional: refers to any individual determined as such by the 

national law. 

 
 (13) Child: refers to any individual who is not of age or has not similar status 

according to his/her national law [or national law of the State implementing this 
model law]. 

 
 (14) Personal data: refers to any data relating to a data subject. 

 
 (15) Processing: refers to any operation or set of operations which is performed 

upon personal data, whether or not by automatic means, such as obtaining, 
recording or holding the data or carrying out any operation or set of operations 
on data, including –. 

(a)  organization, adaptation or alteration of the data; 

(b) retrieval, consultation or use of the data; or 

(c) alignment, combination, blocking, erasure or destruction of the data. 

 
 (16) Protection Authority or Authority: refers to an independent administrative 

authority responsible for ensuring that personal data is processed in compliance 
with the provisions of this Model law. This implies a decision-making power 
independent of any direct or indirect external influence on the Authority. 

 
 (17) Recipient: is natural or legal person, public authority, agency or any other 

body to whom data are disclosed, whether a third party or not; however, 
authorities which may receive data in the framework of a particular legal inquiry 
shall not be regarded as recipients 

 
 (18) Register: means the register referred to in chapter 3. 

 
 (19) Sensitive data: 

(a)  refers to certain personal data including genetic data, data related to 
children, data related to offences, criminal sentences or security 
measure, biometric data as well as, if they are processed for what they 
reveal or contain, personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, affiliations, trade-union 
memberships, gender and data concerning health or sex life. 

(b)  refers also to any personal data considered by a Member State as 
presenting a major risk to the rights and interests of the data subject, in 
particular unlawful or arbitrary discrimination. 

 
 (20) Third party: refers to any natural or legal person, organization or public 

authority other than the data subject, the controller, the processor and anyone 
who, under the direct authority of the controller or the processor, is authorized 
to process the data. 

 
 (21) Transborder flow: refers to any international flows of personal data by the 

means of electronic transmission or any other transmission means including data 
transmission by satellite. 

 
 (22) Whistleblowing: refers to legal system allowing individuals to report the 

behaviour of a member of their organization which, they consider contrary to a 
law or regulation or fundamental rules established by their organization. 
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Scope of 
Application 

2. (1) This model law is applicable to any processing of personal data performed 
wholly or partly by automated means, and to the processing of personal data 
otherwise than by automated means which forms part of a filing system or is 
intended to form part of a filing system. 

  (2) This model law is applicable: 

(a)  to the processing of personal data carried out in the context of the 
effective and actual activities of any controller permanently established on 
[given country] territory or in a place where [given country] law applies by 
virtue of international public law; 

(b) to the processing of personal data by a controller who is not permanently 
established on [given country] territory, if the means used, which can be 
automatic or other means is located in [given country] territory, and is not 
the same as the means used for processing personal data only for the 
purposes of transit through [given country] territory. 

  (3) In the circumstances referred to in the previous paragraph under (2)b, the 
controller shall designate a representative established in [given country] 
territory, without prejudice to legal proceedings that may be brought against 
the controller. 

 
 (4) This model law does not apply to the processing of personal data by a 

natural person in the course of purely personal or household activities. 

 
 (5) This model law cannot restrict: 

(a)  the ways of production of information which are available according to a 
national law or as permitted in the rules that govern legal proceedings; 

(b) the power of the judiciary to constrain a witness to testify produce 
evidence. 
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Status and 
composition 

3. (1) An independent and administrative authority called the Protection Authority 
or Authority is established and will have oversight and and control of this Model 
Law and the respective rights of privacy in the national territory. 

  This implies a decision-making power independent of any direct or indirect 
external influence on the Authority. 

  (2) The Authority will be composed of judges appointed by his or her peers, a 
representative of [the Prime Minister or Head of the State], deputies appointed 
by their peers, people appointed by national organizations acting in the matter 
of fundamental human rights or non-governmental organizations, people 
appointed by national organizations acting in the matter of information and 
communication technologies who will be permanent members of the Authority. 

  (3) The Authority will also include substitute members with the same 
distribution of professional backgrounds who will replace a permanent member 
when he/she is excused, absent or when his/her mandate becomes vacant. 

  (4) All members, permanent and substitute, shall have competencies in 
personal data protection, privacy or communication and information 
technologies. 

  (5) To be appointed as member, permanent or substitute, the candidates must 
fulfil the following conditions: 

(a)  They have the nationality of the country. 

(b) They are in full possession of their civil and political rights. 

(c) They are not a member of an organ of SADC or the parliament except for 
the members of Parliament appointed to be members of the Authority 
pursuant previous paragraph (2). 

  [The Member State shall establish specific rules related to the incompatibility 
between the function of members of the Authority and other functions as 
specific rules in order to avoid any conflicts of interest occurring before or during 
the mandate of the members of the Authority.] 

  (6) The members of the Authority are not permittedto attend any deliberations 
by the Authority on matters in which they or their family members to the fourth 
degree have a personal interest. 

  (7) The members of the Authority are submitted to the obligation of secrecy 
according to the legal rules (such as the penal code). 

  (8) The members of the Authority are appointed for a term of […] years 
renewable […] time(s). 

  (9) The members can be removed from their function by the organ or 
organization that appointed them in the event of a breach of their duties 
stipulated in this model law or an offence to the integrity of their function. 

  (10) The members of the Authority benefit from immunity for the opinions they 
express in the execution of their function. The members cannot be removed 
from their function in relation to the opinions expressed or acts fulfilled in their 
function as members. 

  (11) In the exercise of their function, the members shall remain independent 
from the influence of instruction of any other public authority. 
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I   (12) The Authority's deliberations shall be legitimate when at least a majority of 
its members is present during its meetings. The decisions shall be taken by 
absolute majority. In the case of a tie, the President of the Authority, or, in 
his/her absence, his/her substitute shall have casting vote. 

  (13) Unless Article 5 (1) (c), all personnel, consultants and contractors to the 
Authority shall submit to the obligation of secrecy according to the legal rules 
(such as penal code) for the purpose of maintaining the confidentiality of all the 
facts, acts and information that may become known to such person(s)in the 
exercise of their function. 

  (14) The President of the Authority shall be a judge with at least 5 years 
standing as such and shall have a dedicated full time appointment with the 
Authority. During his/her mandate, he/she cannot have any other professional 
activity. His/her salary is equal to that provided for someone occupying the post 
of [….], including pay rises and other employee benefits. 

  (15) Prior to carrying out their mandates, the President of the Authority and 
members, permanent and substitute, shall take the following oath administered 
by the Parliament: 

  "I swear to fulfil the duties of my mission conscientiously and impartially." 

Powers 4. (1) The Authority: 

(a) Shall be chiefly engaged in procuring that the controller’s processing of 

personal data is compliant with this Model Law. 

(b) shall issue its opinion either of its own accord, or at the request of the 
Government, the Parliament, on any matter relating to the application of 
the fundamental principles of the protection of privacy, in the context of 
this model law and any statute containing provisions relating to the 
protection of privacy in relation to the processing of personal data. 

(c) may submit to the Court any legislative or administrative act which is not 
compliant with the fundamental principles of the protection of the privacy 
in the framework of this model law as well as any law containing 
provisions regarding the protection of privacy in relation to the processing 
of personal data. 

(d) may issue regulations in accordance with its powers under this model law 
which shall be exercisable by statutory instrument having force of law, 
which (except in the case of the initial regulations) shall be subject to 
annulment in pursuance of a resolution of the Parliament by a majority of 
2/3 of the members of the Parliament. 

(e) 

(i) may conduct inquiries either of its own accord or at the request of 
the data subject or any interested person, and in relation thereto 
may call upon the assistance of experts to carry out its functions i.e.it 
may instruct one or more of its members, accompanied by an expert 
if necessary, to carry out on-site investigations. 

(ii) may demand, among other items, the disclosure of any documents 
that may be of use for their investigation. 

(iii) shall have access to all places reasonably suspected to be the location 
for activities relating to the application of this model law. 

  (f) receives, by post or electronic means or any another equivalent means, 
the complaints lodged against a personal data processing and give feed-
back to the claimants. 
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I (g) receives, by post or electronic means or any another equivalent means, 
the complaints lodged in the exercise of the rights of the data subject 
pursuant to chapter 7 of this model law. 

(h) May conduct consultation with major stakeholders ( such as Parliament, 
relevant ministry, general public) on matters appearing necessary for 
securing effective data protection for any services, facilities, apparatus or 
directories under this model law. 

Duties 5. (1) The Authority shall: 

(a) answer to any request of opinion regarding the protection of privacy in 
relation to the processing of personal data; 

(b) receive the notification of processing pursuant to Article 26 (1) and 
enforce its compliance with this model law. 

(c) unless otherwise described by law, shall, without delay, inform the judicial 
authority of any offence it is aware of and considers necessary to bring to 
the knowledge of the judicial authority. 

(2) pronounce administrative sanctions such as the cancelling of the 
authorization of processing, fines or awarding of damages to the benefit of the 
injured data subject in the case of violation of the provisions of this model law. 

  (3) provide the authorization pursuant to Article 28; 

  (4) create, maintain and update the register which shall be accessible to any 
person who requests access without any motivation; 

  (5) receive notification(s) of security breaches set out in Article 25; 

  (6) receive and give the authorization for draft, modification or extension of the 
codes of conduct set in chapter 12; 

  (7) provide opinion on how legal data protection legal framework can be 
simplified and improved; 

  (8) set mechanisms of cooperation with protection authorities from third 
countries, if any, and mainly to resolve possible cross-border dispute under this 
Model Law where the dispute lies within the competence of national data 
protection authority from more than one Member State; 

  (9) participate in any international negotiation on matters of data protection; 

  (10) submit, once a year, an activity report to be presented to the institution to 
which the Authority reports; 

 6. (1) The Authority may apply for a Court order for the expeditious preservation 
of data, including traffic data, where it has reasonable grounds to believe that 
such data is vulnerable to loss or modification. 

  (2) Where the Court is satisfied that an order may be made under previous 
Paragraph (1), it shall issue a preservation order specifying a period which shall 
be not more than 90 days during which the order shall remain in force. 

  (3) The Court may, on application made by the Authority, extend the period 
specified in previous Paragraph (2) for such time as the relevant presiding 
officer deems fit. 

 7. (1) The Authority must draw up its rules of procedure within a […] term 
following its establishment. These rules shall be published in [insert] 

  (2) These rules shall set the proceedings for: 
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I (a) The deliberations, instruction and presentation of the cases heard by the 
Authority; 

(b) The complaints, inquiries and sanctions administered by the Authority; 

(c) All other proceeding set in this chapter. 

  (3) The Authority' deliberations are only legitimate when at least a majority of 
members is present during its meetings. It takes decisions by absolute majority. 
In case of a tie, the President of the Authority, or in his/her absence his/her 
substitute, has the casting vote. 

Access to the 
Authority 

8. (1) Any person proving his/her identity has the right to address the Authority, 
free of charge, by himself/herself or by his/her lawyer or any other individual or 
legal personduly appointed. 

Sanctions 9. (1) The Authority may impose the following: 

(a) a warning to a data controller failing to comply with the obligations of this 
model law. 

Such warning shall be regarded as a sanction. 

or 

(b) a formal notice to comply on said data controller to cease the non-
compliance within a given deadline. In case of urgency, this deadline may 
be limited to five days. 

  (2) Should the controller fail to comply with the notice served, the Authority 
may pronounce the following sanctions, after due hearing of the parties: 

(a) Limitation or ceasing of the processing or suspension of authorization, for 
a maximum period of three months; 

and/or 

(b) Financial penalty of (…); 

  (3) In case of serious and immediate violation of the individual rights and 
liberties, the Authority may rule, in summary proceedings: 

(a) the limitation or ceasing of the personal data processing; 

or 

(b) the temporary or definitive access to some personal data processed; 

or 

(c) the temporary or definitive processing not compliant with the provisions 
of this model law. 

  (4) The sanctions and decisions taken by the Authority may be subject to appeal 
through the judicial authorities. 

Financing 10. (1) For the accomplishment of its mission, the Authority shall receive a grant 
from the Parliament which ensures its capability to exercises its duties and 
powers. 

  (2) The Authority will collect the financial sanction pronounced against data 
controllers pursuant this model law. 

  (3) The Authority shall present an annual report to the institution to which the 
Authority reports. 
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PART IV: Quality of the Data 

 

Quality of the 
data 

11. (1) The data controller shall ensure that personal data processed is: 

(a) adequate, relevant and not excessive in relation to the purposes for which 
it is collected or further processed; 

(b) accurate and, where necessary, kept up-to-date; every reasonable step 
must be taken to ensure that data which is inaccurate or incomplete with 
respect to the purposes for which it is collected or for which it is further 
processed, is erased or rectified; 

(c) retained in a form that allows for the identification of data subjects, for no 
longer than necessary with a view to the purposes for which the data is 
collected or further processed. The Authority shall establish appropriate 
safeguards for personal data retained longer than permitted above for 
historical, statistical or scientific research purposes. 

  (2) The data controller shall take all appropriate measures to ensure that 
personal data processed shall be accessible regardless of the technology used 
and ensure that the evolution of technology will not be an obstacle to the 
future access or processing of such personal data. 

  (3) The controller shall ensure compliance with the obligations set out in 
Paragraphs (1) and (2) by any person working under his/her authority and any 
subcontractor. 
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PART V: General Rules on the Processing 
of Personal Data 

 

Generality 12. (1) The data controller shall ensure that the processing of personal data is 
necessary and that the personal data is processed fairly and lawfully. 

 

Purpose 13. (1) The data controller shall ensure that personal data is collected for specified, 
explicit and legitimate purposes and, taking into account all relevant factors, 
especially the reasonable expectations of the data subject and the applicable 
legal and regulatory provisions, is not further processed in a way incompatible 
with such purposes. 

 
 

(2) Under the conditions established by the Authority, further processing of 
data for historical, statistical or scientific research purposes is not considered 
incompatible. 

Non-sensitive 
data 

14. (1) The processing of non-sensitive personal data is permitted, without the 
consent of the data subject, if necessary: 

(a) that may be material as evidence in proving an offence; or 

(b) for compliance with an obligation to which the controller is subject by or 
by virtue of a law; or 

(c) in order to protect the vital interests of the data subject; or 

(d) for the performance of a task carried out in the public interest, or in the 
exercise of the official authority vested in the controller, or in a third party 
to whom the data is disclosed; or 

(e) for the promotion of the legitimate interests of the controller or the third 
party to whom the data is disclosed, except where such interests are 
overridden by the interests or fundamental rights and freedoms of the 
data subject claiming protection under this model law. 

 
 (2) The Authority can specify the circumstances in which the condition 

stipulated under e) is considered as not having been met. 

Sensitive data 15. (1)  

(a) The processing of personal data, if they are processed for what they reveal 
or contain, personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, afiliations, trade-union 
memberships, gender and the processing of data concerning health or sex 
life as well as any personal data which are considered by a Member State 
as presenting a major risk to the rights and interests of the data subject, in 
particular unlawful or arbitrary discrimination, is prohibited unless the 
data subject has given his/her consent in writing for such processing of 
personal data, unless the law states that the prohibition cannot be lifted 
by the written consent of the data subject. 

(b) This consent can be withdrawn by the data subject at any time and 
without any explanation and free of charge. 
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(c) The Authority may determine the cases in which the prohibition to 
process the data referred to in this article cannot be lifted even with the 
data subject's consent. 

  (2) Paragraph (1) above shall not apply where: 

(a) the processing is necessary to carry out the obligations and specific rights 
of the controller in the field of employment law; or 

(b) the processing is necessary to protect the vital interests of the data 
subject or of another person, where the data subject is physically or 
legally incapable of giving his/her consent or is not represented by his/her 
legal, judicial or agreed representative; or 

(c) the processing is carried out in the course of its legitimate activities by a 
foundation, association or any other non-profit organization with a 
political, philosophical, religious, health-insurance or trade-union purpose 
and on condition that the processing relates solely to the members of the 
organization or to persons who have regular contact with it in connection 
with such purposes and that the data is not disclosed to a third party 
without the data subjects' consent; or 

(d) the processing is necessary to comply with social security laws; or 

(e) the processing is necessary, with appropriate guaranties, for the 
establishment, exercise or defense of legal claims; or 

(f) the processing relates to data which has been made public by the data 
subject; or 

(g)  

(i) the processing is necessary for the purposes of scientific research; 

(ii) The Authority shall be entitled to specify the conditions under which 
such processing may be carried out; or 

 

(h) the processing is carried out according to the law on public statistics; or 

(i) the processing is necessary for the purposes of preventive medicine or 
medical diagnosis, the provision of care or treatment to the data subject 
or one of his/her relatives, or the management of health-care services 
provided in the interest of the data subject, and when the data is 
processed under the supervision of a health professional; or 

(j) the processing of personal data is authorized by a law or any regulation 
for any other reason constituting substantial public interest; or 

(k) the processing is carried out by associations with a legal personality or 
organizations of public interest whose main objective is the protection 
and promotion of human rights and fundamental freedoms, with a view to 
achieving that objective, provided that the processing has been authorized 
by the Authority; 

  (3)  

(a) The processing of personal data referred in Paragraph 2 (i) above. except 
where the data subject provides written consent or when the processing is 
necessary for preventing of an imminent danger or the mitigation of a 
specific criminal offence, can only be done under the authority of a health 
professional. 

(b) In this case, the health professional and his/her agents are subject to the 
duty of secrecy. 
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   (4)  

(a) (i) Without prejudice to the application of Articles 16 to 19, the processing 
of personal data relating to sex life is authorized if it is carried out by an 
association with a legal personality or by an organization of public interest 
whose main objective, according to its articles of association, is the 
evaluation, guidance and treatment of persons whose sexual conduct can 
be qualified as an offence, and who has been recognized and subsidized 
for the achievement of that objective by the competent public body for 
such processing,  

(ii) the objective of which must consist of the evaluation, guidance and 
treatment of the persons referred to in this paragraph, and the processing 
of personal data, if it concerns sex life, relating only to the 
aforementioned persons, and 

(iii) the competent public body referred to in (i) must grant a specific, 
individualized authorization, having received the opinion of the Authority. 

(b) The authorization referred to in this paragraph shall specify the duration 
of the authorization, the conditions for supervision of the authorized 
association or organization by the competent public body, and the way in 
which the processing must be reported to the Authority. 

 16. (1)  

(a) The processing of genetic data, biometric data and health data if it is 
processed for what it reveals or contains, is prohibited unless the data 
subject has given his consent in writing to the processing except where 
the law provides that the prohibition cannot be lifted even with the 
written consent of the data subject.  

(b) The consent referred to in previous paragraph (a) can be withdrawn by 
the data subject at any time without any motivation and free of charge; 

(c) The Authority may determine the cases in which the prohibition to 
process the data referred to in this article cannot be lifted by the data 
subject's consent. 

  (2) Previous Paragraph (1) shall not apply where: 

(a) the processing is necessary to carry out the specific obligations and rights 
of the controller in the field of employment law; or 

(b) the processing is necessary to comply with social security laws; or 

(c) the processing is necessary for the promotion and protection of public 
health, including medical examination of the population; or 

(d) the processing is required by or by virtue of a law or any equivalent 
legislative act for reasons of substantial public interest; or 

(e) the processing is necessary to protect the vital interests of the data 
subject or another person, where the data subject is physically or legally 
incapable of giving his/her consent or is not represented by his/her legal, 
judicial or agreed representative; or 

(f) the processing is necessary for the prevention of imminent danger or the 
mitigation of a specific criminal offence; or 

(g) the processing relates to data which has apparently been made public by 
the data subject; or 

(h) the processing is necessary for the establishment, exercise or defense of 
legal rights; or 
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(i) the processing is required for the purposes of scientific research. 

(ii) The Authority establishes the conditions to which such processing 
must answer. 

or 

(j) the processing is necessary for the purposes of preventive medicine or 
medical diagnosis, the provision of care or treatment for the data subject 
or to one of his/her relatives [to be determined by the given State], or the 
management of health-care services in the interest of the data subject, 
and the data is processed under the supervision of a health professional; 

  (3)  

(a) Health-related personal data may only be processed under the 
responsibility of a health-care professional, except if the data subject has 
given his/her written consent or if the processing is necessary for the 
prevention of imminent danger or for the mitigation of a specific criminal 
offence. 

(b) Health-related personal data must be collected from the data subject. 

  (4) The Authority shall be entitled to specify the conditions under which such 
processing may be carried out. 

  (5) It may only be collected from other sources if paragraphs (3) and (4) above 
are complied with, and if such is necessary for the purposes of the processing, 
or if the data subject is incapable of providing the data. 

  (6) When the processing affected by this article, the health professional and 
his/her agents are subject to the duty of secrecy. 

 17. (1) In the scope of articles 15 (2) (i) and 16 (2) (c) and 16 (2) (j), the processing 
of genetic data, if they are processed for what they reveal or contain, personal 
data concerning health can be processed only if a unique patient identifier is 
given to the patient which is distinct from any other identification number, by 
the public authority established for this purpose. 

  (2) The association of this unique patient identifier with any other identifier 
which permits the identification of the data subject in the sense of the Article 1 
(9) is permissible only by the express authorization of the Authority. 

 18. (1) The processing of personal data relating to litigation that has been 
submitted to courts and tribunals as well as to administrative judicial bodies, 
relating to suspicions, prosecutions or convictions in matters of crime, 
administrative sanctions or security measures, is prohibited, except if the 
processing is done: 

(a) under the supervision of a public body or ministerial civil servant as 
defined by the law [of the given State] and if the processing is necessary 
for the fulfillment of their duties; or 

(b) by other persons, if the processing is necessary to achieve purposes that 
have been established by law; or 

(c) by natural persons, private or public legal persons, to the extent that the 
processing is for necessitated by the litigation; or 

(d) by lawyers or other legal advisors, to the extent that the processing is 
necessary for the protection of their clients' interests; or 

(e) if the processing is necessary for scientific research and the Authority 
establishes the conditions ofsuch processing. 
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   (2) Persons authorized under this article to process such personal data are 
subject to an obligation of secrecy. 

  (3) The Authority shall establish the specific conditions to be met when 
processing the personal data referred in this article. 

 19. The personal data of a child will be processed only in respect of the rules of 
representation pursuant to Article 37. 

 
20. (1) The Authority is entitled to establish exceptions to the present chapter, at 

Article 21 and 22 and Chapter 7 when the processing is conducted by any 
person legally subject to an obligation of secrecy due to the nature of their 
office or function 

 
 (2) The above paragraph (1) above is not applicable to the client or patient of a 

person to whom such an exception applies. 

 

 





HIPSSA –Data Protection: SADC Model Law 
 

 

> Model Law 21 

P
ar

t 
V

I PART VI: Duties of the Data Controller and 
Data Processor 

 

Information 21. (1) Where personal data relating to the data subject is obtained directly from 
the data subject, the controller or his/her representative shall concurrently 
provide the data subject with at least the following information, unless it is 
established that the data subject is in receipt of such information: 

(a) the name and address of the controller and of his/her representative, if 
any; 

(b) the purposes of the processing; 

(c) the existence of the right to object, by request and free of charge, to the 
intended processing of personal data relating to him/her, if it is obtained 
for the purposes of direct marketing; 

(d) whether compliance with the request for information is compulsory or 
not, as well as what the consequences of the failure to comply are; 

(e) taking in account the specific circumstances in which the data is collected, 
any supporting information, as necessary to ensure fair processing for the 
data subject, such as: 

(i) the recipients or categories of recipients of the data; 

(ii) whether it is compulsory to reply, and what the possible 
consequences of the failure to reply are; 

(iii) the existence of the right to access and rectify the personal data 
relating to him/her - except where such additional information, 
taking into account the specific circumstances in which the data is 
collected is not necessary to guarantee accurate processing. 

(f) other information dependent on the specific nature of the processing, as 
specified by the Authority. 

 22. (1) Where the personal data is not collected from the data subject 
himself/herself, the controller or his/her representative must provide the data 
subject with at least the information set out below when recording the personal 
data or considering communication to a third party, and at the very latest when 
the data is first disclosed, unless it is established that the data subject is in 
receipt of such information: 

(a) the name and address of the controller and of his/her representative, if 
any; 

(b) the purposes of the processing; 

(c) whether compliance with the request for information is compulsory or 
not, as well as what the consequences of the failure to comply are; 

(d) the existence of a right to object, by request and free of charge, to the 
intended processing of personal data relating to him/her, if it is obtained 
for the purposes of direct marketing; in that case, the data subject must 
be informed prior to the first disclosure of the personal data to a third 
party or prior to the first use of the data for the purposes of direct 
marketing on behalf of third parties; 

(e) Taking in account the specific circumstances in which the data is collected, 
any supporting information, as necessary to ensure fair processing such 
as: 
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I (i) the categories of data concerned, 

(ii) the recipients or categories of recipients of the data, 

(iii) the existence of the right to access and rectify the personal data 
relating to him/her, unless such additional information, taking into 
account the specific circumstances in which the data is provided, is 
not necessary to guarantee fair processing with respect to the data 
subject. 

(f) other information dependent on the specific nature of the processing, 
which is specified by the Authority. 

  (2) Previous paragraph (1) is not applicable where: 

(a) informing the data subject proves impossible or would involve a 
disproportionate effort, in particular for data collected for statistical 
purposes or for the purpose of historical or scientific research, or for the 
purpose of medical examination of the population with a view to 
protecting and promoting public health; 

or 

(b) personal data is recorded or provided with a view to the application of a 
provision laid down by or by virtue of an act, decree or ordinance. 

  (3) The Authority shall establish the conditions for the application of this 
Paragraph. 

Authority to 
process 

23. Any person having access to the personal data and acting under the authority of 
the controller or of the processor, as well as the processor himself/herself, may 
process personal data only as instructed by the controller, without prejudice to 
any duty imposed by law. 

Security 24. (1) 

(a) In order to safeguard the security of the personal data, the controller or 
his/her representative, if any, as well as the processor, must take the 
appropriate technical and organizational measures that are necessary to 
protect the personal data from negligent or unauthorized destruction, 
negligent loss, as well as from unauthorised alteration or access and any 
other unauthorized processing of the personal data. 

(b) These measures must ensure an appropriate level of security taking into 
account the state of technological development and the cost of 
implementing the measures on the one hand, and the nature of the data 
to be protected and the potential risks to the data subject on the other 
hand.. 

(c) The Authority may issue appropriate standards relating to information 
security for all or certain categories of processing. 

  (2) The data controller and his/her data processor, as the case may be, , shall 
appoint data processor(s) that provide sufficient guarantees regarding the 
technical and organizational security measures employed to protect the 
personal data associated with the processing undertaken and ensure strict 
adherence to such measures 

  (3)  

(a) Any recourse to the data processor shall bebe governed by a contract or 
any other legal instrument which in legal terms, associates the data 
processor to the data controller. 

(b) The contract or legislative actshall establish: 
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I (i) that the data processor acts only under instruction of the data 
controller; 

(ii) that the data processor is additionally, responsible for discharging 
the duties set out in previous paragraph (1) associated with the data 
processor’s processing. 

 25. (1) The data controller or his/her representative must notify the Authority, 
without any undue delay, of any security breach affecting personal data he/she 
processes on behalf of the data controller.. 

  (2) The data processor must notify the data controller, without undue delay, of 
any security breach affecting personal data he/she processes on behalf of the 
data controller. 

Obligation of 
notification to 
the Authority 

26. (1)  

(a) Prior to any wholly or partly automated operation or set of operations 
intended to serve a single purpose or several related purposes, the 
controller or his/her representative, if any, must notify the Authority. 

(b) Any modification to the information provided according to Article 27 must 
be notified to the Authority. 

  (2) Previous Paragraph (1) does not apply to operations having the sole purpose 
of keeping a register that is intended to provide information to the public by 
virtue of an act, decree or ordinance and that is open to consultation either by 
the general public or by any person demonstrating a legitimate interest. 

  (3) The Authority can exempt certain categories from notification under this 
article if: 

(a) taking into account the data being processed, there is no apparent risk of 
infringement of the data subjects' rights and freedoms, and if the 
purposes of the processing, the categories of data being processed, the 
categories of data subjects, the categories of recipients and the data 
retention period are specified. 

(b) 

(i) The data controller has appointed a data protection officer. 

(ii) The appointment of the data protection officer shall be duly notified 
to the Authority. 

(iii) The data protection officer shall: 

 be a person who shall have the qualifications required to perform 
his/her duties; 

 keep a list of the processing carried out, which is immediately 
accessible to any person applying for access, and may not be 
sanctioned by his/her employer as a result of performing his/her 
duties. 

(iv) He/she may apply to the Authority when he/she encounters 
difficulties in the performance of his/her duties. 

(v) In case of non-compliance with the provisions of this model law, the 
Authority shall order the data controller to carry out the formalities 
provided for in previous paragraph (1). 

(vi) In case of breach of his/her duties, the representative shall be 
discharged from his/her functions upon the demand, or after 
consultation, of the Authority. 
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I (vii) The Authority establishes the specific rules establishing the function 
of data protection officer. 

  (4) If exemption from the duty of notification has been granted for automatic 
processing in accordance with the previous paragraph, the data controller must 
disclose the items of information mentioned in Articles 27 to any person 
requesting them. 

  (5) The processing performed by the public authorities cannot benefit from the 
exception of notification set by paragraph (3). 

Content of the 
notification 

27. (1) The notification must state, at least,: 

(a) the date of notification and the act, decree, ordinance or regulatory 
instrument permitting the automatic processing, if any; 

(b) the surname, first names and complete address or the name and 
registered offices of the controller and of his/her representative, if any; 

(c) the denomination of the automatic processing; 

(d) the purpose or the set of related purposes of the automatic processing; 

(e) the categories of personal data being processed and a detailed description 
of the data referred to in articles 7 to 11; 

(f) a description of the category or categories of the data subjects; 

(g) the safeguards that must be linked to the disclosure of the data to third 
parties; 

(h) the manner in which the data subjects are informed, the service providing 
for the exercise of the right to access and the measures taken to facilitate 
the exercise of that right; 

(i) the inter-related processing planned or any other form of linking with 
other processing; 

(j) the period of time after the expiration of which the data may no longer be 
stored, used or disclosed; 

(k) a general description containing a preliminary assessment of whether the 
security measures provided for pursuant to Chapter 6, section 3 above are 
adequate; 

(l) the recourse to a data processor(s), if any; 

(m) the transfers of data to a third country as planned by the data controller; 

  (2) The Authority may establish other information which must be mentioned in 
the notification. 

  (3) Where the Authority is of the opinion that the processing or transfer of data 
by a data controller entails specific risks to the privacy rights of data subjects, 
he may inspect and assess the security and organizational measures prior to the 
commencement g of the processing or transfer. 

  (4) The Authority may, at any reasonable time during working hours, carry out 
further inspection and assessment of the security and organisational measures 
employed by a data controller. 

Authorization 28. (1) The Authority shall establish the categories of processing which represent 
specific risks to the fundamental rights of the data subject and which require 
specific authorization from the Authority. 

(2) Such authorization shall only be provided following receipt of notification 
from the data controller or from the data protection officer pursuant to 
sections 26 and 27.. 



HIPSSA –Data Protection: SADC Model Law 
 

 

> Model Law 25 

P
ar

t 
V

I    

Openness of 
the processing 

29. (1)  

(a) The Authority shall keep a register of all automatic processing operations 
of personal data. 

(b) Any entry in the register must include the information mentioned in 
Article 27. 

(c) The register shall be available for consultation by all members of the 
public, in the manner determined by the Authority. 

  (2) In case of the processing exempted from notification by this model law, the 
Authority may, either by virtue of its office or at the data subject's request, 
impose upon the controller the obligation to disclose to the data subject all or 
part of the information mentioned in Article 27. 

Accountability 30. (1) The data controller shall: 

(a) take all the necessary measures to comply with the principles and 
obligations set out in this model law including chapters 4 and 5. 

and 

(b) have the necessary internal mechanisms in place for demonstrating such 
compliance to both to data subjects and to the Authority in the exercise of 
its powers. 
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II PART VII: Rights of the Data Subject 

Right of access 31. (1) Any data subject who proves his/her identity has the right to obtain, 
without any explanation and free of charge, from the controller or his/her 
representative, if any: 

(a) information on whether or not data relating to him/her is being 
processed, as well as information regarding the purposes of the 
processing, the categories of data the processing relates to, and the 
categories of recipients the data is disclosed to 

(b) communication of the data being processed in an intelligible form, as well 
as of any available source of information; 

(c) information about the basic logic involved in any automatic processing of 
data relating to him/her in case of automated decision making; 

(d) information regarding his/her right of complaint under this chapter and 
his/her right to consult the register referred to in article 29 if necessary. 

  (2)  

(a) To obtain such information the data subject shall submit a signed and 
dated request to the controller or the controller’s appointed data 
protection officer. 

(b) The Authority shall be entitled to specify further conditions for the 
application of this paragraph (2) (a). 

  (3)  

(a) Where sensitive personal data is processed for the purpose of scientific 
research and there is no evident risk of infringement of the data subject's 
right to protection of his/her privacy and the data being used to impose 
measures or take decisions with regard to an individual, informing the 
data subject may be postponed until the moment the research 
isconcluded, but only to the extent that informing the data subject would 
significantly prejudice the research. 

(b) In this case the data subject must have given to the data controller his/her 
previous written consent to the processing of personal data relating to 
him/her for scientific research purposes and to postponing, for that 
reason, the moment at which he is informed. 

  (4) The waive of any charge pursuant to Paragraph (1) above may be refused by 
the data controller in case of misuse of the request by the data subject. 

  (5) The data controller's decision may be the subject of a complaint by the data 
subject to the Authority in accordance with Article 4. 

Right of 
rectification, 
deletion and 
temporary 
limitation of 
access 

32. (1)  

(a) The data subject has the right, as the case may be and free of charge, of 
rectification, deletion of the personal data relating to him/her or 
temporary limitation of access to these personal data if the processing is 
not compliant with this model law, especially if the personal data 
concerned is not complete or inaccurate. 

(b) Any person also has the right to obtain free of charge the deletion of, or 
prohibition of the use of, all personal data relating to him/her that is 
incomplete or irrelevant to the purpose of the processing, or where the 
recording, disclosure or storage of the data is prohibited, or where it has 
been stored for longer than the authorized retention period.. 
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II   (2) The data subject has the right to obtain from the controller notification of all 
third parties to whom their personal data has been disclosed as well as 
rectification, deletion or temporary limitation pursuant to paragraph (1) unless 
this proves impossible or involves a disproportionate effort. 

  (3) The condition that the fulfillment of such right shall be free of charge 
pursuant paragraph (1) may be refused by the data controller in the case of 
misuse of the request by the data subject. 

  (4) The data controller's decision may be the subject of a complaint by the data 
subject to the Authority in accordance with Article 6. 

Right of 
objection 

33. (1) The data subject has the right: 

(a) 

(i) to object at any time and free of charge, on compelling legitimate 
grounds relating to his/her particular situation (such as judicial 
proceeding), to the processing of data relating to him/her, unless the 
lawfulness of the processing is based on the reasons referred to in 
Articles 14 (1) (a), 14 (1) (b), 15 (2) (a), 15 (2) (d), 15 (2) (j), 16 (2) (a), 
16 (2) (b) and 17 (2) (d). 

(ii) Where there is a justified objection, the processing in question may 
no longer involve such data; 

or 

(b) to be informed before personal data is disclosed for the first time to third 
parties or before they are used on their behalf for the purposes of direct 
marketing, and to be expressly offered the right to object free of charge to 
such disclosure or use. 

  (2) The waiver of any charge pursuant to paragraph (1) may be refused by the 
controller in the case of misuse of the request by the data subject. 

  (3) The data controller's decision may be the subject of a complaint by the data 
subject to the Authority in accordance with Article 6. 

Delays 34. The data controller respond to the request of the data subject within 45 days. If 
not, a complaint may be addressed to the Authority. 

Power to make 
regulation 

35. 

 

The Authority can specify further rules relating to the exercise of the right 
referred to in Articles 31 to 33. 

Decision taken 
purely on the 
basis of 
automatic data 
processing 

36. (1) A decision having legal effects on a person or significantly affecting him/her, 
must not be taken purely on the basis of automatic data processing with the 
aim of assessing certain aspects of his/her personality. 

  (2) The prohibition referred to in paragraph (1) is not applicable if the decision 
is taken in the context of an agreement or is based on a provision established 
by or by virtue of law. That agreement or provision must contain suitable 
measures to safeguard the legitimate interests of the data subject defined by 
his/her national law or international convention. The latter person must be 
given at least the chance to defend his/her point of view. 

Representation 
of the data 
subject 

37. (1) If the data subject is a child, his/her rights pursuant this model law may be 
exercised by his/her parents or legal guardian unless the law states that the 
child may act by himself without being represented by his/her parents or legal 
guardian. 
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  (2) Following his/her age and capability, he/she shall be entitled to 
independently exercise of his/her rights. 

 38. (1)  

(a) When the data subject not subject to Article 37, is physically, mentally 
(both must be attested by a physician or any authority or person legally 
competent) or legally incapable of exercising the rights given by this 
model law, these rights are exercised by the spouse, the partner who 
cohabites with the data subject. 

(b) If this person doesn't want to accept the charge or if he/she is in default, 
the rights are exercised, in subsequent sequence, by a child who is of age, 
a parent, a brother or sister who is of age of the data subject. 

  (2)  

(a) If such person doesn't accept the charge or is in default, a specific 
guardian designed by the competent Court will exercise the rights of the 
data subject. 

(b) This is also valid in the case of conflict between two or more people 
mentioned in paragraph 1. 

  (3) The data subject shall beentitled to the exercise of his/her rights to the 
furthest extent taking into account his/her capability. 
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I PART VIII: Recourse to the Judicial Authority 

 

Recourse to the 
judicial 
authority 

39. Subject to the exhaustion of the appeal offered through the Authority under 
this law, the data subject shall be entitled to pursue legal appeals with the 
relevant judicial authorities. 

 40. The law maker shall set up a class action system to assist of the data subject in 
the exercise of their rights set up under this model law. 
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PART IV: Sanctions 

 

Sanctions 41. (1) Any member, permanent of substitute, personnel, consultant, contractor or 
other member of staff of the Authority or any expert who has violated the 
obligation of secrecy referred to this model law shall be liable for the payment 
of a fine of (…). 

  (2) Any data controller, his/her representative, agent or assignee who does not 
comply with the obligations laid down in Articles 24 to 25, shall be punished 
with a fine of (…). 

  (3) A fine of (…) to (…) shall be imposed on: 

(a) any controller, his/her representative, agent or assignee processing 
personal data in violation of the conditions imposed by Articles 11 (1), 12 
and 13; 

(b) any controller, his/her representative, agent or assignee processing 
personal data in cases other than those in Article 14; 

(c) any controller, his/her representative, agent or assignee processing 
personal data in violation of Articles 15 to 19; 

(d) any controller, his/her representative, agent or assignee having failed to 
communicate the information referred to in article 31 (1) within (…) days 
of receipt of the request, or who knowingly communicates incorrect or 
incomplete information; 

(e) any person who resorts to acts of violence, force, threats, donations or 
promises with the purpose of forcing another person into disclosing 
information that was obtained through the exercise of the right defined in 
Article 31 (1), or with the purpose of obtaining the other person's consent 

for the processing of personal data relating to that person; (b) any 
controller, his/her representative, agent or assignee processing personal 
data in cases other than those in Article 14; 

(f) any controller, his/her representative, agent or assignee having started, 
managed, continued to manage or terminated the automatic processing 
of personal data without meeting the requirements of Article 26; 

(g) any controller, his/her representative, agent or assignee having 
communicated incomplete or incorrect information in the notifications 
imposed by Article 27; 

(h) any controller, his/her representative, agent or assignee who, in violation 
of article 29 (2), refuses to communicate to the Authority information 
requested; 

(i) any person who transfers personal data or has personal data transferred 
to a country outside the SADC included in the list referred to in Article 44 
(2), or any person who authorizes such transfers despite the requirements 
of Article 45; 

(j) any person who prevents the Authority, its members or its experts from 
proceeding with the inquiry referred to in Article 4. 

  (4) Upon conviction for any of the offences described in this article, the Court 
shall order the entire or partial publication of the judgment in one or more 
newspapers in the manner it shall determine, and at the expense of the 
convicted person. 
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   (5)  

(a) Upon conviction for any of the offences described in this article, the judge 
can pronounce the seizure of the media containing the personal data to 
which the offence relates, such as manual filing systems, magnetic discs or 
magnetic tapes, except for computers or any other equipment, or he can 
order the deletion of the data. 

(b) Seizure or deletion can also be ordered even if the media containing the 
personal data do not belong to the person convicted. 

(c) The objects seized shall be destroyed when the judgment has become 
final. 

  (6) The present article is not an impeachment to any measure of leniency set by 
law as the suspension or the suspended sentence except for the sentences set 
in Paragraphs (4) and (5) above. 

  (7) Without prejudice to the revocation of competences laid down in particular 
provisions, the Court can, upon conviction for an offence mentioned in this 
article, impose a prohibition to manage any processing of personal data, 
directly or through an intermediary, for a maximum of […] years. 

  (8) Any violation of the prohibition laid down in paragraph 7 above or any re-
offense relating to the offences referred to in this article, shall be punished with 
a […]-month to […]-year imprisonment and/or with a fine of […] to […]. 

  (9) The controller or his representative shall be liable for the payment of the 
fines incurred by his agent or assignee 
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PART X: Limitations 

 

Limitations 42. (1) The Member States can take provisions to limit the obligations and rights 
pursuant Articles 11 (1), 12 and 13, Articles 21 and 22, Articles 31, 32 and 33 
when such limitation is necessary to preserve: 

(a) State security; 

(b) defence; 

(c) public safety (including the economic well-being or interest of the State 
when the processing operation relates to State security matters); 

(d) the prevention, investigation, or proof of criminal offences, the 
prosecution of offenders or the execution of criminal sentences or security 
measures or violation to professional codes of conduct in the case of a 
regaled profession. 

(e) a monitoring, inspection or regulatory task connected, even occasionally, 
with the exercise of official authority in the cases referred to in (c) and (d). 

  (2)  

(a) Article 11 (1) (c), Articles 15, 18, 21, 22, 26, 31 and 32 and Chapter 11 shall 
not apply to processing of personal data carried out for the sole purpose 
of: 

 literary and artistic expression; 

and 

 professional journalism, according to the ethical rules of this 
profession. 

(b) However, for processing mentioned in Paragraph (2) above, the 
exemption from the obligation to make a declaration as provided for in 
Article 26 is conditional on the appointment, by the data controller, of an 
data protection officer who belongs to a media undertaking, who 
maintains a register of processing carried out by the data controller and 
who independently ensures the proper application of the provisions of 
this model law. This appointment shall be notified to the Authority 
according to Article 26. 

(c) In the event of non-compliance with the provisions of this model law that 
apply to the processing provided for in this article, the data controller shall 
be ordered by the Authority to bring matters into conformity with this 
model law. In the event of a failure to perform his/her duties, the officer is 
discharged from his/her functions at the request of or after consultation 
with the Authority. 

  (3) The provisions of the previous paragraphs shall not prevent the application 
of the provisions of the [for example, the Civil Code], the laws relating to the 
media and the Criminal Code that provide for the conditions of the exercise of 
the right of reply and that prevent, limit, compensate and, if necessary, 
sanction violations of privacy and attacks on the reputation of individuals. 
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I PART XI: Transborder Flow 

 

To a Member 
State which 
transposed this 
model law 

43. (1) Without prejudice to Articles 11, 12, 13 and 17, personal data shall only be 
transferred to recipients subject to the national law adopted for the 
implementation of this model law, 

(a) 1. if the recipient establishes that the data are necessary for the 
performance of a task carried out in the public interest or subject to the 
exercise of public body, or 

(b) 

(i) if the recipient establishes the necessity of having the data 
transferred and if there is no reason to assume that the data 
subject's legitimate interests might be prejudiced. 

(ii) The controller shall be required to verify the competence of the 
recipient and to make a provisional evaluation of the necessity for 
the transfer of the data. If doubts arise as to this necessity, the 
controller shall seek further information from the recipient. 

(iii) The recipient shall ensure that the necessity for the transfer of the 
data can be subsequently verified. 

(c) The recipient shall process the personal data only for the purposes for 
which they were transmitted 

To a Member 
state which 
didn't 
transposed this 
model law or 
to a non 
Member State 

44. (1) 

(a) Personal data shall only be transferred to recipients, other than Member 
States of the SADC, which are not subject to national law adopted 
pursuant to this model law, if an adequate level of protection is ensured in 
the country of the recipient or within the recipient international 
organization and the data are transferred solely to allow tasks covered by 
the competence of the controller to be carried out. 

(b) The adequacy of the level of protection afforded by the third country or 
international organization in question shall be assessed in the light of all 
the circumstances surrounding a data transfer operation or set of data 
transfer operations; particular consideration shall be given to the nature 
of the data, the purpose and duration of the proposed processing 
operation or operations, the recipient third country or recipient 
international organization, the rules of law, both general and sectorial, in 
force in the third country or international organization in question and the 
professional rules and security measures which are complied with in that 
third country or international organization. 

  (2) The Authority shall lay down the categories of processing operations for 
which and the circumstances in which the transfer of personal data to countries 
outside the SADC is not authorized. 

 45. (1) By way of derogation from Article 46, a transfer or a set of transfers of 
personal data to a country outside the SADC which does not ensure an 
adequate level of protection may take place in one of the following cases: 

(a) the data subject has unambiguously given his/her consent to the proposed 
transfer; 

(b) the transfer is necessary for the performance of a contract between the 
data subject and the controller or the implementation of precontractual 
measures taken in response to the data subject's request; 
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I (c) the transfer is necessary for the conclusion or performance of a contract 
concluded or to be concluded between the controller and a third party in 
the interest of the data subject; 

(d) the transfer is necessary or legally required on important public interest 
grounds, or for the establishment, exercise or defense of legal claims; 

(e) the transfer is necessary in order to protect the vital interests of the data 
subject; 

(f) the transfer is made from a register which, according to acts or 
regulations, is intended to provide information to the public and which is 
open to consultation either by the public in general or by any person who 
can demonstrate a legitimate interest, to the extent that the conditions 
laid down in law for consultation are fulfilled in the case at hand. 

  (2) Without prejudice to the provisions of the previous paragraph, the Authority 
may authorize a transfer or a set of transfers of personal data to a country 
outside the SADC which does not ensure an adequate level of protection, if the 
controller ensures adequate safeguards with respect to the protection of 
privacy and fundamental rights and freedoms of individuals, and regarding the 
exercise of the corresponding rights; such safeguards can result from 
appropriate contractual clauses in particular. 
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II PART XII: Code of Conduct 

 

Code of 
Conduct 

46. (1) This model law encourages the drawing up of codes of conduct intended to 
contribute to the proper implementation of the national provisions adopted by 
the Member States pursuant this model law, taking account of the specific 
features of the various sectors. 

  (2) Member States shall make provision for trade associations and other bodies 
representing other categories of controllers who have drawn up draft national 
codes or have the intention of amending or extending existing national codes to 
be able to submit them to the opinion of the Authority. 

  (3) Member States shall make provision for this authority to ascertain, among 
other things, whether the drafts submitted to it are in accordance with the 
national provisions adopted pursuant to this model law. If it sees fit, the 
authority shall seek the views of data subjects or their representatives. 
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PART XIII: Whistleblowing 

 

Whistleblowing 47. (1)  

(a) The Authority shall establish rules giving the authorization for and 
governing the whistleblowing system. 

(b) These rules must preserve: 

(i) the principles of fairness, lawfulness and purpose of the processing; 

(ii) the principles related to the proportionality as the limitation of the 
scope, accuracy of the data which will be processed; 

(iii) the principle of openness with delivering an adequate collective and 
individual information on: 

 the scope and purpose of the whistleblowing; 

 the processing of reporting; 

 the consequences of the justified and unjustified reporting; 

 the way of exercising the rights of access, to rectification, 
deletion as well as the competent authority to which a request 
can be made; 

 the third party which may receive personal data concerning the 
informer and the person who is implicated in the scope of the 
processing of the reporting (for example the internal audit service 
if the "manager of the reporting" needs to verify some points). 

  The person who is implicated shall be informed as soon as possible by the 
"manager of the reporting" of the existence of the reporting and about the 
facts which he/he is accused for in order to exercise the rights set up in this 
model law. 

  The information of the person who is implicated may be postponed in 
exceptional circumstances (e.g.: risk of proof destruction). 

  (iv) the technical and organizational rules; 

(v) rules concerning the rights of the data subject by making clear that 
the right of access doesn't allow to access to personal data linked to a 
third person without his/her express and written consent; 

(vi) the rules of notification to the Authority; 
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