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Executive summary

Protection through Online Participation (PoP) is a global, multi-stakeholder initiative co-led by
the Office of the Special Representative of the United Nations Secretary-General on Violence
Against Children and the International Telecommunication Union. It aims to ensure children
can safely access protection and support through digital platforms, when at risk of experiencing
any form of harm, both in person and online.

Recognizing the dual nature of the digital environment, as both a space of risk and a gateway to
safety, PoP introduces five guiding principles (5Ps) to help policymakers, technology platforms,
and child helplines and similar services transform digital spaces into protective infrastructures:
1. Protect - Prioritize safety, inclusivity, and accessibility in digital services.

2. Progress - Expand and diversify digital strategies to support children.

3. Partner - Foster multi-stakeholder collaboration for child protection.

4. Participate - Engage children meaningfully and safely in shaping digital solutions.

5

Push - Advocate, invest, and innovate to strengthen digital protection systems.

These principles are voluntary and aspirational, grounded in child rights frameworks and
designed to complement existing international efforts. They call for a holistic, rights-based
approach that integrates digital pathways into broader child protection systems.

Insights from child helplines, technology platforms, and children themselves confirm that digital
tools, when designed ethically and inclusively, can enhance access to timely, confidential,
and effective support. However, challenges remain, including data privacy, accessibility, and
resource constraints.

Moving forward, PoP urges stakeholders to:

e Embed protection mechanisms within platforms children already use.

e Investin inclusive technologies and digital literacy.

e Promote child-led innovation and participation.

e Strengthen evidence-based approaches and cross-sector collaboration.

By adopting the PoP guiding principles, stakeholders can reimagine the digital environment not
justas a space to regulate, but as a lifeline for children's protection, support, and empowerment.
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PART ONE - The 5Ps

Introduction

Facilitating children access to protection and support through digital
technologies

Although approximately one billion children, between 2 and 17 years of age, are thought
to have experienced physical, sexual, or emotional violence or neglect within the past year,'
violence against children often remains hidden. As traditional analogue services are not always
accessible, or within reach of children, many children still face barriers to reporting harm. In such
contexts, where connectivity is available, digital tools, developed with child rights and safety in
mind, can be lifesaving, by offering avenues for children to connect with protection and support.

The digital environment?, offers immense opportunities for children to learn, create, and connect,
butalso increasingly exposes them to a wide range of online risks. These risks are evolving rapidly,
driven by emerging technologies such as artificial intelligence, immersive virtual environments,
and algorithm-driven platforms. Consequently, global efforts are underway to make the Internet
safer for children through policy reforms, technological safeguards, educational initiatives, and
child-centred design. Legal and policy frameworks are central to strengthening child online
protection, and promising practices already exist that can serve as valuable models.?

Preventing and addressing online violence against children requires continuous, coordinated
action grounded in a holistic, rights-based approach.

At the global level, initiatives such as the Global Digital Compact are advancing digital
cooperation and frameworks, and promoting responsible, protective and inclusive uses of
emerging technologies, as well as cross sectoral collaboration on digital governance. Only
through sustained, multi-stakeholder collaboration can a digital ecosystem evolve where
children are truly safe, empowered, and protected from harm.

Making the Internet safer for children requires a comprehensive approach to both preventing
and responding to violence. This includes the active removal of harmful content that violates
children’s rights, accessible and effective reporting pathways, and the proactive identification of
other opportunities to further strengthen child online protection, through innovation, regulation,
capacity-building, and collaboration. Digital platforms could play an active role in enhancing
child online protection, including facilitating connections to child helplines and similar services,

! https://www.who.int/teams/social-determinants-of-health/violence-prevention/online-violence-against
-children

2 General Comment No. 25 defines the digital environment as the totality of digitally networked spaces,
services, and technologies that children access and interact with, including the Internet, social media, apps,
and connected devices.

*  Frameworks and guidance: ITU Child Online Protection Guidelines; UNICEF Global Guide
on Legislating for the Digital Age; AU Model Law on Child Online Safety; OECS Child Online
Protection Framework; ASEAN Regional Plan of Action (2021-2025) and Guidelines (2023).
Legal and regulatory instruments: United States of America COPPA and CIPA; United Kingdom Online
Safety Act (2023); European Union Digital Services Act and Guidelines on the Protection of Minors (2025);
proposed European Union Regulation on Preventing and Combating Child Sexual Abuse; European Union
Cyber Resilience Act (2024); Jutland Declaration; European Union prototype age-verification app and Digital
Identity Wallet; emerging national laws on age verification, device bans, and online safety awareness.
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and enabling digital spaces to serve as gateways to safety and assistance. In this way, digital
platforms could help to protect children's rights through the provision of a secure, inclusive,
and empowering online environment.

PROTECTION THROUGH ONLINE PARTICIPATION

The digital environment therefore presents a dual reality for children: while it can expose
children to harm, it also holds the transformative potential to connect children with safety,
protection, and support. Recognizing this, the Office of the Special Representative of the United
Nations Secretary-General on Violence Against Children (OSRSG-VAC) and the International
Telecommunication Union (ITU) have co-led the Protection through Online Participation (PoP)
initiative aimed at ensuring children can safely access help through digital means. PoP is a
global, multi-stakeholder initiative that leverages technology-enabled systems such as child
helplines and similar services, to expand the global understanding of online safety and promote
the use of digital platforms as pathways to child protection and support. When experiencing
any form of harm, whether in person or online, children should be able to use digital platforms
to connect with safety and protection.

To unlock the potential of digital technology to help children in a safe and inclusive manner, PoP
promotes a coordinated, rights-based approach, where diverse stakeholders work together to
embed online safety within broader child protection systems and digital development strategies.
The PoP initiative brings together about 30 partners, including United Nations agencies, civil
society organizations, child helplines, technology companies, academia, policy-makers, and
children themselves. Collectively, they have developed five guiding principles that can be
applied to reimagine the digital environment not just as a space to be made safer, but as a vital
point of access to protection and support.

The 5Cs framework, which considers online content, contact, conduct, contract, and cross-
cutting risks, is used to classify the diverse and evolving risks children face in digital spaces.
However, these online risks are deeply intertwined with the harm children experience offline,
such as violence, exploitation, discrimination, and exclusion. Building on this understanding,
PoP hasintroduced five guiding principles, referred to as the 5Ps to guide different stakeholders
when connecting children with protection and support through digital means: protect, progress,
partner, participate, and push. The 5Ps are intended to guide a strategic and participatory
approach towards making the Internet safer by suggesting ways forward for policy-makers,
technology platforms, and child helplines. The goal is to facilitate access to protection and
support through digital platforms, for children who are at risk of experiencing violence, whether
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online or offline. The 5Ps emphasize the need for action that is not merely confined to the
digital ecosystem, but that is also grounded in broader child protection systems and rights-
based frameworks. To truly safeguard children, we must reject the notion of the Internet as a
separate sphere and instead embrace integrated, multi-stakeholder efforts that address the full
continuum of risks and opportunities across both online and offline environments.

The digital environment is complex and constantly evolving, and stronger efforts are needed to
make it safer for children. PoP broadens the global understanding of online safety by highlighting
the potential of technology to connect children with protection and support. Though facilitating
access to these services is a vital step toward a safer Internet, the challenge is multifaceted and
demands a more comprehensive approach that addresses all dimensions of child protection,
both online and offline.

Anchored in the United Nations Convention on the Rights of the Child, and including its three
Optional Protocols, as well as a number of other relevant human rights treaties, and in alignment
with General Comment No. 25 on Children’s Rights in the Digital Environment, the 5Ps are
grounded in a shared commitment to upholding children’s rights, including their safety, privacy,
and well-being. The principles adopt a child-rights-centred approach, offering a principled and
evidence-based framework to assess and respond to the interplay between children’s rights
to provision, protection, and participation. This approach enables governments, civil society,
businesses, educators, researchers, and caregivers to weigh the risks of harm originating online,
while recognizing the meaningful opportunities and benefits digital engagement can offer
children and their families.

These guiding principles are advisory in nature and are intended to encourage policy-makers,
digital technology companies, civil society organizations, child helplines, and similar services
to use digital technologies to prevent, address, and respond to violence against children.

They are also aspirational, aiming to foster a more holistic approach to child protection in the
digital environment. This means not only ensuring that children are safe from online harm but
also enabling digital platforms to serve as gateways to protection and support regardless of
the nature of the risk. A comprehensive approach to online safety recognizes the digital world
as both a space to be safeguarded and as a tool for enhancing children's overall safety.

The 5Ps are positioned as complementary to existing international frameworks on online safety
and children’s rights in the digital environment. They can be adopted or integrated in alignment
with broader global frameworks, helping to avoid duplication and promote coherence. Practical
pathways for endorsementinclude the adoption of voluntary codes of conduct, integration into
national strategies, and alignment with broader online safety and child protection frameworks.

The 5Ps reflect the responsibility of all stakeholders to keep children safe from harm, but are
particularly intended for consideration by the following three key actor groups who play a vital
role in enabling children to safely seek and receive support through digital means:

Policy-makers are responsible for ensuring, through national policies, legislation, and strategies,
that their approach to children’s protection incorporates digital pathways for children to access
protection and support. Their role also includes providing sustained support to services working
to safeguard children.

Digital technology platforms are well positioned to facilitate access to protection services,
such as child helplines, and to help detect harm before it occurs by supporting risk prevention
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efforts. Digital platforms can foster supportive communities, promote help-seeking behaviours
and support for children, and strengthen the role of the digital environment as an entry point
to access safety and protection

Child helplines and similar services are the frontline providers of support to children at risk,
often operating 24/7 through multiple digital channels, and are recognized as an entry point
to national child protection systems. Their work is essential in ensuring that children receive
timely, appropriate assistance when facing harm.

The 5Ps also apply to a broader range of child-facing actors such as educators, and cultural,
religious, and sports organizations.

The five guiding principles are grounded in the insights and practical experiences of a wide range
of stakeholders. To develop the guiding principles, PoP drew upon the lessons learned and
knowledge shared by child helplines and similar online support services, technology companies,
policy-makers, and crucially, children and young people themselves. Their perspectives and
experiences helped shape the development of the 5Ps and are further elaborated in Part Two
of this document.

These guiding principles help chart a path toward a digital ecosystem where children's rights
are not only protected but actively promoted. They encourage all actors to reimagine the digital
environment, where a safer Internet also means safer ways to access help.

The 5Ps for protection and support

To enable children to access protection and support through digital means, policy-makers,
digital technology platforms, and child helplines and similar services should consider the five
guiding principles, as outlined in Table 1.

Table 1: 5Ps

1 2 3 4

Protect Progress Partner Participate

9 | st | D

Prioritize safety, Expand and Team up. Engage the Commit and
inclusivity, and  diversify actions ~ Collaboration experts. advocate to help
accessibility and strategies is the secret of Meaningfully children access
to protect and success and safely protection and
support children engage children support through

and youth digital platforms
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This section outlines each of the five guiding principles and the particular relevance of each to
policy-makers, digital technology platforms, and child helplines and similar services.

@ 1 - Protect: Prioritize safety, inclusivity, and

accessibility.

Policy-makers

Facilitate the creation of a safe and enabling environment through which children can access
safety and protection through digital means, recognizing that online and offline experiences
are interconnected and inseparable in children's lives.

e Protect children’s safety: National strategies to prevent violence against children should
establish robust legal, regulatory, and policy frameworks to ensure, support and promote
the safe operation of child helplines and related online services, including any digital
channels children use to seek help. These frameworks should address data protection,
operational procedures tailored to digital environments, and safeguards for children’s
privacy and safety*.

e Protect child sensitive digital referrals: Referral mechanisms supported by online child
helplines (including emergency services, health services, and legal aid services) should
include digital tools that are easy and safe for children to use. These tools need to be
backed by strong policies that ensure services follow national safety standards and work
properly, protect children's personal information, and are reviewed regularly to stay up
to date with current best practices.

e Protect children through equitable access to services: Services should be made accessible
to all children, 24/7, including marginalized groups, children with disabilities, and those
in remote areas, while ensuring their safety when using digital reporting platforms.

Digital technology platforms

Ensure safety within your platforms, including when children use them to access protection
and support.

e Protect children’s safety: Commit to adhering to the highest standards of privacy and
safety, including a safety-by-design approach?®, in relation to the design, engineering,
development, operation, distribution and marketing of products and services. When
children use technologies to access protection and support, ensure age-appropriateness
and accessibility.

4 The policy frameworks should reference guiding principles such as safety and privacy by design, and
internationally validated recommendations such as the ITU COP Guidelines.

> Safety by Design principles refer to proactive approaches that embed child safety and user protection into
the design, development, and deployment of digital products and services. Rather than relying solely on
reactive measures, these principles ensure that safety features are integrated from the outset, minimizing
risks and promoting responsible innovation. They are especially important in creating online environments
that are safe, inclusive, and age-appropriate.
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Protect children’s data: Uphold legal and ethical data best practices. When facilitating
access to digital channels to support children, establish clear and ethical guidelines for
data handling, ensuring compliance with data protection regulations.

Protect together: Include relevant stakeholders, such as civil society organizations,
academia, experts on protection, government, children, child helplines, and similar
services in an advisory capacity to ensure needs are met and appropriate safeguards are
in place.

Child helplines and similar services

Ensure that digital channels are safe for all children to use

Protect children's safety: Ensure digital channels are safe for children to use, and to provide
feedback on, by incorporating intuitive and accessible safety features, and by applying
the highest safeguarding standards, taking into account children’s level of maturity and
development.

Protect children’s personal information: Uphold ethical data protection practices. When
incorporating digital channels to support children, establish clear and ethical guidelines
for data handling, ensuring compliance with data protection regulations.

Protect children through equitable access: Always aim to improve the accessibility and
resilience of online support services, ensuring they are easily accessible to all children,
including children with disabilities, those with limited bandwidth, in rural areas and during
emergency situations. Ensure communication remains available when disruptions occur.

2 - Progress: Expand and diversify actions and

strategies to help and support children.

Policy-makers

Progress by enabling access. Create environments where children can access protection and

support through diverse channels. Expand and strengthen national strategies to prevent and

respond to violence against children, by integrating digital pathways for safety.

Progress by protecting: Expand approaches to children’s protection by creating forward-
looking policies that facilitate the expansion of child helplines into inclusive, digital support
systems. This includes promoting the use of webchat, mobile apps, and social media to
reach children who may not engage with traditional helplines. Policies should also ensure
funding and technical support to scale and sustain these services.

Progress through safe technologies: Promote technologies that help children access safety
and protection services. Policies should incentivize tools that detect, prevent, and report
harm, and connect children to protection services safely and effectively.
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Digital technology platforms

Adopt a broader, more comprehensive understanding of safety, that facilitates children’s access
to protection and support through digital platforms.

*  Progress by preventing harm: Use technology to detect early risk signals, guided by child
rights, due diligence, and impact assessments, and connect children to timely support
such as helplines and similar services.

®  Progress by responding to harm: Optimize sector-wide opportunities for children and
young people to access protection from online and offline violence through development
of timely and safe support services.

Child helplines and similar services

Progress by expanding and diversifying channels to incorporate safe online support systems
that effectively counsel and support children and young people.

*  Progress by expanding support: Continue to diversify access channels in a meaningful
way, by evaluating the advantages of integrating digital platforms into your service. Identify
which online spaces are most commonly used by children and young people, how they
access them, and on which topics children seek help through online means.

e  Progress by meeting diverse needs: Support multiple communication channels
simultaneously and tailor counselling options for each, whether through trained peers,
professional counsellors, or blended approaches, to ensure every child can access support
in the way that best meets their needs.

Success.

f:s 3 - Partner: Team up. Collaboration is the secret to

Policy-makers

Encourage and convene multi-stakeholder partnerships for children to get the protection and
support they need through digital platforms.

e Partner for digital protection: Governments should establish strategic partnerships among
technology platforms, child helplines and similar services, and public institutions to
enhance digital access to protection and support, ensuring a coordinated, cross-sectoral
response to violence against children.

e Partner for digital innovation: Governments should promote public-private partnerships
that drive technological innovation to expand social protection systems and develop
effective digital platforms for child-focused support services, including child helplines
and similar services.
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Digital technology platforms

A collective approach is a successful approach. Partner with others, and with each other.

Partner for digital protection: Foster strategic intersectoral collaboration to promote the
power of technologies to support children. Partner and collaborate with public entities,
protection stakeholders, child helplines and similar services, and children and youth-led
initiatives, who can directly help and support children experiencing any form of harm.

Partner for digital innovation: Participate in collaborative actions. Join collective efforts
and proven solutions to advance and respond to the use of technologies as a channel to
connect with assistance and support.

Partner for collective impact: Grow together. Share insights, knowledge, proven solutions,
and lessons learned within the sector on how technologies are used to connect children
with protection, including the use of technologies in detecting and responding to harm.

Child helplines and similar services

A collective approach is a successful approach. Foster intersectoral partnerships.

Partner for protection: Collaborate with different stakeholders, including government,
law enforcement, civil society organizations, telecommunication operators, technology
companies, children and young people, and other relevant entities to develop and expand
online support services.

Partner for collective impact: Engage in collaborative thinking. Share data, good practices,
insights and learnings to constantly improve ways of providing children with protection
and support through online means and ensure these collaborations are framed within
clear protocols and safeguards.

Partner for digital innovation: Partner with digital technology companies. Strive for direct
collaboration with companies behind online spaces used by children in your country.
Jointly implement online support systems leveraging innovative technology and resources,
ensuring accessible, secure, and child-friendly support for those in need.

Partner with each other: Join networks of child helplines and similar services, and use the
platforms offered to share good practices, innovations and experiences in working with
digital technology.
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4 - Participate: Children are the first experts.

Meaningfully and safely engage children and young
people.

Policy-makers

Promote and encourage children’s meaningful and safe participation at all stages of child
protection processes.

®  Protect through participation: Policy-makers should actively and meaningfully involve
children in shaping the policies, technologies, and services that affect children'’s safety and
well-being®. This includes co-creating solutions with children at every stage of the process
and encouraging the private sector to do the same, ensuring children's experiences,
insights, and calls for change are heard without compromising their privacy or safety.

®  Power participation for change: Policy-makers should encourage and support child-led
initiatives to prevent and report violence. This includes empowering children to take action
and ensuring their safety and timely access to appropriate services.

Digital technology platforms
Your users know best.

®  Protect through participation: Learn from child and youth-led solutions that address
protection through digital technologies, including peer to peer approaches, community
support groups inside your platforms, and others.

e Position participation in technology for protection: Meaningfully and regularly engage
with children and young people around designing and evaluating ways of using digital
technologies as channels to connect with assistance and support services concerning their
protection and wellbeing.

Child helplines and similar services
Recognize children’s significant role and perspective within online services.

*  Promote participation throughout the process: Involve children in the design and decision-
making processes of online support systems to ensure alignment with children’s needs
and preferences. Their input should also be sought in evaluating service and interaction
quality to enhance user experience.

e Promote participation in service feedback: Continue to develop transparent user
evaluation frameworks, incorporating factors such as accessibility, responsiveness, and
user satisfaction, ensuring accountability and continual improvement in service delivery.

e Protectthrough participation: Foster children's capacities to provide peer-to-peer support,
ensuring safeguards and adult support.

Article 12 of the UNCRC affirms the right of every child to express their views freely in all matters affecting
them, with those views given due weight in accordance with the child’s age and maturity. Meaningful
participation is a cornerstone of child rights and is essential in shaping policies, technologies, and services
that impact children's safety and well-being.



PoP: Protection through Online Participation

5 - Push: Commit, advocate, and invest in digital
platforms that protect children, supporting

prevention, detection, and response to violence as
a foundation for building human capital.

Policy-makers

Push for investment, innovation, informed access, and evidence-driven ethical, child-centric

digital solutions that protect and empower children through inclusive infrastructure, education,

and ongoing research.

Push for investment: Encourage sustained investment in child protection through digital
infrastructure and Al-driven services that ensure timely, accessible, and effective support.

Push for capacity: Strengthen the capacity of all actors involved in child protection,
including but not limited to frontline workers, practitioners, counsellors, educators, law
enforcement officers, judicial and healthcare professionals, ICT specialists, and community-
based organizations.

Push for innovation: Leverage Al and emerging technologies to create ethical, child-rights
respecting tools for protection and support, such as real-time risk detection and safer
reporting, supported by inclusive infrastructure and digital literacy skills.

Push for informed and safe access: Provide child-centric educational resources and digital
literacy programmes for children, families, and educators to safely access online support
services. Promote awareness of child helplines and digital tools, tailored to children's
developmental needs, to empower their use of technology for protection and support
and foster a help-seeking reporting culture among children and adults.

Push for evidenced-based solutions: Encourage research on how effective digital tools are
in helping children access protection and support when facing harm online or offline.

Digital technology platforms

Commit and advocate: Digital technologies can help children access protection and support.

Push for investment: Invest in children’s safety, by allocating appropriate resources to
support systems available to children to access protection and support when using digital
platforms.

Push for evidence of impact: Assess the impact of your organization’s approach to
children’s access to protection systems through digital technologies. Develop metrics
that show how your platforms are helping facilitate children’s access to protection and
support.

Push for team engagement: Involve your colleagues. Be an advocate for children’s
protection inside your company, by raising awareness and empowering your colleagues
to fully understand the positive impact your technologies can have on children’s access
to protection and support.

Push for more: Be a champion in the sector. Advocate for the power of technologies to
bridge children with protection and support.



PoP: Protection through Online Participation

Child helplines and similar services

Use digital channels to advocate for further commitment.

Push for data-informed protection: Use digital technologies to collect metrics, conduct
analysis and collate actionable evidence. Use this data to inform child protection
programmes and policies, and to advocate for further investment in children’s protection
and wellbeing.

Push for frontline experts: Build the digital capacities and skills of counsellors and
practitioners, to be able to respond to children’s protection needs through online
channels.

Push for collaboration: Foster holistic collaboration by sharing your expertise to strengthen
technology platforms that support children’s access to protection and care.
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PART TWO - Insights from data
collection

Data-driven development of the 5Ps

To better understand how children are using digital platforms to access protection and support,
PoP collected insights and perspectives from key stakeholders. These insights informed the
development of the 5Ps. The following section summarizes the insights collected and the
processes through which they were obtained. This section is not intended to be an exhaustive
analysis of how digital platforms are used by children to access safety and protection; rather,
it offers a reflection of the perspectives and insights shared by the organizations consulted.

Child Helplines Going Digital
Data from 143 child helplines in 83 countries.

Key points:

60%
domestic
7 0% address @ violence, mental
sexual and health, bullying,

online violence and
gender-based

O O 50% child violence
2 marriage and

I 2 child labour
o )
O i!s?es/o conflict-related 30% physical health

and community/gang
violence

Child helplines going digital

PoP conducted a global mapping of in-country services using Internet-based systems to support
and counsel children. Data was gathered through an online survey capturing insights on service
types, technologies used, communication channels, forms of violence addressed, and the
benefits and challenges of online child protection systems.” A total of 143 child helplines and

7 The information provided in the survey was self-selected and should not be viewed as globally or regionally
representative.
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similar services from 83 countries® shared valuable insights, highlighting the diversity and
adaptability of online child protection systems. Key findings are summarized below.

Most of the services consulted are operated by civil society organizations, followed by
government-run initiatives. Their primary functions include offering counselling, receiving
reports of violence, and providing information for children, young people, girls, and women.
In most countries, child helplines use multiple communication channels and telephone remains
the most widely used, while online platforms often serve as complementary tools. Some services,
however, were established entirely online and continue to operate exclusively in that space.

These online channels address a broad range of risks, not limited to Internet-related harms.
Over 70 per cent of services support cases involving sexual and online violence; over 60 per
centaddress domestic violence, mental health, bullying, and violence against girls and women;
more than 50 per cent deal with child marriage and child labour; over 30 per cent cover physical
health and community or gang violence; and over 10 per cent respond to issues related to
armed conflict.

Users engaging through online platforms can interact with a variety of responders, including
child protection professionals, social workers, mental health specialists, and peers. Peer-to-peer
support and mental health services were particularly prominent in some regions.

In terms of technology, service providers favour platforms that support multiple forms of
communication, such as instant messaging, social media, and gaming platforms, and webchat.

How digital technologies strengthen child helplines

Versatility and user-centred design

Digital platforms and services via apps, web portals, messaging, or social media can offer
flexibility in how children and young people access support. Where available, users may
choose the channel and interaction style that best suits their needs, whether one-on-one with
a counsellor, peer support, or moderated group discussions. Unlike voice calls, online platforms
can allow for simultaneous, multi-user interactions. These channels can also meet children where
they are, online, offering a sense of privacy, anonymity, and comfort, that is especially important
when dealing with sensitive issues such as violence or mental health.

Republic of Albania, People's Democratic Republic of Algeria, Republic of Azerbaijan, Kingdom of Bahrain,
Belgium, Bosnia and Herzegovina, Republic of Botswana, Federative Republic of Brazil, Republic of Bulgaria,
Burkina Faso, Kingdom of Cambodia, Canada, Chile, People's Republic of China, Republic of Colombia,
Costa Rica, Republic of Cyprus, Denmark, Dominican Republic, Republic of El Salvador, Federal Democratic
Republic of Ethiopia, Finland, France, Republic of the Gambia, Ghana, Greece, Republic of Guatemala,
Republic of Guinea, Hungary, Republic of India, Ireland, Italy, Republic of Céte d'Ivoire, Jamaica, Japan,
Republic of Kazakhstan, Republic of Kenya, Republic of Palau, Lebanon, Republic of Lithuania, Republic
of Mali, Malta, Republic of Mauritius, Mexico, Republic of Moldova, Kingdom of Morocco, Republic of
Mozambique, Republic of Namibia, Kingdom of the Netherlands, New Zealand, Republic of the Niger,
Federal Republic of Nigeria, Norway, State of Palestine, Republic of the Philippines, Republic of Poland,
Portugal, Romania, Republic of Rwanda, Saint Vincent and the Grenadines, Kingdom of Saudi Arabia,
Republic of Serbia, Sierra Leone, Slovak Republic, Republic of Slovenia, Republic of Korea, Spain, Sweden,
Confederation of Switzerland, Syrian Arab Republic, Taiwan - Province of China, United Republic of Tanzania,
Thailand, Trinidad and Tobago, Republic of Turkiye, Republic of Uganda, Ukraine, United Arab Emirates,
United Kingdom of Great Britain and Northern Ireland, United States of America, Socialist Republic of Viet
Nam, Republic of Zambia
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Efficiency in support and case management

When available, online systems enable longer, more flexible conversations, than traditional
telephone voice calls, allowing users to pause and resume conversations without losing
continuity. Counsellors can access conversation histories, share resources in real-time, and
manage multiple cases simultaneously. These online systems also offer counsellors flexibility in
terms of providing remote support, enabling these services to run across different times. While
helplines may have concerns about data privacy, some? use Al to help identify and prioritize
urgent cases. Digital tools also streamline internal coordination, profile management, and
secure data sharing, enhancing service quality and responsiveness.

Expanding reach and strengthening advocacy

Digital channels can broaden outreach and enable helplines to serve and support more users
efficiently. They make real-time referrals possible, reduce operational costs, and facilitate
data collection on children’s needs and experiences. This anonymized data, combined with
increasingly Al-enabled analysis can inform the development of programmes, policies, and
advocacy efforts, provided it is managed with strong privacy safeguards and child protection
standards.

Unpacking the challenges of digital child helplines

Challenges affecting the users of child helplines

Exposure to online risks: While digital platforms offer access to support, they also expose
children to the digital environment, and therefore potentially to online harms.

Protecting children’s data and privacy: Digital support platforms expose children to the digital
environment, and therefore to the associated challenges of protecting their data and privacy.
Helplines must balance accessibility with safeguarding privacy and data, especially when using
third-party platforms such as social media sites or gaming apps.

Loss of non-verbal cues: Most digital systems used by child helplines to support children and
young people are text based and lack tone and body language, making it harder for counsellors
to assess emotional states or detect distress, which can hinder timely interventions.

Sustaining engagement: Digital platforms allow users to drop in and out. While depending
on the child, this may be an advantage, it may equally make it difficult to maintain consistent
conversations and communication. Children may be disengaged for various reasons and may
not return.

Limited access: Not all children have reliable access to digital devices, data, or Wi-Fi. Barriers
such as gender norms, cultural factors, cost, and availability of technology can limit access to
online child support.

°  Some stakeholders opt to negotiate zero-data-retention agreements with Al systems or choose open-source

solutions to ensure that sensitive data remains securely within the helpline infrastructure.
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Challenges affecting child protection organizations

Resource demands: Adding digital channels increases operational costs in terms of technology
development, maintenance, staff training, and scaling of personnel to meet rising demand.

Customization needs: Digital tools must be adapted to diverse user needs, including multiple
languages, and accessibility for children with disabilities. A one-size-fits-all approach is ineffective.

Data and platform limitations: Some technology platforms used by children to connect with
protection and support may compromise privacy, and child helplines must navigate these risks
while ensuring safe, ethical engagement.

Digital technology as a gateway to protection: Insights from social media and
gaming platforms

PoP gathered insights from social media and gaming platforms to understand how children use
digital spaces to seek safety and support. Findings show that children frequently turn to these
platforms when facing or fearing harm, especially from bullying, cyberbullying, mental health
issues, sexual violence, and domestic violence. Social media and gaming platforms can often
serve as access points to other sources of protection and support.

Children sometimes connect with support services through in-platform help centres, links to
child helplines or peer communities, or by searching for relevant information. Many platforms
are responding by partnering with child helplines, integrating crisis response tools, using trusted
flaggers, and embedding safety content directly into user experiences, though this in some
cases lacks consistency and strategic planning.

What is working well

Cross-sector collaboration has helped extend the reach of child protection services, with digital
technology platforms partnering with child helplines and directing or signposting users to
connect with child protection services when needed. Local partnerships help and enable global
platforms to connect children with country-specific child protection services.

Digital technology can also enable early detection of risks and can allow support to be both
personalized and anonymous within online spaces that children use daily. It can also help
disseminate protection-related content to help prevent harm before it occurs.

Peer support communities within platforms are valuable for mental health and discrimination-
related issues.

Challenges to be addressed

Audience-related challenges

Flexible, multi-lingual and multi-device: Children use a wide range of platforms, devices, and
languages, making it essential to offer flexible, multi-channel solutions that can function across
different technologies and devices and are accessible in multiple languages.
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Protecting privacy in sensitive digital spaces: Privacy is a major concern when addressing child
protection issues, particularly relating to the collection and use of children’s personal data when
child helplines and similar services operate on these platforms to support children.

What does ‘help and support’ mean: The definition of 'help and support’ varies significantly,
requiring approaches that can adapt to children’s diverse needs and expectations.

Challenges when partnering

From global to local: The problems are global, but the solutions are local. Global platforms
should partner with child helplines and similar services to refer cases locally to meet child
protection needs, however identifying appropriate services in each country can be complex.

When demand may exceed capacity: Technology platforms are concerned that local services
might lack the capacity and resources to manage increased demand generated from platform
referrals.

Internal challenges of digital platform companies

Clarifying internal responsibility for connecting children with digital protection services:
Many digital platforms struggle to determine which internal team should be responsible for
connecting children with protection and support, especially when the harm experienced is not
directly linked to online activity, as conventional Trust and Safety frameworks typically mandate
companies to address the harms resulting from their own services.

Overcoming internal challenges for technology integration: On a technical level, insights
indicated that some companies are faced with complex technical integrations when connecting
children with external child protection services, such as child helplines. This may require
integrating these external services into the platform to enable direct counselling, requiring
ongoing evaluation to ensure effectiveness. Legal, financial, and procedural barriers can further
complicate the incorporation of child helplines and related protection services into platform
infrastructure.

Children and Young People’s Views

Based on an online poll with ~600 participants
from 87 countries.

76% said they turn to online platforms for support.

Where they seek help:

o 7

33% 27% 24%

child helplines messaging apps social media
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Digital platforms as a gateway to safety: Insights from children and young
people

PoP collected insights from children and young people on how they use digital platforms to
access safety and protection, through an online poll'® and in-depth interviews with young people
who have been leading the development of digital solutions for their peers to access safety and
protection. The online poll engaged nearly 600 children and young people across 87 countries
to explore their help-seeking behaviours when feeling uncomfortable or unsafe. A majority of
76 per cent reported turning to online platforms for support either always or sometimes. When
asked where they specifically seek help, most indicated online child helplines (33 per cent),
messaging Apps (27 per cent), and social media platforms (24 per cent).

In-depth interviews with young people who have developed diverse online solutions for their
peers to access safety and support ', further confirmed that children and young people are
increasingly turning to digital environments not only for connection and learning, but also as
vital avenues for accessing protection when facing risks of harm, either online orin person. Some
youth-led solutions' go beyond awareness-raising to provide interactive tools, safe spaces, and
peer-led mechanisms that help children recognize risks such as online scams, misinformation,
grooming, or unsafe interactions. Crucially, these solutions are also designed to facilitate access
to official sources of help, including helplines, referral services, and in-app emergency support
features. Through simulations, training modules, and peer-to-peer exchanges, young people
are empowering their peers not only with knowledge but also with concrete pathways to seeking
protection and support when needed.

Effective solutions powered by young people

According to the young people who have developed some of these solutions and were
interviewed, providing protection and supportvia online means is particularly effective because
of the anonymity, accessibility, and youth-led development (given that children and young
people understand the needs of their peers). Young people feel more comfortable seeking
help when they can do so privately, without fear of exposure or judgment. Text-based support,
peer community forums, and youth ambassadors also help to bridge the gap between children
in need and the services available to them.

Major challenges faced by young people when developing solutions

However, despite their positive impact, developing and implementing these youth-led solutions
comes with significant challenges, such as the difficulty for young people to design content
that is accessible and engaging across a broad age range, from younger children to older
teens. Additionally, while some of these youth-led solutions aim to foster dialogue, they often
lack the infrastructure to host open discussions about online risks. This can potentially expose

1 This online poll was disseminated in February 2024, and asked children and young people if when feeling
unsafe or uncomfortable they looked for help online. This period preceded the rapid expansion of artificial
intelligence systems and did not specifically address Al modes of engagement.

1 PoP interviewed young people leading the following initiatives: Masterclass (Your life online: be safe, be
empowered), Ethesab, and children from the Childnet advisory board.

2 Inthis document, “child- and youth-led solutions” refers to initiatives, tools, and safe spaces created or shaped
by children and young people themselves. These may include peer-to-peer networks, apps, interactive
platforms, or community-based groups that provide guidance, information, or pathways to support. While
not formal child protection services, such solutions often act as bridges, linking peers to official systems (e.g.
helplines, hotlines, counselling) or informal networks of care and assistance.
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children to risks'?, such as misinformation and disinformation, harmful content, public or private
oversharing of personal information, radicalization, and various forms of violence, including
domestic abuse and grooming.

Youth-led structures, though empowering, can struggle with continuity, coordination, and
visibility, especially in crisis contexts, due to limited funding and support. In some countries,
young developers face political constraints, safety risks, and limited access to funding or
partnerships. Some may even need to operate underground, relying on trust-building and
phased scaling to avoid shutdowns. The digital divide also remains a concern, leaving children
without access to devices or connectivity means they remain excluded from accessing child
protection resources. Finally, while young people consulted felt that the issue of online safety
concerns is relatively well-covered, they felt that providing guidance for children on what to do
when facing offline harm remains a challenge.

These challenges highlight the need for inclusive, adaptable, and well-supported digital
environments that can truly serve as protective infrastructures for all children and young people.

Advancing digital safety and protection for children and young people

Children’s interactions with the digital world are dynamic, multifaceted, and deeply connected
to their experiences of safety and protection, including the support they can access online.
Digital platforms are not only spaces where children may face risks, but are also important
gateways to care, connection, assistance and support, often shaped by children themselves in
innovative ways.

The guiding principles presented in this document acknowledge this dual reality and call for a
paradigm shift in perspective: moving from viewing the digital environment solely as a space
to regulate, toward recognizing its potential to be purposefully designed and leveraged to
uphold children’s rights.

These five guiding principles are voluntary and aspirational. They invite all stakeholders
including policy-makers, technology platforms, civil society, and service providers, to move
beyond minimum standards and reimagine child protection for the digital age. They advocate
for a holistic approach where digital spaces are not only safe but also serve as trusted avenues
for accessing protection and support. Prevention, response, and recovery mechanisms should
be embedded within the platforms children already use and rely on.

Looking ahead, sustained advocacy is essential to ensure that every child can access these
vital digital lifelines. Realizing the full potential of technology to protect children requires a
coordinated, multi-stakeholder approach, one that brings together governments, technology
companies, child protection services, civil society, and children themselves. This includes
investing in violence prevention, strengthening child helplines, and developing ethical, inclusive
technologies that safeguard privacy and data rights. In addition to protection, stakeholders who
design and operate digital platforms and services should promote resilience, strengths-based

2 Online risks are referred to in this context as per the 4Cs framework, which categorizes risks children
face in digital environments into four key areas: Content (exposure to harmful or inappropriate
material), Contact (interactions with potentially harmful individuals), Conduct (children’s own behavior online,
including cyberbullying or risky sharing), and Contract (risks related to commercial exploitation, such as
misuse of personal data or hidden costs). This framework is widely used to guide child-centred digital safety
strategies.


https://www.ssoar.info/ssoar/bitstream/handle/document/71817/ssoar-2021-livingstone_et_al-The_4Cs_Classifying_Online_Risk.pdf?sequence=4&isAllowed=y&lnkname=ssoar-2021-livingstone_et_al-The_4Cs_Classifying_Online_Risk.pdf
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development, and positive childhood experiences, recognizing that technology is a tool, and
its impact depends on how people design and use it.

Children must be meaningfully involved in shaping these solutions. Their participation in the
design, implementation, and evaluation of digital tools ensures that interventions are relevant,
effective, and grounded in lived experience. Equally important are sustained education and
awareness efforts targeting children, caregivers, educators, and service providers to promote
safe digital engagement and informed use of support services.

Finally, advocacy must champion research and evidence-based approaches to monitor and
evaluate digital protection efforts. Only through continuous learning and adaptation can we
ensure that digital technologies truly serve the best interests of children, offering not just access
to help, but confidence in their safety, support, and well-being in an increasingly connected
world.

These guiding principles complement existing international frameworks on online safety and
children’s rights in the digital environment. Rather than replacing current efforts, they aim
to enhance them, through collaboration, innovation, and a child rights-centred approach.
The guiding principles are intended to evolve through consultation and periodic updates to
maintain relevance.

These guiding principles can be adopted or integrated in alignment with broader global
frameworks, helping to avoid duplication and promote alignment. Practical pathways for
endorsement may include voluntary codes of conduct or integration into national strategies or
other related frameworks.

Protecting children online is a shared responsibility. With these guiding principles as a
foundation, and with accountability across all stakeholders, we can work together to ensure
that digital platforms and services contribute to children’s protection, not only shielding them
from harm, but also empowering them to seek help, access the services they need, and thrive.

Glossary of digital terms

e digital environment: The totality of digitally networked spaces, services, and technologies
that children access and interact with.

e digital platforms: Online services or applications where users interact, such as social
media, messaging apps, and websites.

e digital tools: Software or applications used to facilitate tasks or communication online.

e technology-enabled systems: Systems that use digital technologies to deliver services,
such as child helplines or support portals.
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Office of the Director

International Telecommunication Union (ITU)
Telecommunication Development Bureau (BDT)

Place des Nations
CH-1211 Geneva 20
Switzerland

Email:
Tel.: +41 22 730 5035/5435

Digital Networks and Environment
Department (DNE)

Email:

Tel.: +41 22730 5421

Africa

Ethiopia

International Telecommunication
Union (ITU) Regional Office
Gambia Road

Leghar Ethio Telecom Bldg. 31 floor
P.0O. Box 60 005

Addis Ababa

Ethiopia

Email:

Tel.: +251 11 551 4977
Tel.: +251 11 551 4855
Tel.: +251 11 551 8328
Fax: +251 11 551 7299
Americas

Brazil

Unido Internacional de
Telecomunicagées (UIT)
Escritério Regional

SAUS Quadra 6 Ed. Luis Eduardo
Magalhaes,

Bloco “E”, 10° andar, Ala Sul
(Anatel)

CEP 70070-940 Brasilia - DF
Brazil

Email:

Tel. +55 61 2312 2730-1
Tel. +55 612312 2733-5
Fax: +55 612312 2738
Arab States

Egypt

International Telecommunication
Union (ITU) Regional Office
Smart Village, Building B 147,

3rd floor

Km 28 Cairo

Alexandria Desert Road

Giza Governorate

Cairo

Egypt

Email:
Tel.: +202 3537 1777
Fax: +202 3537 1888

CIS

Russian Federation
International Telecommunication
Union (ITU) Regional Office

4, Building 1

Sergiy Radonezhsky Str.

Moscow 105120

Russian Federation

Email:

Tel.: +7 495 926 6070

Digital Knowledge Society
Department (DKS)

Email:

Tel.: +4122 730 5900

Cameroon

Union internationale des
télécommunications (UIT)
Bureau de zone

Immeuble CAMPOST, 3¢ étage
Boulevard du 20 mai

Boite postale 11017

Yaoundé

Cameroon

Email:

Tel.: +237 22 22 9292

Tel.: +237 22 22 9291

Fax: +237 22 22 9297
Barbados

International Telecommunication
Union (ITU) Area Office

United Nations House
Marine Gardens
Hastings, Christ Church
P.O. Box 1047
Bridgetown

Barbados

Email:
Tel.: +1 246 431 0343
Fax: +1 246 437 7403

Asia-Pacific

Thailand

International Telecommunication
Union (ITU) Regional Office

4t floor NBTC Region 1 Building
101 Chaengwattana Road

Laksi,

Bangkok 10210,

Thailand

Email:

Tel.: +66 2 574 9326 - 8
+66 2 575 0055

Europe

Switzerland

International Telecommunication
Union (ITU) Office for Europe
Place des Nations

CH-1211 Geneva 20

Switzerland

Email:
Tel.: +41 22 730 5467

Office of the Deputy Director

Operations Coordination Department (DDR)

Place des Nations
CH-1211 Geneva 20
Switzerland

Email:
Tel.: +41 22730 5131

Projects, Partnerships and Digital
Skills Department (PPS)

Email:

Tel.: +4122 730 5447

Senegal

Union internationale des
télécommunications (UIT)
Bureau de zone

8, Route du Méridien Président
Immeuble Rokhaya, 3¢ étage

Boite postale 29471

Dakar - Yoff

Senegal

Email:

Tel.: +221 33859 7010
Tel.: +221 33 859 7021
Fax: +221 33 868 6386
Chile

Unién Internacional de
Telecomunicaciones (UIT)

Oficina de Representacion de Area
Merced 753, Piso 4

Santiago de Chile

Chile

Email:

Tel.: +56 2 632 6134/6147
Fax: +56 2 632 6154
Indonesia

International Telecommunication
Union (ITU) Area Office

Gedung Sapta Pesona

13t floor

JI. Merdeka Barat No. 17
Jakarta 10110
Indonesia

Email:
Tel.: +62 21 380 2322

Zimbabwe

International Telecommunication
Union (ITU) Area Office

USAF POTRAZ Building
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