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What Is the Internet of Things?

• IoT as defined in ITU-T [ITU-T Y.2060] : 

“A global infrastructure for the information society, enabling advanced services by interconnecting 

(physical and virtual) things based on, existing and evolving, interoperable information and 

communication technologies.” 
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IoT Is Here Now – and Growing!
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In the near future, car will means this …… 
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But in the distant future a “ car ” will means ...... !!!
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The benefits of connected car technologies



Levels of Vehicle Autonomy

NHTSA classification system



https://youtu.be/zgk-nE1nsfw

https://youtu.be/zgk-nE1nsfw
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What can happen if these cars have been HACKED ? ? 



Vehicles as Weapons

This is the result !!!! ?
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Connected Cars: An Overview

Source : http://teledynelecroy.com/



14

Features :
• Vehicle Communication Systems : For external data connection, it supports - LTE, GSM, CDMA, Wi-Fi, Bluetooth and etc.

Vehicle can be connected to service provider server and cloud.
• Web-Based Services : Offering various services such as multimedia player, navigation, internet access, 

locking/unlocking vehicles remotely, remote engine start, remote diagnostics, remote vehicle 
control, software updates and etc. 

Example :  Infotainment system



15

Vulnerabilities and Threats of infotainment system

Vulnerabilities

• Becomes a Node of network / cloud (when it is connected to internet) 

• Various Web-based Apps 

• Integration of Different Connectivity technologies

Threats 

• Unauthorized physical access to vehicles

• Theft of personally information

• Deliberate manipulation of vehicle operation 

• Hijacking vehicle systems to enable malicious cyber activity 

• Extortion enabled by ransomware that renders vehicles inoperable until a ransom is paid 
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case study :  Hacking a Jeep Cherokee Car

In 2015 , Charlie Miller and Chris Valasek succeed 
to remotely control a Jeep Cherokee.

Vulnerabilities :

1. Weak password generation rule 
2. Allowing port scan 
3. No authentication for accessing important BUS
4. Not using digital signature for system update  

Results : 

1. Engine stop
2. Steering wheel control
3. Brake control 
4. etc.
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Step 1: Acquisition of Access Password to Wi-Fi hotspot system

1. Downloaded wifi service related binary file from chipset site (using VIN number)

2. Analyzed it (disassembling the ‘WifiSvc’ binary) 

Password generation algorithm founded

 Generated automatically based 
on the time when the car & 
multimedia system is turned on for 
the first time.

Not able to set the exact time, default time (Jan 01 2013 00.00.00) applied

Password UNIX time Time

TtYMxfPhZxkp 1356998432 Jan 01 2013 00.00.32 

Source : illmatics.com/RemoteCarHacking.pdf
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Step 2: Finding Open Port

 Port 6667 is used for IRC chatting
 Connected without authentication

Acquiring Root privilege

Accessed to the internal bus w/o any authentication and getting root privilege
Source : illmatics.com/RemoteCarHacking.pdf



Source : illmatics.com/RemoteCarHacking.pdf

Step 3: Cellular Exploitation and updating Hacked Firmware 

Exploiting cellular network for getting access to the system by using 3G (Enabling much more long distance 
attack than WiFi access)

Found Sprint 3G service using vehicle IP address block : 21.0.0.0/8 or 25.0.0.0/8

Target vehicle for remote attack can be selected easily

Scanning IP address 21.0.0.0/8 and 25.0.0.0/8



Step 3: Cellular Exploitation and updating Hacked Firmware

For sending CAN (Controller Area Network) messages to CAN bus, update firmware of CAN interface 

Original CAN interface only receives CAN message from ECUs ( Engine Control Unit )

Make it enable to send CAN message to ECUs 

1 - Firmware analysis and modification

2- Update CAN interface with hacked firmware 

Firmware is updated w/o checking 
Digital Signature

Source : illmatics.com/RemoteCarHacking.pdf



Step 4: Sending CAN messages

Diagnostic CAN message for killing engine, no brakes and steering control

Example : CAN message for controlling steering wheel

Target vehicle perfectly hacked by remote hacker

Source : illmatics.com/RemoteCarHacking.pdf



Other hacking cases



• ITU-D Study Group 1 :

• ITU-T Study Group 20 : Internet of things (IoT) and smart cities and communities (SC&C)

• ITU-T Study Group 17 : Security

ITU and vehicle standards 
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THANK YOU 


