FIRST -ITU Regional Symposium and Cyberdrill
For Africa and Arab Region
Dar es Salaam, Tanzania, 13 - 17 November 2017

Organizers

International Telecommunication Union (ITU) Forum of Incident Response and Security Teams (FIRST)

Event Host

Tanzania Communications Regulatory Authority (TCRA).
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DRAFT AGENDA

Training

Monday 13 November 2017

08:30 - 09:00 Registration and Reception
09:00 - 10:30 Training - CIRT management ( FIRST) Training - Cloud Security ( ARCC-ITU)
10:30 - 11:00 Coffee Break
11:00 - 13:00 Training - CIRT management ( FIRST) Training - Cloud Security ( ARCC-ITU)
13:00 - 14:00 Lunch Break
14:00-15:30 Training - CIRT management ( FIRST) Training - Cloud Security ( ARCC-ITU)
15:30 - 16:00 Coffee Break
16:00- 17:15 Training - CIRT management ( FIRST) Training - Cloud Security ( ARCC-ITU)
Tuesday 14 November 2017
o Training- Critical Information for Incident
09:00 - 10:30 Training - CIRT management ( FIRST) )
Handling (CERT/CC)
10:30 - 11:00 Coffee Break
o Training- Critical Information for Incident
11:00 - 13:00 Training - CIRT management ( FIRST) )
Handling (CERT/CC)
13:00 - 14:00 Lunch Break
o Training- Critical Information for Incident
14:00-15:30 Training - CIRT management ( FIRST) .
Handling (CERT/CC)
15:30 - 16:00 Coffee Break
o Training- Critical Information for Incident
16:00- 17:15 Training - CIRT management ( FIRST) .
Handling (CERT/CC)
17:00-17:15 Closing Session
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Symposium

Wednesday 15 November 2017
08:00 - 09:00 Registration and Reception

Opening session

Welcome Address
09:00 - 9:05 TCRA official
Address
09:05 - 9:15 Mrs. Kate Gagnon , FIRST board member
Address
09:15 - 9:25 Mr. Marco Obiso, Cybersecurity Coordinator, ITU
09:25 - 9:45 Opening Address
) ) HON. Prof. Makame M. Mbarawa, MINISTER for Works, Transport and Communication
09:45 - 10:15 Coffee Break and Photo Group

Session1: Regional Cybersecurity initiatives

ITU activities in Cybersecurity
10:15 - 10:35 Mr. Serge Zongo and Ms. Rouda Alamir, ITU
10:35 — 10:55 CERT/CC development activities -
Tracy Bills, Jamie Lord, Justin Novak (CERT/CC), Claude Chie Doffou (CI-CERT)
10:55-11-15 Presentation of the ITU Regional Cyber Security Center for Arab Region
Mr. Badar Al Salihi; ARCC
Africa's Cybersecurity initiatives
11:15-11:35 Mr. Jean Robert Hountomey , CEO Africa CERT

SessionII: Security Challenges for Emerging Technology

) ) Cyber Threat Landscape
11:35 - 1200 Mr. Ghareeb Saad, Senior Security Researcher, Kaspersky Lab
12:00 - 12:20 BU|Id|r.1q Security in the Internet of Things

Mr. Eric Barenzung

) ) Critical Thinking for Analysts.
1220 - 12:40 Tracy Bills, Jamie Lord, Justin Novak (CERT/CC)
12:40 - 13:00 Security in connected Cars
13:00 - 14:00 Lunch Break

Session Il : Panel discussion Cyber Threat Intelligence to Improve Incident Response

Moderator :  Mr. Almerindo Graziano , Silensec
Mr. Mikhail Nagorny , Kaspersky

CI-CERT

TZ-CERT

14:00-14:45

Session Il : Panel discussion Measuring Success: Measuring Success: Metrics for the national Cyber Security capabilities

Moderator: Mr. Marco Obiso , ITU
e  FEthio CERT
14:45 -15:45 * EG-CERT
e Ug-CERT
e  Gh-CERT
15:45 - 16:00 Coffee Break

Session V: Panel Discussion: Towards a Secure Cyberspace via Regional and Interregional Cooperation

Moderator : CERT/CC

Mr. Marco Obiso, ITU

16:00-17:00 Mrs. Kate Gagnon, FIRST board Member

Mr. Jean Robert Hountomey , CEO Africa CERT
Mr. Badar Al Salihi; ARCC

19:00 -22:00 Social event
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Cyberdrill
Thursday 16 November 2017
09:00 - 09:30 Cyberdrill Presentation and team creation
Scenario 1
09:30 - 10:30
Silensec
10:30-11:00 Coffee Break
Scenario 1
11:00-12:30
Silensec
12:30-13:30 Lunch Break
Scenario 2
13:30-15:30
ITU
15:30 -15:45 Coffee Break
Scenario 3
15:45-17:30
CyberServices
Friday 17 November 2017
Scenario 4
09:00 - 11:00
ARCC
11:00 - 11:15 Coffee Break
Deloitte
11:15-12:30
Crisis management simulation
12:00-13:30 Lunch Break
13:30-15:30 — Kaspersky IT Karma Cyber Awareness
15:30 -15:45 Coffee Break
15:45 - 16:45 — Kaspersky IT Karma Cyber Awareness
16:45-17:00 Closing Remarks
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