Regional Seminar on Cybersecurity and Diplomacy

Draft Agenda
Empowering policymakers in Cybersecurity Through Enhanced Capacity Development
Monday 2" June 2025
09:00 - 10:00 Arrivals and Registration
10:00-11:00 Opening and Welcome speeches
e Representative from ITU
e Representative from COMTELCA
e Representative from ASEP
e Representatives from local women in cyber organization
11:00-11:30 Coffee break
11:30-12:30 Introductions and Icebreaking (/TU)
Short presentation on ITU and its cyber work, with a focus on the GCI
Introduction to cybersecurity, definitions, threat landscape
12:30 - 14:00 Lunch break
14:00 - 15:30 Part I: National Cybersecurity Governance: Key Concepts & Policies (/TU)
Introduction and governance framework
Elements and Lifecycle of a National Cybersecurity Strategy
Case Studies
15:30 - 16:00 Coffee break
16:00 - 18:00 Part Il: National Cybersecurity Governance and time for networking

Tuesday 3rd June 2025

09:30-10:30

10:30-11:00

11:00-12:30

12:30-14:00

14:00 - 15:30

Part I: Introduction to Cyberdiplomacy (/TU)

Introduction and key concepts

The UN Framework of Responsible State Behaviour in Cyberspace
Case Studies

Coffee break
Part Il: Cyberdiplomacy
Lunch break

Scenario-based group exercise: Cyland cybersecurity policymaking &
cyberdiplomacy (/TU)
(including coffee break)
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15:30 - 16:00 Coffee break

16:00 — 18:00 Part Il: Scenario-based group exercise

Wednesday 4th June 2025

09:30-10:30 Artificial Intelligence and Cybersecurity: Risks and Opportunities (/TU)
Introduction to the dual use of Al in cybersecurity, challenges and
implications for policymaking

10:30-11:00 Coffee break

11:00-12:30 Cybersecurity and the Women, Peace and Security (WPS) Agenda (/TU)
Gendered dimensions of cybersecurity, gender challenges, and
bridging the gap with the WPS agenda

12:30 - 14:00 Lunch break

14:00 - 15:00 How to build or enhance a national Computer Incident Response Team
(CIRT) (ITU)

15:00 - 15:30 Coffee break

15:30-16:30 Cybersecurity agenda in the countries of Central America (COMTELCA)

16:30-17:30 Slot

17:30-18:00 Closing ceremony



