CYBER SECURITY COUNCIL &=

AGENDA
ITU Global CyberDrill

Second edition 06-08 May 2025, Dubai, UAE



High-Level Segment

13:30 - 14:00
14:00 - 14:30
14:30 - 15:45
15:45-17:00

6 May
Registration
Opening Ceremony of the Global CyberDrill 2025
High-Level Segment: Overcoming Cybersecurity Challenges to
Enhance the Digital Economy in Developing Countries
This ministerial session will explore the cybersecurity challenges faced
by developing countries and their impact on the growth of the digital
economy. It will focus on strategies to overcome these challenges,
enhance national cybersecurity frameworks, and foster international
cooperation to create a secure digital environment that drives
sustainable economic development.
Panel discussion: Strengthening National Cybersecurity
Governance: Enhancing Coordination and Managing Complexities
This session will focus on the challenges and opportunities in national
cybersecurity governance, particularly in coordinating roles across
various ministries and government agencies. It will highlight best
practices and shared experiences, exploring strategies to improve policy
alignment, strengthen inter-agency collaboration, and enhance capacity-
building efforts.

CyberDrill Day 1

7May

09:00 - 09:30
09:30 - 12:30
12:30 - 13:30
13:30 - 16:30

Registration

Scenario 1
APT Compromise Detection and Investigation

International Telecommunication Union (ITU)

Lunch Break

Scenario 2
OSINT Dark Web Investigation of Terrorist Cyber-Attack
The United Nations Counter-Terrorism Centre (UNCCT)



CyberDrill Day 2

8 May
09:00 - 09:30 Registration

09:30 - 12:30 Scenario 3
Phishing Campaign Targeting a Financial Institution: Operation Black
Ledger
International Criminal Police Organization (INTERPOL)

12:30-13:30 Lunch Break

13:30-16:30 Scenario 4
Ransomware Analysis and Decryption

Global Forum of Incident Response and Security Teams (FIRST)

16:30-17:30 Closing Ceremony



