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Agenda - 2025 ITU Regional Asia-Pacific CyberDrill 

DAY 1 Regional Conference 

Tuesday 2 September 2025 

 Registration 

09:30 – 10:00 Opening Ceremony  
 
Welcoming Remarks 

• Mr. Zandanshatar Gombojav, The Prime Minister of Mongolia 
• Dr. Cosmas Luckyson Zavazava, Director BDT, ITU 
• Mr. Jaap van Hierden, United Nations Resident Coordinator in Mongolia 

10:00 – 10:15 Group Photo & Networking Break 

10:15 – 10:35 Spotlight Presentation 1: Mongolia’s Cybersecurity Journey – Progress, 
Challenges, and Lessons Learned 

• Mr. Batshugar Enkhbayar, the Parliament Member, Minister of Digital 
Development, Innovation, and Communications, Mongolia 

10:35 – 10:50 Spotlight Presentation 2: GCI 2024 Insights – Key Discoveries, Lessons, 
and Challenges in Asia and the Pacific 

• Ms. Atsuko Okuda, Regional Director, ITU Regional Office for Asia and 
the Pacific 

10:50 – 12:10 Panel 1: Strengthening National Cyber Resilience in the Asia-Pacific – 
Priorities, Good Practices, and Lessons from National Cybersecurity 
Agencies 
 
This session will bring together National Cybersecurity Agencies from across 
the Asia-Pacific region to share concrete experiences, challenges, and lessons 
learned in enhancing national cyber resilience. It will highlight good practices in 
strategy implementation, institutional coordination, and multi-stakeholder 
collaboration for building sustainable and adaptive cybersecurity ecosystems. 
Moderation:  

• Ms. Atsuko Okuda, Regional Director, ITU Regional Office for Asia and 
the Pacific. 

 
Speakers:  

• Mr. Baldansambuu Enkh-Amgalan, Director, Office of Cybersecurity Council, 
Mongolia 

• Mr. Jay Anson, Director, Digital Residency Office & Chief Information 
Security Officer, Ministry of Finance, Palau 

• Mr. Vongvilai Inthasanh, Acting Director, LaoCERT Division, 
Department of Cybersecurity, Ministry of Technology and 
Communications, Lao P.D.R. 

• Mr. Shamsul Bahri Haji Kamis, Interim Commissioner, Cyber Security 
Brunei 
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12:10 – 12:30 Spotlight Presentation 3: Cyber Resilience in the Age of AI – 
Opportunities and Risks 
 

• Mr. Marwan ben Rached, Cybersecurity Coordinator, ITU  

12:30 – 13:30 Lunch Break 

13:30 – 14:45 Panel 2: The Role of Partnerships and Donor Cooperation in Advancing 
Sustainable Cybersecurity Capacity Building 
 
Moderation:  

• Mr. Baatarkhuyag Narantsogt, Director, Cyber Security and Technology 
Division, Executive Office, National Security Council, Mongolia 

 
Speakers: 

• Ms. Anat Lewin, Senior Digital Specialist and Cybersecurity Lead for 
Asia, World Bank 

• Ms. Alya Al-Saadi, Cyber Programme Coordinator, INTERPOL  
• Mr. Pavel Mraz, Cybersecurity Researcher, United Nations Institute for 

Disarmament Research (UNIDIR) 

14:45 – 15:00 Coffee Break 

 
15:00 – 16:15 

 
Panel 3:   Developing National Cyber Crisis Management Plans – Defining 
the Role of National Cybersecurity Agencies  
 
This session will focus on the development and implementation of national 
cyber crisis management plans, emphasizing the operational roles of National 
Cybersecurity Agencies and CIRTs. Speakers will share good practices and 
lessons learned in coordinating national response efforts, protecting critical 
infrastructure, and ensuring whole-of-government preparedness for large-scale 
cyber incidents. 
Moderation:  

• Mr. Calvin Chan, Programme Administrator, ITU Regional Office for 
Asia and the Pacific 

 
Speakers: 

• Mr. Purevbat Yarinpil, Director, National CSIRT, Mongolia 
• Ms. Roja Kiran Basukala Deputy Director, Technology Research and 

Development Section (Head), Nepal Telecommunications Authority 
• Ms Xiaona Zhang, Senior Engineer, Operational Department, National 

Computer Network Emergency Response Technical Team/Coordination 
Center of China (CNCERT/CC) 

• Mr. Mohamed Riznee, Director General, National Cyber Security 
Agency, Maldives   

16:15 – 16:35 Spotlight Presentation 4: Cyber Resilience and Passwordless 
Authentication ITU-T X.1280 

• Mr. Jonghyun Woo, President, Passwordless Alliance 

16:35 – 16:45 Closing Remarks 
• Mr. Purevnyam Tsogt-Erdene, Director General, Cybersecurity Policy 

Coordination Department, Ministry of Digital Development, Innovation, 
and Communications, Mongolia 
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DAY 2 Training 

Wednesday 3 September 2025 

 

  

09:30 -
11:00 

Training Track (Technical) 
Detecting Attacker TTPs and IOCs with 
Open-Source Tools. 
This will be a technical training led by the 
Forum of Incident Response Teams (FIRST).  

Training Track (Management)  
Cyber Diplomacy 
 
This will be a management training led by 
the United Nations Institute for 
Disarmament Research (UNIDIR)  

11:00 – 
11:15 

Coffee Break 

11:15 – 
12:30 

Training Track (Technical) (Cont). 
Detecting Attacker TTPs and IOCs with 
Open-Source Tools. 
This will be a technical training led by the 
Forum of Incident Response Teams (FIRST).  

Training Track (Management) (Cont). 
Cyber Diplomacy 
 
This will be a management training led by 
the United Nations Institute for 
Disarmament Research (UNIDIR)  

12:30 – 
13:30 

Lunch Break 

13:30 – 
16:00 

Training Track (Technical) (Cont). 
Detecting Attacker TTPs and IOCs with 
Open-Source Tools. 
This will be a technical training led by the 
Forum of Incident Response Teams (FIRST).  

Training Track (Management) (Cont). 
Cyber Diplomacy 
 
This will be a management training led by 
the United Nations Institute for 
Disarmament Research (UNIDIR)  

16:00 – 
16:15 

Networking Coffee 
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DAY 3 and 4: SCENARIO-BASED EXERCISES 

Thursday 4 September 2025 

09:30 – 10:00 Team creation, registering team accounts to Cyber Range 
Presentation of the background Scenario 

10:00 – 12:30 FIRST 

12:30 – 13:30 Lunch Break 

13:30 – 16:00 ITU 

 

 

Friday 5 September 2025 

 

09:30 – 12:00 INTERPOL 

12:00 – 13:00 Lunch Break 

13:00 – 15:30 Cyber Security Brunei 

15:30– 16:00 Closing remarks 

 
 


