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Agenda - 2024 ITU Regional Asia-Pacific CyberDrill 

DAY 1 Morning: Regional Conference 

Tuesday 19 November 2024 

08:30 – 09:00 Registration 

09:00 – 09:30 Opening Ceremony  
• Arrival of Guest of Honour  

o Dato Seri Paduka Awang Haji Sufian bin Haji Sabtu, Deputy 
Minister (Security and Law), Prime Minister's Office 

• Welcoming Remarks 
o Mr. Shamsul Bahri Hj Kamis, Interim Commissioner of Cyber 

Security Brunei 
o Mr. Kishore Babu Yerraballa, Area Representative for 

Southeast Asia and Timor Leste, ITU 
• Official Launch of the CyberDrill by Guest of Honour  

09:30 – 10:00 Group Photo & Networking Break 

10:00 – 10:15 GCI 2024 Insights – Key Discoveries, Lessons, and Challenges in ASP 
• Calvin Chan, Programme Administrator, ITU Regional Office for Asia 

and the Pacific 

10:15 – 11:15 Session 1: State of Cybersecurity in Asia-Pacific Region 
 
Moderation:  

• Calvin Chan, Programme Administrator, ITU Regional Office for Asia 
and the Pacific 

 
Speakers:  

• Mr. Jay Anson, Chief Information Security Officer, Ministry of Finance, 
Palau 

• Mr. Young Min Kim, Cybercrime Operations Officer, Asia & South 
Pacific Desk, Cybercrime Directorate 

• Ms. Orolzod Myagmarjav, Senior Expert, Cybersecurity Policy 
Coordination Department, Ministry of Digital Development, Innovation 
and Communications 

• Mr. Haji Mas Zuraime Haji Abdul Hamid, Deputy Chief Operations 
Officer of Cyber Security Brunei 

11:15 – 12:30 Session 2:  Roundtable on Experience Sharing for National Government 
Cybersecurity Agencies 
 
Moderation:  

• Mr. Kishore Babu Yerraballa, Area Representative for Southeast Asia 
and Timor Leste, ITU 

 
Speakers: 

• Mr. Alexander Ramos, Undersecretary, Cybercrime Investigation and 
Coordinating Center, The Philippines  

• Mr. Shamsul Bahri Hj Kamis, Interim Commissioner of Cyber Security 
Brunei 
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• Mr. Jadet Khuhakongkit, Assistant Secretary General, National Cyber 
Security Agency, Thailand 

• Mr. Raj Kumar Maharjan, Director, National Cyber Security Center, 
Ministry of Communication and Information Technology, Nepal 

• Ms. Georgina Kiele, Executive Manager, Cybersecurity and 
Government Digital Standards, Department of Information and 
Communications Technology, Papua New Guinea (online) 

12:30 – 12:45 Closing Remarks 
• Mr. Ampuan Shazwi Ampuan Sadikin, Senior Operations Officer, Cyber 

Security Brunei 
• Mr. Kishore Babu Yerraballa, Area Representative for Southeast Asia 

and Timor Leste, ITU 

12:45 – 13:45 Lunch Break 
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DAY 1 Afternoon: TRAININGS 

Tuesday 19 November 2024 

 

 

 

 

  

13:45 – 
15:00 

Training Track I:  
Building Malware Analysis Capability for CERT 
 
This will be a technical training led by the Forum of 
Incident Response Teams (FIRST). This technical 
training will provide an overview of multiple aspects of 
malware analysis for CSIRTs, including introduction 
into malware ecosystem, triage, different approaches 
to investigation, remediation and hunting. It covers 
creation of appropriate internal workflows, leveraging 
online services and using open-source tools.  
 
Prerequisites: Each participant gets access to a VM 
with a Linux environment, accessible via SSH and 
RDP/VNC. Submitting answers to tasks in the hands-
on part of the training and challenges during the 
exercise in a dedicated on-line platform. The course is 
hands-on, and a laptop is required to be able to work 
through all the practical hands-on Workshops. The 
minimum laptop requirements are: x86-compatible 1.5 
GHz minimum or higher, 4GB RAM minimum or 
higher, 20GB available hard drive space, capable of 
installing virtualization software 

 

Training Track II:   
National Cyber Crisis 
Management  
 
This will be a management 
training led by ITU. It will look at 
how cyber crisis management 
intersects with strategic 
management, to look at how 
professionals can navigate 
national cybersecurity planning 
and cyber incident response at 
national levels. 
 
No prerequisites are required. 

15:00 – 
15:15 

Coffee Break 

15:15 – 
17:00 

Training Track I:  
Building Malware Analysis Capability for CERTs 
 
FIRST 

Training Track II:   
National cybersecurity 
management  
 
ITU 
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DAY 2 and 3: SCENARIO-BASED EXERCISES 

Wednesday 20 November 2024 

09:00 – 09:30 Team creation, registering team accounts to Cyber Range 
Presentation of the background Scenario 

09:30 – 12:00 FIRST 

12:00 – 13:00 Lunch Break 

13:00 – 14:45 INTERPOL 

14:45 – 16:30 Cyber Security Brunei 

 

 

Thursday 21 November 2024 

 

09:00 – 12:00 ITU 

12:00 – 13:00 Lunch Break 

13:00 – 16:00 Cyber Range 

16:00– 16:15 Closing remarks 

 
 


