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Cyber Attacks are Increasing in sophistication



Computer Incident Response Team (CIRT) - Services Overview

Threat Intelligence

Threat Hunting

Forensics and
InvestigationsMonitoring Services

Vulnerability Management Incident
Response

OT/ICS Security

Courtesy:  CREST

A modern approach to collect cyber threat intelligence involves inter-linking inferences from
numerous data sources to provide actionable insights against a specific attacker or an
emerging threat



Threat Intelligence - Our Key Defense Against Cyber Threats

What is Threat Intelligence (CTI)?

Cyber threat intelligence refers to the collection and analysis of data which can be used by security teams to determine what actions are necessary to help
prevent, detect and respond to cyber threats

Types of Threat Intelligence

Traditionally, CTI involved collection of simply Technical data like IOCs, CVEs and Incident Analysis Reports. However, a complete approach involves inclusion
of Tactical, Operational as well as Strategic intelligence for protecting against threats.

Methodology

Deploy to production
Identify the crown jewels
Identify the core assets of the organisation to
protect from internal and external threats

Analyze

Correlate

Integrate

Collect
Acquisition of big amount of data
from different qualified sources

The objectives are as follows :

► Understand the risks

► Understand the needs and
expectations

► Define the objectives

► Identify the core assets to protect
(Data, People, Infrastructure, etc)

Automation leveraging
deep learning

techniques

Automated AlertGraph
Mining

Daily KPIs on organization’s exposure
on the Internet

Cyber supervision on the attacks
targeting the organization’s
employees and VIPs

Operational risks detection and
alerting (ransomwares,
vulnerabilities, etc)

Data breach detection and
alerting (deep/dark webs, online
share platforms, social networks,
etc)



CIRT Network Architecture - High Availability Architecture



Building CIRT using Open Source Tools



Active Monitoring

Passive Monitoring

Public Source Watch

Local Detection

► SNORT
► SNORBY

► Nagios
► Icinga
► Zabbix

► PhishTank
► ZoneH
► Malware Domain List

► TPOT
► Honeynet Project

Alerting and
Monitoring

► RTIR
► OTRS
► TheHIVE

Building CIRT- Open Source Tools

Threat Intel ► MISP



What is MISP?

► MISP stands for Malware Information Sharing Platform. It is a Threat sharing
platform

► Free and Open Source and exists >10 years
► CIRCL leads development
► Used by >6000 organisations worldwide
► Security teams, national and government CSIRTs, commercial providers
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Functions of MISP

► Core functionality is sharing

► Everyone can be a consumer
and/ or a contributor/producer

► Quick benefit without the obligation
to contribute

► Low barrier to get acquainted to the system



How does MISP work?

► The MISP structure consists of events, feeds, communities, and subscribers

► Normally an event is a threat entry containing information related to the threat and
the associated IOCs.

► Once an event has been created, a user assigns it to a specific feed that acts as a
centralized list of events belonging to a specific organization and containing certain
events or grouping specifications.



MISP Process

Analysis

• Trusted
provider

• Identifies
threat for a
sector /
organisation

Threat event

• Detection
package

• Indicators of
compromise

• Activities
and
behaviour

Victim

• Receives
MISP event

• Verification
and
approval

Infrastructure

• Query for
activity

• Block
activity

Share back and report back



Sample Use cases

Block IP
address on

firewall

Block
malicious URL

on proxy

Query logs for
activity

Scan
endpoints with
custom rules

IDS signatures SIEM alerts



Glimpse of MISP



Glimpse of MISP



Glimpse of MISP



Glimpse of MISP  - Ransomware



Glimpse of MISP  - Ransomware Search in Virustotal



Demonstration



TheHive



TheHive

► Collaborate in real-time

► Handle & respond to incidents

► Perform forensics analysis

► Organise, structure and archive incidents

► Corelate & merge incident

► Custom case templates: incident workflows

► Augment your processes with metrics & custom feeds

► Generate fully customisable dashboards: track activity,
follow KPIs…

► Feeders: get alerts from MISP, CTI providers, SIEM,
emails, …

► Find similarities across cases & alerts

► REST API

► Webhook support



Hive Architecture

TheHive is written in Scala and uses ElasticSearch to store and access data on the back
end. The front end uses AngularJS and Bootstrap. A number of REST API endpoints are
also provided to allow for integrations and bulk actions.



What is Security Case Management?
The case management functionality allows a security team to escalate investigations with detailed
information and logs gathered on a single dashboard.
It facilitates easier compliance and quick response to security events as soon as they are detected or
identified.  Case management fast-tracks the investigation.



Cases

The core construct of TheHive is the investigation case.
A case can be generated from an alert or created from scratch.



Case Management

Since, case is the core construct of most security investigations, whether you’re
reviewing alerts, reverse engineering malware, or working a declared incident, all the
data you put into a case is easily searchable from the search bar at the top of the
screen



Case Templates

Case Templates are present to automatically add tasks, description, metrics and custom
fields while creating a new case. A user can choose to create an empty case or based
on a registered template. You can create custom templates to which you add tasks as
shown below.



Case Templates

The user can change values defined in template. A template contains:

► default severity
► default tags
► title prefix (can be changed by user at case creation)
► default TLP
► task list (title and description)
► metrics
► custom fields



Snort



SNORBY



Nagios



ICINGA



Zabbix



PhishTank



Zone-H

https://phishtank.org/



Malware Domain List



TPOT



RTIR



OTRS



Questions



Thank You


