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NMaHgemusa KopoHaBupyca

B ycnoBusix KapaHTUHHbLIX Mep,
BBeEeHHbIX n3-3a naHgeMmmmn
KOpoHaBupyca, KnbepnpocTpaHCTBO
PecnyGrnukn cTonkHynacb ¢ HeCKONMbKUMM
npoonemamu.

Vo

CYBER
SECURITY

NS

Ge3onacHoOCTb Npu AUCTAaHLUMOHHON
paboTe COTPYAHMKOB

MHTepHeT-MOLWWeHHN4YeCTBO

aTakum Ha MH(OPMaALMOHHbIE
pecypcbl AOMEHHOMN 30Hbl «.UZ»
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be3onacHoCTb Npyv ANCTAaHUMOHHOW AV

CYBER
paboTe coTpyaHUKOB SE@TY

Pa3paboTaHbl oba3aTenibHbIe ans BCeX
opraHusaumn  «TpeboBaHua  MHpOPMaALMOHHON
Ge3onacHocTU AnNA npeonpuaTMU U OpraHu3auuu,
nepeBeALlINX CBOUX COTPYAHUKOB Ha YyAarieHHYH
padboTy», KOTOpPbIe BKNIOYAIOT:

[V

,

TpeboBaHMA no ©OGe3onacHocTu Ans
pykoBoAcTBa

TpeboBaHMA no ©Oe3onacHocTU AnA

= |T-cneunanucrToB
HoBble ycrnoBus norpedoBanu ! |:|'_|_'|:||:| 1
U3MEHEeHMA noaxoda K oOpraHuvsauum
3aWmTbI MHPOPMaLMK. TpeboBaHuA no ©e30nacHoOCTH
ans COTPYAHMUKOB, HaxoAasWunxcs

Ha yganeHHou paborte
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UHTepHeT-MOLLEeHHNYeCTBO

Habniogaetcsa poct cny4vyaeB Kpaxwu
AOEHeXHbIX CpeacTB  Nonb3oBaTenemn
nyTeM MUX 3aBfie4YeHUs Ha nopaesibHble

(dbenkoBble) nnaTgopMbl OHFTAUH-Ka3NHO
M a3apTHbIX Urp.

Vo

CYBER
SECURITY

NS

&

nepcoHalsibHble
AaHHbIE

2

SMS-coobuweHus

e
cBefeHus

0 0aHKOBCKMX KapTax
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ATakun Ha UH(popMaLMOHHbIE
pecypcbl AOMEHHOM 30HbI «.UZ»

CYBER
ATTACK

Cucrtema oOHapyXeHuss WUHUMOEHTOB
Ha UWHOPMaLMOHHbIX pecypcax
OOMEHHOM 30HbI «.UZ».

Cnyx6a BbIABneHus n

Y

CYBER
SECURITY

NS

onepaTtTnBHOro

pearmnpoeaHnA Ha KOMMNbHKOTEpPHbleé MHUUWAOEHTbl —

UZCERT, 3apa4yaMu KOTOpPOro sABNSAITCA:

@ MOHUTOPUHI COObLITUN N MHUNAEHTOB

|w’\l‘~0\ aHanun3 n obpaboTka MHUUAEHTOB

a.s KoopauHauusa Mep
‘_)\1 Ha MHUMAOEHTLI

@ ornoBeLlleHne o6 yrposax

pearnpoBaHus
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ATakn Ha nHpopmMaLNOHHbIe "CvBER'

pecypcbl AOMEHHOM 30HbI «.UZ» SEQ“;TY

BbisiBNeHHble MHUUAOEHTblI MH(OPMaLUOHHON
0e30nacHOCTU B HaUMOHaNIbHOM CermMeHTe CceTu
UHTepHeT

CYBER: |
.. ATTACK ~ 2019

S

-

CuctemMa OOHapy)XeHusi UHLUUAEHTOB
Ha WH(OPMALIMOHHbIX pecypcax

AOMEHHOM 30HbI «.UZ». m HecaHKuMoHMpoBaHHan g /13veHeHue rnaBHON

3arpy3Ka KOHTeHTa cTpaHuubl (Deface)

Q0
UZBEKISTAN




Vo

CYBER
MexayHapoaHoe COTpyaAHUYeCTBO SECURITY

NS

oic-certT 2 KISA

Korea Internet & Security Agency

Computer Emergency Response Team

JKZ-CERT ~ CERT.PL>_

TE(I.!: ﬁoﬂéuﬁgvﬁrﬁge‘i -%c ERT. LVA-»

Informéacijas tehnologiju

~ drodibas incidentu
‘ :N@ERTI‘ :‘ : novérianas institicija

LleHTpOM aKTUBHO BeAyTCA"PabOThI

no nonaepxaHuio B3auMoaeucTBus ERERKMERH L C E IR-“ md

C MeXAyHapoAHbIMW  OpraHM3auusaMu,
nyTeM y4yacTuss B CeMMHapax, TPeHUHrax
U KoHdepeHUMAxX no UHcpopMaLNOHHOMN
M KubepbesonacHOCTW, nNpPOBOANMDIX
B peXUMe OHMauH.

JPCERT &

Japan Computer Emergency Response Team

Coordination Center c e .

JPCERT 3—Frx—varvtvv— h e~
enhancing cyber security in India
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