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Introduction of National CIRT, Mandate, Key activities

Started Operation in April 2016
- ITU assisted in study to assess formation of national  CIRT 

Assessment for Bhutan.
- Institutionalize BtCIRT with financial support from  World Bank

Mandate: 
- Serve as a trusted and central coordination point of contact at 

national level
- More proactive role at the Government level

Key Activities:

Coordinate information Monitor/Manage cyber 
threat

Enhance Cyber security



Proactive Monitoring

Top 10 malware infections                    Common vulnerable services
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Threat Landscape at the time of COVID-19

Incidents
- Fake news
- Social media account hacks
- Website hacks
- Scam

Response
- Awareness through media
- Timely advisories on current threats and 

best practices
- Developed SOPs for WFH
- Prioritize protection of critical services

Risks & Vulnerabilities
- Panic due to fake news 
- Vulnerable home networks 
- Shift in learning environment
- Rapid deployment of Apps
- Lack of  real time monitoring
- Heavy dependence on ICT
- Information sharing vs Privacy

Challenges

- Low reporting rate
- Victims unaware of incident
- Do not report out of fear

- Taking down false news
- Compromised accounts Recovery
- Lack of artifacts 
- Who over how Investigation 
- Piracy and related threats to it



Areas of Collaboration and Recommendations

Capacity & Capability Development

- Coordination and Collaboration

- Capacity Development

- Awareness and Advocacy
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