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CYBERWELLNESS PROFILE 
 CANADA  

 

BACKGROUND 

Total Population: 36 675 000 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 85.80% 
(data source: ITU Statistics, 2013) 

  

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code (1985) 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Anti-Spam Act 

-Secure Electronic Signature Regulations  

-Electronic Commerce Protection Regulations 

-Personal Information Protection and Electronic Documents Act 

-Draft Bill C-12: An Act to Amend the Personal Information Protection and Electronic Documents Act 

 

1.2 TECHNICAL MEASURES 

 

1.2.1 CIRT 

The Canadian Cyber Incident Response Centre (CCIRC) is the officially recognized CIRT. The Cyber Threat Evaluation 

Centre (CTEC) is another establishment responsible for the detection, analysis, and assessment of cyber threat 

activity on nationally important networks.   

 

1.2.2 STANDARDS  

In Canada the Management of Information Technology Security (MITS) is the body responsible for operational 

security standards. The government has a security policy that states the requirements for protecting information and 

it directs the federal departments and agencies to which it applies to have an IT security strategy. The Operational 

Standard for the Security of Information Act is the nationally recognised instrument for cybersecurity standards.  

 

1.2.3 CERTIFICATION 

Canada does not have a national or sector-specific framework for certification and accreditation of national agencies 

and public sector professionals. 

 
1.3 ORGANIZATION MEASURES 

 

1.3.1 POLICY 

The officially recognized national and sector-specific strategy for cybersecurity is the Canada's Cyber Security 

Strategy.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://laws-lois.justice.gc.ca/eng/acts/C-46/
http://laws-lois.justice.gc.ca/eng/acts/E-1.6/FullText.html
http://laws-lois.justice.gc.ca/eng/regulations/SOR-2005-30/index.html
http://laws-lois.justice.gc.ca/eng/regulations/SOR-2012-36/page-1.html
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/index.html
http://www.parl.gc.ca/About/Parliament/LegislativeSummaries/bills_ls.asp?ls=c12&Parl=41&Ses=1&source=library_prb&Language=E
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.cse-cst.gc.ca/en/page/cyber-threat-evaluation-centre-ctec
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12328
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16578
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12323&section=text
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12323&section=text
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-scrt-strtgy/cbr-scrt-strtgy-eng.pdf
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-scrt-strtgy/cbr-scrt-strtgy-eng.pdf
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1.3.2 ROADMAP FOR GOVERNANCE 

The Action Plan 2010-2015 for Canada's Cyber Security Strategy is the national roadmap for governance of 

cybersecurity. 

 

1.3.3 RESPONSIBLE AGENCY 

The following agencies are the officially recognised national and sector-specific agencies responsible for 

cybersecurity in Canada:  

-Royal Canadian Mounted Police (RCMP) 

-Canadian Cyber Incident Response Centre (CCIRC)  

-Office of the Privacy Commissioner of Canada (OPC) 

-Office of the Critical Infrastructure Protection and Emergency Preparedness (OCIPEP) 

 

1.3.4 NATIONAL BENCHMARKING 

Canada does not currently have any national benchmarking exercise or referential to measure cybersecurity. 

 

1.4 CAPACITY BUILDING 

 
1.4.1 STANDARDISATION DEVELOPMENT 

The following are the national and sector-specific organizations responsible for R&D in Canada: 

-Canadian Cyber Incident Response Centre (CCIRC) 

-Information Technology Incident Management Plan  

-Defence Research and Development Canada (DRDC) 

-The Communications Security Establishment Canada (CSEC) 

-Cyber Security Self-Assessment Guidance for Federally Regulated Financial Institutions 

 

1.4.2 MANPOWER DEVELOPMENT 

Canada has recognized various types of awareness programs on cybersecurity, for the general public as well as for 

public and private sector employees through the following:  

-CCIRC 

- OCIPEP   

-The Canadian Anti-Fraud Centre (CAFC) 

-Public Safety Canada's Industrial Control Systems (ICS) 

 

1.4.3 PROFESSIONAL CERTIFICATION 

Canada does not have any public sector professionals certified under internationally recognized certification 

programs in cybersecurity.  

  

1.4.4 AGENCY CERTIFICATION 

Canada does not have any certified government and public sector agencies certified under internationally recognized 

standards in cybersecurity.  

 

1.5 COOPERATION 

 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets between Canada and other nation states, Canada officially recognises the 

Canada-U.S. Action plan on cybersecurity under the Beyond Border Action Plan. Additionally the CCIRC works closely 

with its international counterparts such as US-CERT, GovCert UK, CERT Australia, New Zealand CCIP  to help mitigate 

cyber threats and to share information on best practices for protecting critical infrastructure.  

http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ctn-pln-cbr-scrt/index-eng.aspx
http://www.rcmp-grc.gc.ca/index-eng.htm
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.csis.gc.ca/index-en.php
http://circ.jmellon.com/agencies/ocipep/
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://www.tbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimtitb-eng.asp
http://www.drdc-rddc.gc.ca/en/index.page
http://www.drdc-rddc.gc.ca/en/index.page
https://www.cse-cst.gc.ca/en
http://www.osfi-bsif.gc.ca/eng/fi-if/in-ai/pages/cbrsk.aspx
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://circ.jmellon.com/agencies/ocipep/
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/cntrl-sstms-trnng-eng.aspx
http://actionplan.gc.ca/en/content/beyond-border
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.us-cert.gov/
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
https://www.cert.gov.au/
http://www.nzic.govt.nz/about-us/gcsb/
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1.5.2 INTRA-AGENCY COOPERATION 

The OCIPEP and Shared Services Canada (SSC) facilitate communication and networking amongst Canadian 

organisations and businesses, these serve as a Framework for sharing cybersecurity assets within the public sector.  

 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Canada has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 

public and private sector: The SSC streamlines and consolidates information and communications technologies 

between various government departments. The CCIRC  works closely with Internet Service Providers and security 

companies to help identify threats and develop effective countermeasures in cybersecurity. 

 

1.5.4 INTERNATIONAL COOPERATION 

Canada is a member of the following cybersecurity activities:  

-FIRST          -OAS       -OSCE. 

                                                                               

2. CHILD ONLINE PROTECTION 

 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Section 163, 163.1, 172.1 and 172.2 of the Criminal Code. 

-Bill C-22 an Act respecting the mandatory reporting of internet child pornography by persons who provide an 

internet service. 

 

2.2 UN CONVENTION AND PROTOCOL 

Canada has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 

Rights of the Child. 

Canada has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 

Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

 

2.3 INSTITUTIONAL SUPPORT 

The following institutions are responsible for the activities preventing online child abuse:   

- (CCIRC)  

-Public Safety Canada.  

-Contribution Program to Combat Child Sexual Exploitation and Human Trafficking (CPCCSEHT) 

-The Royal Canadian Mounted Police through the National Child Exploitation Coordination Centre and the National 

Missing Children Service. 

 

2.4 REPORTING MECHANISM 

Cybertip!ca Canada’s national tip line for reporting the online sexual exploitation of children provides an online form. 

 

 

----------------------------------------------------------------------------------------------------------------------------------------------------------- 

DISCLAIMER: Please refer to http://www.itu.int/en/Pages/copyright.aspx 

More information is available on ITU website at http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx 

Last updated on 8th JANUARY 2015 

 

http://circ.jmellon.com/agencies/ocipep/
http://www.ssc-spc.gc.ca/index-eng.html
http://www.ssc-spc.gc.ca/index-eng.html
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://www.first.org/
http://www.oas.org/en/default.asp
http://www.osce.org/
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-79.html#docCont
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-79.html#docCont
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-85.html#docCont
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-86.html#docCont
http://www.parl.gc.ca/HousePublications/Publication.aspx?Language=E&Mode=1&DocId=5075713&File=29
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://www.publicsafety.gc.ca/index-eng.aspx
http://www.publicsafety.gc.ca/cnt/cntrng-crm/chld-sxl-xplttn-ntrnt/cntrbtn-prgrm-cmbt-trms-eng.aspx
http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm
http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm
http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm
https://www.cybertip.ca/app/en/
https://www.cybertip.ca/app/en/report
http://www.itu.int/en/Pages/copyright.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx

