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CYBERWELLNESS PROFILE 
 BARBADOS  

 

BACKGROUND 

Total Population: 275 000 
(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 75% 
(data source: ITU Statistics, 2013) 
 

 

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 
 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Telecommunications Act -Computer Misuse Act -Privacy and Data Protection Act(Draft Stage) 
 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Privacy and Data Protection Act (Draft Stage) 
 

 

 

1.2 TECHNICAL MEASURES 
 

1.2.1 CIRT 

A CIRT readiness assessment was conducted for Barbados in August 2012 during the Regional Workshop on 

establishing National Computer Incident Response Team (CIRT), Caribbean Region at St. Georges, Grenada. Barbados 

is currently in the process of implementing a National CERT with the assistance of ITU. 

1.2.2 STANDARDS 

Barbados does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards.  

However Barbados, in collaboration with the Caribbean Governments, the Caribbean Telecommunication Union 
(CTU) and Commonwealth Telecommunications Organization (CTO) are currently organising discussions on 
“Consultation on a Commonwealth Cyber Governance Model” to be implemented by the Commonwealth countries. 
This includes a framework for implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

Barbados does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals.  
 

However the “Consultation on a Commonwealth Cyber Governance Model” mentioned earlier will include a 
framework for the certification and accreditation of national agencies and public sector professionals. 
 
1.3 ORGANIZATION MEASURES 
 

1.3.1 POLICY 

Barbados does not have any officially recognized national cybersecurity strategy. However the “Consultation on a 
Commonwealth Cyber Governance Model” mentioned earlier will include a national cybersecurity strategy. 
 

1.3.2 ROADMAP FOR GOVERNANCE 

Barbados does not have any official recognized national or sector specific governance for cybersecurity. However a 

National Cyber Security Strategic Plan is in the pipeline. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/text.jsp?file_id=209474
http://www.oas.org/juridico/spanish/cyb_bbs_computer_misuse_2005.pdf
http://unpan1.un.org/intradoc/groups/public/documents/TASF/UNPAN024631.pdf
http://unpan1.un.org/intradoc/groups/public/documents/TASF/UNPAN024631.pdf
http://www.ctu.int/
http://www.cto.int/
http://www.cto.int/media/pr-re/Commonwealth%20Cybergovernance%20Model.pdf
http://commons.wikimedia.org/wiki/File:Flag_of_Barbados.svg
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1.3.3 RESPONSIBLE AGENCY 

The Telecommunications Unit is the officially recognized agency responsible for implementing a national 

cybersecurity strategy, policy and roadmap. 
 

1.3.4 NATIONAL BENCHMARKING 

The Telecommunications Unit is collecting data on cyber-attacks across government departments. This data will 
enable critical analysis of the types of attacks, frequency and mitigation techniques currently being implemented. 

 

1.4 CAPACITY BUILDING 
 

1.4.1 STANDARDISATION DEVELOPMENT 

Barbados does not have any officially recognized national or sector-specific research and development (R&D) 

programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private or 

the public sector. However a National Cyber Security Strategic Plan is in the pipeline. 
 

1.4.2 MANPOWER DEVELOPMENT 

The Telecommunications Unit has endeavored in a campaign since 2010 to raise awareness in the area of protecting 

kids in Cyberspace. Since then the unit has partnered with the Caribbean Cyber Security Centre to assist in 

promoting the “Think Click Surf” campaign. 
 

1.4.3 PROFESSIONAL CERTIFICATION 

Caribbean Cybersecurity Center has numerous public sector professionals who are certified under internationally 

recognized certification programs in cyber security. However it has not conducted a survey to gather the exact 

statistic. 
 

1.4.4 AGENCY CERTIFICATION 

Barbados does not have any government and public sector agencies certified under internationally recognized 

standards in cybersecurity. However the National Cyber Security Strategic Plan, which is in the pipeline, will provide 

a national program to enable certification of professionals in the government and public sector. 
 

1.5 COOPERATION 
 

1.5.1 INTRA-STATE COOPERATION 

Barbados does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 

borders or with other nation states. However this is expected to change after the development of the national CIRT. 
 

1.5.2 INTRA-AGENCY COOPERATION 

Barbados does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 

within the public sector. However this is expected to change after the development of the national CIRT. 
 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Barbados does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 

within the public and private sector. However this is expected to change after the development of the national CIRT. 
 

1.5.4 INTERNATIONAL COOPERATION 

Barbados is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. In addition, the 

Government of Barbados participates in CTU, ITU, and Organization of American States (OAS) platforms and forums.  

Barbados is among the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the 

Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR). Barbados 

participated in the ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT- 2013) in Montevideo, 

Uruguay. 

 

http://www.telecoms.gov.bb/
http://www.telecoms.gov.bb/
http://www.telecoms.gov.bb/
http://www.caribbeancsc.com/
http://www.thinkclicksurf.com/
http://www.itu.int/
http://www.oas.org/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://www.itu.int/en/ITU-D/Regional-Presence/Americas/Pages/EVENTS/2013/IMPACTALert/default.aspx
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2. CHILD ONLINE PROTECTION 
 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Computer Misuse Act 
 

2.2 UN CONVENTION AND PROTOCOL 

Barbados has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 

Rights of the Child. 
 

2.3 INSTITUTIONAL SUPPORT 

Barbados does not have any officially recognized agency that offers institutional support on child online protection. 
 

2.4 REPORTING MECHANISM 

Barbados does not have any officially recognized agency that offers an avenue for the reporting of incidents related 

to child online protection. 

 

 

 

 

 

 

 

----------------------------------------------------------------------------------------------------------------------------------------------------------- 

DISCLAIMER: Please refer to http://www.itu.int/en/Pages/copyright.aspx 

More information is available on ITU website at http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx 

Last updated on 12th August 2014 

http://www.oas.org/juridico/spanish/cyb_bbs_computer_misuse_2005.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.itu.int/en/Pages/copyright.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx

