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About Silensec

®

* Information Security Management :» o,
Consultancy Company (15027001 r g
Certified)

— Security compliance, Security Audits

— Security System Integration (SIEM,
DAMs, WAFs, etc.)

— Managed Security Services

* Independent Security training
provider
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About Me

e CEO of Silensec

 PhD in mobile computer security from the
University of Naples, Italy.

 Founder and course Leader for the MSc in
Information Systems Security at Sheffield
Hallam University

e Author of numerous security training courses

* Cyber security expert for International
Telecommunication Union (ITU)

e Airmiles collector
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Silensec on Social Media

“Somebody is controlling
my PC remotely.”

THAT STICKY NOTE Witk
Y PASSWORD ON 1T 12

‘ NOW WHERE THE HECK IS }

Follows us on our social media channels for regular security cartoons, editorials and weekly newsletter
@ Silensec € Silensec & @Silensec Silensec @Silensec
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The Security Skills Gap
The Size of The Problem

At least 3.5 million
cyber security jobs will
be left vacant by 2021
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1 in 5 organization receives fewer

than 5 candidates for each

advertised security position and
37% of the organisations lament
that fewer than 1 in 4 of the
candidates they do receive are
actually qualified for the job!
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The Security Skills Gap

CERTIFICATION HOLDERS / OPENINGS REQUESTING CERTIFICATION
M Certification holders Openings requesting certification

RATIO The security job market has big
199,895 . .
Securtys gaps with regards to security
certifications
5,401

Certified Information
Privacy Professional

(CIPP)
%gg:ngosn::m : The cost of training and certificaition
Figfoseionm S is one of the underlying causes of the
Certified Information cybersecurity skills gap

Systems Auditor (CISA)

Certified Information
Security Manager
(CISM)
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market research shows
that the ethical hacking
domain is not the one
in the highest demand

High-value skills in critically short supply
— Intrusion detection
- Secure software development
- Attack mitigation
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The Security Skills Gap
The Gap Between Offer AndDemand

Occupations Where Mismatch is in the Employer’s Favour
Share of clicks / share of postings (2016Q3)

Security Administrator iriIreland

Ethical Hacker in UK

Ethical Hacker in US

CISO in US

SOURCE: Indeed Spotlight: The Global Cybersecurity Skills Gap

Other desired skills include

. . " Detection of abnormal Knowledge critical Intelligence
ma |Wa re ana |ySIS S kl | |S, system behaviours business processes analysis skills

familiarity with commercial
tools and feeds, knowledge of <
adversaries campaigns and the Incident response skills ( (

ability to write correlation rules

1 1 Malware analysis skills 39% | Familiarity with commercial tools and feeds 34% | Reporting/writing skills 34% | Presentation/oral communications skills 31%
tO | I n k SeCU rlty eve ntS . Knowledge of adversaries and campaigns 22% | Ability to write correlation rules to link security events 21%

SOURCE: 2017 Cybersecurity Trends Report
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The Challenges
Companies Do Not Invest Enough In Staff Training

 Companies prefer to invest in systems rather than
competences

* ROl on security spending alone is difficult to justify
 Companies fear staff may leave once trained

* Training costs money, period!

after salary, opportunities for training are the second highest motivating
factor in recruitment and staff retention followed by the reputation of
the employer’s IT department and potential for advancement.
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The Market Solution

MASTER IN CYBER SECURITY IN 1 BUNDLE
$1575°S39

USING

C|EH

PYTHON .| ied
GERTIFIED FOR OFFENSIVE cissr |
ETHICAL HACKER PENTESTI NG LEA:':ENTE?T‘?;EWG

Certified Ethical CompTIA Security+ Using Python For Learn WiFi Hacking Hacking Android Certified
Hacking Training Training Offensive & Pentesting Using Kali Linux Information

Course Pentesting Systems Security
Professional CISSP
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Python for Security Professionals

This course will take you from basic concepts to advanced
scripts in just over 10 hours of material, with a focus on
networking and security.

® 15 CEU/CPE Hours Available
W Certificate of Completion Offered
® 11 Hours
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Metasploit

This free Metasploit training class will teach you to utilize the
deep capabilities of Metasploit for penetration testing and
help you to prepare to run vulnerability assessments for

© 6 CEU/CPE Hours Available
W@ Certificate of Completion Offered
® 6Hours

& CYBRIARY

CYBRARY

VIRTUALIZATION MANAGEMENT

Mo

The Market Solution

n
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CompTIA Linux+

Our free, self-paced online Linux+ training prepares students
with the knowledge to become a certified Linux+ expert,
spanning a curriculum that covers Linux maintenance tasks,

© 10 CEU/CPE Hours Available
@ Certificate of Completion Offered
® 6Hours

& CYBIARY
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MCSA (Microsoft)

Our free, self-paced online MCSA training class will teach you
all you need to know for the certification exam: how to
configure file and print services, how to deploy, manage and

® 20 CEU/CPE Hours Available
@ Certificate of Completion Offered
®© 24 Hours

& CYBRARY
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Virtualization Management

Our free, self-paced online Virtualization Managerment training
class focuses on installing, configuring and managing
virtualization software. You?ll learn how to work your way

®© 20 CEU/CPE Hours Available
@ Certificate of Completion Offered
® 15 Hours

= CYBRAYY
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CompTIA Cloud+

Qur free, online Cloud+ training addresses the essential
knowledge for implementing, managing and maintaining
cloud technologies as securely as possible, It covers cloud

© 4 CEU/CPE Hours Available
W@ Certificate of Completion Offered
® 3 Hours

& CYBRARY
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After All..
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The University ot Google
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What is Really Happening?

Which certification? Which training? Where can |
practice?...

Emphasis is put on the achievement and
not in the acquisition of competences

/- ~ Paper Certifications and Certificates of Completion!

Finding the right security professional gets
harder
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Security Gamification

 Gameplay

e Re-playability

* Co-operation/competition between players
* Allegion

* Graphics power

e Artistic and sound aspects

* Plot
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ITU Cyberdrills Experience
_Sample Activities

 Development of Cyberdrill workshops and training for Computer
Emergency Response Teams

e Events run by the International Communication Union (ITU)
worldwide

Past Cyberdrills
* Zambia

* Egypt @
* Montenegro LT%ED
* Mauritius =
* Tunisia

* Ecuador

* Oman

* Qatar

* Suriname

* Tanzania

* Moldova

* Argentina
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Cyber Exercise

* Log Analysis and Incident Response
 Computer/Mobile forensics

* Cyber Threat Intelligence

* Ethical Hacking

* Table-top exercises
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Cyber Ranges
Definiion

An interactive, simulated representations of an
organization’s local network, system, tools, and
applications that are connected to a simulated
Internet level environment. National Initiative for
Cyber security education (NIST)
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You are using 1 of 99 servers
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Hack The Box

Challenges
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Silensec Cyber Range

* Portable cyber range

— 192GB Ram
— 24 CPU cores
— 6TB storage)

* Online cyber range

— Scalabale to thousands of
simultaneous users

www.cyberranges.com
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Silensec Cyber Range

ITU Cyberdrill, 4-5 Oct 2018
Grand-Bassam, Cote d’Ivoire

(¥ silensec



Online Persona

»
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Join a Team
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Cooperation
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Game Mode
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Creating the Game/Scenario

@ Cloud Stack Builder
‘\ mE -’-
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Starting The Game
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Cyber Range Use Today

s

CYBER RAN

Threathunter

ARAD
R=EGIONAL
AFRICA .

COMING SOON TO YOUR COUNTRY




Arab Regional Cyberstars
Threat Hunter Edition
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Thank you



