
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ITU Cyber Drill - ALERT (Applied Learning for 

Emergency Response Teams) fifth edition for Africa 

Region, at AFRIKLAND HOTEL, Grand-Bassam, Cote 

d’Ivoire, 1-5 October 2018 
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DRAFT AGENDA 

Training  

Monday 1st  Ocober 2018 

08:30 - 09:00 Registration and Reception 

09:00 - 10:30 Training -  FIRST Fusion Course 

10:30 - 11:00 Coffee Break 

11:00 - 13:00 Training -  FIRST Fusion Course 

13:00 - 14:00 Lunch Break 

14:00-15:30 Training  -  FIRST Fusion Course 

15:30 - 16:00 Coffee Break 

16:00- 17:15 Training -  FIRST Fusion Course 

Tuesday 2nd October 2018 

09:00 - 10:30 Training -  FIRST Fusion Course 

10:30 - 11:00 Coffee Break 

11:00 - 13:00 Training -  FIRST Fusion Course 

13:00 - 14:00 Lunch Break 

14:00-15:30 Training -  FIRST Fusion Course 

15:30 - 16:00 Coffee Break 

16:00- 17:15 
CyberDrill Preparation Session 

Mr. Csaba Virag ,  Head of Cyber Security Competence Center, Cyber Services Plc 

17:00-17:15 Closing Session   

 

ITU Cyber Drill - ALERT (Applied Learning for Emergency Response Teams)  

Fifth edition for Africa Region, Grand Bassam, 1-5 October 2018 

 



  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                     

 

 

 

 

  

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

ITU Cyber Drill - ALERT (Applied Learning for Emergency Response Teams ) 

fifth edition for Africa Region, Grand Bassam, 1-5 October 2018 

Wednesday 3rd  October 2018 

08:00 - 09:00 Registration and Reception 

Opening session 

09:00 - 09:05 
Welcome Address 

The Regulatory Authority for Telecommunications in Cote d’Ivoire 

09:05 - 09:10 
Address 

Mr.  Serge Valery ZONGO , Programme Officer, ITU 

09:10 - 09:25 
Opening Address 

Ministry of Communication, Digital Economy and Postal Services, Cote D'Ivoire.  

09:25 - 10:00 
Cybersecurity initiatives in  Cote D'Ivoire 

The Regulatory Authority for Telecommunications in Cote d’Ivoire.  

 10:00-10:30 
ITU activities in Cybersecurity 

Mr. Serge Valery ZONGO , ITU 

10:30-11:00 Coffee Break and  Photo Group 

11:00 - 11:30 
Ransomware incident response 

Mr. Csaba Virag ,  Head of Cyber Security Competence Center, Cyber Services Plc 

11:30 - 12:00 
How to Build a CIRT based on Open source tools 

Mr. Marwan Ben Rached, Technical Officer Cybersecurity, ITU 

12:00 - 12:30 
Topic TBD 

Mr. Almerindo Graziano, CEO, Silensec 

12:30 - 14:00 Lunch Break 

14:00-14:30  
Cyber-Resilience in Organizations 

Mr. Francesco Binaschi , cyber security analyst , Deloitte  

14:30-15:00 
Topic TBD 

Mr. Steve Clement, Computer Incident Response Center, Luxembourg 

15:00-15:30 NUIX ,KASPERPSKY , or FIRST expert  

15:30- 16:00 Coffee Break 

Panel Discussion: Challenges in National cybersecurity strategies 

16:00-17:00 

Moderator :  Serge Valery Zongo, Programme Officer, ITU or ARTCI 
CIRT 1 
CIRT 2 
CIRT 3 
CIRT 4 

19:00 -22:00 Social event 

Conference  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ITU Cyber Drill - ALERT (Applied Learning for Emergency Response Teams) 

Fifth edition for Africa Region, Grand Bassam, 1-5 October 2018 

Thursday  4th October 2018 

09:00 - 10:00 
Cyberdrill Presentation and team creation 

 

10:00 - 10:30 
Scenario 1 :  Cyber Threat Intelligence 

Mr. Almerindo Graziano, CEO, Silensec 

10:30 – 11:00 Coffee Break 

11:00 - 12:30 
Scenario 1 :  Cyber Threat Intelligence 

Mr. Almerindo Graziano, CEO, Silensec 

12:30 – 13:30 Lunch Break 

13:30-15:30 
Scenario 2 : Credit card fraud 

Mr. Marwan Ben Rached, Technical Officer Cybersecurity, ITU 

15:30 -15:45 Coffee Break 

15:45 – 17:15 
Scenario 3 :  Ransomware Analysis 

Csaba Virág  , Director of International Affairs ,  CyberServices 

CyberDrill 

Friday  5th October 2018 

09:00 - 11:00 

Scenario 4 : MISP - The Open Source Threat Intelligence Platform and why capturing and sharing the 
flag is important 

Mr. Steve Clement, Computer Incident Response Center, Luxembourg 

11:00 – 11:15 Coffee Break 

11:15 - 13:00   Scenario 6 :  NUIX ,KASPERPSKY , or FIRST expert 

13:00 – 14:00 Lunch Break 

14:00-16:00 
Scenario 5 : Crisis management simulation 

Mr. Francesco Binaschi , Cyber Security Analyst , Deloitte 

16:00 – 16:30 
Cyberdrill Wrap-up 

ITU and  Cyber Services 

16:30 – 16:45 Closing Remarks 


