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Core Questions 

 What is the Internet of Things? 
 How to teach it? 
 How to ensure long-lasting skills? 
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Why is it different? 
 Deep scientific knowledge against wide-
spread application skills 
 Very short living technologies and trends 
 No new science, a combination of: 

 Systems (hardware) 
 Software engineering 
 AI and data science 
 Security 
 Human-computer interaction 

  Impossible to teach them all – how to 
manage the balance? 



Core skills 

1.  Deep systems understanding 
2.  Ability to grasp new systems / 

programming languages and systems 
quickly 

3.  Awareness for security, privacy and 
human-computer interaction 

4.  “Learn to learn” 



Internet of Things at UB 
1.  Deep systems 

understanding 
2.  Ability to grasp new 

systems / 
programming 
languages and 
systems quickly 

3.  Awareness for 
security, privacy and 
human-computer 
interaction 

4.  “Learn to learn” 

Lectures on main scientific 
topics (computer networking, 
security, protocol concepts, 
energy efficiency, energy 
harvesting, etc.) 
 

Carrier Sense Multiple Access

CSMA with collision 
detection (CSMA-CD)
CSMA with collision 
avoidance (CSMA-
CA)
RTS/CTS Handshake
Random Backoff

78 CHAPTER 3. RADIO COMMUNICATIONS

channel 
free?

Init

wait for random 
backoff

no

send RTS

yes

CTS 
received?

send packet

yes

no

without 
RTS/CTS handshake

packet to 
send?

RTS/CTS handshake

Figure 3.10: Flow diagram of the general CSMA with collision avoidance
(CSMA-CA) protocol.

down nodes around the sender and the receiver. However, this does not
always work. In scenario (B), we see how node 4 attempts to send a RTS at
the same time as node 2 sends its CTS to node 1. These two packets collide
only for node 3, so it does not get anything and, in turn, does not answer
to node 4. Node 4 only knows that something went wrong – but what? It
backo↵s randomly and retries after some time. The RTS is now successfully
received at node 3 and its answers with a CTS – which interferes at node
2 with the data from node 1 and interrupts their communication. A clear
example of the hidden terminal problem.

Let us stay a little longer in scenario B. Node 3 would have been suc-
cessfully shut down, if it would have received the CTS from node 2 – but
it collided with the RTS from node 4. This prevented node 3 from shutting
down. Thus, CSMA-CA does not really solve the problem of the hidden
terminal, but only ameliorates it.

Scenario C is very similar. Here, the RTS and CTS packets from nodes
2 and 3 collide and node 3 is not properly shut down. Communication
continues between nodes 1 and 2 and between 3 and 4 – until the data of
both collide.

Now, the last question to answer is what to do if the channel is busy and
we cannot start immediately sending RTS/CTS? There are several options:

RTS/CTS Problems
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Figure 3.11: RTS/CTS handshake of CSMA-CA in various scenarios. (A)
shows the normal, intended operation. (B) shows the hidden terminal sce-
nario and (C) shows another problematic case.

• 1-persistent CSMA: If the channel is busy, the sender continues
sensing the channel until it becomes idle again and sends then imme-
diately. If a collision occurs, it backo↵s for a random amount of time
and re-attempts. The problem is that if several senders are waiting for
the channel to become free, they all attempt at exactly the same time
and only the random backo↵ solves (hopefully) the problem. Thus,
this version is in fact CSMA with collision detection rather than col-
lision avoidance. It is used for example in Ethernet.

• Non-persistent CSMA: This version is quite the opposite of 1-
persistent and much less aggressive. If the channel is busy, it backo↵s
for a random amount of time and then re-tries, instead of continu-
ously sensing the channel. This leads to much less collisions, but also
to larger delays.

Links and Geographic Distance
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Figure 4.1: Packet reception ratio between a single sender and a receiver
with di↵erent distances between them. The used dataset has been gathered
in 2004 at the Massachusetts Institute of Technology at their Intel Lab [2].

• Transitional communication zone: in this zone, everything is pos-
sible, from almost 100% to 0% delivery rate. Some links might be very
stable, other might emerge and disappear quickly.

• Clear communication zone: in this zone, communication is almost
impossible, but interference might still occur.

Looking at our Figure 4.1, it becomes clear that this di↵erentiation is
ideal: none of the links there lie in the e↵ective communication zone. This
comes from the environment itself and from high interference. The zones are
also not necessarily geographically well defined, but they allow to quantify
the link quality between certain nodes in the networks. They give rise to
the idea of measuring link quality not exactly, but in a fuzzy way, where the
quality is simply identified as good, intermediate and bad. Some of the link
quality protocols presented next use this approach to present their results
to higher layers, such as routing.

4.2.2 Asymmetric links

Looking into Figure 4.1 it becomes evident that distance does not dictate
communication success directly. Thus, we need also to ask the question
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human-computer 
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4.  “Learn to learn” 

Practical labs with various 
hardware platforms, network 
technologies and programming 
languages 
 

Sensor nodes and networks
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Figure 2.1: Z1 sensor node platform. Special thanks to Jens Dede, University
of Bremen.

because they are targeted to communication development only. How-
ever, most of the existing platforms come at least with some sensors,
such as temperature, humidity, light, etc. Other, more expensive and
application specific sensors, such as wind or rain sensors, can be found
on industrial oriented platforms.

• External memory: very often we can find also some external mem-
ory - either on board (like our Z1 platform, which has 16 MB external
non-volatile memory) or an optional slot, such as MicroSD. This gives
us the possibility to store permanently some larger amount of data
instead of always streaming it to some sink/base station.

• Battery: every sensor node needs energy to run. Sometimes it is one
or two standard battery slots, such as AAA or AA, sometimes it is a
rechargeable battery, sometimes even a solar rechargeable battery or
an energy harvester.

• Serial adapter: almost every sensor node comes with some sort of a
serial communication - with other words, a cable which can connect
the sensor node to some other device (usually your PC). The serial
adapter is used for example for programming and debugging the node
and sometimes for charging it. Z1 has a microUSB connection for
power supply and debugging.

Figure 2.1 shows all hardware components of our Z1 platform. You can
see the microUSB connector, the temperature sensors and the accelerome-
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Exercises on quick reflection and 
“what are the 10 differences?” 
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error  
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Documentation and help 
search on the Internet 
Own project ideas with self-
researched systems and 
architectures 
 



Some advise for teachers … 

 Large one-time preparation effort, small 
recurring effort 
 Design labs independently to easily 
exchange later 
 Interactive sessions and labs are more 
effective than lectures! 



Take away  

 Flexible study programs with focus on 
hands-on experience 
 Rather broad skill and knowledge spread 
 Teach how to learn alone and where to 
find expertise and new knowledge 
 Life-long learning 


