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* Privacy and Data Protection: definition and principles
» Legal data protection frameworks

* Privacy and data protection online: challenges in the digital
environment



PRIVACY AND DATA PROTECTION



PRIVACY

Basically a subjective right

Dependent on time, social class, financial condition etc



PRIVACIDADE

“L IMPOSSIBLE DEFINITION’ “TALISMANIC WORD”
FRANCOIS RIGAUX KEN GORMLEY
“DEFINITION INTROUVABLE” “THE OBSCURITY OF PRIVACY”
ANDRE VITALIS RAYMOND WACKS






HARVARD

LAW REVIEW.

VoL. IV. DECEMBER 15, 18go. NO. s.

THE RIGHT TO PRIVACY.

It could be done only on principles of private justice, moral fitness,
and public convenience, which, whe
common law without a precedent ;
approved by usage.”
Wirees, J., in Millar v. Taylor, 4 Burr, 2303, 2322,

HAT the individual shall have full protection in person and

in property is a principle as old as the common law ; but

it has been found necessary from time to time to define anew the
exact nature and extent of such protection. Political, social, and
economic changes entail the recognition of new rights, and the
common law, in its eternal youth, grows to meet the demands of
society. Thus, in very early times, the law gave a remedy onl

“Recent inventions and business
methods call attention to the next
step which must be taken for the
protection of the person, and for
securing to the individual what
Judge Cooley calls the right ‘to be
let alone.’ Instantaneous
photographs and newspaper
enterprise have invaded the sacred
precincts of private and domestic
life; and numerous mechanical
devices threaten to make good the
prediction that "what is whispered in
the closet shall be proclaimed from
the house-tops."



Is Privacy the best tool to regulate personal data?

e Subjective
* Its enforcement usually isn't dynamic
* There are limits on the individual's approach



DATA PROTECTION
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The National Data Bank

. National Data Center

- Safari (Systeme Automatisé pour les Fichiers Administratifs et le Répertoire
des Individus)




INFORMATION ASYMMETRY



Informational self-
Determination

1983 Ruling of Germany's Constitucional Court

Informational self-Determination (Informationelle Selbstbestimmung)



NEW PARADIGM
FROM SECRET TO CONTROL

. Survelllance

. Classification

. Discrimination




Carter of Fundamental Rights
of European Union

Article 7
Respect for private and family life

Everyone has the right to respect for his or her private and family life, home and
communications.

Article 8
Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning him or her,
and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.



Marco Civil da Internet

Art. 3° The discipline of internet use in Brazil has the following principles:
Il — protection of privacy;

lIl — protection of personal data, pursuant to law;



120 COUNTRIES HAVE ENACTED DATA PROTECTION LAWS (TO THIS
DAY)
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FAIR INFORMATION PRIVACY PRINCIPLES

PURPOSE

CHOICE

ACCESS

SECURITY

TRANSPARENCY



DATA PROTECTION LEGAL FRAMEWORKS

European Union
- Directive 95/46/CE

- General Data Protection Regulation (2018)




DATA PROTECTION LEGAL FRAMEWORKS

United States



DATA PROTECTION LEGAL FRAMEWORKS

Latin America

Habeas Data

Does a "Latin American data protection framework" exists?




CHALLENGES



Human rights implications of data protection



Consent



Algorithms and Machine Learning



Security




Internet of Things




HOW TO ADDRESS THE CHALLENGES

Improve transparency and trust mechanisms

Think of privacy at all levels



