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Role	  of	  Academic	  Institutions
� Timely	  discussion	  
� role	  of	  on-‐campus	  teaching	  in	  the	  MOOCs	  era
� teaching	  emerging	  technologies
� exploring	  ethical	  and	  societal	  challenges

� My	  focus:	  IoT and	  AI
� new	  and	  transformative	  technologies
� by	  2020,	  the	  installed	  base	  of	  the	  IoT	  will	  exceed	  26	  

billion	  units	  worldwide	  [Gartner]
� by	  2020,	  4.5	  million	  IoT	  developers	  will	  be	  needed

[VisionMobile ]
� IoT	  demands	  technologies	  that	  are	  unfamiliar to	  most	  IT	  

organizations	  [Gartner]
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My	  Experience
� Master	  in	  the	  IoT,	  Royal	  Holloway	  University	  of	  London

� First in	  the	  United	  Kingdom

� One	  of	  the	  first	  masters	  of	  this	  type	  in	  the	  world

� Run	  from	  2016/17

� 10 students in	  2016/17,	  20 students	  in	  2017/18

� Lessons	  learnt	  via	  questionnaires	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
and	  talking	  to	  my	  students
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Structure

Structure

Taught	  modules

Advanced	  seminars

Skills	  workshops

Final	  project

Industrial placement

Labs
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Skills	  Acquired
� Skills	  in	  three	  critical	  areas:
� data	  analytics	  techniques	  
� distributed	  and	  networked	  systems;	  
� cybersecurity	  
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The Internet of Things

Skills acquired
You will acquire the ability to:

design and implement middleware services 
for reliable communication in unreliable 
networks, and storage solutions for wireless, 
sensor, and ad hoc-networks
detect sources of vulnerability in networks 
of connected devices and deploy 
the appropriate countermeasures to 
information security threats
enforce privacy in “smart” environments
work with open source and cloud tools for 
scalable data storage (DynamoDB) and 
coordination (Zookeeper)
design end-to-end IoT solutions involving 
interconnected edge devices and clouds 

work with modern network management 
technologies (Software-Defined 
Networking) and standards (OpenFlow)
work with low-power wireless and mesh 
networking standards and technologies 
such as IEEE 802.15.4, ZigBee and XBee
work with state-of-the-art microcontroller 
devices and kits, such as Arduino 
and Tessel, and miniature computing 
technologies, such as RaspberryPi
work with methods and techniques such 
as clustering, regression, support vector 
machines, boosting, decision trees, and 
neural networks

Outline
Taught modules Credits

Term 1 Data analysis 20
Interconnected devices 10
Advanced distributed systems 20
Electives (+)

Term 2 Wireless, sensor and actuator networks 20
Smart cards, RFIDs and embedded systems security 20
Electives (+)

Exams
Placement (for Year-in-Industry degree), up to one year
Individual project / dissertation (12 weeks) – 60 credits

(+) Electives are chosen from the list in page 11 to top up the total term value to 60 credits

This degree provides you with advanced knowledge and skills in three essential and critical 
areas: data analytics techniques through which one can make sense from and act on the 
data that is collected from thousands of sensors; technical and methodological aspects of 
distributed and networked systems; and cybersecurity aspects such as privacy and safety.
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IoT	  in	  Context

Artificial	  
Intelligence IoT Big	  Data

Data	  Science	  Revolution
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Beyond	  Technical	  Skills
� IoT	  is	  not	  all	  about	  technology!

� Business	  models	  for	  the	  IoT

� Successful	  case	  studies	  of	  IoT	  companies

� How	  to	  create	  an	  IoT	  start-‐up?

� Risks	  and ethical challenges

� Soft skills
� presentation	  skills
� communication	  skills
� teamwork
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Placements

For the 2014/15 cohort, placements were 
secured at Centrica (four students), UBS (two 
students), BGL Group, the Office for National 
Statistics (ONS), Gamesys, Rolls Royce, 
Cartesian, Shell, IMS and BGL.
In 2015/16, students  secured placements at 
Data Reply (two students), VMWare, Shell, 
IMS Health, Disney, Jacobs, I S. Solutions, 
Foward3D, Lindgreen Labs, and Statiq. Two 
students who were interviewed for placements 
at Ernst&Young and PWC were immediately 
offered jobs at those companies.

All programmes are offered with an optional 
paid industrial placement (internship).   
Because the internship is part of your studies, 
your visa will be issued to cover the full  
two-year duration of the programme.
Although the responsibility for finding a 
placement is ultimately with the student,  
our Careers Team will help you identify 
suitable opportunities, make applications  
and prepare for interviews. Please note that 
progression to the placement is conditional on 
good academic performance.
We bring several companies to our campus 
throughout the year, both for fairs and for 
delivering advanced topics seminars, which are 
an excellent opportunity to learn about what 
they do and discuss possible placements. We 
also hold special events for companies where 
we present them our programme, especially the 
skills that you will have acquired and the benefits 
that they will have by offering you a placement.
In 2013/14, students secured placements at 
Centrica (four students), UBS (two students), 
HACT, IMS Health, Shell, and Société Générale.  

7586 12/16

Peter Frampton, UBS

“Asher did some great work in allowing 
UBS us to extract commercial value and 
competitive advantage from the poly-
structured data held by HR. The first  
stage deliverable went into production  
in the UK and EMEA in the fourth month 
of his rotation with a global rollout 
currently underway. This was well ahead  
of our expectations and proves the  
game-changing potential that this skillset 
can bring to our organisation  
and profession.” 

Christopher Sherrington, Centrica

“Prasen and Umesh were placed as data 
scientists with British Gas, attached to 
the Enterprise Architecture team in order to 
help us develop data science as discipline 
within the business. They built a predictive 
analytics capability into our smart meter 
installations processes. They built their own 
tools, planning their own time and presenting 
their findings to their business customers. 
They are a great example of the value 
that can come from partnership between 
academic institutions and businesses.”

Employers on placement students
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� Privacy

� Security

� Lack	  of	  actual	  benefits

� Maintenance	  and	  dependability

� Sustainability

� Bias

� Ethical	  challanges

� Social	  isolation

Risks	  and	  Issues	  of	  IoT

a
we

Illustration: Rich Gold, The Plenitude, MIT Press
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Risks	  and	  Issues

Engadget

Dependability

Security

Privacy

Lifetime: 
3 years

Lifetime:  
3 years

Obsolescence
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Ethical	  Challenges
Wang,	  Y.,	  &	  Kosinski,	  M.	  (in	  press)	  	  	  	  	  
Deep	  neural	  networks	  are	  more	  
accurate	  than	  humans	  at	  detecting	  
sexual	  orientation	  from	  facial	  images
Journal	  of	  Personality	  and	  Social	  
Psychology

Datta A.,	  Tschantz M.,	  Datta A.	  (2015)	  
Automated	  Experiments	  on	  Ad	  Privacy	  
Settings:	  A	  Tale	  of	  Opacity,	  Choice,	  and	  
Discrimination	  
Proceedings	  on	  Privacy	  Enhancing	  
Technologies
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� Encourage	  and	  support	  entrepreneurship

� Promote	  development	  of	  algorithms	  in	  AI	  and	  IoT	  that	  
are	  safe,	  reliable	  and fair	  

� Advertise	  three	  ethical	  principles:	  
[by	  Prof	  Virginia	  Dignum – “AI	  for	  Good”	  Summit]
� Accountability
� Responsibility
� Transparency

� Advocatemultidisciplinary	  approach

� Motivation	  more	  than	  information!

Role	  of	  Academic	  Institutions
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How?	  Project	  Work

Project work
Project work is at the core of our degree 
programmes, through which students gain 
hands-on experience in using a wide range of 
techniques, paradigms, and tools. 
The Individual project is a substantial piece of 
work (worth 60 credits, one third of the degree) 
that students undertake at the end of their 
degree for 12 weeks under the supervision of an 
academic member of staff.
Throughout the course, several modules will 
require more or less substantial pieces of 
project work. For example, in CS5324 (Large-
Scale Data Storage and Processing), students 
analysed, in  2013/14,  the Enron Corpus, which 
is a large database of over 600,000 emails 
generated by 158 employees of the Enron 
Corporation. 
They used MapReduce and Hadoop for 
cleaning the dataset, extracting a social 
network graph induced by the individual emails, 
and analysing its structural properties (such as 
degree distribution and number of triangles). 
They then used Gephi – a social network 
visualisation software – to glean insight into 
social relationships between the individual 
employees within the organisation (such as 
communities, management hierarchies, etc.).  
See picture below.
The Department operates a dedicated state-
of-the-art computing cluster consisting of
7 CALLEO Infrastructure Servers collectively 
offer 36 CPU cores, 96GB of RAM, and 
64TB of disk storage. The cluster is currently 
running the full-fledged Hortonworks Hadoop 
distribution (HDP) as well as the PostgreSQL 
and MongoDB servers. It also serves as a 
repository for massive data sets provided by 
our industrial and academic partners, and is in 
active use by our advanced degree programme 
students (MSc/MSci/PhD) and academics as a 
training and research platform.
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� Project	  work	  at	  the	  core	  of	  our	  degree	  program

� Students	  gain	  hands-‐on	  experience	  in	  using	  a	  wide	  
range	  of	  techniques,	  paradigms,	  and	  tools

� Team	  work

� Mandatory	  requirements:	  
� consider	  ethical and	  societal impact	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

of	  the	  project	  
� how	  to	  market it
� consider	  the	  point	  of	  view	  of	  all the	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

stakeholders
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Thanks!

Questions?


