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S CYBER “THREAT” SPACE

Unprotected p d Disgruntled
Lost Hardware Endpoint asswor Employee
Authentlcatlon &
Attack on Insecure Network Prlwlege Attack
Physical System points

#Weaponization \ / ngh Privileged }

of #FakeNews & Accounts

#Hatespeech Secu rity
Web Application Threats
[ Attacks
Downloads
\ / [ Natural Disaster]
Malicious
Internet

Content Denial of
[ Malware [ Hacktivist Service

Targeted DoS ]

Social Single Point of [
Engineering Failure

“Cyber-criminals operate at the speed of light while law

enforcement moves at the speed of law.1”

1 Barry Raveendran Greene www.getit.org Consultancy Support Services (CS2)info@consultancyss.com
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S NIGERIA CYBERSECURITY: THE STATE OF PLAY

Like most of the World, Nigeria is building an electronic

future upon capabilities, processes & infrastructure that
we have not yet understood how to protect.

05 February 2015, the President launched:
e National Cybersecurity Policy
e National Cybersecurity Strategy
e Cyberspace as the 5" Domain of Warfare after Land,
Sea, Air & Outer-space

On 16 May 2015, the President sighed the Cybercrime
(Prohibition Prevention, etc.,) Act 2015 into law

“I also wish to assure the wider international
community of our readiness to cooperate & help to

n

combat threats of ..... Cyber crime..... - President
Muhammadu Buhari 29 May 2015 inauguration speech

Consultancy Support Services (CS2)info@consulta
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Government

CERRTM FCOsUctern

S
Private/
NGO

CSEAN

CYBER SECURITY EXPERTS
ASSOCIATION OF NIGERIA

Academia

——

3

DOMESTIC CYBERSECURITY PLAYERS

e Defence Space Administration (DSA)

e Economic and Financial Crimes Commission (EFCC), Digital
Forensics Laboratory

e Galaxy Backbone, ISO27001 Certification

e National Information Technology Development Agency (NITDA),
Computer Emergency Readiness & Response Team of Nigeria -
CERRT.ng

o Office of the Attorney General of the Federation, Cybercrime
Prosecution Unit

o Office of the National Security Adviser (ONSA), Nigeria Computer
Emergency Response Team (NGCERT)

e Computer Forensics Institute of Nigeria (CFIN), Professional Body
e Consultancy Support Services (CS2) Ltd, Digital Forensics
e Cyber Institute Ltd/ GTE, NGO, Capacity Building & Research

e Cybersecurity Experts Association of Nigeria (CSEAN),
Professional Body

e Digital Jewels Ltd. —- Research & Capacity Building

e Federal University of Technology (FUT), Minna, Dept. of
Cybersecurity

e Nassarawa State University, Keffi, Centre for Cyberspace Studies

Consultancy Support Services (CS2)info@consultancyss.com
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Values, Propaganda, Financing & Recruitment

Pentagon Manipulates Social Media for Propaganda Purposes

Source http://www.globalresearch.ca/pentagon-seeks-to-manipulate-social-media-for-propaganda-purposes/25719

Tool ° Develop & disseminate propaganda

o Illicit activities financial, mobilization planning &
coordination

e Take down infrastructure, Finance systems, Government
services

Consultancy Support Services (CS2)info@consultancyss.com
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S “#FAKENEWS” AND “#HATESPEECH” MITIGATION

Identifying,
Diminishing &
Drowning
sources

Social Media
Coordination
Responsiveness

Offensive
Security
Operations as

needed Confidence

Building
Mechanism

Mitigation of “"#FakeNews” and “"#HateSpeech”’
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ELECTION PROCESS?

ol = Why Hack the
o e Election Technology

. . Electoral System
Institutional, Strategizing . Electoral Bodies

ot Conduc and sub-systems?
et st = Directly hack the
—emars.  El€@CtOrate (voters)

Dispute Resolution
Complaints & & Financing
Appeals Election Calendar

Tabuistionof 5 Election ‘ Recruitmenta and the PI‘OCES?_I -
' . #FakeneWSCon?;and:r-

e n #HateSpeechin-Chief
wmrnnsr 8 ETHNIC Chauvinists:

Official result

Election Period

Vote Counting

Votin_g Election Officials
Special & External Civic Education
Voting

Voter Information ] I Po B
= Herdsmen

Media Access

Code of Conduct . Democratic Observers
Campaign +  Voter Registration | re W a O u t
Coordination + Observers Accreditation

Bridges & Penalties + Parties & Candidates

Party Financing u M E N D

= OPC
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6 ALLEGED RUSSIAN-BACKED ADVERTISING AIMED AT MANIPULATING AMERICAN OPINION

United Muslims of America

% Belng Patriotic
yroud!

i, Flag and news!
United We Stand! Welcome every pairiot wg can reach. Flag 3

NGO) th Like Page
(NGO)

Ing Patriotic b Like Page s ;“I)A
19,910 prople 1ke 1S ressions 530,&A}'

%A @@[ﬁ@l QWinE) & @@[F‘@Cd] Ralceboolidpalge fQTF S AEmyo fiesilisEmdeplilcts
ﬁnﬂﬂ@[ﬁw@ﬂum}t@m filglhitin gl esiie during & Senate Judicary Crime anad TEFFOFISH
Subceimmlittele [h]@@[r'mm WeEshington,fon Nov. i.

Source: https://www.bloomberg.com/news/photo-essays/2017-11-01/social-media-companies-grilled-over-
these-russia-ads Consultancy Support Services (CS2)info@consultancyss.com
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"DATA 1S THE NEw Oi1L.1"

ITU analysis reveals
that a 10% Iincrease in
a country’s digitisation
score fuels a 0.75%
growth in its GDP.2

o Z S

O
U

<

WEF 2016 Global
Competitiveness Index
(GCI) Nigeria ranks
124 out of 140 with a
score of 3.5 with 1
being worst and 7
being the best.4

Source:

1. Clive Humby, ANA Senior marketer’s summit, Kellogg School, USA

00z8c

Booz & Company’s
study 10-point
increase in the

digitalization score will
lead to a 1.02 percent
drop in the
unemployment rate.3

ay

Kaymu.com survey
Internal digital divide:
86% of total visits to
e-Commerce sites
originates from Lagos.
FCT 2nd having 9% of
e-commerce visits.>

2. World Economic Forum; The Global Information Technology Report 2013; http://www3.weforum.org/docs/WEF GITR Report 2013.pdf

3. Booz & Company'’s study, in 2011 titled The Varying Effects of Digitization on Economic Growth and Job Creation - A Global Perspective

4. World Economic Forum Global Competitiveness Index (GCI) http://reports.weforum.org/global-competitiveness-report-2015-2016/economies/#economy=NGA
5. E-Commerce in Nigeria. Market Trends and Consumer Behaviour by Kaymu.com https://static-market.jumia.com.ng/cms/creative-corner/quides/research/E-

commerce NG.pdf
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& WHAT IS MONEY?

“Trusted” INTERMEDIARY of value

C
C O

= Authentication cee
= Required by the Next ) Virtual Money/ ,
Generation of Digital w2/ Cryptocurrencys
Services
» Crypto-currencies
= “e” Documents

eHarmonised Data }

Electronic

What will
the national

Y I Mint produce
“ e Authentication M in 21st
/.,\
Century?
eTrust Gold y

CCCC

Cowries

eDigital Economy @
Consultancy Support Services (CS2)info@consultancyss.com
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Develop, nurture &
patronize a home
grown IT economic
sector

Promote Knowledge
Generation &
empowered Human
Resources

Enhance human safety
& national wellbeing

NATIONAL STRATEGIC INTEREST

Generate employment
(job creation)

} Foster confidence in

our economy & our
Broadband as well as
related ICT
infrastructure

Foster broader
adaptation of
knowledge “info-
structure” for broader
& even socio-economic
development

Increase incomes &
Government revenue

Enable the Nation to
meet it's national
development agenda

Reduce the cost of ICT
services by ensuring
that they carry only

what they are
designated to carry

Consultancy Support Services (CS2)info@consultancyss.com
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CYBERSECURITY RESILIENCE MATURITY FRAMEWORK

Maturity Employment of Security Tailored Participate in Response to Resilience to
Descriptor | Security Controls to Mission Information Cyber Threats Cyber Attacks

Sharing (Threat/
Vulnerability)

I Level 5: Augment CSC Mission Assurance Real-time Anticipate Threats Operate through
& o] : Resilient Based on Mission Focused Response to Sophisticated
9 ! Inputs Attacks
Scd |
QLY
& ] g I Level 4: Augment CSC Mission Focused Real-time Rapid Reaction to Able to Respond
a 'g_ < : Dynamic Based on Mission Response to Threats to Sophisticated
[T I Inputs Attacks
"
|
:‘_ Level < CSC Integrated Partially Mission Respond to Respond to Protection Against
: Managed and Continuously Focused Information Attacks After the Unsophisticated
.-E : Monitored Inputs Fact Attacks
oo
8 8 : Level 2: Foundational Mission Agnostic Inconsistent Respond to Some Protection
= 8 : Performed Critical Security Response to Attacks/After the Against
Qu _, Controls (CSC) Information Fact Unsophisticated
whd -
.5 g i Implemented Inputs CO nfldence Attacks
55 ! _ BuiIdiQng _
a S I Level 1: No Inconsistent None None No Resp (=) Susceptible to
9 Ml Resilience Deployment of MechanISMm unsophisticated
) I Security Controls Attacks
|
L

Source: John Gilligan, President and Chief Operating Officer at Schafer Corporation Consultancy Support/Services (¢S2)info@consultancyss.com
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S NATIONAL SECURITY INTEREST TO BUY-LOCAL
OPPORTUNITY WEALTH AND JOB CREATION PLUS REVENUE GENERATION

ﬁ' O e
'Afrlca’@yfberoSeC‘u-nlty-qMarket WaS

estmﬁ‘m'éd to be$0 QZBllllon 1

Tt =i~
. E\x<ﬁec%ed " {t@ @'ﬁ‘@\\'ﬁw‘
BillionFby 20k

. What\perjcenta At market

Confidence Building

can be @urS/ @uﬂ[i"\ Mechanism

$2 B2

Sources: http://www.marketsandmarkets.com/PressReleases/africa-cyber-security.asp

Africa Cyber Security Report 2016 info@serianu.com and www.serianu.com Consaltancy Support Services (€CS2)info@consultancyss.com
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DEVELOPING A CYBERSECURITY ECONOMIC SUBSECTOR

Education: ‘ ) 4

¢ o Primary,
seemne ® S€condary,
i atacksts| o« Vocational and Tertiary
e Incubators/ Hubs

Lay Digital Society’s foundation’s:

e Enabling environment

e Positive legislation and regulation,
e Tax Incentives and

e Some Government investment

Create Centers of Knowledge:
KNOWLEDGE =xecrience | o Start-Hubs/ Incubators
' e Educational and/ or
e Research Institutes
e e e Military

INDUSTRY FUNCTIONAL

CENTERS

Consultancy Support Services (CS2)info@consultancyss.com
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GLOBAL COMMISSION ON THE STABILITY OF CYBERSPACE (#THEGCSC)
HTTP:/ /CYBERSTABILITY.ORG/

)' GLOBAL COMMISSION

) ONTHE STABILITY OF CYBERSPACE

4
Promote mutual awareness and
understanding among the various

cyberspace communities working on issues
related to international cybersecurity by
contributing to an essential global task of
supporting the security and stability in, and

-

-

of, cyberspace: Confidence

= Norms coherernic Building

" Policy Mechanism

N )
- - e "
130
A '\“ hael Chertoff
- Michael Cherto
Marina e
T T—— former Secretary Latha Redd
fo%{ n of the U.S. former Deput’y

Minister ofg Department of National Security

Estonia Homeland Adviser of India

Security

I\ I\ J

Source

: Global Commission on the Stability of Cyberspace (GCSC) https://cyberstability.org

/ ‘ / \

{|%2)Z %) Routing Protocols)

NORM: PROTECT THE PUBLIC CORE OF THE INTERNET

WHAT IS THE PUBLIC CORE OF THE INTERNET?

-l | The Logical Infrastructure
—i (Transmission Control
. Protocol/Internet Protocol (TCP/

—_IP), Domain Name Servers (DNS),

The Physical Infrastructure (DNS,
Servers, Sea Cables)

W4l The Organizational Infrastructure
{4 (Internet Exchanges (iXP),

== Computer Emergency Response

Teams (CERTSs)

Consultancy Support Services (CS2)info@consultancyss.com
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CS THE GLoBAL FORUM ON CYBER EXPERTISE (#THEGFCE) WORKING GROUP B
HTTPS:/ /WWW.THEGFCE.COM/

CYBER INCIDENT MANAGEMENT AND CRITICAL (INFORMATION) INFRASTRUCTURE PROTECTION

iotona  snais

e Members

e Nations

e International
Organisations

e Multinationals

National Cyber
Security
Incident

Response
Incident
Capture and
Analytics

Cyber Exercises
Critical
Information
Protection

Confidence

Building

Mechanism

Identify
obstacles and
carry out gap

analysis,
Collect maturity
metrics,

Develop a
repository of
best practices
and case
studies,

Develop

recommendatio
ns.

Consultancy Support Services (CS2)info@consultancyss.com

Kick-off Phone
Meeting,

F2F Meeting,
Kuala Lumpur

Phone Meetings

Annual Meeting
September
2018, Singapore
Phone Meetings
Update Progress
Report
December 2018,

Phone Meetings

Annual Meeting
2019,

Phone Meetings
Update Progress
Report
December 2019
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BuiLD HUMAN CAPACITY: CYBERSECURITY SKILLS & PERSONAL TRAITS

Soft skills:

Ability to clearly
articulate complex
concepts both written &
verbally

Education/
Certifications:

With practical
examinations &
continuing education

Essential Work Habits:

Ability to work
methodically & is very
detail oriented

Confiidence Building

Mechanism
Technical detailed

knowledge of: Understand

Open Source architecture, hollstlc view, including
Applications administration, threat modelling,
management & specifications,
evaluation of operating § implementation, testing,
systems, networking & vulnerability

Network
Implementation

IP (especially routers), & assessment

Source: http: . azine.com/women-in-it-security-10-power-players/printarticle/421364
Source: https://www.csc.tntech.edu/wicys/ Consultancy Support Services (CS2)info@consultancyss.com
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Heather Adkins,
director, information
security, Google

Ann Barron-DiCamillo,
director of US-CERT,
U.S. Department of
Homeland Security

Rakiya Shuaibu-
Mohammed, Chief
Information Security

Officer (CISO) CBN

WOMEN IN IT SECURITY: POWER PLAYERS

Lara Nwokedi, Head of
Information Security
management First Bank
Plc.

Melinda Rogers, CISO,
Department of Justice

Maureen Jatto, EcoBank
PLC

Roxane Divol, General
Manager (GM) of
Symantec’s Trust
Services
| Wunmi Adetokumbo-
=== Ajayi, PWC
Eva Chen, CEO, Trend
Micro

o

Zareefa Mustapha PhD,,
Lecturer, Cloud
=9l Forensics Baze
EY. University

Source: http://www.scmagazine.com/women-in-it-security-10-power-players/printarticle/421364/

Source: https://www.csc.tntech.edu/wicys/

Julie Cullivan, senior
vice president of
business operations &
chief information
officer, FireEy«

Confidence
Building
Mechanism

Consultancy Support Seryvices (CS2)info@consultancyss.com
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MATTERS ARISING

L | L | L |

Cyberattack is an I
We must build “exploit” not a Develop the

optimal capacity in - “weapon,” combination Cybersecurity .l

the cvberspace as Collaboration is of tactics, technology Economic Subsector
Y e SPag critical and teamwork to by Patronizing |

the 5" domain of penetrate disrupt or Domestic
warfare destroy opponent Cybersecurity PIayers-l
systems t

L Py | L Py | Ly |

Mr. President I

designate the J
Election Process as

i a Critical National |

Information .I

t Infrastructure

Encourage the

Take Social
responsibility and
desist from
circulating
#FakeNews and
#HateSpeech

"#Weaponisation”

Engauge in local of “#FakeNews"

and international
research

and “"#HateSpeech”
must be mitigated

| | |y |

| “"The real target in

Encourage the Nigerian Society war is the mind of
I_::I:Cvke;:‘)gmﬁgt“?if" growth of National must encourage 'I the enemy
defend the "Digital and Institutional Women in IT | commander, not the

Resilience Security -I bodies of his

E troops.1”

Consultancy Support Services (CS2)info@consultancyss.com

Nigerian."
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S Proposition for Adoption ~Confidence ~

Building
Mechanism

e By the year 2020/25 an MSME onased
Cybersecurity Solutions economic sub-
sector should be In place principally
driven by suitably empowered knowledge

workers below 35 years of age
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