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1. Project Name: “Resilience and Survivability for future networking: framework, mechanisms, and experimental evaluation (ResumeNet)”
2. Parent organization: EU FP7 ICT-2007.1.6
3. Technical aspect of the project

a) Research Area
Resilience and Survivability, Autonomic Networking, Communication in challenged environments
b) Objectives and Motivations:
Society increasingly depends on communication networks in general and the Internet in particular, for just about every aspect of daily life. Consumers use the Internet to access information, obtain products and services, manage finances, and communicate with one-another. Businesses use the Internet to conduct business with consumers and other businesses. Nations rely on the Internet to conduct the affairs of government, deliver services to their citizens, and, to some extent, manage homeland security, and conduct military operations. With this increasing dependence on the Internet the consequences of networked service disruption become more significant. The personal and professional life of individuals, the economic viability of businesses and organizations, and the security of nations are directly linked to the resilience, survivability, and dependability of the Global Internet. Ironically, the higher dependence on services renders Internet more vulnerable to problems. Mobile wireless Internet access is more susceptible to the challenges of time-varying, weakly connected channels, and unpredictable delay. The Internet is an increasingly attractive target to recreational crackers, industrial espionage, terrorists, and information warfare. In the same time, it is recognized that the Internet largely relies on isolated tweaks and patches, rather than on coherent systematic approach, to cope with these challenges.
The ResumeNet project addresses this gap. Its main objective is to host original research work that will systematically embed resilience into future Internet. Based on the D2R2+DR framework research and experimentations on resilience metrics, impact of challenges on networked systems and policies for resilient network operations are conducted.
c) Project duration: 09/08 – 08/11
Research addresses future emerging technologies and targets long term research objectives.

d) Relevant works, past and present
1) For publications look at: www.seumenet.eu and https://wiki.ittc.ku.edu/resilinets_wiki/index.php/ResiliNets_Publications 
2) Relevant projects: ANA, Ecode

e) Key ideas
This project investigates implementations of the D2R2+DR (defend, detect, remediate, recover + diagnose, refine) strategy and develops its key building blocks. Based on resilience metrics and policies and an understanding of challenges to networked system, a framework for network resilience will be provided for future Internet experimentations.
f) Goals and achievements
1) At framework-level, work will elaborate on the D2R2+DR (Defend, Detect, Remediate, Restore; Diagnose, Refine) framework, and quantify the impact of different types of challenges and failures on normal network service operation. Metrics, classes of network resilience, policies and ways to negotiate them are central research questions, whose outcome should ease the understanding of network engineers about of resilient network services.

2) The project will then look into the mechanisms and algorithms to add to the network infrastructure so that the requirements identified at the framework level are met. The network infrastructure, both the end-to-end transport infrastructure and the service layer, including servers and data storage equipment, are the subject of work. The focus is on basic functions and technologies that constitute the building blocks of the D2R2+DR framework; to achieve this some study cases (scenarios) of network service failure are considered, to exemplify the synthesis of these blocks into a working system.
1) Finally, experimentation is starring at the project, both in terms of resource consumption and significance to the project objectives. Specific scenarios focusing on particular network service provision are composed out of failure types, and resilience mechanisms. The aim is to demonstrate the applicability of the systematic approach and the benefits for several aspects of the network functionality. The experimentation facilities will come from in-house test beds and facilities developed by other EU projects, such as ANA and OneLab.
4. Management aspect of the project

a) 09/08 – 08/11
b) ETH Zurich (coordinator), Lancaster University, Munich University of Technologies, France Telecom, NEC Europe Ltd., University Passau, Delft University of Technologies, University of Uppsala, University of Liege
Associated partners: Kansas University, University of Sydney
5. More information on the project

a) www.resumenet.eu
b) Contact Person: 

1) Marcus Schöller, NEC Europe Ltd.
2) +49 6221 4342 0
Marcus.schoeller@nw.neclab.eu
6. Relationship with industry and standardization

a) Impact on industry, in particular to telecommunication industry:
Provide fundamental understanding of challenges to future networks deployments and how to prepare distributed systems to deal with them. 
b) Expectation to standardization:
A platform for Future Network standardization to which research projects can contribute their ideas and concepts.
c) Expectation to ITU-T, in particular to the Focus Group on Future Networks:
Initiate communication with funding (EC, GENI, ...) and research (IRTF, ...) agencies how and where future networks aspects can be consolidated and standardized.
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