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PURPOSE

Harmonization of the commonly used frequency bands for Electronic Article Surveillance Systems
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CONTENT

Introduction

In the past 30 years retailers recognized that theft is a major drain on profits and that inductive EAS (Electronic Article Surveillance) provides a method to reduce theft. As a result the market for inductive EAS Systems has been growing enormously. Inductive EAS systems generally operate currently in the ranges 7400-8800 kHz or at frequencies below 135 kHz. There was a previous resolution to support the harmonization of standards for EAS and RFID at GSC9 [1] which was further enhanced in relation to RFID and similar applications at GSC10 [2].

Commercial overview of inductive EAS Systems
Another trend that is driving growth in the inductive EAS is the concept of source tagging. At present, retailers provide the labor (at a cost) to place security tags on their merchandise. Under source tagging, these tags are placed on merchandise at the point of manufacture. This eliminates the tagging cost to the retailer and increases the retailers' return on investment for the inductive EAS equipment. The increasing commercial requirements for source tagging of goods are one of the driving forces for the harmonization of inductive EAS systems.

Inductive EAS equipment and tags are primarily sold to commercial retailers. The retailers attach the security tags to the merchandise to protect it from being stolen. When the merchandise is purchased, these tags are either removed or deactivated after payment to enable the customer to leave the store without triggering a system alarm. In event of a theft, they are still present on the merchandise, and the system in the retail shop will alarm, via sound and/or lights, when an active tag is transported through the system. 

The reasons for operating in the frequency bands
The size, cost and performance of the inductive EAS transponder are dependent on its frequency of operation. 

The best suited frequency bands considering available frequency regulations, costs, size and performance, are the LF ranges below 135 kHz and in the HF range from approximately 5000-15000 kHz. 
For the higher frequency range, the security tag is an LC circuit that resonates at around 8200 kHz. The capacitor is created by laminating two layers of aluminum between a dielectric. For operation below 5000 kHz, the size of the tag increases in size due to the requirement for a larger capacitor. Above 15000 kHz, the capacitor is reduced in size, but susceptible to de-tuning through human touch or interaction with tagged merchandise. Based primarily on these effects, the frequency range 5000-15000 kHz was selected. Chosen was the 7400-8800 kHz band to minimize the interference potential with primary services. Compared to other sections of the 5000-15000 kHz frequency range, the 7400-8800 kHz band has no broadcasting allocation.

Below 135 kHz there is a similar trade-off between size and frequency. The use of ferrite cored coils or mechanical resonant materials allows smaller tags than would be obtainable with an equivalent LC circuit as described above. The most commonly used low frequency is 58 kHz which again was selected to avoid conflict with primary services. Other used frequencies are, or have been, 82 kHz, 85 kHz and 68 kHz (as well as some below 9 kHz), the ranges around 85 kHz are already reflected in an ECC report 135 [16].
Operating principle of EAS systems

The heart of an inductive EAS-System consists of a security tag attached to the identified item. 
For the frequency range of 5000-15000 kHz the tags are detected by a swept frequency technique or pulse listen technique giving need for a broad frequency band, together with a 5 % tolerance in tag resonance frequency. The detection distance is about 1-2 m.
The two kinds of detection gates:

1. Sweeping system
The system consists of a transmitter and a receiver induction loop antenna. The system scans or sweeps over the frequency band 7400-8800 kHz with a frequency of 600 Hz. If a label is detected, the system raises an alarm.
2. Pulse listen system
The transmitter and receiver are one and are never active at the same time. First a transmit burst; after the TX burst ceased, the receiver looks for the response of the environment i.e. for the (ringing) response signal of the tag. When a tag is in close range, the response signal is recognized. As mentioned the antenna is for transmit and for receive, magnetic coupled with the environment. The receiver signal is strongly digital processed for maximum sensitivity and has a very robust performance to cope with a highly disturbed environment. The energy in the tag first rises during the TX signal, and will 'ring down' when the transmitter is switching off. The label will respond at its own resonance frequency.  As an example a typical low frequency system pulse-listen burst would only be a few milliseconds or less on, repeated at 100 Hz and often less.
EAS tag detection does not require any transfer of data between tag and system and so the necessary bandwidth requirements are linked to the tag tolerances and to the use of pulse-listen techniques.

Operating principle of the tag

For the HF range 7400-8800 kHz, the tag is a passive circuit and contains a resonant circuit, consisting of an air coiled loop and a capacitor. If the loop of the tag enters the alternating magnetic field of a transmitting antenna, an electric voltage is generated in the winding.

If the frequency of the alternating magnetic field corresponds to the resonant frequency of the tag, the voltage over the loop will cause an alternating current in the parallel connection of the coil and the capacitor. The current in the loop then generates its own, secondary, alternating magnetic field (90° shifted), that induces a voltage in the receiver antenna and is phase sensitive detected. 

Below 135 kHz it is also possible to use an LC resonant tag as described above, except that to reduce the size of the inductive coil it is often wound on a ferrite instead of being an air core. At these lower frequencies it is also possible to use special magneto-resonant materials which can be cut to specific sizes to resonate at specific frequencies. Many LF EAS tags are of this type to keep costs low.

From this it should be clear that the transmitter and receiver need to be on the resonance frequency of the tag.

The tags of HF systems are manufactured with a typical resonance frequency of about 8200 kHz. In an ideal production process, we will get a normal distribution with the highest quantity of tags on a resonance frequency of 8200 kHz with the 3 sigma limits at ± 5 %, meaning the resonance frequency of the tags is between 7800 and 8600 kHz. 

The price of such tags is approx. US$ 0.01/pc with production numbers of approximately 20 billion/year of which approx. 10 billion are produced in China.


At the point of sales, these cheap labels are destroyed by means of a so called deactivator. It uses the principle of a pulse listen system. The system scans over the band 7400-8800 kHz, and once it discovers a tag within range it produces a burst at the resonance frequency of the tag with much higher field strength than the scanning field strength, and the tag is destroyed so it cannot be detected by the gates anymore. At frequencies below 135 kHz the deactivation process is essentially similar, using the tag frequency to detect the presence of the tag, except it uses a lower frequency (below 9 kHz) to make the deactivatable tags or labels unreadable by the gates.

Since the labels are also applied for source tagging, it would be very convenient to have a worldwide harmonization on the frequency band 7400-8800 kHz with a field strength level of 9 dBµA/m and in the frequency band below 135 kHz with a field strength level of 72 dBµA/m falling 3 dB/decade above 30 kHz (both measured at 10 m distance between the measuring and the EAS antenna).

ITU-R

ITU-R WP1B developed a report [3] listing common frequency bands that are used for the deployment of SRDs in all regions of the world. However, not all of these bands listed as common bands are harmonized for SRD use either regionally or globally. 

There are some SRD applications that could benefit from true worldwide harmonization. These devices or goods with the tags attached tend to be portable across national borders. Examples of such SRDs are the following: medical implants; devices used inside and outside aircraft; SRDs for supporting ID cards; RFID tags for luggage handling systems in airports, item management, logistics, livestock, and electronic article surveillance (EAS) and NFC.


One of the frequency bands listed in this report is the band 7400-8800 kHz, since here the labels tend to be exported to all countries in the world. The band below 135 kHz is also listed as a common frequency in the ITU-R Report SM.2153 (09/2009) Technical and operating parameters and spectrum use for short-range radio communication devices [5].

The ITU also has Resolution ITU-R 54 Studies to achieve harmonization for short-range radiocommunication devices (SRDs) [4]. Any move to support harmonization of frequency and levels by GSC would be in support of those ITU objectives.

Europe

In Europe, the EAS systems nowadays are allowed to be deployed according the ERC Rec. 70-03 [6] and EN 300 330-1 V1.7.1 (2010-02) [7] in the frequency band 7400-8800 kHz with a field strength of 9 dBµA/m, and in the frequency band below 135 kHz with a field strength level of 72 dBµA/m falling 3 dB/decade above 30 kHz (both measured at 10 m distance between measuring antenna and EAS antenna).

Until August 1997, the CEPT countries all showed different regulations for these EAS devices. 
Deploying the system in France was not allowed because the frequencies 8243 kHz, 8267 kHz, 8276 kHz and 8282 kHz were used by France Telecom for operating a safety and distress receiving station in the Pyrenees (mountains between France and Spain) in the same frequency band.

Testing was performed in a number of frequency situations over the last 10 to 15 years in partnership with several of the governmental telecom authorities and major service providers. The results have been published as CEPT/ERC reports and ETSI Technical Reports. The results led to the inclusion of common frequencies and power levels for EAS systems in CEPT/ERC Recommendation 70-03 (either specifically, in the 7400-8800 kHz band, or generally in the case of the band below 135 kHz)

Testing was performed with France Telecom and the French governmental telecom authority. 
The result of this testing was that the EAS system interfered with their system at a distance of approx. 300 - 400 m. Interference in this case means "was audible".
NOTE: The fence of the safety and distress receiving station was a minimum of 1000 m away, see [12]; so the service is protected by distance.

Also measurements with the Deutsche Telekom have been performed, see [13].

The final report was written in CEPT/ECC-SE24, see [14].

For Inductive Applications (including EAS) below 135 kHz the possible interference distance was shown in ERC Report 44 [15] to be 100 m or less (which means that radio navigation systems are protected by distance). The work included both theoretical studies and practical results from FTZ in Berlin and by the French PTT in Paris. The project team also had access to test results from Texas Instruments (D) and TNO Physics and Electronics Laboratory (NL). The results led to the inclusion of limits from 9-70 kHz and 119-135 kHz of 72 dBµA/m falling 3 dB/decade above 30 kHz, and from 70-119 kHz of 42 dBµA/m (both measured at 10 m distance between measuring antenna and EAS antenna) in Annex 9 of the CEPT/ERC Rec. 70-03. The ETSI Standard IETS 300 330 (and later the EN 300 330-1) included these same limits.
This was further investigated as part of ERC Report 135 [16] which led to an increase in the frequency band over which the 72 dBµA/m was allowed. The October 2009 version of CEPT/ERC Recommendation 70-03 [6] included the 72 dBµA/m (falling 3 dB/decade above 30 kHz) limits from 9-90 kHz.  It also allowed 42 dBµA/m from 135-140 kHz and 37.7 dBµA/m from 140-148.5 kHz. The main primary services operating in the band are standard frequency and time signals.  These were protected by providing notches of 42 dBµA/m limit in a narrow band around the frequency/time signal frequencies. The 42 dBµA/m limit maintained between 90-119 kHz allowed a frequency band for lower power inductive systems and also provided additional protection for LORAN-C and RNS.

USA and Canada

In the USA, the band <135 kHz is covered by limits presented in FCC part 15.209, and given as 2400/f µV/m at 300 m. In the band 7400-8800 kHz the limits are presented in FCC part 15.223 Operation in the band 1.705-10 MHz with a limit of 100 dBµV/m at 30 m [8].


The FCC though has a restriction in certain bands in the 7400-8800 MHz.

"Section 15.205 Restricted bands of operation. 
(a) Except as shown in paragraph (d) of this section, only spurious emissions are permitted in any of the frequency bands: 8291-8294, 8362–8366, 8376.25-8386.75 and 8414.25-8414.75 kHz." 

Their solution to not-interfering with the stations that occupy the mentioned bands is as follows:

"(d) The following devices are exempt from the requirements of this Section: 


(1) Swept frequency field disturbance sensors operating between 1.705 and 37 MHz provided their emissions only sweep through the bands listed in paragraph (a), the sweep is never stopped with the fundamental emission within the bands listed in paragraph (a), and the fundamental emission is outside of the bands listed in paragraph (a) more than 99% of the time the device is actively transmitting, without compensation for duty cycle." 


Canada has the same requirements mentioned in the clauses A2.4 of their regulations RSS-210 [9].

China
In China the band 7300-8300 and 8400-9900 kHz with a field strength of 9 dBµA/m at 10 m can be used for the deployment of EAS systems [10], but the band 8300-8400 kHz is not allowed to be used (probably because of possible interference with safety and distress receiving stations). It is possible to delete the frequency band 8300-8400 kHz within the pulse listen system since this system is built as a software defined radio system, but it is impossible to delete that frequency band within the swept system. Band <135 kHz is 72 dBuA/m at 10m.


It is not possible to make the spread in resonance frequency smaller and thus leave out tags produced in the frequency range 8300-8400 kHz, thus many labels will not be detected any more and thus many items can be stolen. 


If we would detect and delete the tags with a resonance frequency in the band 8300-8400 kHz, we would reduce the yield with 20 %.


Also it is not realistic to make a distinction between a product for the European-USA/Canada market on one side and the markets where the 7400-8800 kHz is not allowed.

Korea
Korea has no regulation for the 8 MHz band because of the safety and distress receiving stations in this band. The <135 kHz band tracks the European requirements.

Japan

Japan has a regulation “Inductive Wireless Communication” [11] and 500 µV/m at 3 m is allowed. This is hardly enough to have the EAS system functioning properly. 
Other Asian countries

1. Brunei Darussalam, Singapore and Philippines requirements are the same as Europe (9 dBµA/m at 10 m) for the frequency band 7400-8800 kHz band; Philippine limit below 135 kHz essentially tracks the sub-bands of the previous version of ERC 70 03.; Singapore limit below 150 kHz is 66 dBuA/m at 3 m.

Indonesia requirements given in “TECHNICAL REGULATION TELECOMMUNICATION EQUIPMENT FOR LOW POWER DEVICE” (DECREE NUMBER: 214/DIRJEN/2005) indicate the maximum power for both bands is 10 mW; emissions [spurious] track FCC limits.
2. Australia and New Zealand share standard ANS NZS 4268 for short range devices.  Transmitter limits are established for New Zealand in the Radiocommunications Regulation (General User’s Radio License) at 10 mW. Australia does not regard an EAS system at these frequencies as radio transmitters so no limit has been indicated.

Proposal on how to help

ETSI proposes to open a GSC Task Group focused on harmonization of EAS, with Mr. Jacques Hulshof (NEDAP) as convenor.

The GSC Task Group would have the following tasks:

to meet with the relevant communication administrations of the several countries mentioned above and others such as India, Malaysia, Taiwan, Vietnam, and Pakistan, to discuss how to resolve the issues raised in this document. The agenda of this discussion would be:

· to determine where the safety and distress receiving stations are installed and to gather some technical information about these stations. 

· organize a measuring campaign to better quantify the potential for interference between EAS tagging systems and the "safety & distress" systems (and hopefully provide sufficient evidence to prove that it is not a "real" problem !).
1. to report the results to GSC-16.

ETSI proposes to approve the related draft GSC Resolution on EAS in document xxx.
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SUMMARY

Electronic Article Surveillance Systems (EAS) operate in the band 9-135 kHz band and the 7400-8800 kHz band. These frequencies are chosen because of the available frequency regulations, size, cost and performance of the inductive EAS tag. Also the 7400-8800 kHz band has no broadcasting allocation. 

Until 1997, the CEPT countries all had their own rules and regulations, whereas France did not accept the frequency band 7400-8800 kHz system at all, because of the use of a safety and distress receiving station located in the Pyrenees. The interfering distance of the EAS system with 9 dBµA/m at 10 m was approx. 400 m, while the fence of the station was more than 1000 m away.

The 48 CEPT countries within Europe have accepted the regulation according to the ERC Rec.70-03 where it shows in Annex 9 “Inductive Applications” field strength limits of 

· 9 dBµA/m at 10 m distance between the measuring receiver and EAS transmitter antenna for the frequency band 7400-8800 kHz band, and 

· 72 dBµA/m falling 3 dB/decade above 30 kHz with some specific frequencies/sub-band at 42 dBµA/m for the band below 135 kHz. 


According to the ITU Radio Regulations, all countries worldwide make use of the same frequency bands for safety and distress receiving stations. Some countries solve the non-interference by limiting the time to be on that frequency, such as in the US and Canadian regulations, while others e.g. France made measurements to prove that RF-EAS systems do not interfere with these receiving stations. 


Brunei Darussalam, Singapore and Philippines requirements have adopted the European regulation for the frequency band 7400-8800 kHz and various limits for the <135 kHz band. Indonesia and New Zealand allow 10 mW. Australia has no limit, though one has to comply with the EMC requirements.

A measuring campaign together with the relevant communication administration could show that there is no interference to the safety and distress receiving stations or other primary services. 

Support for harmonization of frequency and levels by GSC would be in support of ITU objectives from Resolution ITU-R 54 and the SRD Technical Reports.
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