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8 July – 13 July 2007


	RESOLUTION GSC-12/19: (GTSC) Cybersecurity (Revised)


The 12th Global Standards Collaboration meeting (Kobe, 2007)
Recognizing:

a)
the crucial importance of the information and communications infrastructure to practically all forms of social and economic activity, and the need for everyone to assume their role in contributing to its security on an ongoing basis;
b)
that the legacy Public Switched Telephone Network (PSTN) has a level of inherent security properties because of its hierarchical structure and built-in management systems;
c)
that IP networks provide reduced separation between users and network components if adequate care is not taken in the security design;
d)
that the converged legacy networks and IP networks are therefore potentially more vulnerable to intrusion if adequate care is not taken to integrate security requirements into the planning and design as early as possible;
e)
that the type and number of cyber attacks in terms of worms, viruses, malicious intrusions and thrill-seeker intrusions is on the increase;
f)
that ITU-T Recommendation X.805 provides a systematic framework for identifying security vulnerabilities that together with many new security-related deliverables from the ITU and the PSOs can assist risk assessment and the development of mechanisms to mitigate the risks; and
g)
that cooperation and collaboration among organizations addressing security issues can promote progress and contribute to building and maintaining a culture of cybersecurity.

Resolves:

To encourage Participating Standards Organizations (PSOs) and Observer Organizations of the Global Standards Collaboration (GSC) on an ongoing basis to:

1)
evaluate existing and evolving new standards and Recommendations, and especially signaling and communications protocol standards and Recommendations with respect to their robustness of design and potential for exploitation by malicious parties to interfere destructively with their deployment in the global information and communications infrastructure; 
2)
raise awareness within their areas of operation and influence of the need to protect information and communications systems against the threat of cyber attack; 
3)
consider using ITU-T Recommendation X.805 and other relevant deliverables from the ITU and PSOs as a framework for assessing networks and protocols for security vulnerabilities and to share experiences; and
4)
promote global, consistent, and interoperable processes for sharing incident-response related information.
