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Summary

This Annex specifies the TLS CGOE component.

Keywords
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1
Scope

This Annex specifies the TLS CGOE component.

2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation.  At the time of publication, the editions indicated were valid.  All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below.  A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation

Editor’s note: To be completed
3
Definitions

Editor’s note: To be completed

This Recommendation defines the following terms:

3.1 
Application: (See Recommendation Y.CGOE) 
3.2 
Carrier grade: (See Recommendation Y.CGOE) 
3.3 
CGOE component: (See Recommendation Y.CGOE) 
3.4
End-to-End Security: End-to-end security refers to security between two Diameter nodes, possibly communicating through Diameter Agents.  

3.5
Functional requirements: (See Recommendation Y.CGOE)
3.6
Middleware: (See Recommendation Y.CGOE)
3.7 
Non-functional requirements: (See Recommendation Y.CGOE)
4
Abbreviations

Editor’s note: To be completed
	AAA
	Authentication, Authorization and Accounting

	CGOE
	Carrier Grade Open Environment


5
Conventions

This Recommendation uses the CGOE component diagram conventions detailed in clause 5 of the main body of this Recommendation.
6
The TLS CGOE component

6.1
General

A TLS base protocol is a CGOE component that operates as an interface.  It provides security just above the IP layer and can provide privacy and data integrity between two communicating applications.  The protocol is composed of two layers: the TLS Record Protocol and the TLS Handshake Protocol and these operate on top of a reliable transport protocol e.g. TCP.

The TLS Record Protocol provides connection security that provides privacy through encryption and reliability.  Peer identity can be authenticated using asymmetric or public key cryptography.

Within CSCF IPsec is may be used as base protocol at each, or a subset of the CSCF external interfaces:
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A technology independent description is in Figure tls.1/Y.cgoe.cmpts.


[image: image1]
Figure tls.1/Y.cgoe.cmpts Technology Independent View

This shows that a TLS offers the capability for authentication and data encapsulation.  This is the primary interface of TLS.

6.2 
Relationship with other CGOE components

A CGOE compliant TLS component makes use of other interfaces shown in Figure tls.2/Y.cgoe.cmpts.  These are secondary interfaces which are described in the CGOE documentation for each component.  Each of these secondary interfaces will have one or more technology-specific instances. 

The CGOE component TLS is used by the CGOE component OAM&P Middleware.  Diameter is an optional interface which may be present or not to the OAM&P Middleware.
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Figure tls.2/Y.cgoe.cmpts - secondary Interfaces

6.3
Internal functional properties

6.3.1
Securing Messages

TLS may be used as a security mechanism to authenticate peers and encrypt payloads.  TLS must support a number of features as defined by the TLS RFC

Standards

IETF RFC 2246 (TLS)

6.4
Non-functional properties

6.4.1
Transport Failure Detection

This property measure if during transport of Diameter messages failures occurs.  Detection such failures will minimize the occurrence of messages sent to unavailable agents, resulting in unnecessary delays, and will provide better failover performance. 

Unit of measure: not applicable

6.4.2
Recovery

This property measures the behavior of the components if there is no response or confirmation e.g. due to a temporary outage.  

Unit of measure: yes / partly / no

6.5 
Interfaces

6.5.1
TLS-IF-01 <A and E>
The AH and ESP interface is the primary interface of TLS and supports authentication and encryption of the payload.

Standard

IETF RFC 3588

6.5.2
TLS-IF-02 <Security>
The Security IF is a secondary interface of the A and E interface of TLS.

Standard

Open – depends on definition of the CGOE component security

6.5.3
IPsec-IF-03 <Event Manager>
Provides the capability to log any transaction in relation to the component IPsec.

Standard

GAP Refer to log manager event manager document

6.5.4
IPsec-IF-04 <Log Management>
Provides the capability to log any transaction in relation to the component IPsec.

Standard

GAP

6.5.5
IPsec-IF-05 <Registration>
Registration is the interface to the component Key Manager.

Standard

Manual or

IETF RFC 2409

7
Security
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