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Introduction

ITU-T relevant Study Groups were instructed by Resolution 52 (see Appendix A) of the World Telecommunication Standardization Assembly (Florianópolis, 2004) to develop, as a matter of urgency, technical Recommendations on countering spam. At WTSA-04, the ITU membership was invited to contribute to the work on combating spam (see Resolution 51 in Appendix B).

Study Group 17 took the lead on this work as the subject felt within the responsibility area of Question 6 of Study Group 17 on Cyber Security. However, Study Group 17 considered that the subject could be more efficiently covered with the establishment on a new Question, focusing its work on technical aspects of countering spam while maintaining the necessary coordination with Question 6.

The new Question 17, Countering spam by technical means was approved at the April 2006 Study Group 17 meeting in Jeju, Korea (see Appendix C). Work will be progressed in collaboration with other ITU-T Study Groups and cooperation with relevant Standards Development Organizations (SDO).

Characterizations of spam

It may not be adequate or feasible at this stage to agree, at an international level on a specific definition of spam. However in the context of ITU’s work, ITU-T Study Group 2 highlighted characteristics of spam, based on previous work within ITU, together with further material from others such as OECD, which would enable to proceed work on this issue.

a) The ITU’s WSIS Thematic Meeting on Countering Spam, held 7-9 July 2004 in Geneva looked at the issue of defining spam. The description of what the term is commonly used for is as follows:

Although there is no universally agreed definition of spam, the term is commonly used to describe unsolicited electronic bulk communications over e-mail or mobile messaging (SMS, MMS), usually with the objective of marketing commercial products or services. While this description covers most kinds of spam, a recent and growing phenomenon is the use of spam to support fraudulent and criminal activities—including attempts to capture financial information (e.g. account numbers and passwords) by masquerading messages as originating from trusted companies (“brand-spoofing” or “phishing”) – and as a vehicle to spread viruses and worms. On mobile networks, a particular problem is the sending of bulk unsolicited text messages with the aim of generating traffic to premium-rate numbers. 

b) Further material has been developed elsewhere, which is useful in scoping what spam commonly refers to. The OECD Task Force on Spam also addressed the question of defining spam in its Anti-Spam Toolkit launched publicly in April 2006, where the Task Force noted that:

spam can be considered as the slang term for the reception of unsolicited messages, usually of commercial nature, and sent to multiple destinations. Anyone can send spam, it is easy to do and costs very little, and can be done through a variety of media, from email to fax and mobile phones. 

However, there is no commonly held definition of the term. Although broadly referring to the same phenomena, different countries define spam in a manner that is most relevant to their local environment. […] The simplest view of spam is that it is any received message that is unwanted by the recipient. In terms of developing a policy response to spam, or anti-spam legislation, this definition is too broad and simplistic. […] Definitions will generally be the accretion of additional technical, economic, social and practical aspects of spam.

c) A definition was also elaborated for the tripartite Memorandum of Understanding on spam enforcement signed in July 2004 by the relevant regulatory authorities of Australia, the United States and the United Kingdom. Spam was defined there in relation to the particular spam enforcement objectives of this MoU, as follows:

For the purposes of this Memorandum, […]

“Spam Violations” means conduct prohibited by a country’s Commercial Email Laws that is substantially similar to conduct prohibited by the Commercial Email Laws of the other countries, including, but not necessarily limited to:

1. sending commercial email containing deceptive content;

2. sending commercial email without providing the recipient with a means, such as a valid email address or an Internet based mechanism, to request that such communications cease;

3. sending commercial email that contains misleading information about the message initiator, or fails to disclose the sender’s address; or

4. sending commercial email, when the recipient has specifically requested the sender not to do so.
d) Other characteristics of spam may include, for example mobile spam, voice over IP spam (SPIT), spam over instant messaging (SPIM),etc., given the evolution of this phenomenon.

Study Group 17 Work plan

Spam has become a widespread issue causing a complex range of problems to users, service providers, and network operators around the globe. While spam was originally used to send unsolicited commercial messages, increasingly spam messages are being used to spread viruses, worms, and other malicious codes that negatively impact the security and stability of the global telecommunication network. Spam may include the delivery of phishing and spyware. It is a global problem that requires a multifaceted comprehensive approach.

The Question 17 work plan includes:

•
What risks does spam pose to the telecommunication network?

•
What technical factors associated with the telecommunication network contribute to the difficulty of identifying the sources of spam?

•
How can new technologies lead to opportunities to counter spam and enhance the security of the telecommunication network?

•
Do advanced telecommunication network technologies (for example, SMS, instant messaging, VoIP) offer unique opportunities for spam that require unique solutions?

A first comprehensive set of Recommendations have been identified by Question 17 as relevant for helping the users, service providers, and network operators to effectively counter spam. Figure 1 provides an overview of these Recommendations under development and their inter-relations.
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A summary for each of the work items is given in the next section and is maintained on the ITU-T Study Group 17 web page as the work progresses or expands.

Summary of draft Recommendations in development

X.csreq, Requirement on countering spam
Requirements on countering spam are clarified in this Recommendation. There are many types of spam, such as email spam, VoIP spam, IMS spam, etc. Various types of spam may have both common and specific requirements on countering it. For one type of spam, the requirement in different entities should also be clarified.

X.gcs, Guideline on countering email spam
This Recommendation specifies technical issues on countering email spam. It provides the current technical solutions and related activities from various SDOs and relevant organizations on countering email spam. The purpose of the Recommendation is to provide useful information to users who want to find technical solutions on countering email spam and it will be used as a basis for further development of technical Recommendations on countering email spam.

X.fcs, Technical framework for countering email spam
This Recommendation specifies the technical framework for network structure for countering spam. Functions inside the framework are defined. It also includes the common sensible characteristics of email spam, the universal rules of judgment and the common methods of countering email spam.

X.ocsip, Overview of countering spam for IP multimedia applications
This Recommendation specifies basic concepts, characteristics, and effects of spam in IP multimedia applications such as IP Telephony, video on demand, IP TV, instant messaging, multimedia conference, etc. It provides technical issues, requirements for technical solutions, and various activities on countering spam for IP multimedia applications. It provides basis and guideline for developing further technical solutions on countering spam.

X.tcs, Technical means for countering spam
Communication network is evolving, more services are emerging, and capability of spammers is stronger. Moreover, no single technical means has perfect performances on countering spam currently. It may be necessary to propose new technical countermeasures.

APPENDIX A:

Resolution 52

Countering spam by technical means

(Florianópolis, 2004)

The World Telecommunication Standardization Assembly (Florianópolis, 2004),

considering

a)
that spam has become a widespread problem causing loss of revenue to Internet service providers, telecommunication operators, mobile telecommunication operators and business users, as well as other problems to users in general;

b)
the report of the chairman of the ITU World Summit on the Information Society thematic meeting on countering spam, which advocated a comprehensive approach to combating spam, namely:

i)
strong legislation,

ii)
the development of technical measures,

iii)
the establishment of industry partnerships, 

iv)
education, and 

v)
international cooperation;

c)
that technical measures to counter spam represent one of those approaches mentioned in b) above;

d)
that many countries, in particular countries with economies in transition, developing countries, and especially least developed countries, need help when it comes to countering spam;

e)
that spamming is at times used for criminal, fraudulent or deceptive activities;

f)
the availability of relevant ITU-T Recommendations, which could provide guidance for future development in this area, particularly with regard to lessons learned,

recognizing

a)
relevant provisions of the basic instruments of ITU;

b)
that spam creates telecommunication network security problems, including by being a vehicle for spreading viruses, worms, etc.;

c)
that spam is a global problem that requires international cooperation in order to find solutions;

d)
that addressing the issue of spam is a matter of urgency,

instructs the relevant study groups

in cooperation with the Internet Engineering Task Force (IETF) and other relevant groups, to develop, as a matter of urgency, technical Recommendations, including required definitions, on countering spam, as appropriate, and to report regularly to the Telecommunication Standardization Advisory Group on their progress,

instructs the Director of the Telecommunication Standardization Bureau 

to provide all necessary assistance with a view to expediting such efforts, and to report on this to the Council.

APPENDIX B:

Resolution 51

Combating spam

(Florianópolis, 2004)

The World Telecommunication Standardization Assembly (Florianópolis, 2004),

recognizing 

that the “Declaration of Principles” of the World Summit on the Information Society (WSIS) states that:

37.
Spam is a significant and growing problem for users, networks and the Internet as a whole. Spam and cybersecurity should be dealt with at appropriate national and international levels,

recognizing  further

that the WSIS “Plan of Action” states that:

12.
Confidence and security are among the main pillars of the information society.

d)
Take appropriate action on spam at national and international levels,

considering

a)
relevant provisions of the basic instruments of ITU;

b)
that agreed measures to combat spam fall within Goal 4 of the strategic plan for the Union for 2004-2007 (Part I, clause 3) set out in Resolution 71 (Rev. Marrakesh, 2002) of the Plenipotentiary Conference;

c)
Resolution 52 on countering spam by technical means;

d)
the report of the chairman of the ITU WSIS thematic meeting on countering spam, which advocated a comprehensive approach to combating spam, namely:

i)
strong legislation,

ii)
the development of technical measures,

iii)
the establishment of industry partnerships, 

iv)
education, and 

v)
international cooperation,

instructs the Director of the Telecommunication Standardization Bureau, in cooperation with the Directors of the other Bureaux and the Secretary-General

to prepare urgently a report to the Council on relevant ITU and other international initiatives for countering spam, and to propose possible follow-up actions for consideration by the Council,

invites Member States and Sector Members

to contribute to this work,

further invites Member States

to take appropriate steps within their national legal frameworks to ensure that appropriate and effective measures are taken to combat spam.
APPENDIX C: Question 17/17 - Countering spam by technical means

1
Motivation

The World Telecommunications Standardization Assembly (Florianopolis, 2004) in Resolution 52 instructed the relevant study groups, in cooperation with the Internet Engineering Task Force (IETF) and other relevant groups, to develop technical Recommendations, including required definitions on countering spam, as appropriate, and to report regularly to the Telecommunication Standardization Advisory Group on their progress.

Spam has become a widespread problem causing a complex range of problems to users, service providers, and network operators around the globe. While spam was originally used to send unsolicited commercial messages, increasingly spam messages are being used to spread viruses, worms, and other malicious code that negatively impact the security and stability of the global telecommunication network. Spam may include the delivery of phishing and spyware. It is a global problem that requires a multifaceted, comprehensive approach that includes:

· Effective legislation and enforcement,

· Development of technical measures,

· Establishment of industry partnerships and self-regulation,

· Education,

· International cooperation.

Technical measures to counter spam represent one of those approaches mentioned above. 

Study Group 17, as the Lead Study Group on Telecommunication Security and in supporting the activities of WTSA Resolution 50, 51 and 52, is well-positioned to study the range of potential technical measures to counter spam as it relates to the stability and robustness of the telecommunication network.

2 Question
Study items to be considered include, but are not limited to:

•
What risks does spam pose to the telecommunication network?

•
What technical factors associated with the telecommunication network contribute to the difficulty of identifying the sources of spam?

•
How can new technologies lead to opportunities to counter spam and enhance the security of the telecommunication network?

•
Do advanced telecommunication network technologies (for example, SMS, instant messaging, VoIP) offer unique opportunities for spam that require unique solutions?

•
What technical work is already being undertaken within the IETF, in other fora, and by private sector entities to address the problem of spam?
•
What telecommunication network standardization work, if any, is needed to effectively counter spam as it relates to the stability and robustness of the telecommunication network?

3 Tasks
Tasks include, but are not limited to:

•
Act as the lead group in ITU-T on technical means for countering spam, as spam is described by Study Group 2.
•
Establish effective cooperation with the IETF, the relevant ITU Study Groups, the ITU Strategy and Policy Unit (SPU) and appropriate consortia and fora, including private sector entities for this area.
•
Identify and examine the telecommunication network security risks (at the edges and in the core network) introduced by the constantly changing nature of spam.

•
Develop a comprehensive and up-to-date resource list of the existing technical measures for countering spam in a telecommunication network that are in use or under development.

•
Determine whether new Recommendations or enhancements to existing Recommendations, including methods to combat delivery of spyware, phishing, and other malicious contents via spam, would benefit Member efforts to effectively counter spam as it relates to the stability and robustness of the telecommunication network. 

•
Provide regular updates to the Telecommunication Standardization Advisory Group and to the Director of the Telecommunication Standardization Bureau to include in the annual report to Council.

•
Maintain awareness of international cooperation measures on countering spam.

4
Relationships
Questions:
2/17, 4/17, 5/17, 6/17, 7/17, 8/17 and 9/17

Study Groups:
ITU-T SG 2, ITU-T SG 11, ITU-T SG 13, ITU-T SG 16, ITU-D SG 2

Standardization bodies:
IETF; ISO/IEC JTC 1, other relevant national and international standards organizations
Other bodies:
OECD, Private sector entities, MAAWG

APPENDIX D: Useful links
· ITU-T Study Group 17 home page:
http://www.itu.int/ITU-T/studygroups/com17/index.asp
· TSB Circular 91, Approval of new Questions 16 and 17/17
http://www.itu.int/md/T05-TSB-CIR-0091/en
· World Summit on Information Society, Second Phase, Tunis, 16-18 November 2005, Outcome Documents:
http://www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=2266|2267
· WSIS Thematic Meeting on Countering Spam, Geneva, 7-9 July 2004
http://www.itu.int/osg/spu/spam/chairman-report.pdf
· ITU Cybersecurity Gateway
http://www.itu.int/cybersecurity/index.html
· OECD Task Force on Spam report Anti Spam Regulation released in November 2005
http://www.oecd.org/dataoecd/29/12/35670414.pdf
· OECD toolkit on spam
http://www.oecd-antispam.org downloadable as a pdf from
http://www.oecd.org/dataoecd/63/28/36494147.pdf
· Symposium on Network Security and SPAM (22 - 24 Aug. 2005, Jakarta, Indonesia)
http://www.aptsec.org/meetings/2005/NSS/docs/index.htm downloadable as a ppt from
http://www.aptsec.org/meetings/2005/NSS/docs/SYM-NS&SPAM-05-11_ITU-T-SG17_Dr.Jianyong-Chen.ppt
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