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Secure: Safe against attack, impregnable; reliable, certain not to fail or give way. (Oxford English Dictionary)

Introduction

Security is now widely recognized as being of critical importance to the future of electronic communications and operations. Without effective security, all systems and processes that rely on electronic communications are at risk and, as a consequence, large numbers of resources are now devoted to countering threats, protecting systems and recovering from successful attacks.

It has long been recognized that security is much more effective if it is designed into systems, rather than added on afterwards. It is also the case that, even systems that are well-designed from a security standpoint, rely on human operators that have some understanding of the threat environment and of the local policy requirements. This paper presents a broad overview of the steps the ITU-T has initiated to address security issues pro-actively within its own Study Groups and in collaboration with other standardization bodies.

The paper is intended only to provide a very brief introduction to the security work of the ITU-T in general and Study Group 17, which is responsible for security coordination, in particular. More detail is available via the web linkages provided for each of the topics.

The ITU-T Study Groups

For those readers not familiar with the ITU or its mode of operation, I should mention that the ITU works on a four-year cycle (called a Study Period) during which Recommendations (i.e. ITU standards) are developed and published. The work is done within Study Groups (SGs) in which the work is subdivided into projects known as Questions.

Table 1 identifies the 12 Study Groups of the ITU-T that have been identified as having security-related activities during the 2005-2008 Study Period. Each of these SGs has appointed a specific contact for security liaison. More detailed information about the activities of each SG is available at:

http://www.itu.int/ITU-T/studygroups/com17/security-questions.doc
SG 17, Security, Languages and Telecommunications Software, has been designated the Lead Study Group for telecommunications security issues. Consequently, much of this paper focuses on the SG 17 security coordination activities.

	Study Group 2: Operational aspects of service provision, networks and performance
(Lead Study Group for service definition, numbering and routing)

	Study Group 4: Telecommunication management

	Study Group 5: Protection against electromagnetic environment effects

	Study Group 6 Outside Plant and related indoor installations 

	Study Group 9 Integrated broadband cable networks and television and sound transmission

	Study Group 11 Signalling requirements and protocols
(Lead Study Group on Signalling and Protocols and Intelligent Networks.)

	Study Group 12 Performance and quality of service

	Study Group 13 Next Generation Networks


(Lead Study Group for NGN and satellite matters.)

	Study Group 15: Optical and other transport networks

	Study Group 16: Multimedia services, systems and terminals
(Lead Study Group on multimedia terminals, systems and applications, and on ubiquitous applications (such as e-health and e-business)).

	Study Group 17: Security, languages and telecommunication software
(Lead Study Group on telecommunication security)

	Study Group 19: Mobile Telecommunications Networks


Table 1: ITU-T Study Groups with security responsibilities

Study Group 17 Program of Work 

SG 17 is sub-divided into three Working Parties (WPs):

· WP 1 - Open systems technologies; 

· WP 2 - Telecommunications security; and 

· WP 3 - Languages and telecommunications software 
WP 2 has 7 questions (i.e. ITU-T project areas). These address particular aspects of security as illustrated in Figure 1.

	4/17

Communications Systems Security Project

	5/17

Security Architecture and Framework 

	6/17

Cyber Security 

	7/17

Security Management 

	8/17

Telebiometrics 

	9/17

Secure Communication Services

	17/17
Countering Spam by Technical Means 


Table 2: SG 17 WP 2 Security-related Questions
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Figure 1: SG 17 Security Questions (2005-2008)

Study Group 17 Security Coordination Initiatives and Outreach Activities

As the Lead Study Group for security, SG 17 is engaged in a number of initiatives in to coordinate security efforts across the ITU-T and to raise awareness about our security activities. 

Internal coordination during standards development

One of the most important aspects of the work is ensuring that security is given adequate consideration during the initial development of a standard. In many instances, technical experts engaged in developing a standard to address a particular need lack the specific security expertise to address all aspects of security relevant to their particular project. In addition, there is a need to ensure consistency in the approach to security. To help address these points, we have established a system of liaison and review that ensures that: 

(a) security is considered during the development stage of all recommendations; 

(b) proposed security measures are reviewed for consistency and adequacy; and 

(c) any conflicts or omissions are identified at an early stage.

Telecommunications Security Guide

In December 2003, we published the first edition of Security in Telecommunications and Information Technology, an overview of issues and the deployment of existing ITU-T Recommendations for secure telecommunications. An updated version of this manual was published in October 2004 and a third edition became available in September 2006. The manual includes a brief summary of each security-related recommendation and is available online as well as in hard copy format. The online version is available at:

http://www.itu.int/dms_pub/itu-t/opb/hdb/T-HDB-SEC.03-2006-PDF-E.pdf
Security Compendium

A three-part Security Compendium has been developed comprising: a catalogue of approved ITU-T Recommendations related to Telecommunication Security; approved ITU-T security definitions; and a listing of ITU-T security-related Questions. The Compendium is on-line as follows:

Approved Recommendations: 

http://www.itu.int/ITU-T/studygroups/com17/cat005.doc
Approved definitions: 

http://www.itu.int/ITU-T/studygroups/com17/def005.doc
Security-related Questions: 

http://www.itu.int/ITU-T/studygroups/com17/security-questions.doc
Security Roadmap

Although a great deal of work is in progress and many security standards have been developed by international organizations, it is not easy for standards users (or even developers) to determine precisely what security standards already exist. Even within standards development organizations, security standards tend to be listed along with other IT standards, rather than being classified in terms of the particular aspects of security being addressed. To try to address this problem, SG 17 has initiated development of a Roadmap of existing security standards.

The Roadmap, which is a work-in-progress, will identify existing completed security standards, standards in development, and areas where a need for standards has been identified but where work has not yet been initiated. Standards are listed under the particular aspect of security that they address (e.g. architectures and specific techniques). It will include not only ITU-T Recommendations but also the standards and work of other formal and informal regional and international standards development organizations. It is hoped that the Roadmap will contribute to the coordination of security standardization activities by providing an up-to-date summary of work that has been completed and work that is in progress across SDOs as well as identifying the major organizations participating in this work. By knowing what has been done already, and what work is in progress, it will be possible to avoid duplication of effort and also to identify gaps that need attention.

The initial version of this Roadmap was published in January 2006 and covers ITU-T Recommendations, ISO/IEC standards and IETF RFCs. The next version will include standards of regional groups and industry consortia as well as updates to the current text. 

The Roadmap is available at: http://www.itu.int/ITU-T/studygroups/com17/ict/index.html
Security Guidance 

Study Group 17 has also developed security guidance to assist authors and reviewers of ITU-T Recommendations. This document is available at:

http://www.itu.int/ITU-T/studygroups/com17/security-guidance.doc
Focus Group on Security Baseline for Network Operators

The Focus Group "Security baseline for network operators" was established by SG 17 at its October 2005 meeting. The objective of the Focus Group is to define a baseline against which network operators can assess their network and information security posture in terms of what security standards are available, which of these standards should be used to meet particular requirements, when they should be used, and how they should be applied. 

It also aims to identify security recommendations and standards to support evaluation of operators’ network security and information security.

Further information is given at the Focus Group web page: 

http://www.itu.int/ITU-T/studygroups/com17/sbno/index.html
Work plan on security-related Recommendations

Study Group 17 has an extensive programme of work. Over 30 security-Recommendations are under development. A summary of these Recommendations may be found at: http://www.itu.int/ITU-T/studygroups/com17/sg17final-summaries.doc
Security requirements for Developing Countries/Countries with Economies in Transition 

In accordance with WTSA-2004 Resolution 44, SG 17 has developed an Action Plan for helping Developing Countries/Countries with Economies in Transition (DCs/CETs) with security standardization. A delegate from the Republic of Cameroon is leading this task.

World Summit Information Society Phase 2, Tunis, 2005

ICT security is highlighted in the Tunis Commitment document in paragraphs 9 and 15 and in the Tunis Agenda document in paragraphs 31, 39, 42, 45, 57, 58, 68, 72 item a, and Annex C5. These are supported by Study Group 17.

As a follow-up to the World Summit on the Information Society (WSIS) Action item on  Building Confidence and Security in the Use of ICTs, the ITU Strategy and Policy Unit has established a new cyber security web site called Partnerships for Global Security (http://www.itu.int/cybersecurity/pgc/) that provides cyber security-related information and resources.
External Collaboration

The need for active collaboration between the various security activities is essential if we are to avoid redundancy and benefit from the relatively-small pool of available expertise.

Study Group 17 has established active collaboration on security with a number of external groups including OASIS, ISO/IEC JTC 1/SC 27 (IT Security Techniques) and ISO/IEC JTC 1/SC 37 (Biometrics). We also receive regular input to SG17 on Telecommunication Disaster Relief/Early Warning. 

The ITU-T has also recently established Joint Coordination Activities on four topics: Next Generation Networks, Home Networking, IPTV, and Network Aspects of Identification Systems (including RFID).

ITU-T has also been recently invited to join the ISO and IEC Strategic Advisory Group on Security where the SG 17 Chairman will be the focal point for ITU-T.

Workshops and Symposia

In October 2005, ITU-T hosted a workshop in Geneva entitled New Horizons for Security Standardization. Workshop objectives were:

· To provide an overview of key international security standardization activities;

· To seek to find out from stakeholders (e.g., network operators, system developers, manufacturers and end-users) their primary security concerns and issues (including possible issues of adoption or implementation of standards);

· To try to determine which issues are amenable to a standards-based solution and how the SDOs can most effectively play a role in helping address these issues;

· To identify which SDOs are already working on these issues or are best equipped to do so; and 

· To consider how SDOs can collaborate to improve the timeliness and effectiveness of security standards and avoid duplication of effort.
The workshop brought together speakers, panellists and participants from IETF, ITU-T, ISO/IEC, OASIS, 3GPP, ATIS, ETSI and RAISS and provided an excellent forum for the exchange of ideas on future collaboration on security standards.
The results of the workshop are documented at:

http://www.itu.int/ITU-T/worksem/security/200510/index.html
A one-day, ITU-sponsored Cybersecurity Symposium was held in October 2004 in Florianópolis, Brazil prior to WTSA-04. The symposium brought together senior experts from governments, computer emergency response teams (CERTs), network operators and equipment manufacturers to address the current state of cybersecurity and future approaches to ensuring security in cyberspace. Further information is available at:

http://www.itu.int/ITU-T/worksem/cybersecurity/index.html
A second Cybersecurity Symposium was held in Moscow, Russia in March 2005. Details are available at: http://www.itu.int/ITU-T/worksem/cybersecurityII/index.html
On 5 December 2006, the ITU-T and the EU IST Daidalos project will join with other standards bodies and industry consortia in a one-day workshop on Digital Identity for Next Generation Networks. 
Further information

This paper presents only a brief overview of the ITU-T security work. A considerably more detailed presentation is available at http://www.itu.int/ITU-T/special-projects/security/presentations/Telecommunication_Security.ppt
Summary

Effective security is vital to the successful operation of telecommunications networks and services. The ITU-T is pursuing an ambitious program of work that covers all facets of telecommunications security. However, we recognize the need to collaborate with other organizations in these efforts if we are to maximize effective use of resources, minimize duplication of effort, and develop timely and appropriate responses to the many challenges we face in this area. We look forward to continuing and enhanced cooperation with our colleagues in other standards-setting fora.

