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CIT ODbjectives

| nter oper ability of products from different
suppliers

Test the product only once

Acceptance of test resultsin different
geogr aphical regions

Meet regulatory or market driven
requirements



How to achieve them

Recommendations error-free and unambiguous
All use the same terms and definitions
Onetesting methodology

Requirements and Optionslisted in point form
Questionnaire on what was implemented, what was not
One set of test purposes

Onetest suite per standard or Recommendation
Sametest verdictsfor sametests

Conformance befor e I nter oper ability
Accredited test facilities

Certified products



Conformance Testing
M ethodology Recommendations

X.290 - General Concepts

X.291 - Abstract Test Suite Specification

X.292 - (Superceded by Z.140 series Recommendations)
X.293 - Test Realization

X.294 - Requirementson Test Laboratoriesand Clients
X.295 - Protocol Profile Test Specification

X.296 - Implementation Confor mance Statements

Z.140 through Z.146 - Testing and Test Control Notation
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Why Do We Need A Common
Testing M ethodology

All actors must understand each other in all geographical
regions and global markets

— Equipment suppliers

— Equipment buyers

— Test laboratories

— Accreditation organizations

— Certification organizations

Test results must have the same meaning in all global regions
Test results must be accepted in all global regions

Timeto market - equipment must be tested only once without
the need toretest for different markets 5



Why Conformanceto Standards
ISImportant?

 Equipment from different vendors conformingto
the same standards have a higher likelihood of
Inter oper ability

» Different vendorscan independently implement
standardswith higher assurance of product
Inter oper ability

 Equipment buyerscan buy productsthat will

Inter oper ate with previously purchased
equipment form different supplier



Why Interoperability is
Important?

 Theultimate objectiveisthat independent
Implementations of the same standard
Inter operate

e Conformance improvesthe chances of
Inter oper ability while inter operability
testing checks at a user level If
Inter oper ability has been achieved



Conformance and I nteroper ability
are Complementary

e Conformancetothestandard isachieved
first and should not be compromised
during Interoperability testing

o Without conformance, two implementations

can be madeto interoperate by destroying
Inter oper ation with all other systems



Causes of I nteroperability
Problems

e Standards
— Errorsand ambiguitiesin standards
— Incompatible standar ds (standards with different
QoS, traffic priorities)
e Implementations
— Human errors, e.g. programmer errors
— Different inter pretations of the standard
— Different choice of options allowed by the standard

* Technology
— networ ks use different traffic queuing techniques
— device compatibility
— host system configuration
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Nature of Interoperability Testing

 Interoperability testing isonly meaningful in
single-pair combinations of products

* N interconnected products present (N2- N)/2
distinct product pair combinations

° B<amp| €. N =6 productsor 15 pairs

e Each product istested 15
times

N =100 or ~5000 pairs

» Each product is tested 5000
times

11



Nature of Conformance
Testing

e Testingto determineif the product does
what the Recommendation saysit Is
supposed to do

e Each product istested only once, against the
standard (represented by thetest suite)

Product Test Suite
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Standardsthat Facilitate Testing

Requirements

PICS

TSS&TP ATS

Clause
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Execution PIX|T
Test Cases

PICS Questions

TSS& TP - Test Suite Structure and Test Purposes
- Abstract Test Suite
- Protocol Implementation Confor mance Statement

ATS:
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TP - Test Purpose
TC - Test Case

R - Requireni'éwt



Overviaew of Conformance
1. Static Review T est] ng fﬁ?

2. Dynamic Tests
3. Test Report Certificate of

e ) Conformance
4. Certification

Implementation with a formal declaration
of which parts of the standard were
implemented

STIMULUS

RESPONSE

Implementation Under Test Test Equipment
(IUT) and Test Suite
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Static vs Dynamic Testing

o Static (PICSreview)

— what mandatory, optional or conditional features of the
protocol were implemented - declared in the PICS proforma
by the supplier

— PICS becomes a shopping list for finding compatible products

— acar PICSanalogy:
» doesthecar have an ignition system?
» doesthecar have a steering wheel?

e Dynamic (execution of the ATYS)
— behaviour of mandatory, optional or conditional features

— acar ATSanalogy
 turntheignition key, doesthe engineturn over ? Pass, Fail, Inconclusive

e turn the steering wheel, do the front wheelsturn? Pass, Fail,

| nconclusive
15



A Requirements Clause from a Standard

Extract from the User-Network Interface (UNI) Specification 3.1

3.3 ATM Cell Structure and Encoding at the UNI

(R) CPE at the UNI shall encode the GFC value to all zeros
(0000).

(R) Public network equipment at the public UNI shall encode
the GFC value to all zeros (0000).

(O) CPE shall inform Layer Management if a count of the non-
zero GFC fields measured for non-overlapping intervals of
30,000 +/- 10,000 cell times reached ten (10) or more.

Public network equipment shall inform Layer Management

(O) if acount of non-zero GFC fields measured for non-
overlapping intervals of 30,000 +/- 10,000 cell times
reaches ten (10) or more.
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Protocol | mplementation Confor mance
Statement (PICS) Proforma

Extracted from af-test-0059.000: PICS Proforma for the UNI 3.1 ATM Layer

3.5 Generic Flow Control (GFC) Field

I ndex

Doesthe IUT operate the GFC protocol in
"“uncontrolled access' mode, encoding the GFC
field to be all zeros?

If the IUT is an intermediate node, does the IUT
overwrite any non-zero GFC field received before
sending it into the network?

Doesthe IUT, on receipt of 10 or more non-zero
GFC fields measured for non-overlapping

intervals over 30000+/-10000 cell times, generate
an error to layer management?




Static Review

ICS Proforma - Implementation Conformance
Statement Proforma

— formatted questionnaire for declaring what
optional features have been implemented

— part of the specification or standard
ICS
— Filled-out ICS Proforma

— A list of requirements and options claimed to
have been implemented

Used for

— Shopping list for matching products for
Interoperability

— Test case selection (from test suite) for
execution

18



Dynamic Tests

 Abstract Test Suite (ATS)

— Defined by a standar ds or ganization,
written in an abstract language like

e Testing and Test Control Notation
(TTCN-3), ITU-T Rec. Z.140

 Executable Test Suite (ETS)

— AT .mp file“ compiled” torun on
specific test equipment

— creation of the ETSisproprietary to
thetest equipment vendor

T 1

= 6o
{0} =0
= * KX
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ThelLocal Test Method

Therearetwo PCOs. UT and LT both reside on the Test
System. The upper boundary of the lUT is standardized
hardware interfacethat plugsintothe Test System.

Test Systemn

UT Upper Tester
LT Lower Tester uT I
PCO Point of Control and Observation
IUT Implementation Under Test

SUT System Under Test TcP
ASP Abstract Service Primitive
PDU Protocol Data Unit

TCP Test Coordination Procedure

PCO

LT — POUs —

PCO IAEF’S

Servce-Prowder
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TheDistributed Test Method

Therearetwo PCOs. The UT islocated intheSUT. TheLT is
located in the Test System. Accessto the upper boundary of the
|UT isrequired to carry out testing either by human action or a

programming interface.

Test System sUT

LT TCP uT

li PDUs

PCO IASPS

Serace-Provider
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The Coordinated Test Method

Thereisonly one PCO and no UT. UT isintegrated with TCP.
Thedesired effects at the upper boundary of thelUT are
realized by a special TCP called the standardized Test
M anagement protocol. The method facilitates the highest degree
of automation and security.

Test System sSUT

LT uT

TCP
TM - POUs

— PDUs
PCO ‘ ASPs

Sersce-Provider
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The Remote Test M ethod

Thereisonly onePCO and noUT or TCP. The Tester hasno
accessto the upper boundary of the lUT. The desired effects
at the upper boundary areinformally described in the test
suiteand arecarried out at the SUT by thetest operator

Test System sSUT
L

LT TCP

—  Phlds =—
BCO | ASPs

Seraoe-Provider
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What iIsa Test Suite?

e A test suiteisa collection of test cases, one for

each test purpose, specified in accordanceto the
test method used

o A test case verifies conformance/interoperability
for a particular Requirement or Option
according to thetest purpose




Test Suite Development

e Start with aPICS

— This ensures that complete
coverage is obtained

 Develop Test Suite Structure
— Thislogically groups the test cases

 Develop Test Purposes

— This defines the objectives of the
test cases

e WriteaTest Casefor each Test
Pur pose

— Thetest purpose is then included
with itstest case in the test suite
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Test Suite Structure

Test Suite

Test Group

Test Group

Test Group

Test Group

Test Case

Test Case

Test Case

Test Case
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Test Case Structure

Test Case

Test Step

Test Step

Test Step

Test Step

Test Event

Test Event m

Test Event

Test Event
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Extra Information for Testing

e IXIT - Implementation eXtralnformation for Testing

— Additional information required befor e testing can
proceed

o administrative: identification of client, laboratory staff, IUT,
protocol, test suite

 technical: addressof the lUT, timer values, configuration,
parameters, procedures, test casesthat cannot be executed

e IXIT Proforma

— Standardized template to be completed by the client and
thetest laboratory to producethe I XIT

 PIXIT - Protocol I XIT
— A special case of I XIT, widely used

28



Test Cases, Test Purposes
and Verdicts

e OneTest Casefor each Test Purposerepresenting
one Requirement from the Requirements Clause

 Toget aPassverdict, the I mplementation Under
Test (IUT) must respond correctly when the Tester
exhibitsthree different kinds of behaviour:
— Valid
— Invalid
— |Inopportune

 For each of thethree Tester behaviours, the lUT
may be assigned a Pass, Fail or Inconclusive verdict

29



Test Case Architecturein

TTCN-3 Test Case
Port.send(Stimulus) Port.receive(Response)
e Assignment
of a
Test Verdict
Port

System Under Test

30




Seguence Diagram for a Simple
Behaviour Example

msc Example UA - User Agent SA - ServiceAgent SUT - System Under Test

UA SUT SA

loop<100> | DATreq("data")

\ DATind(DT,nr,"data")

DATIind(RE,nr,“resp")

 PATnRETEE)

DATind()

o

31



Same Examplein TTCN-3
Core L anguage

testcase Example() runson MTC_Type{

var default mydefault := activate (DefaultDef());

T1.dstart;

for (integer i:=1; i<=100; i:=i+1) {
UA.send(DATreq:{" data"});
SA.recelve(DATINd:{DT, nr, " data"});
SA.send(DATIind:{RE,nr, “resp”});
UA.receive(DATINd :{});

}

setverdict(pass);

T1.stop;}
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Same Examplein Graphical
Format of TTCN-3

testcase Example() runs on MTC Type
mtc UA SA
MTC Type UA Type SA_Type

var default mydefault :=
activate (MyDefault ())

for (i:=1; i<=100; i:=i+1) |

DATreq
) ("data") DATind
(DT, nr, "data")
DATind

(RE,nr, "resp")

DATind

>
l

< pass >

.

D P 4




ommercial Tool Example
for TTCN-3

3 Execution Management - SIP_FullCall.ttcn3 - TT

rkbench Professi

IEE
File Edit Source MNavigate Search Project Run Window Help
I3 @ e 5o
T | ETTCN-3 Execition Management | &' Java S8 TTCK-3 Development
F Management Yiew 53 * = & = 0| [&7 Test Data View 53 DumDV\Ew| g L =0
SIP_CC_TE_CR_V_001 Expected TTCN-3 Template 3 Test Data VIEW
EN e TTCH-Typs | User Type | Mame | valus
o 5P| Response recard Response
Statusline statusLine Slrecord  Statusline statusLine
charstring sipversion sIPj2.0 cha... charstring sipyersion SIP/2.0
cha... charstring reasonPhrase 7 cha... charstring reasonPhrase | Trying
Elset MessageHe... | msgHeader Elset MessageHe... msgHeader
record Accept accept i record | Accept accept omit
record AcceptEnco...  acceptfnco... * record | fcceptEnca...  acceptEnco...  omit
record Acceptlang...  acceptlang.. * record | Acceptlang...  acceptlang...  omit
record AlertInfo alertInfo i record | AlertInfo alertInfo omit
record Allow allow * record | Allow allows omit:
B record | Authenticat...  authenticat...  omit
6 Test Report Gen eratlon X record | Authorization  authorization | omit
: Elrerord | Callid cald
e .. FieddName CALLID_E
Callidstinn | ralid rallidstrinn rallid WAMI27 01
| > | | »
1:37:965

2 TTCN-3 Graphical ba

og

. ’ -
Timer MTC, TResp (5.0) started

= Properties View 52

Enqueving message at #MTC

Enqueving message at #MTC

Enqueving message at #MTC

Timer MTC, TResp (1.602] stopped
Test svent: MTC, satverdict(pass)
Companent #MTC.SIPPi-1 sending
Companent #MTC.SIPP:-1 sending
Enqueuing message at #MTC
Timer MTC, TACk (5,00 started

638 Timer MTC. TAck(0.14) stopped
1] 635 | Test event: MTC, setverdict{pass)
==l] 09:11:39:608 | Testcase kerminated with verdict pass

=0
Propert: | Walug | Descripkion
D SIP_CC_TE_CR_Y_001
Verdick 355
Description Ensure that the SUT while...
Status stopped
4 | Ay

message received by #MTC does NOT MATCH

=]

IMWITE Regquest

SIPP
'—XTResp(s.u)

| |UDP1
I — ] 0

LDR1

Response

R—— T e 2]
Responss

TResp(1.602)

ACK Request

SIPP LDP1
| BYE Request
SIPP |4'| uDP1

i — ] v

ST TACkS.0)
Respanse
TACki0L14)

‘ Wiritable

| Insert 101




Overall Picture

Data

| nter face

System

| L Generation of
Generation of ,TT ".3) test data
test data structure - Generation of
test behavior
Adaptor o
. follows TRI E(;‘,(omp!ba:tlo_lr_l
 andTCl to Executable Tests
v
M ( \
A
D
A Test
‘ P » Component
T
J
O
R Test
System

V
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|P Multimedia Subsystem
(IMS)

il

Sy S

</  e—

 e—

-
[l
(% IMS %
_*| .

Network Core
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IMS Testing with TTCN-3

Benchmarking
— for comparison
L oad/stress
— how system performs under load conditions
Capacity testing
— max load the system can handle before
failing
Scalability testing
— to plan capacity improvements

IMS

Protocol
Conformance

Protocol
Interoperability

Service Conformance

and Performance
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What Standards are

e For

Missing Today

each Protocol

— Requirements Clauses
—TSS& TP

CSand ICSProformas
XIT and I XIT Proformas

nstract Test Suites
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| nter oper ability Testing

* A method for determining
to what extent two or more
Implementations function
together for somerange of
applicationsover a
specific communications
medium
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Spe(:lfy for Interoperability

Specification

Stage 1 Stage 2 Stage 3 ‘
! Requirements Functional Spec Protocol Spec 3

| TU-T 1.130 3-stage model for protocol specification
Requirements

Functional Architecture and Information Flows

— standardize interoperabl e interfaces, not internal behaviour

Detailed protocol specification

— use most relevant techniques: text, UML, SDL, ASN.1, XML
elc.
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Validate for I nteroperability

Validation

Modelling

 Validation through technical reviews and
simulation

« Validation through inter operability events

« Validation through test specification
development

41



Test for Interoperability

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Plan for validation and Plan for testing
Conformance Testing and | nteroperability
Testing

Use existing methodologies

— X.290 Recommendations, TTCN-3, |SO/IEC 9646,
ETSI Interoperability Testing Methodology

Validate test specifications

42



Maintain for Interoperability

Good Recommendations can be broken by poor
maintenance or no maintenance

Corrections should be madewith care

Extensionsrequire same process as original
development

Feedback should be sought and captured



Basic I nteroperability
concepts

j
Test Cases Test Reports ‘ ) Logging Test Cases
(QE Side) Test Coordinator (EUT Side)
e B e B
( Qualified S \
Equipment Under Test
\ -
: Test Test -
Test Driver Test Driver
System Under Test
(QE Side) Interface y Interface (EUT Side)

I Means of Communication If




|nter operability Test
Specification

o Specification process steps
— Specify abstract architecture

— Write draft Interoperable Features
Statement (IFS)

— Specify Test Suite Structure (TSS)
— Write Test Purposes (TP)

— Write Test Cases (TC)

— Validate Test Cases
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Specify Abstract Architecture

o General framework(s) within which concrete
test arrangements must fit

o Can begraphical, tabular or textual
o Should identify:
— EUT

— QE(s)
— Paths between EUT and QE(s) (MoC)
— Valid equipment typesfor EUT and QE(S)

— EXpected protocolsto be used

46



Write Draft I nteroperable

Functions Statement

e An |FSIldentifies:

— Functionsthat an EUT must support
— Functionsthat are optional
— Functions which are conditional

« ThelFSprovidesstructuretothetest
specification
e |t can also beused likea PICS asa proforma

for a manufacturer to declare which functions
aresupported in an EUT

47



Specify Test Suite
Structure

| dentify test groups based upon, e.q.:
— Abstract Architecture
— Functionality

— Behaviour:
e Normal
» Exceptional

e Definetest coverage for each group

— What range of testsisto beincluded in each
test group



Write Test Purposes

* For each possibletest case, describe WHAT is
to betested

o Usethe most appropriate means of expressing
Test Purposes.
— Plain language
— Tables

— MSCs
— A gpecialist notation such as TPL an which offers:

e Consistency in TP descriptions
o Clear identification of preconditions, test actions and
verdict criteria

o Checkable syntax
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Write Test Cases

e Test casesshould include:

— Preconditions
o Configuration
e Initial status
— Test steps
e Detailed instructionsto Test Driver
— Clear
— Precise
— No unnecessary restrictions
— Verdicts
e “Pass’ means“EUT Pass’!

e “Fail” may not mean” EUT Failure”
— QE failure
— MoC failure
— Requiresinvestigation

50



Test Case Specification

e Tabulated freetext

|deal for implementation by human Test Drivers

Individual test steps and their relation to each other is easy to
understand

— Only supports simple, serial test path, .i.e, very difficult to describe

alternate paths following an unsuccessful intermediate verdict

e Test language (T TCN-3)

|deal for machine implementation of Test Drivers

Highly repeatable

Allows comprehensive handling of unexpected behaviour
Difficult for the human user to read and follow
Establishing atesting environment is complex
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Sample Tabular Specification

| dentifier TC_SS 0001 01
Summary: Supervised call transfer from User B to User A
Test Purpose: | ensure that {
when { A call is established between User C and User B }
then { User B can transfer the call from User B to User A
after User B and User A communicate }
)
TP Identifier | TP_SS 0001 Configuration: Test Architecture 2
Pre-test e User A, User B and User C configured with Bearer Capability set to " Speech, 64 kbit/s"
condition | e  User A configured to support the Call Transfer service
S
Step Test sequence Verdict
Pass Fail
1 Initiate new call at User C to the address of User B
2 Accept call at User B
3 Activate the "recall" button (or equivalent) at User B's terminal
4 Isdial tone (or an equivalent indication) present at User B'sterminal ? Yes No
5 Initiate a new call from User B to the address of User A
6 IsUser A'sterminal alerting (visual or audible indication)? Yes No
7 Accept call at User A
8 Apply speech at User A
9 Can speech from User A be heard and understood at User B? Yes No
10 Can speech from User A be heard and understood at User C? No Yés




Sample Specification In
TTCN-3 CoreLanguage

I/ Define Supervised Transfer test case
testcase SupervisedTransfer() runs on userTerminal Type
{ timer ResponseTimer := 100E-3;

// Preamble: Establish call between UsersB & C
m3s.send (CallEstablish 1);
mz2s.receive (CallEstablish 1);
m2s.send (CallAccept_1);
ma3s.receive (CallAccept_1);
Il Register recall test
m2s.send (Recall);
ResponseTimer.start;
alt
{ [] ResponseTimer.timeout
{ setverdict(fail);
stop
}
[] m2d.receive (DialTone)
{ setverdict(pass);
ResponseTimer.stop
// Hold call test
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Sample Specification In
TTCN-3GFT

tastomse NfarTast I 1

runs on UserTerminal

system BIP_H2232 Inkerop

F2D P33 mEa Fln Fl3 PET P23
Data | | Signalling | | U=serTerminal | | Data | | Signalling | | Data | | Signalling
T T T T T T
| 1 : 1 | 1 1
| | call Es=stabli=h | | | |
I I t t t h
| 1 CallE=tablish 11 | 1 1
| 1 | call_Esta.'bl i=h | 1 1
| I -‘ L | I I
: : : CallEstablish 1 : : :
| 1 call Accept | | ! J
I I I 'u I I
: : Call dccept_1 : : : :
| | | | | call Accept |
| 1 _‘ Il | Il ]
! ! ! ! ! Calldccept_ 1 !
| 1 1 | 1 - 1
| 1 1 | 1 1
| | ActiwvateRecall (F32) I | 1 |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
| Respon=eTimer [ 100) | | | |
| | | | | |
| | | | | |
| | | | | |
2l | I , I | I I
| ResponseTimer | | | |
| 1 1 | 1 1
| 1 1 | 1 1
| 1 1 | 1 1
| | setwerdict(fail ) | | | |
| 1 1 | 1 1
| 1 1 | 1 1
————— e e e e N e LN e e e e e e e e e e e b e e e ey b e e L e e b e e e e e ey e e b e e e e et
| 1 1 | 1 1
| 1 dialTene | | | |
| I 1—1 | I I
| 1 ; 1 | 1 1
| ResplonseT imer >e DialTone | | | |
| 1 1 | 1 1
| 1 | 1 1
| 1 | 1 1
| 1 | 1 1

matyvardict (pa=z=])




|nter operability Testing Standards

o Z.itfm series Recommendations on M ethodology
— work in progress
— two major contributions- ETSI, Korea
— similar methodology to X.290 Recommendation
— some new concepts are being discussed

o Standardsto be produced asrequired by Z.itfm

— Reguirements Clause

— Test Suite Structure and Test Purposes (TSS& TP)

— Implementation Conformance Statement (1CS)

— The Abstract Test Suite

— Implementation exXtra Information for Testing (1 XIT)
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Configuration of a Model Network

Q.3900 Recommendation identifies model network configuration for NGN testing

Dedicated Model Network
Diameter

Diameter

Diameter
Diameter

Diameter

Diameter
|
MS

<
0
n
I
»
o
w
A2

Distributed

AS
Model Network
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siP ) L]
>
. 0'\’6((\e
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Model Networks can help Development of
CIT Recommendations
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Testing Methodsfor Model Networks

Possible NGN Test Methods when using M odel Networks

) T N SR
[Conformanceteﬂingj > [ Functionstesting J >
{ Functional testing W Database [
J ” | nter connect testing J
[[ L oad& Stressteﬂing] > - w
R ( End-to-End testingj > Database
NGN TM testing
[ QoStesting w
{ Service testing } > Database J
. . Mobilit;/'t&sting W
Servicestesting method )

NUT testing method 58



Trusting the Test Results

 \Who doesthetesting
— Third-party testing (independent test |aboratory)
— Second-party testing (product procurer or user)
— First-party testing (product supplier)

e Testing can be made formal enough for
certification of tested products
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Adding Confidence

e Accreditation

— checksfor competenceto carry out testing
— checksfor competenceto issue certifications

e Certification

— checksfor conformity to a quality system standard
— checksfor conformanceto the protocol standard

e Test Laboratories

— Carry out testing
— Preparethe Test Report
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Conclusions

Tothewriters of Recommendations:

— Specify for Interoperability (Requirements, Functional Architecture,
Protocol Details)

— Validate for Interoperability (Technical Reviews, Interoperability Events,
Test Specifications)

— Test for Interoperability (Plan, Conformance and Interop., Use X.290 and
Z.140 series Recommendations, Validate Test Specifications)

— Maintain for Interoperability (Good standards are broken by poor
mai ntenance, M ake changes with care, Use well defined process)

|f the aboveisnot done, it istoo late for interoper ability

Supporting standardsfor confor mance and interoper ability
testing do not exist but must be developed

Standards should betested for errorsand ambiguities prior to

approval (asisdonein [ETF)
61



