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Largely Network Centric

Initial Report on
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Global Interoperable
Identity Management

Contents
1 Requirements Report Executive Summary ... -
2 Objective of this Requiremens Report, 4
3. Derivation of the requirements....u.... 5
31 Anzlysis of Identity Manzagement uss-cases.. .5
3.2 Analysis of existing legal and regulstory requirements, including the

protzction of personally identifizble information... .5
13 Reguirements Gontributions... B
4, Common requirements for global i

and esisting capabilities for meeting those requIrEMENS v 5
4.1 Acommon, consistent Simple Identity Management Model (SIMM)

and IdM Backplane ..o s s 7
4.2 Provision of credential, identifier, atribute, and pattem identity

sarvices with known assurance levels 1o all entites e, 5
421 Entities and identities supportad, incheding shared or delegated

relationships and authority 10
4.2.2 Provision of credantial identity s=rvices, A3
4.2.3 Provision of identifier identity services .. A5
4.2.4 Provision of attribute identity services .. A5
4.2.5 Provision of pattzmn idzntity s=rvices, ind 17
4.2.6 Provision of identity assurance levels 18
4.3 Discovery of authoritative Identify Provider resources, ssrvices, and

o T 18
4.4 Interoperability among authorization privilege management

platforms, identity providers and provider federations, inchding
Identity Bridos Providers ...
4.5 Security and other measures
risks, inchuding protection of identity resources and parsonally
identifiable information
4.5.1 S=ourity and other measures, incduding usags polidies and dire ctives..
4.5.2 Protzction and use of Personally Identifisble Information

4.5 Auditing and compliance, inchiding policy enforcement and
protection of personally identifiable information .o, 25

International
Telecommunication
Union




Requirements for Global
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Provision of
credential,
identifier,
attribute,
and
pattern
identity
services
with known
assurance
levels
to all
Entities

16 requirements/recommendations
concerning support for identified entities

below

21 requirements/recommendations
applicable to 1dPs for credential, identifier,
attribute, pattern and assurance services

Especially important

Delegation
Lifecycle management

o o [ [ |

Interoperable protocols, including objects
Assurance/confidence metrics

Improved identity proofing and discovery for

public network identifiers in hierarchical
assignment identifier structures

/ End-User \ /Relying Parties\

Entities (Using asserted
(Requesting/Asserting identities)
Identities)

» Service or resource
provider
« Alliances

* Real persons
e Legal persons
« Institutions
* Organizations
* Guardians/agents
* Group
* Objects
* Physical
* Terminal devices
* Network equipment
* SIM or Smart Card
« Virtual
* Software
* Geospatial

@ Y

Identity
Providers
(to End-Users)

* Credential provider
* ldentifier provider
« Attribute provider

« Pattern/reputation

provider

* Discovery provider
« ldentity Bridge

provider

» Auditing or Policy

Enforcement provider

¢ Federations
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Discovery of
authoritative
Identify
Provider
resources,
services and
federations

® 3 requirements and
recommendations

¥ Especially important

g Global mechanisms for discovery
of asserted forms of identity

g Determining source for
“authoritative” identities

0 Interfederation bridging
capabilities

0 Should include characteristics
and policies of the interfaces,
dynamic registration and de-
registration of federation
relationships, authentication,
permissions, and attributes

0 Provider business agreements
and federation based policies
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7/ recommendations concerning
platform interoperability

Interoperability ¥ Includes the use of federations

among and ldentity Bridge providers by
authorization end users
m:r:g;fr%znt ¥ Important recommendations
platforms 0 Support for authentication domains
identity ' within alliances and federations
providers and
provider
federations,
including
Identity Bridge
Providers
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Security and
other
measures
for reduction
of identity
threats and
risks,
including
protection of
resources
and
personally
identifiable
information

13 recommendations applicable to IdPs
security of identity resources, including 4
specifically related to protection of
personally identifiable information

Important recommendations

i
O

Support for non-repudiation of assertions

Consider adopted global standards in ITU, I1SO
and other bodies for Identity Assurance and
Authentication

Dynamic establishment of time-limited trust
mechanisms for transient and changed
relationships

Support for terminal device objects (e.g., SIM
cards)

Notification of compromised identity resources
to affected parties

Support for multi-factor authentication

IdM identity proofing matching different
authentication contexts, especially when
requested

Provide levels of identity protection, including
support for relevant OECD privacy guidelines

Provide end user transparency and notification
capabilities relevant to protection of personally
identifiable information
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Auditing and
compliance,
including
policy
enforcement
and
protection of
personally
identifiable
information

3 requirements/recommendations for
auditing and compliance

Especially important

0 Support for use of auditing mechanisms
and exchange of information about
those mechanisms

0 Recommended time-stamp accuracy

Area where more work would occur in
Phase Il of the Focus Group
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Useability,
Scaleability,
Performance,
Reliability,
Availability,
Accounting,
International-
ization, and
Disaster
Recovery

3 recommendations applicable to
Useability, Scaleability,
Performance, Reliability,
Availability, Accounting,
Internationalization, and Disaster
Recovery

Important recommendation include
support for accounting mechanisms

Area where more work would occur in
Phase Il of the Focus Group
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Implications for NGN and other developments

Almost every ITU-T Study Group has new ldentity Management
action items arising from the requirements

0 Unclear how to coordinate

0 Significant WTSA 2008 implications

Requirements are essential network/cyber security
Requirements include changes to IdM administrative practices

TSB IdM responsibilities and ITU organs are similarly implicated
including responding to global IdM needs at WTSA and other
venues
0 How is global discovery of authoritative identifiers and other identity
resources going to occur
GSC-12 resolution calls for an ITU global coordinating role across
array of standards bodies

Requirements produce numerous new and evolved
0 Opportunities for business
0 Actions for government
Residual work on IdM aimed at
0 Transitioning the work into all ITU-T Study Groups and ITU-D
0 Dealing with objects and new NGN services
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