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Summary of Recommendations within ITU-T SGs under review for security considerations

WTSA-04 recognized the crucial importance of the information and communication infrastructure to practically all forms of social and economic activity and its vulnerability to cyber incidents. WTSA-04 Resolution 50 identified a number of concerns, and based on these concerns it resolved:
“that ITU-T evaluate existing and evolving new Recommendations, and especially signalling and communications protocol Recommendations, with respect to their robustness of design and potential for exploitation by malicious parties to interfere destructively with their deployment in the global information and communication infrastructure.”

Further, WTSA-04 Resolution 50 instructs the Director of the Telecommunication Standardization Bureau:

“to develop, in consultation with the chairman of TSAG and the appropriate study group chairmen, a plan to undertake the above-mentioned evaluation of relevant Recommendations at the earliest possible time considering resources available and other priorities, and to provide updates of the progress regularly to TSAG.”

Study Group 17, as the Lead Study Group on Telecommunication Security, proposed an Action Plan to address an obligation under WTSA-04 Resolution 50 – Cybersecurity and TSAG endorsed an action plan regarding security considerations in ITU-T Recommendations. 

TSAG-R 7, Report of the TSAG Meeting held in Geneva (7-11 November 2005), section 11.2.1 contains the agreed position by TSAG on network security:
“11.2.1
TSAG endorsed the action plan regarding security considerations in ITU-T Recommendations as in TSAG R-9, section 3.3.  All ITU-T study groups were encouraged to act accordingly.”

The TSAG R-9 section 3.3 notes the following action:

ACTION: TSAG is asked to endorse the following action plan and encourage all SGs to act accordingly:

[1] SGs to identify (under the lead of their SG chairmen) relevant Recommendations for review of adequate security considerations. To be completed at their next SG meeting.

[2] Relevant SGs to review Recommendations and to provide results each year to TSB, with a copy to SG 17, in time for the TSB Director to report to Council.

[3] SGs to consider means to ensure that security is taken into account in all new and revised Recommendations, so that security is taken into account upfront, not as an afterthought.

Study Group 17 has received information from many Study Groups identifying relevant Recommendations under review. The Table below summarizes the information received from Study Groups on relevant Recommendations. Study Groups are invited to review the information and provide updates to Study Group 17. 

Study Group 17 also notes that the document Security guidance for ITU-T Recommendations, developed to assist Study Groups in their review of Recommendations for security considerations is available at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html. 

	Relevant SG
	Recommendations within SG under Review for Security Considerations
	Other Items

	SG 2


	WP 1/2:

None

WP 2/2:

· E.408: Telecommunication networks security requirements. 

· E.409: Incident Organization and Security Incident Handling (Guideline) (in conjunction with SG17).
	None

	SG 4


	SG 4 has developed a series of Recommendations in M.3016 approved recently containing the security requirements, services and mechanisms for securing the management network. These documents address requirements for management applications and are in addition to existing Recommendations X.736, X.740, X.741, M.3210.1, Q.813, Q.815, and Q.817 that define models, protocols and PKI to overcome the threats identified for management. In addition SG 4 will also be working on a new area concerning the management of security information in the future.
	None

	SG9


	· J.112/J.122/J.126 – Transmission systems for interactive cable television services, with security framework in J.125

· J.160 … J.179 – Architecture and interface definitions for delivery of time-critical services over cable television networks using cable modems, with security framework in J.170
	None

	SG 11


	· Current suite of Recommendations were developed for use in a trusted network environment and as such did not need an explicit security considerations section.  

· All SG 11 NGN Recommendations will have to take into account security considerations.

· All new and revised Recommendations will incorporate a security section
	SG 11 agreed to commission a Security Ad Hoc Group during each SG meeting to ensure that coordination occurs on the subject of security on an ongoing basis

	SG 13


	· FGNGN-OD-00212

Security Requirements for NGN Release 1

· FGNGN-OD-00214

Guidelines for NGN Security Release 1
	Q.15/13 has been established on NGN Security.

In addition, SG 13 has decided that every ITU-T Recommendation developed have a security section.

	SG 15


	Action plan items under consideration.
	None

	SG 16


	· All new Recommendations that are currently or will be developing should be taken into account.

· TD 2113 provides review of H.235.x to Security Guidance document. 
	TD 2101 contained several questions on how to apply Security Guidance / X.805 to H.323 Recs. A response liaison (COM 17-LS 38) from Q.5/17 from a Rapporteur Meeting July 2005 provided additional clarifications.

SG 16 responded with TD 2113.

	SG 19


	· Draft Q.FMC stage 2: Fixed Mobile Convergence

· Draft Q.FNAB: Functional Network Architecture for Systems Beyond IMT-2000

· Q.MMR: Generic Framework of Mobility Management for Systems Beyond IMT-2000
· Q.MMF: Mobility Management Requirements for Systems Beyond IMT-2000
	None
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