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As a public interest company, MITRE
works in partnership with the government to
address issues of critical national importance.

BN
s r-jﬂﬁﬁ“\"f‘;x.h .
% ot O M'\Q\)J\“J\Kfa W

~A Qﬁ'\ R R ALV RANNS




Our Locations

= Principal locations in Bedford, Mass., and
McLean, Va., with more than 60 sites worldwide

McLean, Va.

MITRE

& 2010 The MITRE Comporation. & rights res enved.




=
MITRE’s Workforce . .. Our Key Asset

7,000 employees worldwide
Committed to public service

Technically skilled, highly collaborative

Work side-by-side with our sponsors

MITRE

& 2010 The MITRE Comporation. & rights res enved.




Today Everything’s Connected

Your System is "
attackable... b s
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b o " When this Other System gets subverted | _
Making through an un-patched vulnerability, a mis- i#?“_;_ i

Security
Measurable- configuration, or an application weakness... NN ¥
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Cyber Threats Emerged Over Time

email propagation of malicious code DDoS attacks
“stealth”/advanced scanning techniques — binary encryption
widespread attacks using NNTP to distribute attack increase in tailored worms
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Solutions Also Emerged Over Time
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Like Security - Networks Evolved
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Each new solution had to integrate with the existing solutions

-->> every enterprise ends up learning as they go and has a
“unique” tapestry of solutions with “local practices”

& A0 The MITRE Comporation. Al rights res enced.




But A More Supportable
Solution Is Possible with
Standardized Approaches
and the application of
Architecting Principles




Architecting Security with Information
Standards for COls
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What Do The Informational Building Blocks
for “Architecting Security” Look Like?

« Standard ways for enumerating "things we
care about”

 Languages/Formats for encoding/carrying
high fidelity content about the "things we care

about”

» Repositories of this content for use In
communities or individual organizations

* Adoption/branding and vetting programs to
encourage adoption by tools and services




The Building Blocks Are:

 Enumerations
— Catalog the fundamental entities in IA, Cyber Security, and Software
Assurance
* Vulnerabilities (CVE), configuration issues (CCE), software packages
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture
(CWE)
« Languages/Formats
— Support the creation of machine-readable state assertions, assessment
results, and messages

» Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (ARF), software security patterns
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a

vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS),
information messages (CAIF & *DEF)

« Knowledge Repositories
— Packages of assertions supporting a specific application

» Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS} asset inventory (NIST/DHS NVD)
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
— Interpret IA, Cyber Security, and SwA content in context of enterprise network
— Methods for assessing compliance to languages, formats, and enumerations

@ 2010 The MITRE Comporation. Al rights res ened.




Vulnerability Information Sharing
(circa 1998-1999)
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Vulnerability Information Sharing
(circa 1999+)
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a8 Microsoft Security Bulletin M510-071 - Critical: Cumulative Security Update for Internet Explorer (2360131)

Olick Here to Install Sikeerligit

United States Change | All Microsoft Sites

Microsoft | TechNet pErrm—— —

TechMet Home
Search far

(Go )
Techiet Securiby
| Security Bulletin Search
Library
Loaim
Downloads

Suippor

Vulnerability Information

TechCenters Downloads TechMet Program Subscriptions Security Bulletins Archive
Techiet Home > TechMet Security > Bulleting

Microsoft Security Bulletin MS10-071 - Critical
Cumulative Security Update for Internet Explorer (2360131)

Published: October 12, 2010  Updated: Cctober 13, 2010

Version: 1.1

General Information

Executive Summary

This security update resolves seven privately reported vulnerabllities and three publicly disclosed vulnerabilities in [nbermet
Explorer. The most severe vulnerabilities could allow remote code execution if 8 user views a specially crafted Web page
using Internet Explorer. Users whose accounts are configured to have fewer user rights on the system could be less

imnartad Fhon geare abhon naarabfs wsibth sdminicfral va ooer Fnhifs

T Top of section
[ Frequently Asked Questions (FAQ) Related to This Security Update

[ Saverity Ratings and Vulnerability Ic
[ AutoComplate Information Disciggire Vulnerability - CVE-2010-0808
[ HTML Sanitization Vulnerability™ CVE-2010-3243
[ HTML Sanitization Vulnerabil - CVE-2010-3324
ation Disclosure Vulnerability - CVE-2010-3325
ion Vuinerability - CVE-2010-3326
Disclosure Vulnerability - CVWE-2010-3327
[ Uninitialized Memory Corruptipn Vulnerability - CVE-2010-3328
£ Uninitialized Memory Corruptiolfy Vulnerability - CVE-2010-3329
[ Cross-Domain Information Disclosiyge Vulnerability - CVE-2010-3330

Sility - CVE-2010-3331

[ CSS Special Character Info
E Uninitialized Memory Corrug

[ Anchor Element Informatio

E Uninitialized Mamory Corruption Vulneé
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Oracle Critical Patch Update Advisory - October 2010

Dascription

A Critical Palch Updaio ia a colbctan of patches for muliple security vulinerabidities 11 ales includes MoOn-S0cuUnty

(because of nterdepandancioa) by those security patchos. Crtical Patch Updatas ane cumulaiive, oncoept an notod Delow, bul each sdvisory
dastribos only tho sscunty fises added sinca the provious Crigical Patch Updats. Thus, price Crticsl Palch Update Advisoras should ba
_revirwad for information reaarding oarier accusmulated sacurity fuss. Please refor to

Oracle Dotabase Server Risk Matrix
Package Remaote CVES VERSION 2.0 RISK (soo Risk Matrix Definitions) Last Aflscted
5 mrvellor Explait Patch sol =
Regul red #auth.¥ | Score | Vector | Complaxity | tcation | tiality inkagrity ability .““-.
" & & 10.1.0.5, Soo m
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10.1.0.5.
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11201
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CWVE-23010-1331 DaME_CDo [ 1) 56 |MNetwork Lo Hingla Fartial + Partiml+ | MNone
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10.1.0.5,
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rhn.redhat.com | Red Hat Support

i op '=_,-‘! . A r -‘,-"]'"' ___= J

Q redhat

hitp:/ /rhn.redhat.com/errata/RHSA-2010-0723.html

Errata Log In About RHN

@ Important: kernel security and bug fix update

Advisory:

Type:
Severity:
Issued on:

Last updated on:

Affected Products:

CVEs (cve.mitre.org):

RH5A-2010:0723-1
Security Advisory
Important
2010-09-29
2010-09-29

Red Hat Enterprise Linux (v. 5 server)
Red Hat Enterprise Linux Desktop (v. 5 client)

sa-20100723.xml

CVE-2010-1083
CVE-2010-2492
CVE-2010-2798
CVE-2010-2938
CVE-2010-2942
CVE-2010-2943
CVE-2010-301
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Mailing Lists

Apple Mailing Lists

Search!
"] Search only in security-announce list ]

APPLE-SA-2010-08-11-1 i0S 4.0.2 Update for iPhone and iPod touch

Subject: APPLE-5A-2010-08-11-1 i0S 4.0.2 Update for iPhone and iPod touch
From: Apple Product Security <emall@hidden>

Date: Wed, 11 Aug 2010 12:19:43 -0700

Delivered-1o0. email@hidden

Delivered-to: email@hidden

=====AEGIN PGP SIGNED MESSAGE=====
Hash: SHAL

APPLE-SA-2010-08-11-1 105 4.0.2 Update for iPhone and iPod touch

i0s 4.0.2 Update for iPhone and iPod touch is now available and
addressea the following:

CVE-ID:

CVE=-2010-1797
: I 15 ' Fough 4.0.1 for iPhone 3G and later,
ios 2. rougn 4.0 for iPod touch (ind generation) and later
Impact: Viewing a PDF document with maliciously crafted embedded
fonts may allow arbitrary code execution

Description: A ll'.l.-:.'r. huﬂlr overflow exists in I':rll'rﬂu ] hl.ndlinq
# " ™ ™ i L s ' © A il ™ i ""' s




CVE 1999 to 2010
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CVE is Widely Used & Available
44 144 and climbing...
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CVE Vendor/Industry Engagement
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Knowledge Repositaries

Vulnerability

Operations Security Management Processes
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Vulnerability Type Trends:

A Look at the CVE List (2001 - 2007)

- XS5

- buf
sql-inject

—— dot

- php-include
infoleak

—— dos-malform
link

— format-string
crypt
priv
perm
metachar
int-overflow

g e

2001

2002 2003 2004 2005 2006 2007 MITRE.




Removing and Preventing the Vulnerabilities
Requires More Specific Definitions...CWEs

Failure to Sanitize Directives in a Web Page (aka 'Cross-site scripting’ (XSS)) (79)

= Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic X55) (80)
= Failure to Sanitize Directives in an Error Message Web Page (81)

= Failure to Sanitize Script in Attributes of IMG Tags in a Web Page (82)

= Failure to Sanitize Script in Attributes in a Web Page (83)

= Failure to Resolve Encoded URI Schemes in a Web Page (B4)

= Doubled Character X535 Manipulations (85)

= |nvalid Characters in |dentifiers (86)

= Alternate X55 syntax (B7)

sqgl-inject
dot
—— php-include
infoleak
—— dos-malform

Failure to Constrain Operations within the Bounds of an Allocated Memory Buffer {119)
* Unbounded Transfer ('Classic Buffer Overflow’) (120)
* Write-what-where Condition (123}
= Boundary Beginning Violation ('Buffer Underwrite’) (124)
= Qut-of-bounds Read (125)
* Wrap-around Ermor (128)
» Unchecked Array Indexing (129)
* Incorrect Calculation of Buffer Size (131)
= Miscalculated Null Termination (132)
= Return of Pointer Value Oulside of Expected Range (466)

link
format-string
crypt

priv

perm
metachar
int-overflow

Path Traversal (22)

= Relative Path Traversal (23)

Path Traversal: . Milename' (29)

Path Traversal: "din..\filename' (30)
Path Traversal: 'dir\. \filename' (31)
Path Traversal: "..." (Triple Dot) (32)
Path Traversal: "...." (Multiple Dot) (33)
Path Traversal: '..../" (34)

Path Traversal: "....../I" (35)

= Absolute Path Traversal (36)
* Path Traversal: /absolute/pathname/here’ (37)
* Path Traversal: "absoluie‘pathnameihere’ (38)
+ Path Traversal "C.dirname’ [39)
= Path Traversal: "\UNC\share\name\' (Windows UNC Share) (40)

@ 2010 The MITRE Comporation. Al rights res ened.




Wouldn’t it be nice if
the weaknesses in
software were as
easy to spot and
their impact as easy
to understand as a
screen door in a
submarine...



But remember, there are people that are out there
trying to take advantage of vulnerabilities and
weaknesses in your technologies, processes, or

practices...



...which we can respond
to with defensive and

offensive security
capabilities. .

+
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000 CWE - 2010 CWE/SANS Top 25 Most Dangerous Software Errors.

< W Common Weakness Enumeration
. A Community -Dey cloped Dbictionary of Software Weakness Thypes

http:/ /cwe.mitre.org /top25 /index.html

(|
<l '_r' —Cqule Q
MOST DANGEROUS

SOFTWARE
ERRORS

Homa > CWE/SANS Top 25 2010 Search by ID: Go
CrIra——
mot oenary vew | 2010 CWE/SANS Top 25 Most Dangerous CWE/SANS Top 25
Contributors
Development View
il Software Errors Soncition el
Arports Monster Mitigations
m Copyright @ 2010 The MITRE Corporation Eocus Profiles
http://cwe. mitre.org/top2 5/ On the Cusp
s Documents & Podcasts
Documents Training Materials
Top 25 FAQ
Top 25 Process
Retated Activities Document version: 1.06 (pdf) Date: September 27, 2010 Change Log
Discusalon Liat SANS News Release
Reseafch
S i Project Coordinators: Document Editor: Section Archives
e Bob Martin (MITRE) Steve Christey (MITRE) 2009 CWE/SANS Top 25
_ Mason Brown (SANS) Supporting Quobes
Caletdar Alan Paller [SANS) Contributors
Free Newsletier Dennis Kirby (SANS) On The Cusp
Change Log
Program
B irerments
Declarations
IR T Introduction
Search the Site The 2010 CWE/SANS Top 25 Most Dangerous Software Errors is a list of the most widespread and

critical programming errors that can lead to serious software vulnerabilities. They are often easy to
find, and easy to exploit. They are dangerous because they will frequently allow attackers to
completely take over the software, steal data, or prevent the software from working at all.

The Top 25 list is a tool for education and awareness to help programmers to prevent the kinds of
vulnerabilities that plague the software industry, by identifying and avoiding all-too-common
mistak&s that occur befnre sﬂl"tware is even shlpp&d Suﬂ:ware customers can use l:hE same list to

d el
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2 &ﬁ;ﬂ: Improper Neutralization of Special Elements used in an SQL
mand ("SQL Injection')

Summary

Weakness Prevalence High Consequences Data loss, Security bypass m
Remediation Cost Low Ease of Detection Easy

Attack Frequency Often Attacker Awareness High

Discussion

These days, it seems as if software is all about the data: getting it into the database, pulling it
from the database, massaging it into information, and sending it elsewhere for fun and profit. If
attackers can influence the SQL that you use to communicate with your database, then
suddenly all your fun and profit belongs to them. If you use SQL queries in security controls
such as authentication, attackers could aiter the logic of those queries to bypass security. They
could modify the queries to steal, corrupt, or otherwise change your underlying data. They'll
even steal data one byte at a time if they have to, and they have the patience and know-how
to do so.

Technical Detalls | Code Examples | Detection Methods | References

Prevention and Mitigations
Architecture and Desian

Use a vetted library or framework that does not allow this weakness to occur or provides constructs
that make this weakness easier to avoid.

For example, consider using persistence layers such as Hibernate or Enterprise Java Beans, which can
provide significant protection against SQL injection if used properly.

Architecture and Design

If available, use structured mechanisms that automatically enforce the separation between data and
code. These mechanisms may be able to provide the relevant quoting, encoding, and validation
automatically, instead of relying on the developer to provide this capability at every point where output
is generated.

Process SQL queries using prepared statements, parameterized queries, or stored procedures. These

features should accept parameters or variables and support strong typing. Do not dynamically construct
| p I .II 5 |I EI . —— =| i 2] & o =|q - :I Iﬁ“:.: ﬁlﬁﬂlﬁﬂi"hl :h:.:‘ T T, T
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e W L] CAPEC - CAPEC-66: 50U Injection (Release 1.5)

i

‘:_".-_‘_J B S 'ﬂ‘.,l l':_ﬁ_ hinp: | feapec. mitre. org / data fdefinitions /66 himl i

€APE

Homa > CAPEC List > CAPEC-848: SQL Injection [Relaase 1.5)
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Documents
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Common Attack Pattern Enumeration and Classification
A Community Knowledge Resource for Building Secure Software

sesrch by ID: [ ©

CAPEC-66: SQL Injection

Attack Pattern ID: 66 | Srandard

Affaci Peftern Completeness. Complet

Status: Draft
CAPEC = CAPEC=T: Mlingd SO Inpection (Relsass 1.5)

Typical Severity: High

T

" n itp: | {capec mare o ( daia fdeFininoes | T inim

* Description
Summary

This attack exploits target sq
An attacker crafts input str
statements based on the Ing
those the application INke S Arr - A S —— e ——
SQL Injection results from f
specially crafted user-contro
validation as part of SQL 4uj

ODlE

Common Attack Pattern Enumeration and Classification
A Community Knowledge Resource for Builkding Secure Software

EITHE CAPEC-7: Blind SQL Injection

TR O AN ECE W e

ways not envisaged during np— Atisck Pattern ID! 7 | Owisifed ddiecs Sy Typlcsl Ssverity) High Status! [vaf
design of the application, it { EEEITIE oo Compls
database execute system-re| . o * Description
enables an attacker to talk d Commntty | Summanry
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CWE Compatibility & Effectiveness Program

( launched Feb 2007)
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All organizations participating in the CWE

Compatibility and Effectiveness Program are TOTALS

listed below, including those with CWE- Organizations Participating: 29

Compatible Products and Services and those Products & Services: 48

with Declarations to Be CWE-Compatible.

Products are listed alphabetically by organization name:
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