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			Executive summary

			This document introduces a decentralized approach to the smart city data management that is labeled decentralized smart city environment and enables the users to have full control over their data. This decentralized approach can apply rules on data ownership, while it is expected to enable the development of new social value through increased transparency and equity in data access, and even enable the appearance of new business models. 

			The report presents the existing standards for data privacy during data flows in smart city. Moreover, the decentralized smart city environment reference architecture is introduced and explained, it will be scalable, open and privacy aware. Additionally, when decentralized smart city environment will be clarified in technological terms, it can show how it can be “adjusted” to serve any type of city, and the standardization of its flows can be defined. 

			In this respect, the contribution of this report is twofold: i) it justifies and determines how the management of the access control to a set of data by the data owners and the selective access to subsets of the data for different users and different services can be achieved, and ii) provides the reference architecture of decentralized smart city environment. 

		

		

		
			1	Introduction

			This document deals with the following problem: The Smart City (SC) is evolving to a Hub, which brings together all the city data and resources, to achieve the goals and fulfill the purposes that it has set itself effectively and seamlessly. The ownership of these data and the ways in which it is collected, shared, processed and transformed into information, is still under investigation. Moreover, the collected data can contain personally identifiable information, and may be subject to privacy and data protection regulations, including the “right to be forgotten”. Even if the data are anonymized to remove the sensitive information, the use of the metadata in conjunction with artificial intelligence / machine learning (AI/ML) algorithms can still produce information that can be of a sensitive nature.

			The access to the Smart City data is not standardized and is primarily platform specific as there is limited research that focuses on corresponding standardization. The data storage options vary from data dumps in files to access through application programming interfaces (APIs) for more advanced platforms. In all cases, the Smart City platform administrators have full access to the data. It is also very hard, and in some cases even impossible, to control which subset of the data will be accessible to third-party platforms and services. Once access is granted it is not practically possible to apply a fine-grained Role-Based Access Control (RBAC) on the data itself. Usually, RBAC is applied on the type or the location of the data sources.

			The existing centralized approach has the following drawbacks:

			−	No requirements for the API standardization are introduced to the data providers.

			−	When the central authority is compromised by internal or external attackers, they gain access to the complete set of the data.

			−	The users, who are the producers of the data, have no control over how their data are used and shared.

			This initiative aims to introduce a decentralized approach to the Smart City data management so enabling the users to have full control over their data. This decentralized approach will apply rules on data ownership, while it is expected to enable the development of new social value through increased transparency and equity in data access, and even enable the appearance of new business models.

			This document aims to provide answers to the following research questions: 

			1)	How can the Smart City platform be transformed into a decentralized environment (DCITY) that will ensure data privacy and data ownership?

			2)	What are the requirements and the architecture of the decentralized smart city environment ?

			Initially the appropriate standards for data privacy during data flows in Smart City must be defined (RQ1). Moreover, this decentralized smart city environment standardization and interoperability must be secured to allow the management of the access control to a set of data by the data owners and the selective access to subsets of the data for different users and different services. Finally, the decentralized smart city environment reference architecture must be determined (RQ2). These efforts will help the cities and communities to host “a decentralized system - the decentralized smart city environment”, which will be scalable, open and privacy aware. Additionally, when this environment is clarified in technological terms, it will show how it can be “adjusted” to serve any type of city and the standardization of its flows can be defined. As such, the contribution of this study is twofold: i) it determines how the management of the access control to a set of data by the data owners and the selective access to subsets of the data for different users and different services can be achieved; and ii) it provides the reference architecture of a decentralized approach.

			2	Background

			Although “city hubness” has been discussed broadly in urban studies, the smart city decentralization is still missing from the literature. Furthermore, the smart city appears to concern “innovation” in the urban space based primarily on information technologies; however, this innovation role is still under exploration. Big vendors view the Smart City as an open platform that boosts city innovation and must be explored further for this innovation potential. 

			Several smart city platform installations exist around the world. Some cities use open platforms, while others have installed commercial products that also serve the demand for city’s data collection, analysis and visualization, and for remote utility management, which concern the traditional Smart City-as-Hub approach [1]. The wealth of data produced by the smart city sensors can be used either as they are or combined with one another to provide additional insights using data fusion techniques [17]. Decentralized smart city environments have not yet appeared, regardless the existence of decentralized solutions used in cities (e.g., tokenization, decentralized autonomous organizations,). Moreover, data privacy and ownership have not yet been standardized in smart city environments and the corresponding research is missing, regardless the corresponding policy-making efforts that can be observed (i.e., from the European Commission [18]).

			3	Gap Analysis on data sovereignty

			The need for data sovereignty among the wealth of available data providers, on cloud and on premises, has led to the appearance of various initiatives. Among the most active ones in the European Union are International Data Spaces (IDS) and Gaia-X [19].

			3.1	International data spaces: strategies and choices

			Data spaces is an initiative to enable the seamless exchange of information among independent data providers in a secure, self-sovereign and standardized way. As described in the purpose statement of data spaces [13]:

			

			“The international data spaces (IDS) are virtual data spaces leveraging existing standards and technologies, as well as governance models well-accepted in the data economy, to facilitate secure and standardized data exchange and data linkage in a trusted business ecosystem. It thereby provides a basis for creating smart-service scenarios and facilitating innovative cross-company business processes, while at the same time guaranteeing data sovereignty for data owners.”

			A reference architecture has been proposed that provides guidance on the implementation of such a data space in accordance with the initiative’s goals and values. The reference architecture is defined in the business, functional, information, process and system layer; the latter is depicted in the figure below (Figure 1).

			Figure 1: IDS System Layer (Source: IDS RAM, 2023)
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			International data space focuses on the process, governance and data exchange among the various participants and is agnostic on the underlying infrastructure. However, as this is equally important for the overall data management strategy, a separate initiative has been looking into this, namely Gaia-X.

			3.2	Gaia-X

			Gaia-X is an initiative to develop a federated secure data infrastructure based on the values of transparency, openness, data protection and security, which can be applied to cloud technologies to obtain transparency and controllability across data and services (Figure 2). As described in the Vision & Strategy document [14]:

			“Gaia-X represents the next generation of data infrastructure: an open, transparent, and secure digital ecosystem, where data and services are available, collated, and shared in an environment of trust.

			The architecture of Gaia-X is based on the principles of decentralisation and federation. Gaia-X allows many individual platforms to follow a common standard – the Gaia-X standard to work together.”

			The goals of Gaia-X are to:

			•	Define Gaia-X architecture & rules

			•	Provide open implementation

			•	Act as a qualification authority for Gaia-X compliance

			Although not specific to Smart Cities, or Smart City Platforms (SCPs), Gaia-X can provide guidelines for allowing the interoperability between SCPs of SCPs and other platforms, as long as all involved parties a Gaia-X compliant.

			

			Figure 2: Gaia-X conceptual model (Source: Gaia-X Architecture Document - 22.10 Release, 2023)
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			4	Data sovereignty and API requirements in a Decentralized Smart City

			Applying the decentralized model in the smart city context introduces a whole new range of possibilities for the lifecycle of IoT devices and data management, from the roll out, to operations and decommissioning of the devices. Our focus in this document is data sovereignty, privacy and ownership. The traditional centralized approach (described as Smart City-as-Hub architecture [1]) of a smart city assumes the responsibility for generating, transmitting, and storing the data produced by the Internet of Things (IoT) devices is delegated from the smart city Authorities to the IoT platform vendor. A decentralized model of a smart city, the decentralized smart city environment, does not make any assumption or delegation of responsibility among the various actors but rather allows them to explicitly and autonomously decide how the data are transmitted, stored and shared.

			A comparison of the current centralized model with the envisioned decentralized approach is presented in the following sections.

			4.1	Centralized approach

			The centralized model in data ownership is best presented in the form of an example. A smart city uses smart water-meters in order to monitor and manage water consumption. The devices generate a time-series of measurements for each water meter that belongs to a specific household. These data may be of interest to stakeholders that should have access to a subset of this data: they could have access to the consumption pattern without knowing to whom the data belong, or have access to the owner and the monthly data of some users but not others.

			The traditional approach to solving this problem is to have data stored in a centralized database owned by an authority that has complete access to all information. This authority allows selective access to this data to external services using RBAC, Attribute Based Access Control (ABAC), Access Control Lists (ACL) or similar pattern. 

			

			The centralized nature of this approach has the following drawbacks:

			–	the central authority can be compromised by internal or external attackers who can gain access to the complete set of the data; and

			–	the producers of the data have no control over how their data are used and shared

			The Reference framework of an SCP (ITU-T Y.4201) [16] in Figure 3 depicts this scenario in detail when assuming that the “Database and computation systems” on the right are centralized databases.

			Figure 3: Reference framework of an SCP (Source: Recommendation ITU-T Y.4201)

			[image: Figure 3: Reference framework of an SCP (Recommendation ITU-T Y.4201)]

			4.2	Decentralized approach

			In the “analogue” world, the identity and data management are mostly decentralized. Taking the proof of identity using a passport as an example, the passport document is issued by an issuing authority and handed physically to the owner. When the passport holders want to prove their identity to another authority, e.g., the immigration control in an airport, they physically present the passport document. Assuming the immigration control trusts the issuing authority, access is granted to the individual. In this simple example the proof of identity was always at the hands of the individual, and the passport holder was in control of when, how and to whom they presented it.

			

			Figure 4: Analogues approach to identity issuing, validation and verification (Source: Author)
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			In the virtual world, proof of identity is controlled centrally by the issuing authorities and can be modified, shared or even deleted without any control by the individual. As an example, a simplified identity flow looks something like this: a user requests an identity account (e.g., an e-mail) from a provider. Using this e-mail, the user registers on an online service. The service is using the provided identity to validate the user’s identity via, for example, a verification e-mail or a single-sign-on token. After successful registration, the user can use this identity to access the service. The identity itself, however (i.e., the e-mail account) is not physically owned by the user. In fact, the identity provider can disable access to the account thus restricting or even completely disabling the user’s access to the service.

			

			Figure 5: Digital, centralized approach to identity issuing, validation and verification (Source: Author)
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			The Decentralized Identifiers (DID) [3] and Verifiable Credentials (VC) [8] provide a decentralized approach to identity issuing, validation and verification. Instead of a centralized authority that issues, owns and manages the identity information of an entity, the entity itself is issuing “claims” that are “attested” by authorities. For example, an individual creates a “claim” that she is 18 years old, has a permanent address and that she can drive a car. This claim is presented to one or more authorities that “attest” them, e.g., a municipality that, after confirming the person’s date of birth and residence, confirms the respective claims and a driving examination centre that confirms that the person has successfully completed the driving lessons and practical examination. Once the claim is attested by these two authorities, the person can present it to anyone who requests this information. The claim itself is owned and controlled by the person, not the attestation authorities. When someone requests the person to prove the claim, the person presents it, and the verifier confirms that: a) the attestation authorities are trusted; b) that the attestation has not been revoked; and c) that the claim is valid. If not, all information needs to be disclosed to the verifier, for example when the individual is requested to present their driver’s licence to a police officer, they can choose to disclose their age and driving ability but not their address. This selective disclosure of identity information is, in fact, a step further to the “analogue” identity management (Figure 6).

			

			Figure 6: Digital, decentralized approach to identity issuing, validation and verification (Source: Author)
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			A decentralized approach to the identity management utilizing DID and VC would allow users to have control over their identity [3, 6] and data. This decentralized approach will apply rules on data ownership [5, 7], while it is expected to enable the development of new value and corresponding business models [4, 9]. The use of VC as a means to achieve decentralization is also included in the Gaia-X Trust architecture and trust framework [11, 12]. In addition, as a starting point of the decentralized smart city environment architecture the latest architectural approaches (i.e., based on ITU T Recommendation ITU-T F.751.112 [10]) (Figure 7) can be used. 

			Figure 7: Schematic diagram of the detailed Distributed Ledger Technology (DLT) architecture (Source: Recommendation ITU-T F.751.2)

			[image: Figure 7: Schematic diagram of the detailed DLT architecture (Recommendation ITU-T F.751.2)]

			Another aspect of the smart city that can move from centralized to decentralized architectures is that of Software-as-a-Service (SaaS) applications. In traditional deployment models, a web application that accesses a service to retrieve data relies on executable code that is developed, deployed, and operated by specific companies or organizations. The developers, operators and administrators of these companies have complete control over the execution environment of the code that provides each service. For this reason, security policies and controls are put in place so that any abuse of this power has legal repercussions. 

			

			The decentralized equivalent of centralized owned and operated executable code is a Smart Contract [7, 9]. A Smart Contract in simple words is a computer program that is deployed in such a way that when executed no one, including the author of the code itself, has control over its state and execution environment and cannot modify it without being detected. In other words, a Smart Contract is a computer program that is autonomous. The Smart Contract introduces a completely new domain for application that can operate in a completely trustless environment without the need for a central authority. 

			4.3	High Level Architecture of decentralized smart city environment 

			The High-Level Architecture (HLA) of decentralized smart city environment combines the HLAs of the Smart City with the HLA of Distributed Ledger Technology (DLT) architecture in order to enable the use of verifiable credentials (VC) in the smart city context. The integration point of the two architectures is the Data and Computation providers’ part of Figure 3 and the DLT Application layer of Figure 7. The Reference Architecture of the decentralized smart city environment is depicted in Figure 8.

			Figure 8: Decentralized smart city environment reference architecture (Source: Author)
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			The left part of the reference architecture is described in detail Reference framework of an SCP Recommendation ITU-T Y.4201 [16], whereas the right part is discussed in detail in Recommendation ITU-T F.751.2: Reference framework for distributed ledger technologies [10]. The decentralized smart city environment layer is depicted in between and is where the VC are implemented as a set of Smart Contracts in a DLT application that runs on top of a DLT. This will enable the smart city infrastructure to leverage them in the data management flows. This integration will make possible data flows that allow a Smart City citizen to control the access to the data that are generated by IoT devices in a decentralized and self-sovereign fashion.

			In the scenario depicted in Figure 9, the City Authorities provide the attestation services to all smart city platform stakeholders. The citizens, smart city platform providers and external organizations obtain VC that include their claims on what data they can provide or have access to. Subsequently, in each interaction among these parties, every request is validated against these claims. The decentralized nature of this approach does not require the validation of each request with the involved parties. As long as a stakeholder trusts the cryptographic signature of the rest, then it is sufficient to validate the claims presented and, if they are cryptographically correct, fulfill the request.

			

			Figure 9: Decentralized smart city environment stakeholder interactions (Source: Author)
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			As an example, we can consider citizens who have a smart water meter with a unique identifier (ID) installed in their property. The citizens obtain an attestation from the city authorities for a claim that a meter with the said ID is installed in their property. An external organization responsible for billing obtains an attestation for the city authorities to access the measurement data of smart water meter devices only. The smart city platform provider trusts the attestation issued by the city authorities. With this setup, citizens can request access to their data from the smart city provider by presenting the claim that they own the smart meter without disclosing any other additional information about their identity. The smart city platform provider can validate the claim is valid and provide the requested data. At the same time, the external organization responsible for the billing can request the measurement information for all water meter using their claim that the smart city provider can also validate without obtaining any additional information about the citizens data.

			4.4	A note on DLT energy consumption

			The selection of the DLT technology can have an enormous impact on its energy consumption. The various DLT models have been analysed in detail in [15]. The summary of the relationship between energy consumption and DLT usage is that as the level of trust among the participants decreases, the energy consumption increases. For smart city applications it is assumed that the stakeholders are participating in good faith and have agreed on the common goal of service the citizens need in the best possible way. For this reason, it is recommended to deploy a DLT infrastructure that uses either Proof of Stake (PoS) of Proof of Authority (PoA) consensus models, which have significantly less energy consumption compared with the Proof of Work (PoW) that is used in the cases in which the DLT participants cannot assume any level of trust among them.

			4.5	Decentralized smart city environment requirements

			In the previous sections, we have assumed the existence of a Smart City Platform and a DLT for supporting the decentralized smart city environment architecture. These are the minimum requirements for the decentralized smart city environment concept as they fulfill the following roles:

			1)	The Smart City Platform provides all the functionality described in Recommendation ITU-T Y.4201 [16] in order to support the smart city functions. This functionality could be implemented as Smart Contracts running on-chain on the DLT. However, the code complexity of this approach would be significantly higher. Furthermore, the performance of Smart Contracts execution is order of magnitudes lower than that of the code used by the Smart City Platform. It is, therefore, not practically possible to replace the Smart City Platform with a DLT.

			2)	The DLT provides the decentralization aspect of the decentralized smart city environment concept. This cannot be implemented using the standard software architectures used in a Smart City Platform. Consequently, it is mandatory to deploy a DLT as part of the decentralized smart city environment architecture. The only requirement for the DLT itself is the support of Smart Contracts that can be used to implement the VC and DID that have been discussed in the previous sections.

			5	Conclusions

			Decentralized smart city environment is an innovative approach, with significant areas for study and development, and with high potential impact, since it addresses forthcoming urban challenges and views the dynamic smart city domain from a highly systemic and social perspective, including the existing privacy concerns [20]. 

			In terms of the research questions introduced in this document, the use of VC and/or other decentralized technologies for identity and data management can advance smart city platforms to a decentralized smart city environment model (RQ1). The architecture of the decentralized smart city environment will expand on the existing SCP and DLT architectures and provide the connection among the components needed to achieve decentralization (RQ2).

			A decentralized approach in the data management of the smart city data can have far fetching implication in other areas as well, as for example that of data fusion. The introduction of data ownership and control mechanism for the data producer may disrupt the current approaches used to combine data from various data sources. At the same time, these mechanisms can lead to higher engagement of the smart city citizen who will have to be at least informed and possibly actively involved in initiatives that make use of their data.
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