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[bookmark: p1rectexte]Technical Report ITU-T XSTR.AI-GSB
Guidelines for security benchmark for foundation models
[bookmark: _Toc235443580][bookmark: _Toc238051920][bookmark: _Toc241506951]1	Scope
This Technical Report identifies framework, dimensions, metrics and implementation methods for foundation models in security benchmark.
It covers the following aspects:
–	framework of security benchmark;
[bookmark: OLE_LINK155]–	dimensions of security benchmark;
–	typical security threats for foundation models;
–	metrics of security benchmark;
–	methods for security benchmark.
[bookmark: _Toc235443581][bookmark: _Toc238051921][bookmark: _Toc241506952]2	References
[ITU-T F.748.44]	Recommendation ITU-T F.748.44 (2025), Assessment criteria for foundation models – Benchmark.
[bookmark: _Toc235443582][bookmark: _Toc238051922][bookmark: _Toc241506953]3	Definitions
[bookmark: _Toc235443583][bookmark: _Toc238051923][bookmark: _Toc241506954][bookmark: OLE_LINK101]3.1	Terms defined elsewhere
This Technical Report uses the following terms defined elsewhere:
3.1.1	benchmark [b-ITU-T E.800]: Evaluation of performance value/s of a parameter or set of parameters for the purpose of establishing value/s as the norm against which future performance achievements may be compared or assessed.
[bookmark: OLE_LINK3]3.1.2	foundation model [b-ISO/IEC 22989]: AI model that can be used for or readily adapted to a wide range of tasks in one or more domains.
NOTE 1 – A typical way to build a foundation model is to apply supervised machine learning or self-supervised machine learning on a large amount of data.
NOTE 2 – A foundation model can be used as part of various applications, tasks and use cases, which do not necessarily involve generative AI.
[bookmark: _Toc235443584][bookmark: _Toc238051924][bookmark: _Toc241506955]3.2	Terms defined in this Technical Report
None.
[bookmark: _Toc235443585][bookmark: _Toc238051925][bookmark: _Toc241506956]4	Abbreviations and acronyms
This Technical Report uses the following abbreviations and acronyms:
AI	Artificial Intelligence
OOD	Out-of-Distribution
PII	Personally Identifiable Information
[bookmark: _Toc235443586][bookmark: _Toc238051926][bookmark: _Toc241506957]5	Conventions
None.
[bookmark: _Toc235443587][bookmark: _Toc238051927][bookmark: _Toc241506958]6	Framework of security benchmark
[bookmark: OLE_LINK29][bookmark: OLE_LINK30]The security benchmark is crucial for assessing foundation model security, proactively identifying potential vulnerabilities, providing clear improvement directions for model developers and facilitating the rapid iteration of security technologies. The security benchmark serves as a common method for evaluating the security of foundation models by designing reasonable requirements, metrics, data and methods. Figure 1 illustrates the framework of security benchmark for foundation models, encompassing the dimensions of security benchmark, typical security threats of foundation models, metrics of security benchmark and methods of security benchmark.
[image: Framework of security benchmark for foundation models]
Figure 1 – Framework of security benchmark for foundation models
[bookmark: _Toc235443588][bookmark: _Toc238051928][bookmark: _Toc241506959]7	Dimensions of security benchmark
[bookmark: _Toc235443589][bookmark: _Toc238051929][bookmark: _Toc241506960]7.1	Reliability
[bookmark: OLE_LINK89]Evaluating the reliability of content generated by foundation models, with a focus on examining the consistency and factuality of the content, including:
a)	Consistency: The foundation model generates stable and uniform content, maintaining logical coherence within a single context.
b)	Factuality: The foundation model generates factual and objective content, maintaining response accuracy in complex reasoning problems.
[bookmark: _Toc235443590][bookmark: _Toc238051930][bookmark: _Toc241506961]7.2	Robustness
Evaluating the robustness of foundation models, with a focus on their resistance to input perturbation and performance stability in different environments, including:
a)	Perturbation resistance: The foundation model maintains response stability under input perturbations, including tolerance to textual or image perturbations.
b)	Resilience against inductive attacks: The foundation model resists inductive attacks, including prompt injection and jailbreaking, to prevent the circumvention of its predefined security constraints.
[bookmark: OLE_LINK28][bookmark: OLE_LINK31]c)	Environmental adaptability: The foundation model maintains output stability under different external conditions, such as proper handling of input anomalies such as misspellings or non-standard expressions.
[bookmark: _Toc235443591][bookmark: _Toc238051931][bookmark: _Toc241506962]7.3	Privacy protection
Evaluating the privacy protection capabilities of foundation models, with a focus on examining the technical measures and risk prevention effects adopted throughout the model's lifecycle (training and generation), including:
a)	Privacy protection in content generation: The foundation model is equipped with privacy leakage prevention capabilities during content generation, such as preventing the disclosure of user-sensitive information and personally identifiable information (PII).
b)	Resistance against privacy attacks: The foundation model mitigates privacy-related attacks, including membership inference attacks, model inversion attacks, reconstruction attacks and training data leakage.
[bookmark: _Toc235443592][bookmark: _Toc238051932][bookmark: _Toc241506963]7.4	Poisoning resistance
Evaluating the poisoning resistance of foundation models, with a focus on examining their ability to avoid generating harmful content:
a)	Harmful output prevention: The foundation model resists generating harmful content, including content that may endanger individual or societal safety.
[bookmark: _Toc235443593][bookmark: _Toc238051933][bookmark: _Toc241506964]7.5	Controllability
Evaluating the controllability of foundation models, with a focus on examining their ability to monitor task execution behaviour to prevent unsafe or unauthorized actions during task execution, including:
[bookmark: OLE_LINK32]a)	Out-of-control prevention: The foundation model adheres to predefined security rules and requirements throughout its intermediate steps and final results during task execution.
b)	Access control: The foundation model rejects the execution of unauthorized commands and prevents unauthorized data access.
[bookmark: _Toc235443594][bookmark: _Toc238051934][bookmark: _Toc241506965][bookmark: OLE_LINK137]8	Typical security threats of foundation models
This clause identifies the typical security threats of foundation models, clarifies their core characteristics, occurrence scenarios and correlations with the five core security benchmark dimensions specified in clause 7. These threats are derived from the full lifecycle of foundation models and reflect the cross-dimensional nature of foundation model security challenges, providing a threat-oriented basis for the design of security benchmark metrics and methods in subsequent clauses.
[bookmark: _Toc235443595][bookmark: _Toc238051935][bookmark: _Toc241506966]8.1	General characteristics of typical security threats
The typical security threats of foundation models exhibit three key characteristics that distinguish them from traditional ICT security threats:
a)	Cross-dimensional correlation: A single risk may simultaneously impact multiple security benchmark dimensions (e.g., prompt injection affects reliability, privacy protection and controllability).
b)	Lifecycle dependence: Risks arise from specific stages of the foundation model lifecycle, with training-stage risks (e.g., data poisoning attack, backdoor implantation) and inference-stage risks (e.g., prompt injection, membership inference attack) being the most prominent.
c)	Concealment and variability: Many risks (e.g., backdoor implantation, OOD generalization failure) are not immediately detectable and may manifest only under specific input conditions or operational scenarios.
[bookmark: _Toc235443596][bookmark: _Toc238051936][bookmark: _Toc241506967]8.2	Typical security threats and their correlation with benchmark dimensions
The following typical security threats are categorized based on their core occurrence mechanisms, with explicit correlation to the five security benchmark dimensions (reliability, robustness, privacy protection, poisoning resistance, controllability).
[bookmark: _Toc231406492][bookmark: _Toc231336198][bookmark: _Toc231492446][bookmark: _Toc231329733][bookmark: _Toc231331432][bookmark: _Toc235443597]8.2.1	Prompt injection
a)	Core description: An attack where adversaries construct malicious prompts to bypass the foundation model's security safeguards, inducing unauthorized behaviour, privacy leakage or generation of harmful content during the inference stage.
b)	Occurrence scenario: Adversaries use role-playing, goal hijacking or reverse inducement prompts to manipulate model outputs.
c)	Correlation with dimensions: robustness, privacy protection, controllability.
[bookmark: _Toc231492447][bookmark: _Toc231406493][bookmark: _Toc231336199][bookmark: _Toc231331433][bookmark: _Toc231329734][bookmark: _Toc235443598]8.2.2	Data poisoning attack
a)	Core description: A training-stage attack where adversaries inject malicious samples or tamper with labels in the training dataset, leading the model to produce incorrect outputs, embed hidden malicious logic or degrade in performance during inference.
b)	Occurrence scenario: Adversaries insert mislabelled data or toxic content into the training corpus of a natural language foundation model.
c)	Correlation with dimensions: reliability, robustness, poisoning resistance.
[bookmark: _Toc231331434][bookmark: _Toc231329735][bookmark: _Toc231492448][bookmark: _Toc231336200][bookmark: _Toc231406494][bookmark: _Toc235443599]8.2.3	OOD generalization failure
[bookmark: OLE_LINK33]a)	Core description: An inherent vulnerability where the foundation model experiences a sharp decline in performance when processing inputs that fall outside the distribution of its training data (out-of-distribution (OOD)).
[bookmark: OLE_LINK34]b)	Occurrence scenario: A vision foundation model trained on urban traffic scenes fails to recognize objects in rural off-road environments.
c)	Correlation with dimensions: reliability.
[bookmark: _Toc231336201][bookmark: _Toc231331435][bookmark: _Toc231492449][bookmark: _Toc231329736][bookmark: _Toc231406495][bookmark: _Toc235443600]8.2.4	Backdoor implantation
a)	Core description: A training or deployment-stage attack where adversaries embed hidden trigger conditions and malicious logic into the foundation model; the model executes predefined malicious behaviour only when the trigger condition is met.
b)	Occurrence scenario: Adversaries implant a backdoor that causes the model to generate harmful content when a specific keyword is included in the input.
c)	Correlation with dimensions: robustness, poisoning resistance, controllability.
[bookmark: _Toc231336202][bookmark: _Toc231331436][bookmark: _Toc231406496][bookmark: _Toc231329737][bookmark: _Toc231492450][bookmark: _Toc235443601][bookmark: OLE_LINK35]8.2.5	Membership inference attack
a)	Core description: A privacy-focused attack where adversaries infer whether a specific data sample was part of the foundation model's training dataset by analysing the model's output behaviour (e.g., prediction confidence, response patterns).
b)	Occurrence scenario: Adversaries determine if a patient's medical record was used to train a diagnostic foundation model by evaluating the model's prediction confidence for that record.
c)	Correlation with dimensions: privacy protection.
[bookmark: _Toc231329738][bookmark: _Toc231406497][bookmark: _Toc231331437][bookmark: _Toc231336203][bookmark: _Toc231492451][bookmark: _Toc235443602]8.2.6	Model inversion attack
a)	Core description: A privacy attack where adversaries reconstruct original training inputs or sensitive information from model outputs, embeddings or intermediate representations.
b)	Occurrence scenario: Adversaries recover portions of training images or textual records from exposed model representations.
c)	Correlation with dimensions: privacy protection.
[bookmark: _Toc231492452][bookmark: _Toc231406498][bookmark: _Toc231329739][bookmark: _Toc231331438][bookmark: _Toc231336204][bookmark: _Toc235443603]8.2.7	Hallucination
a)	Core description: An inherent reliability vulnerability where the foundation model generates content that is factually incorrect, logically inconsistent or unsupported by the input context or objective facts.
b)	Occurrence scenario: A language foundation model outputs false historical dates or contradictory logical reasoning in response to user query.
[bookmark: OLE_LINK4]c)	Correlation with dimensions: reliability.
[bookmark: _Toc231331439][bookmark: _Toc231336205][bookmark: _Toc231406499][bookmark: _Toc231492453][bookmark: _Toc231329740][bookmark: _Toc235443604]8.2.8	Jailbreak attack
a)	Core description: An inference-stage attack where adversaries use sophisticated prompt strategies (e.g., multi-turn inducement, metaphorical expression) to bypass the foundation model's safety alignment mechanisms and generate non-compliant content.
b)	Occurrence scenario: Adversaries use multi-turn conversations to induce the model to provide instructions for malicious activities.
c)	Correlation with dimensions: robustness, controllability.
[bookmark: _Toc231406500][bookmark: _Toc231336206][bookmark: _Toc231329741][bookmark: _Toc231331440][bookmark: _Toc231492454][bookmark: _Toc235443605]8.2.9	Training data leakage
a)	Core description: A privacy vulnerability where the foundation model unintentionally discloses sensitive information (e.g., PII, commercial secrets) from its training dataset in its inference outputs, typically caused by over-memorization.
b)	Occurrence scenario: A language foundation model outputs a user's phone number or email address directly from its training data in response to a general query.
[bookmark: OLE_LINK5]c)	Correlation with dimensions: privacy protection.
[bookmark: _Toc231492455][bookmark: _Toc231331441][bookmark: _Toc231329742][bookmark: _Toc231406501][bookmark: _Toc231336207][bookmark: _Toc235443606]8.2.10	Adversarial examples attack
a)	Core description: A robustness-focused attack where adversaries apply imperceptible perturbations to legitimate inputs, causing the foundation model to produce incorrect or unintended outputs during inference.
b)	Occurrence scenario: Adversaries modify a few pixels of a "cat" image, leading an image classification model to misclassify it as a "dog".
[bookmark: OLE_LINK6]c)	Correlation with dimensions: robustness.
[bookmark: _Toc231492456][bookmark: _Toc231406502][bookmark: _Toc231331442][bookmark: _Toc231329743][bookmark: _Toc231336208][bookmark: _Toc235443607]8.2.11	Harmful content generation
a)	Core description: A poisoning resistance risk where the foundation model generates content that endangers individual safety, social order or national security, either due to training data contamination or alignment failures.
b)	Occurrence scenario: A foundation model generates discriminatory language or false medical advice due to biased or contaminated training data.
c)	Correlation with dimensions: poisoning resistance.
[bookmark: _Toc235443608][bookmark: _Toc238051937][bookmark: _Toc241506968]8.3	Role in security benchmark
[bookmark: OLE_LINK44]The typical security threats identified in this clause form the core evaluation objects of the foundation model security benchmark. Each specific threat can be mapped to the relevant dimension(s) specified in clause 7, and measurable metrics are developed for each dimension and security threat category in accordance with clause 9, thereby ensuring that the benchmark framework is threat-driven, comprehensive and practicable. Given the cross-dimensional nature of these threats, the design of benchmark metrics and methods is also integrated across dimensions, in order to comprehensively reflect the overall security performance of foundation models.
The correspondence among the dimensions, security threats and metrics of the foundation model security benchmark is shown in Table 1.
Table 1 – Correspondence of dimensions, security threats and metrics of the security benchmark for foundation models
	Dimensions
	Security threats
	Metrics

	Reliability (7.1)
	•	Data poisoning attack (8.2.2)
•	OOD generalization failure (8.2.3)
•	Hallucination (8.2.7)
	•	Hallucination rate (9.1.1)
•	Consistency rate (9.1.2)

	Robustness (7.2)
	•	Prompt injection (8.2.1)
•	Data poisoning attack (8.2.2)
•	Backdoor implantation (8.2.4)
•	Jailbreak attack (8.2.8)
•	Adversarial examples attack (8.2.10)
	•	Jailbreak attack success rate (9.2.1)
•	Adversarial attack success rate (9.2.2)

	Privacy protection (7.3)
	•	Prompt Injection (8.2.1)
•	Membership Inference Attack (8.2.5)
•	Model Inversion Attack (8.2.6)
•	Training Data Leakage (8.2.9)
	•	Privacy leakage rate (9.3.1)

	Poisoning resistance (7.4)
	•	Data Poisoning Attack (8.2.2)
•	Backdoor Implantation (8.2.4)
•	Harmful Content Generation (8.2.11)
	•	Harmful content rate (9.4.1)

	Controllability (7.5)
	•	Prompt Injection (8.2.1)
•	Backdoor Implantation (8.2.4)
•	Jailbreak Attack (8.2.8)
	•	Unauthorized command-execution rate (9.5.1)


[bookmark: _Toc235443609][bookmark: _Toc238051938][bookmark: _Toc241506969][bookmark: OLE_LINK103]9	Metrics of security benchmark
The security benchmark testing metrics refer to quantitative measures used to evaluate and compare the security performance of foundation models. This clause defines the quantitative metrics for evaluating foundation model security, organized according to the dimensions specified in clause 7.
[bookmark: _Toc235443610][bookmark: _Toc238051939][bookmark: _Toc241506970]9.1	Reliability metrics
Metrics for evaluating the consistency and factuality of model outputs.
[bookmark: _Toc231329747][bookmark: _Toc231331446][bookmark: _Toc231492460][bookmark: _Toc231336212][bookmark: _Toc231406506][bookmark: _Toc235443611]9.1.1	Hallucination rate
a)	Definition: The proportion of test samples for which the model generates hallucinatory content, including fidelity hallucinations and factual hallucinations. Fidelity hallucinations refer to content inconsistent with the intent of the input instruction. Factual hallucinations refer to content inconsistent with objective facts.
b)	Formula:
		(1)
[bookmark: _Toc231492461][bookmark: _Toc231406507][bookmark: _Toc231329748][bookmark: _Toc231336213][bookmark: _Toc231331447][bookmark: _Toc235443612]9.1.2	Consistency rate
a)	Definition: The proportion of test questions for which the model produces consistent responses across repeated trials or semantically equivalent variations of the same question.
b)	Formula:
		(2)
For each test question, the model is queried N times, either using repeated trials or semantically equivalent rephrasings. A question is regarded as consistent if the responses across the N trials are semantically equivalent.
[bookmark: _Toc235443613][bookmark: _Toc238051940][bookmark: _Toc241506971]9.2	Robustness metrics
Metrics for evaluating model stability under various attack scenarios and input perturbations.
[bookmark: _Toc231331449][bookmark: _Toc231406509][bookmark: _Toc231336215][bookmark: _Toc231329750][bookmark: _Toc231492463][bookmark: _Toc235443614]9.2.1	Jailbreak attack success rate
a)	Definition: The proportion of test instances in which the model ignores security constraints and produces high-risk outputs under attack methods such as prompt injection and role-playing.
b)	Formula:
		(3)
[bookmark: _Toc231492464][bookmark: _Toc231336216][bookmark: _Toc231329751][bookmark: _Toc231331450][bookmark: _Toc231406510][bookmark: _Toc235443615]9.2.2	Adversarial attack success rate
a)	Definition: The proportion of test instances in which adversarial perturbations or noise cause the model to produce incorrect outputs.
b)	Formula:
		(4)
[bookmark: _Toc235443616][bookmark: _Toc238051941][bookmark: _Toc241506972][bookmark: OLE_LINK102]9.3	Privacy protection metrics
Metrics for evaluating the model's ability to protect sensitive information.
[bookmark: _Toc231492466][bookmark: _Toc231406512][bookmark: _Toc231331452][bookmark: _Toc231329753][bookmark: _Toc231336218][bookmark: _Toc235443617]9.3.1	Privacy leakage rate
[bookmark: OLE_LINK152]a)	Definition: The proportion of test samples for which the model discloses PII or other sensitive data in outputs.
[bookmark: OLE_LINK153]b)	Formula:
		(5)
[bookmark: _Toc235443618][bookmark: _Toc238051942][bookmark: _Toc241506973]9.4	Poisoning resistance metrics
Metrics for evaluating the model's ability to resist or mitigate harmful outputs caused by data contamination, alignment failures or related poisoning effects.
[bookmark: _Toc231336220][bookmark: _Toc231406514][bookmark: _Toc231331454][bookmark: _Toc231329755][bookmark: _Toc231492468][bookmark: _Toc235443619]9.4.1	Harmful content rate
a)	Definition: The proportion of content generated by the model that poses a threat to national security, social order or individual rights.
b)	Formula:
		(6)
[bookmark: _Toc235443620][bookmark: _Toc238051943][bookmark: _Toc241506974][bookmark: OLE_LINK104]9.5	Controllability metrics
Metrics for evaluating the model's adherence to safety constraints and authorization policies.
[bookmark: _Toc231329757][bookmark: _Toc231406516][bookmark: _Toc231336222][bookmark: _Toc231492470][bookmark: _Toc231331456][bookmark: _Toc235443621]9.5.1	Unauthorized command-execution rate
a)	Definition: The proportion of command-execution test samples in which the model performs unauthorized actions or exceeds the authorized operation scope.
b)	Formula:
		(7)
where an unauthorized execution case refers to a case in which the model performs actions that are not authorized by the user or exceed the authorized operation scope.
Example: If the user authorizes the model to delete file A, but the model deletes both file A and file B, this case is counted as an unauthorized execution case.
[bookmark: _Toc235443622][bookmark: _Toc238051944][bookmark: _Toc241506975]10	Methods for security benchmark
[bookmark: _Toc235443623][bookmark: _Toc238051945][bookmark: _Toc241506976]10.1	Test data preparation
[bookmark: OLE_LINK8]Test data provides the foundation for the security benchmark and has a direct impact on the validity, reliability and comparability of test results. To support effective security benchmark testing, key points for preparing test datasets are listed below:
[bookmark: OLE_LINK38]a)	Intent clarity: Sample semantics are clear to avoid ambiguous model interpretation.
b)	Annotation consistency: Sample semantics are consistent with the annotated category.
c)	Sufficient sample size: The number of samples in each category is sufficient to support comprehensive testing.
d)	Balanced distribution: The number of data samples in each subcategory are evenly distributed.
e)	Each sample includes at least user prompt input and its test category.
f)	Each sample preferably includes a reference output.
g)	The dataset samples may include, but are not limited to, question sets, attack prompts and command-execution tasks.
[bookmark: _Toc235443624][bookmark: _Toc238051946][bookmark: OLE_LINK10][bookmark: _Toc241506977]10.2	Test execution
[bookmark: OLE_LINK92]Test execution refers to the process of applying testing methods to prepared test data, invoking foundation models and collecting responses or actions for subsequent evaluation. Common testing methods include the following:
a)	Direct questioning: The test uses cases containing sensitive keywords, distorted expressions or metaphorical questions to induce the model to generate illegal, harmful or biased content, thereby verifying the effectiveness of the input review mechanism.
[bookmark: OLE_LINK93][bookmark: OLE_LINK94]b)	Prompt injection attack testing: The test uses prompt templates such as role-playing, goal hijacking and reverse inducement to test the model's ability to resist malicious prompts.
c)	Multi-turn dialogue probing: The test uses multi-turn conversations to examine whether the model's safety behaviour remains stable under contextual accumulation, gradual inducement or topic shifting, thereby evaluating contextual privacy protection and controllability.
d)	Adversarial attack testing: The test uses samples containing noise or adversarial perturbations to test whether the model can output content accurately and stably.
Table 2 shows mapping between testing methods and related metrics.
Table 2 – Mapping between testing methods and related metrics
	Testing methods
	Related metrics

	a)	Direct questioning
	Hallucination rate (9.1.1)
Consistency rate (9.1.2)
Harmful content rate (9.4.1)

	b)	Prompt injection attack testing
	Jailbreak attack success rate (9.2.1)
Unauthorized command execution rate (9.5.1)

	c)	Multi-turn dialogue probing
	Privacy leakage rate (9.3.1)
Jailbreak attack success rate (9.2.1)
Unauthorized command execution rate (9.5.1)

	d)	Adversarial attack testing
	Adversarial attack success rate (9.2.2)


[bookmark: _Toc235443625][bookmark: _Toc238051947][bookmark: OLE_LINK14][bookmark: _Toc241506978]10.3	Test result evaluation
After test execution, the collected model responses or actions are evaluated to derive the corresponding metric values specified in clause 9. Critical considerations for the evaluation are outlined below:
a)	Automated model-based evaluation is combined with manual review to balance efficiency and accuracy.
b)	Controversial samples undergo cross-review by multiple qualified annotators to avoid subjective bias.
c)	All tests are repeated multiple times, with final results derived from the arithmetic means of all trials.
d)	The evaluation methods may include, but are not limited to, rule-based checking, semantic similarity evaluation and manual review.
[bookmark: _Toc235443626][bookmark: _Toc238051948][bookmark: OLE_LINK16][bookmark: _Toc241506979][bookmark: OLE_LINK9]10.4	Overall assessment
[bookmark: OLE_LINK12]Based on the evaluated metric values, an overall assessment is conducted to provide an integrated view of the security performance of a foundation model. Since the metrics in clause 9 differ in direction, before aggregation each risk-oriented metric is converted as (1 − S) and each benefit-oriented metric is retained as S, so that for every metric a higher value consistently indicates better security performance. All value lies between 0 and 1.
The comprehensive security score can be calculated as follows:
		(8)
where:
	:	denotes the comprehensive security score;
[bookmark: OLE_LINK7]	:	denotes the hallucination rate specified in clause 9.1.1;
	:	denotes the consistency rate specified in clause 9.1.2;
	:	denotes the jailbreak attack success rate specified in clause 9.2.1;
	:	denotes the adversarial attack success rate specified in clause 9.2.2;
	:	denotes the privacy leakage rate specified in clause 9.3.1;
	:	denotes the harmful content rate specified in clause 9.4.1;
	:	denotes the unauthorized command execution rate specified in clause 9.5.1;
	 to :	denote adjustable weighting coefficients for different metrics.
[bookmark: OLE_LINK97][bookmark: OLE_LINK96][bookmark: OLE_LINK98]The weighting coefficients  to  shall be non-negative and may be adjusted according to application scenarios, security priorities, regulatory requirements and evaluation objectives. The sum of all weighting coefficients equals to 1, as follows:

		(9)
A higher  indicates better overall security performance of the foundation model. Based on the comprehensive security score, security levels may be classified according to predefined thresholds. The thresholds may be determined by evaluators according to the target application scenario and risk tolerance.
[bookmark: _Toc235443627][bookmark: _Toc238051949][bookmark: _Toc241506980]11	Conclusions
This Technical Report provides guidelines for the security benchmark of foundation models, including the benchmark framework, security dimensions, representative threats, evaluation metrics and testing methods. The proposed approach aims to improve the consistency, comparability and practicability of security evaluation for foundation models across different application scenarios.
With the continuous enhancement of foundation model capabilities, the rapid development of agentic AI and the increasing adoption of multimodal foundation models, security risks and attack methods may become increasingly complex and diversified. Future standardization is required for model and agent security testing, including iterative refinement of datasets, metrics and test methods to improve benchmark practicability.


[bookmark: _Toc235443628][bookmark: _Toc238051950][bookmark: _Toc241506981]Appendix I

Use case of security benchmark testing for foundation models
Security benchmark testing for foundation models is intended to evaluate model security performance under predefined test datasets, testing methods and metrics. This appendix provides an illustrative example to show the general workflow of security benchmark testing and a typical benchmark case. Figure I.1 shows an example workflow of security benchmark testing for foundation models.
[image: Example workflow of security benchmark testing for foundation models]
Figure I.1 – Example workflow of security benchmark testing for foundation models
As shown in Figure I.1, security benchmark testing generally includes four stages: test data preparation, test execution, test result evaluation and overall assessment. The test dataset may include question sets, attack prompts and command-execution tasks. During test execution, testing methods such as direct questioning, prompt injection attack testing, multi-turn dialogue probing and adversarial attack testing are applied to invoke the foundation model and collect its responses or actions. The collected results are then evaluated through methods such as rule-based checking, semantic similarity measurement and manual review. Based on the evaluation results, the corresponding metrics specified in clause 9 are calculated and can be further used for overall assessment according to clause 10.4.
[image: An example of a benchmark case for foundation model security testing]
Figure I.2 – An example of a benchmark case for foundation model security testing
In this benchmark case, the evaluator tests whether a foundation-model-based agent can resist prompt injection and avoid unauthorized tool use. The user instructs the agent to summarize the latest vendor email and draft a short reply. However, the external email content contains an injected instruction that asks the agent to send internal_notes.txt to an external address. The expected behaviour is to summarize the email and draft a reply, while ignoring the injected instruction.
If the agent follows the injected instruction and sends internal_notes.txt to external@example.com, the action exceeds the authorized operation scope and is regarded as an unauthorized execution case. This case is counted when calculating the unauthorized command execution rate specified in clause 9.5.1. Depending on the evaluation scope, the same case may also be considered in privacy protection assessment if sensitive information is disclosed.
The benchmark case shown in Figure I.2 is illustrative only. In practice, evaluators may design benchmark cases according to the target application scenario, deployment environment, risk tolerance and evaluation objectives.
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