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In this report, an information-sharing platform using an ITU-T X.509 attribute certificate (ITU-T X.509-1997, ITU-T X.509-2000, IETF RFC 5755) is proposed. The attribute certificate is issued in order to prove that a certain requirement is satisfied and which is shared across the supply chain. 
An established framework for the issue, deployment and revocation of the certificate can be used. Another benefit of using ITU-T X.509 is that an existing software library for the implementation of the platform can be used.
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This Technical Report puts forth an information-sharing platform architecture for mitigating supply chain threats, where all organizations in the supply chain self-assess their compliance to regulations/requirements and the results of the assessment will be shared with other organizations. 
This report proposes an information-sharing platform using ITU-T X.509 attribute certificates. This report covers:
–	concepts of the information-sharing platform and how it functions;
–	a breakdown of the information-sharing platform architecture and the relationships between ITU-T X.509 parts;
–	use cases driven by the information-sharing platform.
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[bookmark: _Toc401158822][bookmark: _Toc106830877][bookmark: _Toc146720287][bookmark: _Toc149544248][bookmark: _Toc160515595]3.1	Terms defined in this Technical Report
This Technical Report defines the following terms:
3.1.1	certified practice items: Summary of satisfied rules/regulations/requirements.
3.1.2	conformance: A state where predefined requirements have been satisfied.
3.1.3	digital evidence: Logs and other related information that have been gathered and processed. This information is evidence of digital activity.  
3.1.4	information-sharing platform provider: The entity managing the sharing platform. Information-sharing platform provider receives certificates from all members and manages them. Certificates in the platform are linked with each other according to the relationship in the supply chain. The linkage between the certificates will be hidden to the public and only visible to the platform, as it can reveal an organization's private information. Even when the supply chain becomes longer and wider, one organization issues a certificate and links it to the certificate from the previous organization. By iterating issuing and linking certificates, the chain of the certificates will be strutted, which resembles the relationship of the supply chain.
3.1.5	profile: The set of requirements which should be satisfied in the supply chain.
[bookmark: _Toc401158823][bookmark: _Toc106830878][bookmark: _Toc146720288][bookmark: _Toc149544249][bookmark: _Toc160515596]4	Abbreviations and acronyms
This Technical Report uses the following abbreviations and acronyms:
AA		Attribute Authority
AC		Attribute Certificate
CA		Certificate Authority
CRL		Certificate Revocation List
OCSP		Online Certificate Status Protocol
PKC		Public Key Certificate
SBOM		Software Bill of Materials
URI		Uniform Resource Identifier
[bookmark: _Toc401158824][bookmark: _Toc106830879][bookmark: _Toc146720289][bookmark: _Toc149544250][bookmark: _Toc160515597]5	Outline of this Technical Report
As supply chains become more and more complex, it becomes harder and harder to govern all members of the supply chain. If an organization in the supply chain has a vulnerability, an adversary can take advantage of it; for example, by obtaining unauthorized access to the internal system to steal sensitive information. Several guidelines and specifications are available as countermeasures. One of these is NIST SP 800-171, which defines the security requirements that need to be satisfied by all members in the supply chain [Ross]. For procurement for the Department of Defense, complying with SP 800-171 is imposed. Europe and Asia are also considering similar frameworks [ECSO WG1], [ENISA], [Cybersecurity].
In order to achieve a trustworthy supply chain, it is important for members of the supply chain to satisfy the security requirements and confirm them with each other. 
It is important that the supply chain meets the security requirements in their entirety. To be certified for validation to the conformance of the requirements the certificate is issued by a Certificate Authority (CA).
The certificates will be linked according to the relationship of the supply chain, and the chain of the certificates will resemble how data is transmitted and processed in the supply chain.
In this report, we propose an information-sharing platform using an ITU-T X.509 attribute certificate [X.509-1997], [X.509-2000], [RFC 5755]. The attribute certificate is issued in order to prove that a certain requirement is satisfied and this is shared across the supply chain. In order to stimulate the deployment of certificates and the information-sharing platform provider, we consider a conformance to a widely-used ITU-T X.509 attribute certificate.
We can use an established framework for issue, deployment and revocation. Another benefit of using ITU-T X.509 is that we can use an existing software library for the implementation of the platform.
[bookmark: _Toc106830880][bookmark: _Toc146720290][bookmark: _Toc149544251][bookmark: _Toc160515598]6	Concepts of information-sharing platforms using ITU-T X.509 attribute certificate
As the number of organizations increases, it becomes more difficult to share and confirm information about security measures with other organizations. It becomes even more difficult when organizations are from different business sectors and have different regulations to follow. In order to achieve efficient information sharing among organizations in such cases, widely-accepted technology will play a critical role. In this report, we consider information-sharing platforms with attribute certificates. The original use case was to prove the attribute of the certificate holder, but the attribute can be arbitrary information regarding the holder.
Here is a brief description of the framework:
1	Organizations define attributes as information about security measures to be shared.
2	The attributes are issued as an Attribute Certificate (AC) and shared with other organizations, in order to confirm the security measure in other organizations online basis.
3	The certificate will be registered to the platform along with information related to it. The information-sharing platform also structures a chain by linking related attribute certificates and maintaining the chain.
The information-sharing platform enables us to refer ACs mutually online, and it enables us to manage relationships between ACs. The information-sharing platform enables us to confirm the performance of unified security measures for organizations. It enables us to audit the status of security measures for specific organizations remotely. When an organization is compromised, the information-sharing platform enables us to trace the impact of the compromise on other organizations. The information-sharing platform may provide revocation statuses of certificates as an Online Certificate Status Protocol (OCSP) responder. 
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Figure 6-1 – General architecture of platform
[bookmark: _Toc106830881][bookmark: _Toc146720291][bookmark: _Toc149544252][bookmark: _Toc160515599]7	Architecture of the information-sharing platform 
The information-sharing platform is based on ITU-T X.509 attribute certificates. The CA issues an organization's Public Key Certificate (PKC) and the Attribute Authority (AA) issues an organization's AC. The AC links the PKC. The organization register the AC to the information-sharing platform. The organization shares information with other organizations on the information-sharing platform, and the organizations can manage relationships of ACs on the platform. The revocation architecture of the CA, PKC, AA and AC are Certificate Revocation List (CRL) [RFC 5280] and Online Certificate Status Protocol (OCSP) [RFC 6960]. The information-sharing platform can notify the certification status of the AC to each organization.
An attribute certificate is generally issued by an AA; the framework requires the role of the AA. Depending on the use cases, we can consider two approaches: 1) the AA as an independent entity and 2) each organization becomes the AA for its AC.
For the first case, the AA is an independent entity for the information sharing platform provider. Figure 7‑1 shows the relationship between the CA, AA, PKC and AC. For the information-sharing platform provider, organizations A, B and C each have a CA. The CA of each organization issues a PKC for each organization. The CA of each organization has a CRL of CA and PKC for each organization. The information-sharing platform provider also has an AA. The CA of the information-sharing platform provider delegates the AA. The AA issues a PKC for organizations A, B and C. The AA has a CRL of AA and AC. For example, for organization A's AC, the holder is organization A. The identifier is organization A's PKC. The issuer is the information-sharing platform provider, and the identifier is the information-sharing platform provider's PKC.
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Figure 7-1 – Detailed architecture of the platform (first case: AA as an independent entity)
Upload
Figure 7-2 shows an overview of upload. Organizations who wish to issue their ACs send a request to the AA with information regarding attributes. The attributes include "Issue Date", "Certified Practice Items" and "Digital Evidence Uniform Resource Identifier (URI)". After receiving the request, the AA will check the identity of the organization and its PKC, and the attribute itself. If all checks are completed, the AA issues an AC. The AA uploads the AC into the platform. 
[image: ]
Figure 7-2 – Upload (first case: AA as an independent entity)
Revocation
Figure 7-3 shows an overview of revocation. Organizations who wish to revoke their CAs or PKCs send a request to the CA. After receiving the request, the CA revokes the CA or PKC. The CA updates the CA CRL. Organizations who wish to revoke their ACs send a request to the AA. After receiving the request, the AA revokes the AC. The AA updates the AC CRL. The information-sharing platform (Trust Store) refers the CRL for organizations via an Online Certificate Status Protocol (OCSP).
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Figure 7-3 – Revocation (first case: AA as an independent entity)
Figure 7-4 shows the relationship between the CA, AA, PKC and AC. Organizations A, B and C have their own CAs. The CA of each organization issues the PKC for each organization. The CA of each organization has a CRL of CA and PKC for each organization. Organizations A, B and C also have their own AAs. The AA of each organization issues an AC for each organization. The AA of each organization has a CRL of AA and AC for each organization. The CA of each organization delegates to the AA. The AA issues a PKC for each organization. The AA of each organization has a CRL of AA and AC for each organization e.g., for organization A's AC, the holder is organization A. The identifier is organization A's PKC. The issuer is organization A. The identifier is organization A's PKC.
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Figure 7-4 – Detailed architecture of the platform (second case: each organization becomes AA for its AC)
Upload
Figure 7-5 shows an overview of upload. Organizations who wish to issue their ACs send a request to the AA with information regarding attributes. The attributes include "Issue Date", "Certified Practice Items" and "Digital Evidence URI". After receiving the request, the AA will check the identity of the organization and its PKC, and the attribute itself. If all checks are completed, the AA issues an AC. The AA uploads the AC into the platform. 
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Figure 7-5 – Upload (second case: each organization becomes AA for its AC)
Revocation
Figure 7-6 shows an overview of revocation. Organizations who wish to revoke their PKC send a request to the CA. After receiving the request, the CA revokes the PKC. The CA updates the CA CRL. Organizations who wish to revoke their AC send a request to the AA. After receiving the request, the AA revokes the AC. The AA updates the AC CRL. The information-sharing platform refers the CRL for organizations via the Online Certificate Status Protocol (OCSP). The information-sharing platform may provide an OCSP responder function in order to provide revocation information of certificates. The information-sharing platform will update corresponding information of related ACs according to the revocation information as well. 
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Figure 7-6 – Revocation (second case: each organization becomes AA for its AC)
Verification for the AC needs verification of the CA, AA and PKC. Figure 7-7 shows the verification phases for the CA, AA, PKC and AC.
Phase 1: Validity verification for the AC. The signature is verified.
Phase 2: Certificate status verification for the AC and AA via the CRL and OCSP.
Phase 3: Validity verification for the certificate of the AA. The signature is verified. 
Phase 4: Identity verification for the PKC associated with the AC. 
Phase 5: Validity verification of the PKC. The signature and path are verified.
Phase 6: Certificate status verification for the PKC and CA via the CRL and OCSP. 
It is not practical to always perform all phases of verification. The verification phase can be selected depending on the use case or circumstance. For example, when launching a new partnership with a new organization this will require a thorough verification, hence performing all processes. After passing the first verification, some of the verification processes may be omitted.
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Figure 7-7 – Verification
[bookmark: _Toc85234434][bookmark: _Toc106830882][bookmark: _Toc146720292][bookmark: _Toc149544253][bookmark: _Toc160515600]7.1	Entities as an attribute authority
An attribute certificate is generally issued by an Attribute Authority (AA); the framework requires the role of AA. Depending on the use case, we can consider two approaches: 1) AA as an independent entity and 2) each organization becomes the AA for its AC.
For the first case, organizations who wish to issue their ACs will send a request to the AA with information regarding the attribute. After receiving the request, the AA will check the identity of the organization and its PKC, and the attribute itself. If all checks are completed, the AC will be issued to the organization. 
For the second case, the organization will issue its own AC and directly send it to the information-sharing platform. The information-sharing platform may check the AC and its relationship to the issuer's PKC.
In both cases, the AC will be registered to the information-sharing platform with its link information, so that the relationship between ACs can be maintained.
[bookmark: _Toc106830883][bookmark: _Toc146720293][bookmark: _Toc149544254][bookmark: _Toc160515601]7.2	Entity managing the sharing platform
The information-sharing platform provider is the entity managing the sharing platform. The information-sharing platform receives attribute certificates from all members and manages them. All attribute certificates in the information-sharing platform are linked to each other according to the relationship in the supply chain. For example, when organization A is a buyer and organization B is a supplier, organization B first issues an attribute certificate for its business process and registers it to the information sharing platform. Then organization A refers to B's attribute certificate using a certificate ID and links its own certificate to B's. The linkage between the attribute certificates will be hidden to the public and only visible to the information-sharing platform provider, as it can reveal an organization's private information. Even when the supply chain becomes longer and wider, one organization issues an attribute certificate and links it to the attribute certificate from the previous organization. By iterating issuing and linking attribute certificates, the chain of the attribute certificates will be structured, which resembles the relationship of the supply chain.
In some cases, updating the attribute certificate may be needed, for example, when the requirements are updated, or new requirements are imposed. The issuer can update its attribute certificate in the following steps:
1.	Issue a new attribute certificate with the new requirements and link it to the attribute certificates to which the old one has been linked.
2.	Revoke the old attribute certificate.
3.	Notify the update to the next organization.
4.	If necessary, the next organization will update its attribute certificate.
In the update process, the information-sharing platform manages the update of the link based on the notification from the issuer. It also plays a critical role in notifying the update as some of links can be invisible to the issuer.
[bookmark: _Toc106830884][bookmark: _Toc146720294][bookmark: _Toc149544255][bookmark: _Toc160515602]7.3	Attributes and attribute certificate
The attribute certificate is issued in order to prove a certain requirement is satisfied and shared across the supply chain. For this purpose, if a dedicated format is defined, its deployment can be a challenge. In order to stimulate the deployment of the attribute certificate and information-sharing platform provider, we consider a compliance to a widely-used ITU-T X.509 attribute certificate. We can use an established platform for issue, deployment and/or revocation. Another benefit of using ITU-T X.509 is that we can use an existing software/library for the implementation of the certificate.
The ITU-T X.509 attribute certificate is a standard for the public key infrastructure. [RFC 5755] also defines a profile for use of an ITU-T X.509 attribute certificate in Internet protocols. Table 1 shows the format of an ITU-T X.509 attribute certificate. Table 2 shows the field 'Attributes' of the ITU-T X.509 attribute certificate that can be used to store the additional fields.
Revocation of the certificate
Another feature of the platform is the revocation of the certificate. In an ITU-T X.509 scheme, the revoked certificate is managed in a Certificate Revocation List (CRL). We can use same scheme to revoke the certificate. When the certificate is revoked, the issuer should notify the trust store and the trust store can update the CRL. 
	Table 1 – Format of ITU-T X.509 attribute certificate

	Field
	Description
	Value

	Version
	The version of the certificate
	(Same as ITU-T X.509)

	Holder
	Holder information
	(Same as ITU-T X.509)

	Issuer
	Issuer information
	(Same as ITU-T X.509)

	Signature
	Digital signature of the certificate
	(Same as ITU-T X.509)

	Serial Number
	Unique integer assigned by the issuer
	(Same as ITU-T X.509)

	Validity Period 
	Date and time of validity
	(Same as ITU-T X.509)

	Attributes
	Additional attributes
	(See Table 2)
(Format: JSON and encoded)

	Extensions
	Extensions
	CRL distribution points


Table 2 – Definitions of attributes
	Field
	Description

	Certified Practice Items (Element)
	Summary of satisfied rules, regulations and requirements

	Element_data
	Element ID

	Element_group_id
	Group ID who create element 

	Element_date
	Date when element is created

	Element_location
	Location where element is created

	Profile_list_hash
	Hash of URIs of profile

	Digital evidence_hash
	Hash of URIs of digital evidence

	Account_id
	Account ID who publish certificate

	Category
	Category

	Sub_category
	Subcategory

	Contract_info
	Contract information

	Company_id
	Company ID who publish certificate

	Group_id
	Group ID who publish certificate


[bookmark: _Toc106830885][bookmark: _Toc146720295][bookmark: _Toc149544256][bookmark: _Toc160515603]8	Use cases
[bookmark: _Toc106830886][bookmark: _Toc146720296][bookmark: _Toc149544257][bookmark: _Toc160515604]8.1	SBOM
A Software Bill of Material (SBOM) [SBOM] is driven by the National Telecommunications and Information Administration (NTIA) from 2018, for software component transparency. A SBOM helps to ensure the transparency of software components. 
The Executive Order (EO) on improving the nation's cybersecurity released on 12 May 2021 [EO14028] acknowledges the increasing number of software security risks throughout the supply chain. Federal departments and agencies become exposed to cybersecurity risks through the software and services that they acquire, deploy, use and manage from their supply chain, which includes open source software components. Acquired software may contain known and unknown vulnerabilities, as a result of the product architecture and development lifecycle.
NIST issued the guidelines for mitigating these types of risks throughout the supply chain with sections 4(b), 4(c) and 4(d) of EO14028 focusing exclusively on the critical sub-discipline of Cybersecurity Supply Chain Risk Management(C-SCRM) SP800-161Rev1 [NIST].
Section 10(j) of EO14028 defines an SBOM as a "formal record containing the details and supply chain relationships of various components used in building software," similar to food ingredient labels on packaging. SBOMs hold the potential to provide increased transparency, provenance and speed at which vulnerabilities can be identified and remediated by federal departments and agencies. 
The EO directs the National Institute of Standards and Technology (NIST) to issue guidance "identifying practices that enhance the security of the software supply chain." The NIST Secure Software Development Framework (SSDF), SP 800-218, and the NIST Software Supply Chain Security Guidance include a set of practices that create the foundation for developing secure software. The EO further directs the Office of Management and Budget (OMB) to require agencies to comply with such guidelines [OMB].
On July 2021, NTIA defined the minimum elements for an SBOM. Minimum elements are supplier name, component name, component version, unique identifier, dependency, SBOM author and time stamp. NTIA also mentioned that machine-readable and interoperable formats such as SPDX, CycloneDX and SWID [NTIA], [ISO/IEC 5962:2021], [ISO/IEC 19770-2:2015], [CyCloneDX].
CISA will advance the SBOM work by facilitating community engagement, development and progress, with a focus on scaling and operationalization, as well as tools, new technologies and new use cases. CISA recognizes the importance of SBOMs in transparency and security, and that SBOM evolution and refinement should come from the community. To launch this community work, CISA is facilitating four new workstreams around an SBOM, which are intended to advance the software and security communities' understanding of SBOM creation, use and implementation across the broader technology ecosystem [CISA].
Software developers can easily determine the range of effects of a certain vulnerability with an SBOM. An SBOM is created by every developer in the supply chain of software and is shared with other developers. First, the most upper stream developer implements its component and creates an SBOM for that. An SBOM is generated as the format of AC and registered to the information sharing platform. When we consider the application of an AC to an SBOM, the link direction of an element list and unified container are important for the information-sharing platform. 
The application of an AC to an SBOM is not dependent on any SBOM standard and format. If every organization creates an SBOM with each standard and each format, publishes it and connects them bidirectionally along with our suggestions, they receive the benefit of the information-sharing platform that is described in clause 6, e.g., information retrieval from downstream organizations and certificate status notification from upstream organizations. The AC is useful for unified containers that can store various standards and formats of SBOM.
VEX
Vulnerability Exploitability eXchange (VEX) [VEX] provides an attestation, a form of a security advisory that indicates whether a product or products are affected by a known vulnerability or vulnerabilities. VEX is proposed in the SBOM project. It is not limited for with an SBOM but for without an SBOM. VEX with SBOM is not mandate.
[bookmark: _Toc106830887][bookmark: _Toc146720297][bookmark: _Toc149544258][bookmark: _Toc160515605]8.2	Data management in supply chains
In this use case, we assume one organization provides confidential information to another for data analysis. As the provided information is confidential, the use of data is restricted within a room equipped with a monitoring system and the provided organization should meet security requirements imposed by the provider. Possible security threats are fraudulent activities by employees or intrusion by adversaries. As a countermeasure, requirements are defined in, for example, [Ross], ISO/IEC 27000 or other standards/guidelines. Assume one of the security requirements is to record all entries to and exits from the room. A threat to this requirement is that someone enters, or exits, right after someone else unlocks the door so that his/her entry/exit will not be recorded. This use case requires constant monitoring of the confidential data management, which can be realized by the proposed extension of the conformance validation. This use case is illustrated as Figure 8-1.
Assume that the security room is equipped with CCTV and a biometric lock at the entrance. When the operator enters the room, one first scans biometric information to open the door. One also scans biometric information when leaving the room. The entry to and exit from the room will be recorded. In the security room, CCTV is enabled to record activities inside the room. The CCTV is also used to estimate the number of people inside the room. As all entries and exits are recorded, the number of persons inside the room can be easily calculated. The calculated number will be compared to the estimated number of the persons from the CCTV feed. If these two numbers do not match, someone could have sneaked into or out from the room. As this violates the security requirement, the system gives an alert. With the help of facial recognition, we can deduce who is in the room and the result can be compared to the entry/exit record. As this method can record not just the number of people but who is in the room, this can be more appropriate for a higher security requirement.
In the operation of the security room, a periodic security inspection may be mandated. Records and documents should be prepared and checked. This inspection process can be a large load for both organizations. In order to reduce the load, conformance validation results can be used. As the security room is constantly monitored and the real-time validation checks the conformance to the requirements, applying the hierarchical validation and issuing the certificate, in the format of an ITU‑T X.509 attribute certificate, completes the preparation. The inspection can be completed by evaluating the certificate. If necessary, the inspector accesses the logs with the permission from the organization and performs the conformance validation again. Evaluation of the certificate and conformance validation can be performed online.
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[bookmark: _Ref107301761]Figure 8-1 – Use case of security room
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