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Summary

The objective of this Technical Paper is to present general requirements that need to be considered by mechanisms that solve the network address translator (NAT) and firewall traversal problems encountered by H.323 multimedia systems. The paper also defines the different deployment scenarios of H.323 multimedia systems in Service Provider and Enterprise Configurations that involve NATs and firewalls are used.
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Summary

The deployment of Network Address Translators (NAT) in IP networks where H.323 multimedia systems are used has rapidly increased as a solution to the exhaustion of globally unique IPv4 addresses, as well as an additional security measure to prevent external realms from accessing internal realms.
Therefore, when H.323 endpoints or gatekeepers are located in different realms separated by one or more NATs, in which internal IPv4 addresses cannot be used outside the realm, they will meet barriers if the session passes through NATs. In these cases, NATs break H.323 protocols with embedded addresses in the payload and cause H.323 endpoints or gatekeepers located in a realm with private addresses unable to communicate with any entities outside of the realm.

To solve NAT and firewall traversal problems encountered by H.323 multimedia systems, general requirements are defined in this Technical Paper for both service provider and enterprise configurations. Any NAT and firewall traversal mechanisms should consider the requirements defined in this document.

1 Scope

This document defines requirements for NAT traversal of H.323 multimedia systems, used in either a Service Provider configuration or an Enterprise Configuration. NAT traversal of H.323 multimedia systems are related to both H.323 signalling and media streams such as audio or video Real-time Transport Protocol (RTP) streams.

In this document, NATs only refer to traditional NATs, as defined in IETF RFC3022. Other types of NATs are out of the scope of this document. In some cases in this document, NATs may be deployed in each level of multi-level realms.
Normally, firewalls play a related role to NATs.  A NAT itself provides a form of firewall – it prevents inbound communications unless there was a matching outbound communications first.  However, firewalls allow a nearly infinite set of policies about whether a packet can traverse or not.  This means that a so-called firewall traversal technique may or may not work depending on the firewall policies.  Therefore, the requirements described in this document are also applicable to firewall traversal techniques, to the degree that the firewall policy would also affect the desired functionality.
2 References

[1] H.225.0, Call signalling protocols and media stream packetization for packet-based multimedia communication systems
[2] H.235, Security and encryption for H-Series (H.323 and other H.245-based) multimedia terminals
[3] H.245, Control protocol for multimedia communication
[4] H.323, Packet-based multimedia communications systems
[5] IETF RFC 768 (1980), User Datagram Protocol
[6] IETF RFC 791 (1981), Internet protocol
[7] IETF RFC 793 (1981), Transmission control protocol
[8] IETF RFC 3550 , RTP: A Transport Protocol for Real-Time Applications
[9] IETF RFC 2663, IP Network Address Translator (NAT) Terminology and Considerations.

[10] IETF RFC 2979, Behaviour of and Requirements for Internet Firewalls.

[11] IETF RFC 3022, Traditional IP Network Address Translator
[12] IETF RFC 3304 (2002), Middlebox Communications (midcom) Protocol Requirements.
[13] IETF RFC 3489 (2003), STUN - Simple Traversal of User Datagram Protocol (UDP) through Network Address Translators (NATs)
3 Abbreviations

	ALG
	Application Level Gateway

	E-GK
	Enterprise GK

	FW
	Firewall

	GK
	Gatekeeper

	GW
	Gateway

	IP
	Internet Protocol

	MC
	Multipoint Controller

	MCU
	Multipoint Control Unit

	MP
	Multipoint Processor

	NAT
	Network Address Translator

	PC
	Personal Computer

	RTP
	Real-time Transport Protocol

	S-GK
	Service Provider GK

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol


4 Definitions

4.1 Gatekeeper

As defined in H.323, a Gatekeeper (GK) is an H.323 entity on the network that provides address translation and controls access to the network for H.323 terminals, Gateways and MCUs. The Gatekeeper may also provide other services to the terminals, Gateways and MCUs such as bandwidth management and locating Gateways.
4.2 Gateway

As defined in H.323, an H.323 Gateway (GW) is an endpoint on the network which provides for real‑time, two-way communications between H.323 Terminals on the packet based network and other ITU Terminals on a switched circuit network, or to another H.323 Gateway. Other ITU Terminals include those complying with Recommendations H.310 (H.320 on B-ISDN), H.320 (ISDN), H.321 (ATM), H.322 (GQOS-LAN), H.324 (overall for GSTN; Annex C for mobile applications, a.k.a. “H.324/M”; H.324 Annex D for ISDN, a.k.a. “H.324/I”), and V.70 (DSVD).

4.3 H.323 entity

As defined in H.323, an H.323 entity is any H.323 component, including terminals, Gateways, Gatekeepers, MCs, MPs, and MCUs.
4.4 Endpoint
H.323 defined an endpoint as being an H.323 terminal, Gateway, or MCU. An endpoint can call and be called. It generates and/or terminates information streams.
4.5 Network Address Translation

According to RFC 2663, network address translation provides the address or port mapping between the public network and the private network. Network address translation allows hosts in a private network to transparently communicate with destinations on an external network and vice versa.

4.6 Traditional NAT

In a traditional NAT, sessions are uni-directional, outbound from the private network. Sessions in the opposite direction may be allowed on an exceptional basis using static address maps for pre-selected hosts. Basic NAT and NAPT are two variations of traditional NAT. See RFC 2663.

4.7 Application Level Gateway
An application level gateway (ALG) implements H.323 application awareness on NATs. (See RFC2663)

4.8 Realm

As defined in RFC 2663, an address realm is a network domain in which the network addresses are uniquely assigned to entities such that datagrams can be routed to them. Routing protocols used within the network domain are responsible for finding routes to entities given their network addresses. Note that this document is limited to describing NAT in IPv4 environment and does not address the use of NAT in other types of environment (e.g. IPv6 environments).

4.9 Zone

H.323 defines a Zone as the collection of all terminals, Gateways (GW), and Multipoint Control Units (MCUs) managed by a single Gatekeeper; hence, a Zone has one and only one Gatekeeper. A Zone may be independent of the network topology and may comprise multiple network segments, which are connected using routers or other devices. If NATs are deployed in a Zone, the Zone may include more than one realm.

4.10 NAT Operation Modes
RFC 3489 classifies the operation mode of NATs in four groups, namely: Full Cone, Restricted Cone, Port Restricted Cone and Symmetric, defined as follows:
· Full Cone: A full cone NAT is one where all requests from the same internal IP address and port are mapped to the same external IP address and port. Furthermore, any external host can send a packet to the internal host by sending a packet to the mapped external address.

· Restricted Cone: A restricted cone NAT is one where all requests from the same internal IP address and port are mapped to the same external IP address and port.  Unlike a full cone NAT, an external host can send a packet to the internal host only if the internal host had previously sent a packet to the IP address of the external host. 

· Port Restricted Cone: A port restricted cone NAT is like a restricted cone NAT, but the restriction includes port numbers. Specifically, an external host can send a packet, with source IP address X and source port P, to the internal host only if the internal host had previously sent a packet to IP address X and port P. 

· Symmetric: A symmetric NAT is one where all requests from the same internal IP address and port to a specific destination IP address and port are mapped to the same external IP address and port.  If the same host sends a packet with the same source address and port, but to a different destination, a different mapping is used.  Furthermore, only the external host that receives a packet can send a UDP packet back to the internal host. 

5 Conventions

In this document, “shall/should/may” are all non-binding terms. That is, these requirements are all informative recommendations, which are not mandatory to the implementations.

6 Challenges of NAT Traversal in H.323 Multimedia Systems

6.1 General Effects of NATs

6.1.1 Incompatibilities addresses between the packet and the payload

H.323 protocols embed addresses and ports information within a message to set up a session. When NATs execute the translation of the address-related information in the IP package, it will translate source IP addresses and/or ports into the egress IP addresses and/or ports. In this case, the IP addresses and ports within the payload such as an H.245 message will become inconsistent with source addresses and ports of the IP packet. Therefore, receivers cannot correctly respond to senders, and the setup of media sessions between senders and receivers would fail.

6.1.2 Complexity of NAT Configuration

While a traversal mechanism may succeed for one NAT mode, it may fail for other NAT modes. In particular, in the multi-level realm, each level of NAT may work in a different mode. In this case, a traversal mechanism may fail when subject to more than one level of NAT. 

6.2 General Effects of Firewall Function

6.2.1 Dynamic Allocation of Ports

In H.323 multimedia systems, transport ports are dynamically allocated for the media, and exchanged within H.245 messages passing through the firewall. If the firewall has not been informed of the transport ports, it will block the media streams when they reach the firewall.
6.2.2 Security policies of firewalls

Normally, firewalls assume that the outbound packets are permitted to pass and the inbound packets should be denied. 

Therefore, sessions initiated from H.323 endpoints outside a realm towards endpoints inside that realm are blocked, hence internal H.323 endpoints cannot communicate with external endpoints. To enable external H.323 endpoints to receive internal calls, some special policies should be configured for the firewall, such as open up all external IP addresses and allow access to the internal realm from the external realm. As a result, it will expose the internal realm to some potential security risks.
7 NAT Traversal of H.323 Multimedia Systems

H.323 multimedia systems can be used either in a service provider configuration or in an Enterprise Configuration. For a service provider configuration, GKs are provided and controlled by the service provider. For an Enterprise Configuration, GKs are provided and controlled by the enterprise. 

In this document, E-GK stands for Enterprise GK and S-GK stands for Service Provider GK. 

7.1 NAT/FWs used in a Service Provider Configuration

7.1.1 GKs in the realm with globally unique registered addresses

To minimize the consumption of globally unique IPv4 addresses, an H.323 terminal is usually located in a realm with private addresses. At the egress of the realm, a NAT is deployed to provide address and port translation function. A realm with private addresses can be a one-level or multi- level realm. In the scenario of the multi-level realm with private addresses, an H.323 terminal could be located at any level of the realm. At the same time, an H.323 terminal can be located in a realm with globally unique registered addresses. 

In a service provider configuration, gatekeeper, gateway and MCU provided by the service provider, are usually put in a realm with globally unique registered addresses and located behind a firewall. This is illustrated in Figure 1. The detailed the scenario is described in clause 8.1.1.
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Figure 1 ‑ H.323 Multimedia Systems in the Service Provider Configuration: 
GKs in Public Networks

7.1.2 GKs in the realm with private addresses

In some cases, gatekeeper, gateway and MCU can be located in realms with private addresses and located behind a NAT with firewall function for security considerations, as shown in Figure 2.
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Figure 2 ‑ H.323 Multimedia Systems in the Service Provider Configuration:
GKs in Private Networks

7.2 NAT/FWs used in an Enterprise Configuration

7.2.1 GKs provided by an Enterprise

In an Enterprise Configuration, the whole enterprise realm includes more than one realm with private addresses. In some cases, an enterprise realm may be a multi-level realm. These enterprise realms are connected by a realm with public addresses. NATs should be deployed at the edge of different realms to implement address and port translation functions. 

In order to provide H.323 multimedia services for the whole enterprise network, H.323 endpoints and enterprise GKs are located in the enterprise realm, as illustrated in Figure 3. 

In this case, enterprise GKs could be located in the enterprise realm. If an enterprise H.323 endpoint initiates a call to another H.323 endpoint in the same enterprise realm, they will be interconnected by enterprise GKs. If an enterprise H.323 endpoint initiates a call towards a H.323 endpoint outside the enterprise realm, enterprise GKs will be interconnected to a Service Provider GKs.

Scenarios for Enterprise Configuration are detailed defined in clause 8.2.

[image: image4.wmf] 

NAT

/FW

 

PC

 

Enterprise Network

 

 

 

IP Network

 

 

 

Public Network

 

 

 

IP Network

 

 

 

PC

 

IP Network

 

 

 

NAT

/FW

 

PC

 

IP Network

 

 

 

H.323

 

Endpoint

 

H.323

 

Endpoint

 

H.323

 

Endpoint

 

E

-

GK

 

E

-

GK

 

NAT

/FW

 

Enterprise Network

 

 

 

S

-

GK

 

H.323

 

Endpoint

 


Figure 3 ‑ H.323 Multimedia Systems in the Enterprise Configuration

In the enterprise configuration, enterprise H.323 endpoints can roam from enterprise realm to outside of the enterprise realm, such as accessing from public network, as illustrated in Figure 4.
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Figure 4 ‑ H.323 Multimedia Systems in the Enterprise Configuration:
Accessing from an outside realm

7.2.2 Virtual GKs provided by Service Provider

In some cases, enterprises have no GKs inside their realm; however, they could use a GK in the service provider realm as their virtual enterprise GK, as illustrated in Figure 5.
The use of this Enterprise Configuration is out of the scope of this document.
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Figure 5 ‑ Virtual GKs for H.323 Multimedia Systems in the Enterprise Configuration

8 Scenarios in H.323 Multimedia Systems

8.1 Scenarios in Service Provider Configuration

8.1.1 Scenarios with GKs in the realm with globally unique registered addresses

This clause addresses all possible service provider configuration scenarios for the case when Service Provider GKs are located in a realm with globally unique addresses.

Service Provider Scenario 1 is shown in Figure 6, in which H.323 endpoints are allocated in the same realm with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 6 ‑ Service Provider Scenario 1
Service Provider Scenario 2 is shown in Figure 7. H.323 endpoints are put in two different realms with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 7 ‑ Service Provider Scenario 2
Service Provider Scenario 3 is shown in Figure 8. An H.323 endpoint is put in a realm with private addresses, and another H.323 endpoint is put in a realm with public addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 8 ‑ Service Provider Scenario 3
Service Provider Scenario 4 is shown in Figure 9. H.323 endpoints are put in the same multi-level realm with private addresses. In this scenario, each H.323 endpoint can act on a caller or a callee.
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Figure 9 ‑ Service Provider Scenario 4
Service Provider Scenario 5 is shown in Figure 10, H.323 endpoints are put in different multi-level realms with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 10 ‑ Service Provider Scenario 5

Service Provider Scenario 6 is shown in Figure 11. A H.323 endpoint is put in a multi-level realm with private addresses, and another H.323 endpoint is put in a realm with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 11 ‑ Service Provider Scenario 6

Service Provider Scenario 7 is shown in Figure 12. An H.323 endpoint is put in a multi-level realm with private addresses, and another H.323 endpoint is put in a realm with public addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 12 ‑ Service Provider Scenario 7 

8.1.2 Scenarios with GKs in the realm with private addresses

As for Service Provider GKs in a realm with private addresses, it is the same as enterprise configuration of H.323 multimedia systems. Therefore, Service Provider GKs in a realm with private addresses can refer to enterprise configuration with enterprise GKs in the enterprise realm (see section 8.2.1).

8.2 Scenarios in Enterprise Configuration

8.2.1 Scenarios for GKs provided by Enterprise

This clause contains a description for all possible scenarios in enterprise configuration. H.323 endpoints in the enterprise realm are connected by enterprise GKs in the enterprise realm. Through Service Provider GKs, H.323 endpoints in the enterprise realm can interconnect to H.323 endpoints outside of the enterprise realm.

Enterprise Configuration Scenario 1 is shown in Figure 13. H.323 endpoints and enterprise GK are put in a realm with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 13 ‑ Enterprise Configuration Scenario 1
Enterprise Configuration Scenario 2 is shown in Figure 14. An H.323 endpoint and the enterprise GK are put in the same enterprise realm with private addresses. Another H.323 endpoint is put in another realm with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 14 ‑ Enterprise Configuration Scenario 2

Enterprise Configuration Scenario 3 is shown in Figure 15. An H.323 endpoint and enterprise GK are put in the same enterprise realm with private addresses. Another H.323 endpoint and enterprise GK are put in another realm with private addresses. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 15 ‑ Enterprise Configuration Scenario 3
Enterprise Configuration Scenario 4 is shown in Figure 16. An H.323 endpoint and enterprise GK are put in the same enterprise realm with private addresses. Another H.323 endpoint and Service Provider GK are put in the realm with globally unique registered address. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 16 ‑ Enterprise Configuration Scenario 4
Enterprise Configuration Scenario 5 is shown in Figure 17. An H.323 endpoint and enterprise GK are put in different enterprise realm with private addresses. Another H.323 endpoint and Service Provider GK are put in the realm with globally unique registered address. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 17 ‑ Enterprise Configuration Scenario 5
Enterprise Configuration Scenario 6 is shown in Figure 18. An H.323 endpoint and enterprise GK are put in multi-level enterprise realm with private addresses. Another Service Provider GK and H.323 endpoint are put in the realm with globally unique registered address. In this scenario, each H.323 endpoint can act as a caller or a callee.

The interworking between H.323 endpoints are connected by enterprise GK and Service Provider GK.
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Figure 18 ‑ Enterprise Configuration Scenario 6

Enterprise Configuration Scenario 7 is shown in Figure 19. An H.323 endpoint and enterprise GK are put in different multi-level enterprise realm with private addresses. Another Service Provider GK and H.323 endpoint are put in the realm with globally unique registered address. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 19 ‑ Enterprise Configuration Scenario 7

Enterprise Configuration Scenario 8 is shown in Figure 20. An H.323 endpoint and enterprise GK are put in a realm with private addresses. Another H.323 endpoint is put in different multi-level realm. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 20 ‑ Enterprise Configuration Scenario 8

Enterprise Configuration Scenario 9 is shown in Figure 21. An H.323 endpoint and enterprise GK are put in a realm with private addresses. Another H.323 endpoint and enterprise GK are put in different multi-level realm. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 21 ‑ Enterprise Configuration Scenario 9

Enterprise Configuration Scenario 10 is shown in Figure 22. An H.323 endpoint and enterprise GK are put in a realm with private addresses. Another H.323 endpoint is roaming outside of enterprise realm. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 22 ‑ Enterprise Configuration Scenario 10

Enterprise Configuration Scenario 11 is shown in Figure 23. Enterprise GKs are put in a realm with private addresses. A H.323 endpoint is roaming outside of enterprise realm. Another H.323 endpoint and Service Provider GK are in a Service Provider realm, such as in a realm with globally unique registered address. In this scenario, each H.323 endpoint can act as a caller or a callee.
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Figure 23 ‑ Enterprise Configuration Scenario 11

8.2.2 Scenarios for virtual GKs provided by Service Provider
Scenarios for virtual GKs provided by a Service Provider in an Enterprise Configuration are out of the scope of this document.
9 Requirements for NAT Traversal of H.323 Multimedia Systems

9.1 General Requirements
The following requirements apply to all NAT traversal scenarios defined in section 8:

a) It is recommended that NAT traversal for H.323 multimedia systems should consider multiple levels of NAT traversal, as far as possible.

b) Each H.323 endpoint in all configurations described in section 8 should be able to act either as a caller or a callee.

c) It is recommended that NAT traversal mechanisms for H.323 multimedia systems should consider both GKs in a realm with private addresses and GKs in a realm with globally unique registered addresses. Different NAT traversal mechanisms should coexist in H.323 multimedia systems.

d) Different NAT traversal mechanisms should coexist at the edge of the same realm.
e) NAT traversal mechanisms should identify which NAT operation modes it would support.

9.1.1 General Requirements for Service Provider Configuration

In addition to the requirements in 9.1, the following requirement should be considered for a Service Provider Configuration:

a) It is recommended that NAT traversal for H.323 multimedia systems consider all scenarios described in clause 8.1, as far as possible. 

9.1.2 General Requirements for Enterprise Configuration
In addition to the requirements in 9.1, the following requirements should be considered for an Enterprise Configuration:

a) GKs in the enterprise realm should support H.323 multimedia services in the enterprise realm.
b) H.323 endpoints in the enterprise realm and H.323 endpoints outside of the enterprise realm shall be interconnected between Enterprise GK and Service Provider GK. 

c) It is recommended that NAT traversal for H.323 multimedia systems should consider all scenarios figured in clause 8.2.

d) Enterprise H.323 endpoints can be roaming outside of the enterprise realm, therefore, enterprise H.323 endpoints can access the enterprise realm from outside. 

9.2 Requirements on Functional Entities in H.323 Multimedia Systems

9.2.1 Requirements for H.323 Endpoints

a) NAT traversal mechanisms for H.323 multimedia systems should indicate any required changes in H.323 endpoints, such as software upgrades, changes in security and QoS policies, etc.

9.2.2 Requirements for GKs

a) NAT traversal mechanisms for H.323 multimedia systems should indicate any required changes in GKs, such as software upgrades, changes in security and QoS policies, etc.

9.2.3 Requirements for NATs

a) NAT traversal mechanisms for H.323 multimedia systems should consider all four NAT operation modes as far as possible, and point out which NAT operation mode is appropriate. 

b) NAT traversal mechanisms for H.323 multimedia systems should indicate any required changes in traditional NATs (for example, software upgrades).

c) NATs may be provisioned with corresponding policies to permit traversal of signalling messages and media streams. 

9.3 Requirements on Signalling and Media Streams

a) NAT traversal mechanisms for H.323 multimedia systems should consider traversal of signalling and media streams at the same time.

b) NAT traversal mechanisms for H.323 multimedia systems shall support no less than ITU-T H.323v3, H.245v7, H.225.0v4, and H.235v3. All later versions of H.323, H.245, H.225.0 and H.235 may be supported. 
c) Protocol extension to enable NAT traversal for H.323 multimedia systems shall be based on and consistent with the provisions in ITU-T H.323, H.225.0, H.245 and H.235.
d) If H.323 endpoints are in the same realm and in the same multi-level realm, media streams can either flow directly between H.323 endpoints, or pass through NATs.
e) If H.323 endpoints are in different realms or in different multi-level realms, media streams between H.323 endpoints shall pass through NATs. 

9.4 Requirements on the Performance and QoS

a) It is recommended that NAT traversal mechanisms for H.323 multimedia systems should consider influences on performance of NATs, such as decreasing performance of NATs as little as possible.

b) It is recommended that NAT traversal mechanisms for H.323 multimedia systems should consider influences on QoS of H.323 multimedia systems, such as decreasing QoS of H.323 multimedia systems as little as possible.

9.5 Security Requirements

a) NAT traversal mechanisms for H.323 multimedia systems should not lower the security of H.323 multimedia systems for both service provider configuration and enterprise configuration. 

b) NAT traversal mechanisms should themselves provide security for H.323 multimedia systems. 

c) Requirements for NAT traversal mechanisms for H.323 multimedia systems with other network layer security mechanism (such as IPsec) are out of the scope of this document.
9.6 Requirements on Network Management System
a) In a Service Provider Configuration, NAT traversal mechanisms for H.323 multimedia systems should not affect the original network management mechanism for H.323 multimedia systems.

b) Network management for H.323 multimedia systems in an Enterprise Configuration is out of the scope of this document.

9.7 Reliability Requirements
a) NAT traversal mechanisms for H.323 multimedia systems should not reduce the reliability for portions of the network not involved in NAT traversal.

b) For portions of the network involved in NAT traversal, NAT traversal mechanisms for H.323 multimedia systems should lower reliability as little as possible.

9.8 Requirements on Charging

a) NAT traversal mechanisms for H.323 multimedia systems should not prevent collection of charging information for H.323 endpoints. 

Note – Mechanisms for collection of charging information for H.323 multimedia systems are out of the scope of this document.
9.9 Requirements on Services Provision

a) NAT traversal mechanisms for H.323 multimedia systems should not decrease the capability of service provision, and therefore should support all the existing services provided in a given H.323 zone.

9.10 Requirements on Coexisting with Other Traversal Schemes 

a) Service providers or enterprises may deploy more than one NAT traversal mechanisms in their networks; therefore, different NAT traversal mechanisms could coexist in the same network.

b) However, for better interoperability and manageability, it is recommended that a service provider or enterprise minimize the number of different NAT traversal mechanism coexisting in their networks.
9.11 Requirements on Mobility 

a) NAT traversal mechanisms for H.323 multimedia systems should consider minimizing as much as possible negative effects on the H.323 endpoint mobility capabilities.

___________________________
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