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Foreword 

Chaesub Lee 

Director 

ITU Telecommunication Standardization Bureau 

The ITU Kaleidoscope academic conference has gained a reputation for providing an in-depth 

discussion on matters relevant to the ITU membership. This year, Kaleidoscope 2021: Connecting 

physical and virtual worlds provides a forward-looking perspective on the future developments of 

persistent virtual realities and customized computer-generated environments. 

Kaleidoscope is ITU’s flagship academic event. Now in its thirteenth edition, the conference supports 

productive dialogue between academics and standardization experts. For the second year in a row, 

Kaleidoscope is held fully online, welcoming participants from around the world from 6 to 

10 December 2021.  

The research included in the conference highlights how things, places and people are being mirrored 

in a parallel virtual world, creating immersive new communications experiences and how this 

translates to fundamental shifts in business and education as well as healthcare, automotive, logistics 

and entertainment. Focusing on the technical developments that are contributing to a new and more 

immersive future, the research selected for presentation also sheds light on the standards that are 

needed to aid in this digital transformation and provide a safe, human-centred future. The various 

sessions focus on future wireless communication systems and machine learning for next generation 

networks, the Internet of Things and related network requirements and solutions for industrial 

applications, as well as the policies and contributions required for effective security management.  

This year’s conference introduces two special sessions on the role of emerging technologies in the 

arts and culture, with virtual reality and digital twins providing a new way to interact with art and 

heritage in a virtual world. Similarly, the video demonstration track provides an online demonstration 

of the latest in applied research on future networks, augmented reality and virtual reality, machine 

learning, healthcare and cybersecurity.  

The conference also aides in understanding how ITU’s work on standardization could play a role in 

a post-pandemic world. 

I would like to express my great appreciation to the Kaleidoscope community and the larger 

ITU Academia membership for their enduring support to this series of conferences. With over 

160 academic and research institutes now members of ITU, the Kaleidoscope series is certain to 

continue growing in strength.  

My sincerest thanks go to our technical co-sponsors, the Institute of Electrical and Electronics 

Engineers (IEEE), and the IEEE Communications Society (IEEE ComSoc). I would also like to thank 

our academic partners and longstanding ITU members, Waseda University, the Institute of Image 

Electronics Engineers of Japan (I.I.E.E.J.), the Institute of Electronics, Information and 

Communication Engineers (IEICE) of Japan, the Chair of Communication and Distributed Systems 



– ii – 

at RWTH Aachen University, the European Academy for Standardization (EURAS), as well as the 

University of the Basque Country and the Liverpool John Moores University. A special thanks also 

goes to our new partners, namely the University of Limerick, Confirm Smart Manufacturing research 

institute and Virtual Switzerland.  

I would especially like to thank the members of the Kaleidoscope 2021 Technical Programme 

Committee (TPC) and the members of our Steering Committee: Christoph Dosch, IRT GmbH; Kai 

Jacobs, RWTH Aachen University; Mitsuji Matsumoto, Professor Emeritus Waseda University; 

Roberto Minerva, Télécom SudParis; Gyu Myuong Lee, Liverpool John Moores University; Eva 

Ibarrola, University of the Basque Country; Tiziana Margaria, University of Limerick and particularly 

Mostafa Hashem Sherif, USA who also serves as the TPC Chair.  

 

 

 

 

 

 

 

 

 

 
 

Chaesub Lee 

Director 

ITU Telecommunication Standardization Bureau 
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Message from the Chair of the Technical 

Programme Committee 

Mostafa Hashem Sherif, Ph.D 

Technical Programme Committee Chair 

 

 

The focus of the ITU Kaleidoscope 2021 (K-2021) academic conference is on how the on-going 

digital transformation is blurring the distinction between our physical and virtual worlds. Technical 

standards as well as policies and regulation have their respective roles in ensuring that the new 

immersive experiences benefit humanity at large.  

Because the Covid-19 pandemic is still affecting communities around the world, for the second year 

in a row, K-2021 is held online from 6 to 10 December 2021.  

The conference programme includes eighteen original papers retained from a total of 39 submissions, 

after a double-blind peer-review process. The video demonstration track, which was introduced in 

last year’s Kaleidoscope, has now four demonstrations. Also, thanks to Laetitia Bochud, Director of 

Virtual Switzerland, a K-2021 partner, the coffee breaks will include entertainment segments to show 

how immersive technologies can be used in dance, theatre productions and live performances.  

The contributors to K-2021 hail from all continents. To accommodate the various time zones over 

the globe, each day’s proceedings are limited to around 3 1/2 hours. 

The authors of the best papers presented at the conference will share a prize fund of CH 6 000. In 

addition, young authors of up to 30 years of age presenting accepted papers will receive Young 

Author Recognition certificates. 

In my role as the chair of the technical programme committee (TPC), I would like to thank all 

56 reviewers, whether members of the TPC or anonymous reviewers, for assisting the steering 

committee in making the selection. Members of the steering committee were also essential in 

preparing three keynote sessions and in inviting two papers dealing with the conference’s theme. 

They also helped organise two special sessions on the intersection of the technology with culture, and 

its effects on the future of museums, art galleries and live performances. I would also like to thank 

our technical co-sponsors and partners. 

The K-2021 conference proceedings (as well as those of the previous conferences) can be downloaded 

free of charge from http://itu-kaleidoscope.org.  

  

http://itu-kaleidoscope.org/
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As customary with the Kaleidoscope conferences, per agreement with the IEEE, all papers accepted 

and presented at the conference will be included in the IEEE Xplore Digital Library. In addition, 

selected papers will be considered for publication in a special-feature section of the IEEE 

Communications Standards Magazine.  

Finally, I would like to thank the ITU team lead by Alessia Magliarditi and including Emer Windsor, 

Erica Campilongo and Simiso Dlodlo, as well as Gent Bajrami from the ITU-T Operations and 

Planning Department, for their unwavering support. It is thanks to their dedication that the 

Kaleidoscope series of academic conferences improves year after year. 
 

 

 

 

 

 

 

 

 

 

 
 

Mostafa Hashem Sherif 

Chair, TPC 
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6G TECHNOLOGIES FOR MOBILE CONNECTED INTELLIGENCE 

Geng Wu 

Intel Fellow, Intel Corporation, USA 

With the introduction of ultra-reliable and low-latency communications, 5G-enabled massive machine type 

communications beyond traditional smartphone applications and services. To achieve the required network 

performance and service scalability, 5G systems have adopted several technologies such as edge computing, 

network slicing and service-based architecture, powered by advanced virtualization technologies. Building on 

the technology foundations established in 5G, 6G is expected to bridge the physical and virtual worlds and 

bring technical improvements to energy efficiency, security, and network resilience. More specifically, 6G 

systems will integrate computing, communications, and data storage and access functions. 6G network 

architecture is expected to enable scalable distribution of computing and intelligence workloads, with the 

support of micro-services across devices, network edge and cloud. A next generation programmable optical 

and wireless transport network infrastructure will be developed and deployed to support 6G systems.   

There are several important trends that drive the development of 6G technologies. The first and foremost is 

the shifting nature of data. In addition to the unprecedented growth in total data volume throughout the network, 

we see a much faster growth at the network edge, driven by the proliferation of machine learning and artificial 

intelligence. This new data tends to be distributed and mobile, of diverse numeric format, precision, and quality. 

Due to the local nature of sensing, they are best processed near or at the source due to their large number of 

sources, massive volume, and the increasing need for privacy and security.  

Another important driving force is the significant increase in wireless link peak data rates. For 6G, we can 

expect a maximum of 200 Gbps over the downline (from base station to mobile device) and 100 Gbps over the 

uplink (from mobile device to base station). Such a data rate increase is possible thanks to the more advanced 

radio link design and signal processing technology, as well as the addition of new spectrums including the 

terahertz bands. These significant increases in data rate and the continuing reduction in latency give 6G 

systems an unprecedented capability to support wide-area mobile distributed computing. In fact, the target data 

rates of 6G radio links are approaching that of many of interconnecting technologies we use today in our 

computing systems.  

Computing workload in the 6G era is also changing. With the proliferation of machine learning and artificial 

intelligence, computing workloads are increasingly distributed throughout a wide area, with stringent 

requirements on latency, energy efficiency and user privacy. Taking the federated learning use case as an 

example, training data from local sensors are first processed at the device to preserve user privacy and to avoid 

energy costs associated with sending the training data over the radio link; the infrastructure cloud further 

processes the models it has received from many devices to produce a complete and robust final model. To 

enable these types of mobile computing, it is important for 6G to support computing scaling out from network 

infrastructure to mobile devices. This scaling out happens at all levels of computing, including micro-services 

at the service level and disaggregated computing at the computing resource level. It often involves 

heterogenous forms of computing fabrics and network architecture.   

The above technology trends lead to the network evolution from the communication-centric 4G/5G to the 

compute-centric 6G, where computing, communication, and data storage/access are expected to come together. 

We expect major structural changes in the designs of air interface, network architecture, and signal processing 

for cloud-native and AI-native 6G systems. To be more specific, we envision the introduction of a new 

Compute Plane and a new Data Plane in 6G systems from the device to the network; we also expect 6G air 

interface to be designed with built-in native AI capabilities. There is also a need for a major upgrade of 

networking fabric and transport for 10x-100x platform performance improvement.   
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Technologies for cloud-native systems are well established and widely deployed in today’s data centers and 

cloud. To make 6G system a native part of the cloud, new technology capabilities and design extensions are 

required, including server/service discovery for device mobility, cross-domain computing with robust security, 

design enhancements for radio link performance, end-to-end orchestration and resource management across 

devices, network nodes and data centers, to name a few. As Artificial Intelligence (AI) and Machine Learning 

(ML) become mainstream, a 6G system is expected to be designed to natively integrate AI technologies, which 

is now often referred to as “AI-native”. On the one hand, many aspects of 6G system design can directly benefit 

from AI/ML capabilities for better performance; on the other hand, 6G systems need to be architected for 

efficient in-network data management and access for machine learning and inference.   

Making 6G cloud-native and AI-native touches on every part of the system, from air interface design, to system 

and network architecture, to service manager, to the software and hardware platform as well as the need for a 

programmable high-performance transport network. As 6G becomes further embedded in every aspect of 

human life and into our society, system reliability, trustworthiness, privacy, and information security are of 

paramount importance to our new system. The picture below offers a high-level view on the key features that 

are currently under research and development. A cloud-native design establishes a solid platform foundation 

for the next generation system. As ML/AI continue to evolve, from algorithms to data processing to 

applications, a cloud-native environment needs to be a highly scalable design to enable and to support existing 

and future AI models and workload. 

 

As 6G expands its technology dimensions beyond wireless connectivity, selecting and prioritizing a correct 

set of fundamental capabilities, technology building blocks and network architectures become more critical 

and challenging than for earlier generations. This increased system complexity and the interdependency 

between communication, computing and data management also add new requirements to the standardization 

process, where open architecture, open implementation/open source will become an integral part of the 6G 

industry standards in addition to the traditional normative specifications.   

Every generation of wireless technologies needs to bring a new level of experience and a set of new capabilities 

to enable future applications and services, 6G is no exception. This talk provides an overview of 6G cloud-

native and AI-native design considerations, which are the fundamental new capabilities for next generation 

systems.   
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THE ADOPTION GAP: ETHICS, CITIZENSHIP, INSTITUTIONAL 

FACTORS, AND STANDARDS FOR SMART CITIES 

Rob Kitchin 

Maynooth University, Ireland 

Over the past decade, many cities have adopted policies and rolled out programs and projects 
designed to transform them into a smart city. This has been accompanied by the formation of 
active smart city epistemic communities and advocacy coalitions, the insertion of a new cadre 
of smart city professionals into city administrations, an extensive apparatus of social learning, 
and numerous funding mechanisms to facilitate uptake. It is clear from the plethora of 
initiatives underway globally that the idea and ideals of smart cities is quite broadly conceived. 
Critically, in all cases, digital technologies are front-and-center as a vital ingredient for 
addressing the major issues facing city managers, businesses, and citizens. Core technologies 
include city operating systems, performance management systems, centralized control rooms, 
digitally mediated surveillance, intelligent transport systems, smart grids, predictive policing, 
sensor networks, building management systems, and civic apps. While these technologies offer 
solutions to urban problems, they also raise a number of concerns relating to surveillance, 
dataveillance and privacy, predictive profiling, social sorting and redlining, anticipatory 
governance and nudging, and control creep and security. Along with three other key issues, 
these concerns mean that while smart cities are in the process of being created their formation 
has been slow and piecemeal, and in most cases a smart city vision has only partially been 
embedded within city administrations or been greeted with apathy or resistance. In other words, 
an adoption gap has developed with city administrations proceeding cautiously with smart city 
initiatives. This gap is significant enough that some enthusiastic, early corporate promoters of 
smart cities have pivoted their endeavors into other related markets. This paper explores this 
adoption gap examining four sets of factors that have stymied their rollout and considering 
whether smart city standards might be a means of narrowing the gap.  

The first key issue is ethics and political and normative concerns related to smart city 
technologies. Many such technologies are designed to manage and control city infrastructure 
and services and to govern and regulate populations. A key aspect of their operation is that they 
produce, process, extract value and act upon streams of big data that are highly granular and 
indexical (directly linked to people, households, objects, territories, and transactions). 
Consequently, they raise questions and ethical concerns regarding how citizens are conceived 
and treated, and how they reproduce and reinforce inequalities leading to caution and resistance 
to adoption. Where there have been attempts to address some of these issues, the response has 
been framed within a regulation and compliance agenda rather than rights, social justice, and 
transformation. 

The second key issue is the framing of citizens and citizenship. A general critique of smart 
cities is that the systems are designed to serve the interests of states and companies rather than 
citizens. The dominant ways in which the citizens are framed include a data point, a targeted 
consumer, a user, a sorted individual, and a surveilled, controlled, and policed subject. As such, 
citizens most often occupy non-participatory, consumer, or tokenistic positions in relation to 
systems; framed within political discourses of stewardship, technocracy, paternalism, and the 
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market, rather than being active, engaged participants, in which smart city initiatives are 
conceived in terms of rights, citizenship, the public good, and the urban commons. This has 
resulted in pushback by civil society organizations against technocratic, top-down deployments 
of smart city technologies.  

The third key issue is institutional factors. City administrations are large, complex 
organizations consisting of many departments, with entrenched structures, ways of working, 
and legacy systems that create a high degree of embedded path dependency. They are also full 
of internal politics, fiefdoms, and competing interests. As such, they are not easy to re-orientate 
with respect to shifting how units and staff think about and undertake their work, especially 
when they directly challenge the paradigmatic training and ideals of professionals schooled to 
think and act in certain ways (e.g. planners, engineers, architects, educators, social workers, 
community development workers). A smart city approach promises to create a more nimble, 
flexible, leaner data-driven, efficient, horizontal organization, cutting across departmental 
silos, reducing labor and reconfiguring how work is performed. They thus promise to disrupt 
the status quo and radically change working conditions. Consequently, smart city initiatives 
and policy often run into internal inertia and resistance by managers and workers who are 
reluctant to embrace change. In addition, most cities have multiscale systems of administration 
and governance, yet smart city technologies are designed to work at scale across whole city-
regions. In other words, there might be dozens of public agencies responsible for different 
geographic areas and services who might be operating quite independently of each other and 
aligning their interests, operations, procurement, and technical systems is difficult. For 
example, Dublin has four local governments, London has 33, and Boston 101. 

The fourth issue is a sense that a great deal of smart city technology is not yet mature and is 
unsuitable for mainstreaming. Technologies are still being developed and tested. This is borne 
out in the large number of pilot projects and what has been termed "experimental" or "test-bed" 
urbanism or "living labs". Practically all EU-funded smart city projects have this status, being 
initiatives to scope out, create and implement proof-of-concepts, and share knowledge about 
efforts, rather than being market-ready and proven to work in practice. City administrations are 
reluctant to invest in technology that has a limited track record, where the product and price 
will be significantly improved in a few years. 

The final part of the paper turns its attention to standards and standardization as factors that 
potentially limit adoption, but also create potential solutions. Dozens of competing smart city 
standards have now been produced, relating to specific technologies and smart cities more 
broadly. They are having varying degrees of impact in terms of influencing the creation of 
smart cities. Following the work of Jim White, some consideration is given to the politics of 
standards in terms of propagating systems, steering outcomes towards desirable goals, and 
assuring city leaders and decision makers to narrow the adoption gap. Questions reflect on what 
it is that standards do and who are the beneficiaries of standards? Do standards reinforce 
technocratic, instrumental, and top-down means of managing and governing cities and enable 
the more efficient monetization of citizens, or do they provide a means of countering more 
pernicious effects and democratizing of smart city technologies? Throughout the presentation, 
the argument will be illustrated with examples drawn from two large-scale smart city projects 
that included the development and assessment of smart city technologies: the Programmable 
City project (2013–2018, funded by the European Research Council) and Building City 
Dashboards project (2016–2020, funded by Science Foundation Ireland). 
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SUSTAINABILITY AND SPECTRUM MANAGEMENT IN THE 6G ERA 

Marja Matinmikko-Blue 

Centre for Wireless Communications (CWC), University of Oulu, Finland 

ABSTRACT 

The goal of sustainability and the required sustainable 
development to reach this goal call for a significant renewal 
of operations to solve fundamental challenges facing 
societies. The role of ICT and wireless communications is 
critical in realizing the twin transition of green and digital. 
The wireless and mobile communications community has 
taken sustainability as the key goal driving the whole R&D 
of the next generation of mobile communication networks 
(6G) aiming at deployment in 2030s. Understanding the 
triple bottom line of economic, social and environmental 
sustainability together with the concrete United Nations 
Sustainable Development Goals (UN SDGs) with specific 
targets and indicators are fundamental for 6G R&D but their 
linkages are not yet clear. This paper investigates 
sustainability and sustainable development in the context of 
6G. A special focus is on the management of the fundamental 
natural resource for wireless communications, namely the 
radio spectrum whose management keeps getting ever more 
complex. The paper highlights the role of new sharing-based 
spectrum governance models, to rapidly respond to the needs 
of the changing world towards a sustainable future.  

Keywords – 5G, 6G, mobile communications, regulation, 
spectrum management, sustainability, sustainable 

development, UN SDG 

1. INTRODUCTION

Sustainability has become the major long-term goal of 
operations of all sectors of society and the ICT sector is no 
exception. In general, sustainability refers to the “principle 
of ensuring that our actions today do not limit the range of 
economic, social, and environmental options open to future 
generations” [1]. Sustainable development, on the other hand, 
refers to the “development that meets the needs of the present 
without compromising the ability of future generations to 
meet their own needs”, as defined in the World Commission 
on Environment and Development’s 1987 Brundtland report 
´Our Common Future`. Sustainability can significantly 
benefit from the use of wireless and mobile communications 
technologies. 

Today’s wireless and mobile communication R&D activities 
in academia, industry and regulation are increasingly 
addressing the use of 5G networks and other technologies in 
different vertical sectors of society, such as industry, 
healthcare, and energy, serving their specialized needs in 
specific geographical locations. Its roots are in the 
emergence of new local 5G operator models [2-3] leading to 
new business models and ecosystems [4], calling for a 
reconsideration of the existing regulatory framework [5]. In 
recent years, several regulators have taken 5G spectrum 
actions that make it possible for different stakeholders to 
operate their own local networks to serve a variety of user 
groups through local spectrum licensing [5-6]. This 
paradigm shift from only Mobile Network Operator (MNO) 
cellular networks towards opening the market for new local 
networks, established by a variety of stakeholders, brings the 
networks closer to the different vertical sectors of society, 
which face urgent need to renew their operations to meet 
sustainability requirements set by governments.  

Recent 6G research has been built on the consensus of 
addressing sustainability and required sustainable 
development actions from the beginning of development [7]. 
This early agreement on sustainability being the key driver 
for 6G development from 2019 [7] was further detailed in [8], 
by linking 6G and the United Nations Sustainable 
Development Goals (UN SDGs) through indicators. This 
connection opens a new consideration on how wireless 
networks could assist in the collection of data necessary for 
the achievement of sustainable development targets [9]. 
Other parallel 6G research efforts have similarly taken 
sustainability as the fundamental driver, e.g., see [10].  

While sustainability through the triple bottom line of 
economic, social, and environmental sustainability from [1] 
and the needed sustainable development through the UN 
SDG framework [9] are of utmost importance for 6G R&D, 
their complex relationship has not been thoroughly 
addressed. The dual role of ICT, or more specifically mobile 
communications, as a provider of services to help other 
sectors reach sustainability goals and the sector’s own 
sustainability impact are two different facets that both need 
careful analysis and strategic actions, e.g., see [11]. While 
helping others via mobile communications is critical, the 
wireless sector, however, has to incorporate of sustainability 
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into all operations including the use of resources, such as the 
radio spectrum.  

Regulators have noted that radio spectrum is a fundamental 
enabler for sustainable development, enabling key associated 
technologies, including universal broadband coverage, and 
digital transformation CO2-footprint reduction [12]. Radio 
spectrum is a fundamental natural resource for wireless 
communications, and its management continues to be 
contentious [13]. Sustainability and spectrum management, 
including sustainable development actions, is an unexplored 
topic. Spectrum access rules are fundamental for deploying 
new wireless systems, driving or limiting development and 
ultimately defining market structures. Spectrum decisions 
also define how new innovative approaches to combat the 
sustainability challenges using wireless technologies can be 
introduced. 5G spectrum decisions have adopted local 
licenses in some countries, which has led to new business 
opportunities but also fragmentation. This places nations in 
different starting points for sustainable development.  

This paper brings sustainability into the R&D of future 
wireless networks. It analyzes what needs to be considered 
within traditional spectrum management policies for future 
wireless networks (i.e., 6G), especially through sustainable 
development as defined in the UN SDG framework. 

The rest of this paper is organized as follows. Section 2 
reviews ongoing joint 6G vision building work. Section 3 
investigates the state of the art on the role of sustainability 
and sustainable development in 5G and 6G. Section 4 
focuses on the state of the art on spectrum management in 
5G and 6G. Finally, Section 5 gives author recommendations 
on the sustainability and spectrum management perspectives 
for the 6G era, bringing these two perspectives together, 
followed by conclusions.  

2. BUILDING A JOINT 6G VISION 

First, we look at the state of the art of joint 6G vision building.  

2.1 Building blocks of 6G vision 

Joint 6G vision building got kick-started in March 2019 with 
the world’s first large-scale global 6G event, the 6G Wireless 
Summit organized by the Finnish 6G Flagship program [14]. 
The event culminated in the publishing of the world’s first 
6G White Paper in September 2019 [7] as a collaborative 
effort of 70 invited experts globally. It summarized the 6G 
vision as “ubiquitous wireless intelligence”, and a major 
agreement was that sustainability is the key driver for 6G.  

The joint 6G vision effort was followed by the establishment 
of 12 open thematic expert groups, leading to 12 white 
papers in 2020-2021 by the 6G Flagship. These papers 
addressed many aspects of 6G, as well as UN SDGs, 
including sustainability and also radio frequency (RF) and 
spectrum [15].  

The European Flagship project Hexa-X has presented its 6G 
vision in [10] as a joint effort of 25 organizations. This vision 
is about the interactions of a human world of our senses, 
bodies, intelligence, and values; a digital world of 
information, communication, and computing; and a physical 
world of objects and organisms. The six main research 
challenges considered in Hexa-X include connecting 
intelligence, the network of networks, sustainability, global 
service coverage, extreme experience, and trustworthiness, 
which also stresses the importance of sustainable 
development. 

The 6G vision by authors in [16] envisages holographic 
communications and delay-sensitive AI applications and 
discusses sub-terahertz and visible light communications and 
massive use of multi-radio access technologies and multilink 
techniques as enabling technologies. Authors in [17] present 
a large-dimensional and autonomous network architecture 
that combines space-air-ground-underwater networks. 6G 
vision in [18] stresses the role of socio-technical design of 
6G and introduces additional senses and emotions as 6G 
applications, proposing ultra-long battery life as a key 
requirement. 6G vision in [19] expects new themes to 
emerge, such as new man-machine interfaces, ubiquitous 
universal computing, multi-sensor data fusion, and precision 
sensing and actuation to control the physical world.  

The International Telecommunication Union 
(radiocommunication sector ITU-R) has started the global 
process for defining the mobile communications systems that 
will be used in 2030s, 6G, in the form of International Mobile 
Telecommunication (IMT) for 2030 and beyond. ITU-R has 
launched technology trends and vision work for IMT for 
2030 and beyond, aiming at completion in June 2022 and 
June 2023, respectively. This process brings together 
different stakeholder perspectives into a true joint 6G vision.  

2.2 Emerging local networks and changing business 
ecosystem 

While wireless communication research is largely about new 
technology development, there is an ever-increasing need to 
address related business and regulation considerations, since 
the deployment and use of new technology depends on them. 
The emergence of local 5G networks through a new local 
operator deployment model allowing different stakeholders 
to deploy 5G networks within specific premises without 
direct MNO involvement is already changing the mobile 
business ecosystem [2-3]. These local networks can serve a 
variety of user groups including closed groups resulting in 
private or non-public networks, or open user groups, such as 
MNOs’ customers resulting in neutral host, or a mix of these. 
These deployment models can fall under different regulatory 
regimes, which influences their deployment and adoption [4]. 
Their emergence is a highly national matter depending on 
spectrum availability. In the lead up to 6G, local networks 
will become increasingly important, resulting in the potential 
emergence of a large number of local networks deployed by 
different stakeholders, making the resulting business 
ecosystem more complex [7, 20-21]. 
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The changing business ecosystems in 5G will further change 
in 6G [20-21], where new roles emerge to serve the diverging 
needs with different resource combinations. While MNO 
market dominance is expected to continue in 5G, future 6G 
connectivity solutions will be driven by new market players 
[20-21]. There will be a range of needs from human and 
machine users in different verticals, both from public and 
private sectors, in their attempts to renew their operations 
towards sustainability goals. The resources and assets 
needed will be provided by a range of stakeholders for 
physical infrastructure, equipment, and data, under their 
respective regulatory frameworks. Needs and resources are 
brought together through matching resources from different 
stakeholders via new stakeholder roles, including different 
kinds of operators, resource brokers, and various service and 
application providers [20-21]. 

This development depends on spectrum availability in the 
given area, at the time of interest, for the deployment of any 
wireless network. Local mobile communication networks 
can be deployed by the traditional MNOs using their existing 
spectrum bands. For others, future operations are fully 
dependent on regulators’ spectrum decisions, which in 5G 
spectrum awards has become a major differentiating factor 
among countries leading to different competitive advantages. 

3. STATE OF THE ART OF THE ROLE OF
SUSTAINABILITY AND SUSTAINABLE

DEVELOPMENT IN 6G AND 6G 

This section investigates the big goal of sustainability and 
the needed sustainable development to reach this goal in the 
context of future 6G networks.  

3.1 Sustainability 

Sustainability’s importance has increased recently to become 
the single most influential driver of operations across sectors. 
Elkington noted in [1] that driving companies’ sustainability 
requires dramatic changes in their performance against the 
triple bottom line of economic, social and environmental 
areas. In particular, what is between these areas can be of 
specific importance. Stringent requirements are starting to 
emerge to different verticals and the mobile communications 
sector can help other vertical sectors in their renewal of 
operations towards reaching sustainability.  

Authors in [22] outlined economic, social, and 
environmental sustainability aspects in the context of 6G and 
outlined research challenges for 6G. Economic sustainability 
should have no negative consequences on social or 
environmental sustainability, social sustainability should not 
compromise economic or environmental sustainability, and 
environmental sustainability should not sacrifice social or 
economic sustainability.  

3.2 Sustainable development through the UN SDG 
framework 

The actual development towards sustainability, i.e., 
sustainable development, is thoroughly characterized in the 
UN SDG framework that presents 17 goals with 169 targets 
whose achievement is monitored through 231 individual 
indicators [9]. In the UN SDG framework, 7 indicators are 
considered to be ICT-related and connected to 4 of the 17 
SDGs. However, there is a much closer connection between 
ICT, especially mobile communications, and the UN SDGs, 
as outlined in [23-24]. The role of mobile communications is 
fundamental for many UN SDGs through the three layers: 1) 
deployment of infrastructure and networks forming the 
needed foundation for digital economy; 2) access and 
connectivity through providing people the opportunity to use 
mobile communications; and 3) enabling services and 
relevant content that provides life-enhancing services for 
people [23]. A connection between the UN SDG framework 
and 6G was established in [7] and further detailed in [8]. The 
WPC paper further details the linkage between all 17 UN 
SDGs and mobile communications. 

Prior research on ICT and UN SDGs in [25] has used the 
classification of economic, social and environmental UN 
SDGs by introducing a division for the 17 SDGs into these 
three categories. From the SDG, Wu et al. (2018) divide #1, 
#2, #3, #8 and #9 to economic SDGs, #4, #5, #10, #11, #16 
and #17 to social SDGs, and #6, #7, #12, #13, #14, and #15 
to environmental SDGs. However, this split is over-
simplistic as all SDGs have aspects relevant of the triple 
bottom line restricting the usefulness of such splitting. The 
goals presented in the UN SDG framework are highly 
interrelated and the achievement of one target can negatively 
impact another target which is why looking at the UN SDGs 
independently is not enough. 

Wireless research has investigated the environmental bottom 
line of sustainability through energy and other resource 
efficiencies for a long time, especially regarding green 
communications. The 20 years of research on green radios 
summarized in [26] consider spectrum efficiency and energy 
efficiency in wireless networks and end-user devices as 
essential for sustainability through a multitude of methods. 
Wireless communications have fundamental green trade-offs 
from the theoretical relations between the pairs of spectrum 
efficiency, energy efficiency, deployment efficiency, delay, 
power, and bandwidth, which are reviewed for 5G networks 
in [27].  

The role of MNOs is crucial in the sustainability of mobile 
communications and an MNO perspective on 5G is 
presented in [28], where energy consumption of the radio 
access network is evaluated in different load conditions. 
Another MNO view is given in [29] on the environmental 
and economic feasibility of MNOs becoming carbon neutral, 
combining two of the bottom lines. Authors in [30] present 
methods for evaluating and reducing the network’s energy 
consumption. This need for resource efficiency, especially 
energy efficiency, is important towards the future wireless 
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systems and calls for new methods to evaluate resource 
efficiency and consumption.  

There is an urgency to address resource, and particularly 
energy, efficiency aspects for 6G systems. The ITU-R 
process for IMT for 2030 and beyond will eventually define 
the technical performance requirements for future mobile 
communication systems and proper metrics and evaluation 
methods are needed to introduce energy efficiency into the 
technical performance requirements framework.  

4. STATE OF THE ART ON THE ROLE OF 
SPECTRUM MANAGEMENT IN 5G AND 6G 

All wireless communications use radio spectrum, whose 
management has been the source of contentious debate for a 
century. Spectrum management decisions are about the 
governance of the natural resource, defining who, where, 
when, how and for what purpose a specific frequency band 
is used. 

4.1 Spectrum governance models 

Spectrum management coordinates the use of this scarce 
resource between the different wireless systems resulting in 
complicated governance of public goods [31]. Successful 
spectrum management requires the balancing of conflicting 
stakeholder claims on the use of the precious resource. Any 
wireless system, existing or entrant, needs to operate in 
accordance with the Radio Regulations of the ITU-R. 

In general, spectrum management attempts to maximize the 
value of spectrum, its efficient utilization, and its benefits to 
society [32]. The choices spectrum regulators make in their 
allocation and authorization decisions define the market 
structures. They aim to be effective by allocating spectrum 
to the right use, and efficient by assigning it to those who 
value it the most [32]. The time spans in spectrum 
management are long, often decades, and these decisions are 
meant to define the markets for long periods. The general 
goal of maximizing the value of spectrum and its efficient 
use can be interpreted in many different ways, leading to 
different outcomes between countries. This decision making 
has had enormous political and economic significance over 
several decades, see [33]. 

Spectrum governance models can be divided into 
administrative allocation, market-based mechanisms and the 
unlicensed commons approach [6]. Administrative 
allocation, also known as hierarchical command and control 
approach, was traditionally used to give spectrum access 
rights to those requesting them [34]. The regulator decides 
who gets the spectrum access rights using its own criteria 
through e.g., direct awards or beauty contests. Market-based 
mechanisms are nowadays typically used for commercial 
wireless communications such as mobile communication 
networks [33, 35]. They define spectrum property rights 
which are distributed to stakeholders via market mechanisms, 
such as auctions, introducing the value of spectrum as a 
decision-making factor. Often secondary spectrum markets 

are allowed for trading [36], where the rights can be 
transferred to other stakeholders. The unlicensed commons 
approach typically allows spectrum access to several 
different types of usages and users under regulatory defined 
rules and conditions. It often involves low-power wireless 
devices restricting interference locally. The unlicensed 
commons approach has resulted in new profits and promoted 
innovation and competition through faster access to 
spectrum for several stakeholders despite perceived quality 
concerns. 

The different spectrum management models involve varying 
levels of spectrum sharing, which according to the ITU-R 
report [37] refers to the situation where two or more radio 
systems use the same frequency band. Recently, many 
regulators have promoted spectrum sharing, including [13]. 

4.2 The struggle of governing the commons 

The management of natural resources takes places in a 
number of fields, as summarized in [38]. Thus, the general 
rules for the governance of natural common pool resources 
can help in the spectrum management domain in the 
development of efficient mechanisms for the future wireless 
systems including 6G. Promising strategies from the 
management of natural resources through adaptive 
governance in [38] include involving interested partied in 
informed discussion of rules (analytical deliberation), 
allocation of authority to allow for adaptive governance at 
multiple levels from local to global (nesting) and employing 
a mixture of institutional types (institutional variety). 

Anker proposed a new spectrum governance process where 
the role of the government shifts from a controller of to a 
facilitator of decentralized coordination in a multi-actor 
governance process in [31]. This process implements both 
spectrum property rights and an unlicensed commons 
approach to optimize the functioning of the market where the 
role of government remains as a monitor of the system, to 
guide or correct the market, if necessary. New spectrum 
sharing arrangements are promoted, which can benefit from 
a platform to build trust among stakeholders. Such a process 
is needed for future wireless systems.  

The 5G spectrum awards decisions show an interesting step 
towards the 6G era. European pioneer bands for 5G include 
700 MHz, 3.5 GHz and 26 GHz and their awards are 
completed in several countries. Recent analyses of the 
outcomes have shown high divergence in the approaches 
taken by regulators in 5G, especially the emergence of local 
5G networks by non-MNO stakeholders is treated very 
differently [6]. The bands have very distinct propagation 
characteristics resulting in different suitable deployment 
models. However, some countries have used exactly the 
same awarding mechanisms for all bands while others have 
introduced different methods. This has led to market 
fragmentation, especially regarding the availability of local 
spectrum licenses as proposed in [5]. Table 1 summarizes 
different spectrum management approaches in the context of 
5G, with a focus on how local networks are considered. 
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Table 1 – Spectrum management approaches in 5G 

Spectrum 
management 

approach 
Role in 5G 

Local network 
perspective 

Administrative 
allocation 

Less used in 5G 
but made a come-
back in local 5G 
spectrum awards 

First-come first served 
nowadays used for 
awarding spectrum for 
local 5G networks 

Market-based 
mechanism 

Dominant method 
in 5G through 
auctions, 
typically MNOs 
acquire licenses.  

MNOs can deploy local 
networks in their 
licensed bands. License 
holders can also trade 
spectrum for local 
networks to different 
stakeholders.  

Unlicensed 
commons 

5G technologies 
developed for 
operations under 
the unlicensed 
commons 
approach.  

Possible for any 
stakeholder to deploy a 
network without a 
license subject to 
operational conditions 
in the band. 

5. RECOMMENDATIONS FOR THE 6G ERA

The goal of sustainability through sustainable development 
and the role of spectrum management in this development, 
are brought together for the future 6G era by providing 
recommendations for the future.  

5.1 Sustainability perspective 

Driving 6G towards the big goal of sustainability through 
sustainable development requires a major rethink of existing 
practises against the triple bottom line of economic, social 
and environmental sustainability from [1]. Since most 
interesting challenges are found between these three bottom 
lines, special emphasis should be put on new innovations at 
the intersections. Table 2 outlines implications of the triple 
bottom line of sustainability on 6G development.  

The role of wireless technologies for emitting less is equally 
important, as is support for absorbing more in the other 
sectors of society where impact could be achieved. Both 
need to be addressed. As envisaged in the joint 6G vision 
building, 6G will combine communication services with 
other services, such as imaging, ‘sensoring’, and ‘locationing’ 
[7], providing a measurement tool to collect various data at 
hyperlocal granularity [8], which can be used to steer 
operations towards sustainability targets [9]. The elaboration 
of this new role as a measurement tool needs further attention. 

The need for significant improvement of energy efficiency 
of the wireless networks themselves is evident for 6G and the 
development of new measures, measurement methodologies 
and techniques for improving energy efficiency of networks 
from end to end is urgent. Better analysis of the impacts of 
operating frequency and other elements on energy 
consumption is needed. New mechanisms need to be 
developed to reduce the carbon footprint through sharing all 
potential wireless communication resources. Additionally, 

the network architecture has a significant impact on total 
energy consumption. Optimization of the collection, 
processing, storage and transfer of data between different 
locations and components becomes a complex task and calls 
for the development of new metrics and measurement 
methods to assess the sustainability of such solutions 
including end-to-end energy consumption through different 
network configurations. 

The telecommunication industry and operators play a key 
role in the ICT sector’s attempts to combat climate change. 
The telecommunication sector itself needs to go through a 
major renewal of its own operations to contribute to meeting 
sustainability targets, in addition to its role as an enabler to 
renew the operations of other sectors of society. Self-
assessment of its own operations and reporting on emissions 
and actions to achieving environmental targets is an 
important starting point. The process should not be left only 
in the hands of the telecommunication industry including 
operators, which corresponds to self-evaluation. This 
requires an open approach where the research community 
can contribute its findings to the process. Detailed data and 
actions on energy efficiency and energy consumption among 
other sustainability-related metrics should be made available 
to the research community to allow researchers to develop 
new methods to assess and reduce resources efficiently and 
consumption based on real data, which today is a true 
bottleneck. Therefore, sharing of methods and data on the 
impact of the wireless communications sector between the 
telecommunication industry, operators, and academia as well 
as sectors that could benefit from wireless technologies 
needs to be promoted.  

Table 2 – Triple bottom line of sustainability and 6G 

Sustainability 
element [1] 

Description [1] 
Implication on 6G 

development 

Economic 
sustainability 

Ensuring 
profitability of 
business operations 
(economic capital) 

New business 
opportunity to help 
different sectors to 
reach sustainability. 
Deployment of 
developed technology 
is affordable. 

Social 
sustainability 

Contributing human 
capital (e.g., public 
health, skills and 
education) and 
wider measures of a 
society’s health and 
wealth creation 
potential (social 
capital) 

Increasing role of 
users (humans and 
vertical sectors) in 
defining 6G 
requirements. 
Decrease digital 
divide to include all to 
society and leave no-
one behind.  

Environmental 
sustainability 

Forms of critical 
and renewable 
natural capital that 
are impacted by 
operations (natural 
capital) 

New indicators 
needed for 6G to 
assess its 
environmental impact 
e.g., energy efficiency
and consumption.
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5.2 Spectrum management perspective 

Although it is still early to talk about specific spectrum bands 
for 6G, a wider range of bands are already under 
consideration in research than in 5G that in turn expanded 
the spectrum range from 4G to millimeter wave bands, e.g., 
see [39-40]. This is potentially leading to increasing 
complexity of spectrum management approaches suitable for 
the wide mix of bands and potentially ever-increasing 
fragmentation between countries. Spectrum authorizations 
and related spectrum management approaches such as 
administrative allocation, market-based mechanisms, and 
the unlicensed commons, play a key role in defining future 
wireless markets. Decisions made today significantly 
influence 6G as these systems can be deployed on existing 
bands for mobile communications just like prior generations 
were.  

It is important to reconsider the role of spectrum sharing in 
accommodating stakeholders’ changing and conflicting 
spectrum needs to reach long-term compromises. Spectrum 
access models based on sharing can be particularly effective 
for serving local and temporal spectrum needs by various 
stakeholders who currently do not have dedicated spectrum 
access rights. Promotion of spectrum sharing is needed for 
timely access to spectrum for new innovations and to reach 
long-term compromises between conflicting needs. An 
example of this is local spectrum licensing where the current 
rules are typically based on larger exclusion distances 
reducing the efficiency of spectrum use. As a consequence, 
spectrum governance rules must evolve when moving 
towards 6G. Table 3 summarizes the implications to 
spectrum management in 6G using the generic approach of 
[38] for governance of natural resources.  

Table 3 – Governance of the commons and spectrum 
management for 6G 

Strategies for 
adaptive 

governance of 
the commons 

[38] 

Description  
[38] 

Implication to 
spectrum 

management in 6G 

Analytical 
deliberation 

Involve interested 
parties in 
informed 
discussion of 
rules. 

Involve old and new 
stakeholders including 
those without a 
current dominant 
position. 

Nesting Allocate authority 
to allow for 
adaptive 
governance at 
multiple levels 
from local to 
global. 

Introduce new 
sharing-based 
spectrum management 
models. Promote 
sharing of best 
practices to avoid 
fragmentation. 

Institutional 
variety 

Employ a mixture 
of institutional 
types. 

Adopt a mix of 
spectrum management 
models resulting in 
competition, taking 
into account different 
spectrum bands’ 
characteristics for 
deployment (one size 
does not fit all).  

5.3 Bringing sustainability and spectrum 
management perspectives together 

Finally, we bring together the triple bottom line of 
sustainability from [1] and the spectrum management for 
future 6G systems. Spectrum authorizations ultimately 
define who can operate wireless systems and how, which 
eventually creates the actual carbon footprint and other 
sustainability impact. Spectrum authorizations are a 
powerful tool to both incentivize and force spectrum users to 
act towards sustainability goals, including climate action, if 
desired by the national regulators. Yet, this is under-explored 
and new studies are urgently needed on the connection 
between spectrum management and the major sustainability 
challenges presented in the UN SDG framework [9].  

Spectrum authorizations are also fundamental in allowing 
new market entry for innovative wireless solutions 
combating sustainability challenges, which is not considered 
in the current spectrum regulatory framework. There are no 
proper mechanisms in the current spectrum regulatory 
framework to allow fast access to spectrum for new 
innovative wireless solutions and services that aim at solving 
a major sustainability challenge, such as climate change. 
Their adoption is restricted by the license-exempt bands, 
subject to strict operational conditions, which significantly 
restrict e.g., outdoor operations. The process of gaining 
access to spectrum is lengthy and complex, while spectrum 
access needs for new innovative solutions combating 
sustainability challenges can arise at a rapid speed. The 
meeting of the emerging needs of new innovations to combat 
sustainability challenges would benefit from faster access to 
spectrum through spectrum sharing. While spectrum 
authorizations are a national matter, the approaches 
developed and trialed in one country, can through sharing of 
best practices help the ICT sector at large to develop, trial 
and deploy innovative wireless solutions to solve 
sustainability challenges globally. Therefore, sharing-based 
spectrum access, such as local licensing, should be promoted 
as a mechanism to provide rapid access to spectrum to solve 
major sustainability challenges. 

This leads to the big topic of sustainability in the context of 
spectrum management, i.e., the principle of ensuring that our 
actions today do not limit the range of economic, social, and 
environmental options open to future generations. How do 
the 20-year exclusive licenses without obligations to share fit 
in the new sustainability framework? If current holders of 
spectrum access rights do not use parts of the spectrum in 
given areas, they should be made available for others to help 
in solving major sustainability challenges. Spectrum sharing 
should be promoted to allow underserved areas to be 
connected by suitable stakeholders, by making spectrum 
available where and when it is not used by the existing 
holders of spectrum usage rights. While this is a national 
matter, it is of utmost importance that best practices are 
developed and shared in the spectrum management domain 
towards sustainability. 
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6. CONCLUSIONS

This paper has highlighted the importance of the bigger goal 
of sustainability and the required sustainable development to 
reach this goal, in the context of wireless communications. 
Sustainability is now seen as the key driver for the research 
and development of 6G systems that are targeting 
deployment in 2030s, which is also the year that the UN 
SDGs should be achieved. The triple bottom line of 
economic, social and environmental sustainability together 
with the concrete sustainable development targets from the 
UN SDG framework need to be properly integrated into 6G 
design right from the beginning, which this paper has 
attempted to do.  

Spectrum management governing the use of the fundamental 
resources for wireless communications will play a central 
role in both spectrum management and sustainability. A 
major refinement of traditional policies, including the wide-
spread adoption of spectrum sharing will be needed, to allow 
all sectors to measurably transform their operations. At the 
same time, sustainability must become visible in the design 
criteria of 6G systems in the form of technical performance 
requirements. Resource efficiency must finally be taken 
seriously. Future work is needed to develop these measures 
and methodologies for their monitoring in 6G networks that 
can quantify sustainability in the context of wireless systems 
towards a sustainable future. Finally, new indicators are 
needed for 6G that go beyond traditional minimum technical 
performance requirements and truly characterize societal 
aspects. To this end, more work on establishing a thorough 
connection to UN SDGs needs to be established. 
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EXPLORING THE ESSENCE OF COMMUNICATION TO REACH THE HEART 

Takeshi Yamada 

NTT Communication Science Laboratories, Japan 

ABSTRACT  

With the aim of achieving communication that reaches the 
heart, researchers at NTT Communication Science 
Laboratories have been exploring the essence of 
communication since its founding 30 years ago. They have 
been creating technologies that approach and exceed human 
abilities in such fields as media processing and data science. 
They have also been discovering basic principles that lead 
to a deeper understanding of humans in fields such as 
cognitive neuroscience and brain science. This article 
introduces the laboratories’ recent activities in pursuit of the 
essence of communication. 

Keywords – Artificial intelligence, haptics, illusion, 
language acquisition  

1. INTRODUCTION

This year marks the 30-year anniversary of NTT 
Communication Science Laboratories (NTT CS Labs), 
which was founded on July 4, 1991. Throughout these 30 
years, its researchers have been exploring the essence of 
communication and conducting basic research to enable 
communication that reaches the heart. The essence of 
communication is inherently multifaceted. In addition to 
conveying information accurately and efficiently, it includes 
the deepening of mutual understanding by sharing the 
meaning of information as well as underlying intent and 
emotion by devising creative methods of conveying 
information, allowing the creation of a spiritually rich 
society by fostering heartfelt contact. This article introduces 
the laboratories’ recent activities in pursuit of the essence of 
communication while taking a look at past research. 

2. AUTOMATIC CATEGORIZATION AND
CONCEPTUALIZATION 

Humans learn by grouping similar things into categories, 
which facilitates advanced cognitive activities such as 
thinking, inferring, decision-making, and communication. 
While it is difficult to individually remember all of the 
objects one has seen up to the present, they can be 
remembered in a compact form by grouping them into 
categories. In addition, if something that one encounters is 
different from any category that one has already learned, one 

can simply create a new category. Therefore, learning can be 
made more efficient by flexibly increasing, or even 
decreasing, categories as needed in accordance with data 
characteristics even for large volumes of data.  

2.1 Optimal partitioning 

Sharing the meaning of information by such flexible human-
type category learning of multidimensional relational data on 
a computer is essential for establishing mutual understanding 
between a human and a computer. For example, the products 
that each customer has purchased can be recorded as a 
history of purchased data in binary matrix form as shown in 
the left of Figure 1. In the binary black-and-white matrix, 
while it may look like grayscale under limited resolution, a 
black or a white dot indicates whether a customer purchased 
a product or not, respectively. If the rows and columns of the 
matrix are sorted appropriately, the hidden block structure is 
revealed as shown in the right of Figure 1, which corresponds 
to categorization of both customers and products. This type 
of categorization is thus obtained by finding an optimal 
rectangular partitioning of a two-dimensional data matrix 
with various size of blocks. An efficient learning technique 
based on a Bayesian nonparametric model was proposed that 
adjusts the optimal partition in accordance with the given 
input data from among an infinite number of combination 
patterns in rectangular partitioning [1]. 

Figure 1 – Rectangular partitioning of purchase  
history data 
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2.2 Automatic concept acquisition 

A concept is a mental representation of a category stored in 
memory. It is a set of information that a category points to, 
and it consists of what is known about that category. For 
example, the concept of “cats” that humans hold is not 
limited to the shape or form of cats. It is rather an integrated 
abstraction of various aspects of cats, such as the sounds they 
emit (meowing, etc.), their behavior, the feel of their fur, and 
the language used to express such aspects. Therefore, a 
concept can be acquired by observing a set of attributes in 
the same category through different types of media 
information or modalities, and it can be understood as an 
abstract form independent of those different modalities. The 
abstract form is thus expressed as coordinates in a common 
conceptual space. Toward Artificial Intelligence (AI) that 
understands concepts like humans, cross-media processing 
technologies based on deep learning are used to develop a 
system that autonomously acquires concepts without having 
to be trained with correct answers. By focusing on the fact 
that different types of media information originating from 
the same thing appear not in a random manner but with 
specific relationships, the system autonomously learns 
concepts through the co-occurrence of different types of 
media information. Figure 2 shows that the proposed system 
is trained with a data set consisting of English, Hindi, and 
Japanese speech captions for a common image set. The 
extracted features of the related image and sounds are 
learned to be located closer together than unrelated ones in 
the common embedding space. As a result, the system 
automatically acquires translation knowledge between the 
three languages using images as pivots. [2].  

 

Figure 2 – Cross-lingual translation knowledge acquisition 

2.3 AI in auscultation 

The cross-media processing technologies are also used to 
make a stethoscope more intelligent. A “tele-stethoscope” is 
a wearable acoustic sensor array system for listening to 
sounds from various parts of a human body using multiple 
acoustic sensors and remotely transmitting collected 
acoustical signals over a wireless network. The developed 
system at NTT consists of an examination vest worn by the 
patient and equipped with multichannel acoustic sensors, a 
transmitter, and a receiver as shown in Figure 3. The acoustic 
sensors on the examination vest collect sounds from the 

patient’s body and the transmitter sends those sounds to a 
remotely located receiver [3]. A doctor can operate the 
receiver to listen to or record sounds coming from various 
parts of the patient’s body. The current prototype has 
eighteen acoustic channels and one Electrocardiogram (ECG) 
channel. In addition to the frequency range commonly used 
in conventional auscultation, this system is designed to 
capture other frequency bands to acquire richer 
multidimensional information about the patient.  

 

Figure 3 – Tele-stethoscope 

The cross-media processing technologies will bring about 
“AI-auscultation” that analyzes and diagnoses a patient’s 
internal physical condition by listening to body sounds 
captured by the tele-stethoscope. For example, a method 
based on a conditional sequence-to-sequence caption 
generator can automatically convert the body sounds into 
sentences that describe the sounds’ origins such as “The 
heart sounds are abnormal. There may be a problem with one 
of the heart valves.” The amount of information contained in 
the output can be controlled by a “specificity” parameter. 
Visualization of physical states generated from the body 
sounds is also being developed as another example of AI-
auscultation. 

3. LANGUAGE ACQUISITION IN INFANTS AND 
CHILDREN 

Do human infants autonomously learn from the co-
occurrence of phenomena in the natural world? For infants, 
communication is an important means of recognizing objects 
and promoting the acquisition of knowledge, concepts, and 
vocabulary. Infants accumulate various types of knowledge 
from information obtained from the surrounding 
environment, such as by listening to a parent’s conversation, 
or speech from a television. For example, they learn groups 
of syllables that co-occur with high frequency as words 
based on statistical learning. However, this does not mean 
that the infant indiscriminately processes a huge amount of 
information. It is found that learning in infants is promoted 
by explicit communication signals or ostensive cues from a 
parent such as utterances directed toward the infant rather 
than cues that only attract the infant’s attention (attentional 
cues), such as shivering and a beep [4]. The infant uses such 
communication signals as a learning cue to focus 
appropriately on learning targets and sort out what to learn 
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from the environment and how. This finding is important in 
terms of supporting the theory of natural pedagogy. 

Parent-infant communication promotes brain development 
of the infant as explained above. It further affects subsequent 
vocabulary growth of children. A child-vocabulary-
development database was developed for elucidating 
language acquisition in infants. Built upon this database, a 
system called “Pitarie” (pronounced pitari-eh) was 
developed (Figure 4) that enables the user to search for 
picture books that match the interests and developmental 
stage of individual children [5]. Pitarie has been 
commercialized by NTT DATA Kyushu, and it was installed 
at the Fukui Prefectural Library in April 2019. 

Figure 4 – Pitarie: a system that searches for 
picture books 

More recently, “personalized educational picture books” 
(Figure 5) were proposed in collaboration with NTT Printing 
Corporation. These picture books are personalized to each 
child so that the next new words for the individual child to 
learn are selected and inserted into the books. Those new 
words are predicted from the child’s current vocabulary, 
which is given by the child’s parents as a simple vocabulary 
check list, and the child-vocabulary-development database. 
This venture began with picture books to be read aloud to 
children (left and middle books in Figure 5), but more recent 
research revealed that an understanding of characters and 
their correspondence to sounds actually starts around three 
years old, slightly before the ability to read and write 
hiragana and katakana (Japanese syllabic characters). Thus 
“names-in-hiragana/katakana picture books” were proposed 
to generate interest in characters targeting children of about 
three years old (right book in Figure 5). Personalized 
educational picture books can now be ordered online at 
https://ehon.nttprint.com/. Books as tangible printed 
materials, not digital ones, that promote full interaction 
evoking all five senses are significant for children. 

Figure 5 – Personalized picture books 

4. ACHIEVING NATURAL CONVERSATIONS
BETWEEN AI AND HUMANS 

Conversational AI involves a computer agent chatting with 
people (in chat-oriented dialogue systems) and providing 
information and guidance (in task-oriented dialogue 
systems). In both cases, to achieve natural and meaningful 
conversations between AI and humans, it is necessary to 
advance and integrate both natural language processing and 
knowledge processing technologies. The English written 
exams administered by the National Center for University 
Entrance Examinations are good benchmarks to test the level 
of such technologies for conversational AI. NTT has been 
participating in the Todai Robot Project called “Can a robot 
get into the University of Tokyo?” launched in 2011 by the 
National Institute of Informatics, thus tackling English 
exams in collaboration with its research partners. The 
developed AI system based on deep learning achieved a 
surprisingly high score of 185 out of 200 points (64.1 T-score) 
in the exam’s 2019 version [6]. 

The conversational AI research at NTT includes developing 
a unique conversational AI for role playing called Narikiri 
AI, which reproduces the behaviors of a celebrity or a 
character in a novel or a game [7]. Its dialogue data is 
collected through sets of questions and answers posted by 
online users, where one user asks a certain character a 
question, and another user mimics the character’s personality 
to answer it. NTT DOCOMO developed and commercialized 
“character chat technology” based on this AI and released 
“AI Jimmy.” A new conversational AI project has started in 
cooperation with Seika Town, Kyoto, involving its official 
public-relations character (mascot) Kyomachi Seika as 
shown Figure 6. The mascot character has attracted many 
fans through social networking services and is a perfect 
match with Narikiri AI. In this project, dialogue data, 
including a large amount of knowledge and experience about 
Seika Town, was collected through cooperation with the 
residents of the town to build a dialogue system to provide 
appropriate information and guidance regarding tourism and 
town administration as well as to flexibly answer user 
questions and requests [8]. 
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Figure 6 – Narikiri AI Kyomachi Seika 

5. CREATING NEW FORMS OF 
COMMUNICATION 

The famous slogan “Reach out and touch someone” was used 
by AT&T, the American telecommunications company, in 
its TV commercials of the 1970s. The “Mega-futuristic 
experiential public telephones” shown in Figure 7 were 
proposed in 2018 for sharing the sense of touch, as if 
bringing the slogan into reality. They are touch-based 
communication systems in which pressing the push buttons 
of a telephone causes a variety of tactile sensations to 
stimulate the other party’s body [9]. The “Tactile TV” was 
proposed as a device for receiving audiovisual content with 
vibrotactile signals [10]. More recently, new systems such as 
Remote High Five and Public Booth for Vibrotactile 
Communication that share tactile sensations beyond distance 
have been proposed. The standardization of haptics in 
multimedia systems has been discussed with the 
International Electrotechnical Commission (IEC) so that 
content providers can transmit vibrotactile-assisted 
audiovisual content via a network. The vibrotactile channels 
are defined as additional channels of audio stream in the 
High-Definition Multimedia Interface (HDMI) in which the 
Tactile TV is referenced as one of a number of potential 
applications [11]. The vibrotactile signals may be 
compressed by lossless audio coding such as MPEG-4 ALS, 
which does not employ a psychoacoustic model. 

 

Figure 7 – Mega-futuristic experiential public telephones 
(Nos. 3 and 4) 

Speech conversion technologies modify speech signals to 
one’s desired form of expression for transmitting and 
receiving without altering their spoken words’ content. 
These technologies are expected to create new forms of 
communication that extend human vocal and auditory 

functions [12]. Humans are able to imagine a person’s voice 
from the person’s appearance and imagine the person’s 
appearance from his/her voice. A cross-modal voice 
conversion model, consisting of a speech converter, a face 
encoder/decoder, and a voice encoder, converts an input 
speech (a voice) into a different voice that matches an input 
face image as well as generates a face image that matches the 
voice of the input speech by leveraging the correlation 
between faces and voices.  

6. AUGUMENTING THE REAL WORLD BY 
ILLUSIONS 

Studying illusions is important because they provide 
important clues to understanding the brain functions of 
humans. It is also important because illusion-based 
technologies can augment the real world and deliver heart-
touching experiences to users. For example, a new light 
projection technique named Hengento (deformation lamps) 
was proposed to add a variety of realistic movement 
impressions to a static color object [13].  

 

Figure 8 – Hengento 

In the Hengento technique, a grayscale moving pattern is 
projected to a static color object such as a printed picture or 
photograph, thus making the object appear to be moving. The 
moving pattern is a series of dynamic luminance signals 
whose shape, intensity, and frequency correspond to the 
shape, color intensity, and movement of the target object. 
Figure 9 shows the mechanism of Hengento. Whenever a 
person watches a movie or TV, the brain analyzes an input 
image separately for color, form, and motion components, 
and then binds them together into a coherent visual 
representation. 

 

Figure 9 – Mechanism of Hengento 

When the person views the pattern produced by Hengento, 
the brain receives color and form information from the static 
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object but receives motion information from the projected 
pattern. Since the color and form components are stationary, 
they are physically inconsistent with the motion component. 
However, when the brain integrates color, form, and motion 
into a coherent scene representation, it automatically 
resolves such inconsistency across attributes. Thanks to this 
correction process, human observers perceive the pattern 
produced by Hengento as if the color and form components 
of the static object were moving along with the projected 
grayscale movements. Unlike typical projection mapping, 
Hengento works well with a wide range of projection 
conditions under natural ambient illumination. With this 
technology, a hanging portrait may suddenly smile back at 
you.  

More recently, another illusion-based technique named 
Danswing Papers (Danswing is a combined word of dance 
and swing) was proposed [14]. Here, by adding particular 
patterns of luminance contours to a printed object and by 
placing it on a display with dynamic luminance changes, the 
printed object appears to move. While the illusion of motion 
in the previous approach was restricted to rectangles, the new 
technique is applied to objects with complex shapes. 
Moreover, it can give the impression of an object having not 
only horizontal translations but also rotations and expansion. 
Danswing Papers were nominated as one of the top 10 
finalists at the Best Illusion of the Year Contest in 2018. For 
those interested in illusions, the “Illusion Forum” website 
provides information on a variety of illusions that can make 
people doubt their own eyes and ears [15]. 

Figure 10 – Danswing Papers 

7. CONCLUSION

In this article, I introduced key activities at NTT CS Labs in 
pursuit of the essence of communication with the aim of 
achieving communication that reaches the heart, or more 
exactly, that reaches out and touches someone’s heart. The 
way we interact with other people is changing due to 
countermeasures and restrictions related to the COVID-19 
pandemic. It is especially necessary at this time to pursue the 
possibilities of new media that leverage the five senses while 
identifying and solving any problem that may arise in this 
pursuit. We should challenge the so-called technical limits 
toward approaching human intelligence and, at the same time, 
strive to obtain a new understanding of what it means to be 
human by incorporating diverse points of view from the 
social sciences, philosophy, and other fields. 

REFERENCES 

[1] M. Nakano, A. Kimura, T. Yamada, and N. Ueda, 
“Baxter Permutation Process,” Proc. of the 34th 
Conference on Neural Information Processing 
Systems (NeurIPS 2020), Dec. 2020.

[2] Y. Ohishi, A. Kimura, T. Kawanishi, K. Kashino,
D. Harwath, and J. Glass, “Pair Expansion for 
Learning Multilingual Semantic Embeddings using 
Disjoint Visually-grounded Speech Audio 
Datasets,” in Proc. Interspeech 2020.

[3] Wearable Acoustic Sensor Array System Featuring 
Remote Transmission of Body Sounds:
http://www.brl.ntt.co.jp/E/2020/11/latest_topics_2 
02011171924.html.

[4] Y. Okumura, Y. Kanakogi, T. Kobayashi, and S. 
Itakura, “Ostension Affects Infant Learning More 
Than Attention,” Cognition, Vol. 195, 104082, Feb. 
2020.

[5] T. Hattori, T. Kobayashi, S. Fujita, Y. Okumura, 
and K. Aoyama, “Pitarie: Picture Book Search with 
Interdisciplinary Approach,” NTT Technical 
Review, Vol. 14, No. 7, 2016.

[6] Press release issued by NTT, “AI Achieved a Score 
of 185 on the English Written Exam of the National 
Center Test for University Admissions in 2019,” 
Nov. 18, 2019:
https://www.ntt.co.jp/news2019/1911e/191118a.ht 
ml.

[7] R. Higashinaka, M. Mizukami, H. Kawabata, E. 
Yamaguchi, N. Adachi, and J. Tomita, “Role play-
based question-answering by real users for building 
chatbots with consistent personalities,” in Proc. 19th 
Annual SIGdial Meeting on Discourse and 
Dialogue, 2018.

[8] Press release issued by NTT, “Starting a Joint 
Experiment with Seika Town on a Conversational 
AI System,” July 3, 2020 (in Japanese):
https://www.ntt.co.jp/news2020/2007/200703a.ht 
ml.

[9] Mega-Futuristic Experiential Public Telephone
(versions 3 and 4) @ Niconico Chokaigi 2015: 
https://youtu.be/O7VZ7TMWmPs.

[10]  Tactile TV:
https://www.ntticc.or.jp/en/archive/works/tactile-tv/.

– xxxv –

http://www.brl.ntt.co.jp/E/2020/11/latest_topics_202011171924.html
https://www.ntt.co.jp/news2019/1911e/191118a.html
https://www.ntt.co.jp/news2020/2007/200703a.html
https://youtu.be/O7VZ7TMWmPs
https://www.ntticc.or.jp/en/archive/works/tactile-tv/


[11] IEC 60958-5: Digital audio interface - Part 5:
Consumer application enhancement, 03 Feb. 2021.

[12] H. Kameoka, W.C. Huang, K. Tanaka, T. Kaneko,
N. Hojo, and T. Toda, “Many-to-Many Voice
Transformer Network,” IEEE/ACM Transactions
on Audio, Speech, and Language Processing, vol.
29, pp. 656–670, 2021.

[13] T. Kawabe, T. Fukiage, M. Sawayama, and S.
Nishida “Deformation Lamps: A Projection
Technique to Make Static Objects Perceptually
Dynamic.” ACM Transactions on Applied
Perception, 13, 2, Article 10, 2016.

[14] T. Kawabe, “Danswing papers,” in Proc.
 SIGGRAPH Asia 2018 (SA’18) Posters Article
 No. 4, 2018.

[15]  Illusion Forum:
 https://illusion-forum.ilab.ntt.co.jp.

– xxxvi –

https://illusion-forum.ilab.ntt.co.jp/


INVITED PAPERS 





DEVICELESS: A SERVERLESS APPROACH FOR THE INTERNET OF THINGS

Zakaria Benomar1,2; Francesco Longo1,2; Giovanni Merlino1,2; Antonio Puliafito1,2

1Department of Engineering, University of Messina, Italy
2CINI: National Interuniversity Consortium for Informatics, Rome, Italy

ABSTRACT

Developers of cloud-native applications have rapidly adopted
the Serverless/Function-as-a-Service (FaaS) paradigm as
it exempts them from provisioning and operating the
infrastructure. Within this context, an interesting approach
that can foster IoT applications’ development is extending the
serverless paradigm towards the network edge to cover IoT
environments: a paradigm that we refer to as ‘deviceless’.
In this approach, an IoT infrastructure composed of
devices deployed at the network edge can seamlessly be
integrated as an application execution infrastructure to
enable interactionswith hosted sensors/actuators. This paper
discusses several perspectives available in the literature
on the (IoT) edge-based serverless paradigm and related
use cases in an IoT/edge computing context. Besides,
we present our preliminary prototype for implementing
the deviceless approach to show its viability. We
exploit the deviceless paradigm to conceive data pipelines
under a flow-based development environment leveraging a
geographically distributed IoT infrastructure.

Keywords - Cloud computing, deviceless, edge computing,
FaaS, IoT, serverless, virtualization.

1. INTRODUCTION

Over the last few years, industry and academic research
communities have proposed many Internet of Things (IoT)
applications. To deal with IoT data management and
processing, most of the solutions rely on cloud platforms [1].
However, these cloud-oriented solutions, usually adopted
in sensing resource management, can be framed into the
data-centric category [2] as the only operations provided
are data manipulation ones. Albeit the large amount of
resources the cloud offers (e.g., compute and storage), cloud
platforms often consider the IoTdevices as only data providers
uploading data towards data centers. The cloud role is then
restricted to a scalable sink dealing with data processing.
This management approach has several drawbacks stemming
from the non-real-time access to IoT data and the inability
to personalize the business logic running on the IoT nodes.
To have more flexibility, a user can opt for setting up its
own IoT infrastructure and interacting with it through ad-hoc
and vendor lock-in kind of application-level Application
Programming Interfaces (APIs). Nevertheless, the necessity
in such a kind of IoT deployment model to manage and
especially own the infrastructure is a limitation for adopting

IoT applications on a larger scale since the capital expenditure
of IoT infrastructure is often non-trivial. Besides, getting the
authorization to install IoT nodes in public domains (e.g.,
smart city scenario) is not (always) an easy task. Such an
aspect is not a problem in private domains/campuses, but it
would become a significant hurdle to overcome in wide and
large-scale deployments.

On the other hand, with the rise of cloud computing, we
have seen a transition from buying and managing bare metal
servers to using instances (in the form of virtual machines
or containers) hosted in a cloud data center. Recently,
we have even seen a shift from cloud-based instances to
the serverless computing model [3] where all traces of the
actual server platform have disappeared. Specifically, the
application developer still writes the server-side logic, but,
unlike traditional architectures, it runs on stateless compute
containers that are event-triggered, ephemeral (may only last
for one invocation), and fully managed by a third party. The
developers can focus then only on the business logic of their
applications whilst delegating all infrastructure management
tasks (i.e., scalability, provisioning, etc.) to the cloud
provider, thus leading to a new utility computing scheme,
namely Function-as-a-Service (FaaS).

In the context of enabling seamless interactions with IoT
resources (e.g., sensors and actuators), our approach aims at
extending the cloud serverless paradigm towards the network
edge to use it on top of a (shared) IoT infrastructure.
The applications’ developers can then make use of the IoT
resources (i.e., sensors and actuators) in a serverless-like
fashion without managing the infrastructure or the used
communication protocols. We refer to this new computing
model as deviceless. It is worth mentioning here that the
objective of the approach is to simplify the way of conceiving
IoT applications: the software engineering aspect.

In this paper, we introduce our deviceless approach to explore
the serverless concept in an IoT scenario. Its implementation
is based on our Stack4Things (S4T) framework and two
OpenStack-based subsystems, Qinling and Zun, that have
been customized for this purpose. Analogously with how the
serverless paradigm exempts users from managing/operating
the infrastructure, the S4T deviceless abstraction model
dispenses developers from managing the IoT infrastructure
while dealing with the typical constraints deriving from
typical IoT deployments such as NetworkAddress Translators
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(NATs) and firewalls traversals. Developers then can focus
only on the functionalities of their applications.

The paper is laid out as follows; in Section 2, we discuss the
usage of the serverless paradigm in IoT.We also report related
works. Section 3 presents the subsystemswe used to conceive
the deviceless system. Next, in Section 4, a description of the
deviceless system is reported. In Section 5, we describe two
use cases that exploit the Deviceless/edge FaaS capabilities.
Section 6 reports some preliminary results of the experiments
we conducted. Finally, Section 7 closes the paper and gives
a hint about future works.

2. SERVERLESS IN IOT

Recently, the serverless cloud computing model has been
rapidly adopted in the IT field since its first appearance in
2014 with AWS Lambda1. Most of the cloud providers
such as Microsoft and Google have introduced comparable
Serverless/FaaS services in their commercial offerings
(i.e., Azure Serverless2 and Google Cloud Functions3,
respectively). Besides, other opensource solutions have
been developed such as Apache OpenWhisk4, Kubeless5 and
Fission6.

The serverless computing model provides a set of attractive
benefits from the developer’s point of view [4]. With the
emergence of new services and to meet their requirements
in terms of, for example, latency and bandwidth usage,
solutions based on edge computing have been adopted [5].
Furthermore, using the serverless paradigm at the network
edge is intended to provide an efficient solution to be adopted
in a set of use cases [6] [7] [8]. In this context of edge
computing, the European Telecommunications Standards
Institute (ETSI) has defined a reference architecture based
on Multiaccess Edge Computing (MEC) to address the
requirements/needs of edge-based computing platforms [9].
Authors in [10]make use of the ETSI reference architecture to
conceive a system for deploying serverless/FaaS at the edge.
Nevertheless, extending the serverless computing model to
cover edge deployments is not a straightforward process
and brings new challenges such as resource pooling and
infrastructure provisioning/management [11] [12]. Besides,
the network reachability of nodes deployed at the network
edge is critical to consolidate the cloud and edge resources [7].
Unlike cloud-based deployments where the execution
infrastructure is deployed within the same data center (i.e.,
same physical network), and thus server connectivity is
taken for granted, IoT networking topologies, instead, are
complex and hard to manage. Indeed, IoT deployments are
composed of geographically distributed nodes deployed, most
of the time, behind networking middleboxes (e.g., NATs
and firewalls). Compared to the edge serverless approach

1

2

3

4

5

6

https://aws.amazon.com/lambda/
https://azure.microsoft.com/en-us/solutions/serverless/
https://cloud.google.com/functions
https://openwhisk.apache.org
https://kubeless.io
https://fission.io

discussed in [11] and [12] (also called deviceless), our
approach is IoT-oriented and aims at adopting the serverless
paradigm to make use of the IoT resources (i.e., sensors and
actuators). Instead, the approach reported in [11] [12] targets
more generally edge computing scenarios: the infrastructure
is used as pure execution infrastructure offering compute
resources. Authors in [13] investigate the problem of
the dynamic allocations of serverless functions in edge
environments including fog and IoT nodes. Still, only the
computing aspect is considered to deploy the functions.

Recent efforts are in progress to expand the applicability
of deploying customized applications on IoT gateways
and devices such as Amazon Greengrass [14] and Azure
IoT Edge [15] that provide edge-based runtimes dealing
with IoT data processing. However, these solutions are
not real extensions of the serverless paradigm but just
an extension of the cloud Platform-as-a-Service (PaaS)
computing model [11]. Furthermore, these proprietary
systems make the users dependent on the providers’
platforms [3]. OpenWhisk-Light (OWL)7 is a solution
that extends the servelerss approach to the IoT ecosystem
using OpenWhisk actions. Moreover, the solution has been
integrated with a flow-based development environment. Yet,
the solution is limited in the sense that the functions deployed
on the IoT nodes trigger local actions based on only local
detected events. In particular, the platform cannot trigger an
action on an IoT node based on an event happening on another
device or in the cloud, thus, leading to limited applicability
of the solution. Besides, the OWL approach is based on
deploying the whole system on the relatively constrained IoT
nodes (e.g., Raspberry Pi). In [16], the authors present an
extended serverless system for IoT scenarios based on the
Calvin framework [17]. The system developed is used to
conceive flow-based workflows in a serverless-like fashion
using both cloud-based instances and IoT nodes, yet based on
long-running processes/functions.

In our deviceless view, we aim to abstract the hardware
layer of the IoT nodes. Specifically, we would like to make
the developers able to interact with IoT resources (sensors
and actuators) in a serverless-like way through stateless and
personalized atomic functions. In particular, a code that uses
the deviceless computing paradigm must behave as a cloud
serverless native code when it comes to interacting with any
kind of application.

3. BACKGROUND

We provide, in this section, an overview of the subsystems
used to build the deviceless system.

3.1 Stack4Things

Stack4Things (S4T) [18] is an IoT-oriented platform
extending the capabilities of the widely used cloud computing
platform, namely OpenStack. In particular, S4T aims to
make the IoT infrastructure seem as a typical cloud-based
7 https://github.com/kpavel/openwhisk-light
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Figure 1 – The cloud-side deviceless system architecture.

environment. The architecture of S4T is split between
a cloud data center hosting the service named IoTronic
(see the red subsystem in Figure 1) and geographically
distributed IoT nodes hosting the S4T device-side agent called
Lightning-Rod (LR) (see Figure 2). As IoT nodes, we are
considering, on purpose, relatively smart Microprocessor
(MPU)-powered (embedded) devices such as single-board
computers (e.g., Arduino, Raspberry Pi) that are capable of
hosting a lightweight Linux distribution (e.g., OpenWRT).
To integrate the remote IoT nodes within the OpenStack
management scope, S4T deploys a set of features to deal
with IoT deployments constraints. For instance, S4T uses
WebSocket with a reverse tunneling mechanism to bypass
NATs and firewalls (see green arrows in Figure 1). Being a
compatible OpenStack service makes S4T able to interact
seamlessly with other OpenStack subsystems to provide
advanced user-facing features [19].

3.2 OpenStack container subsystem: Zun

Zun (see the violet subsystem in Figure 1) is the
service providing containers’ management in OpenStack
environments. The system exposes a set of REST APIs
that enable the cloud users (or other OpenStack services)
to instantiate containers without worrying about servers or
clusters management. Zun supports Docker as a container
engine and can, optionally, interact with other OpenStack
services to provide advanced capabilities for the containers
(e.g., creating virtual networks among containers using
OpenStack Neutron8). The architecture of Zun is composed
of five main components:

• Zun-API: a REST server exposing a set of APIs through
which the containers can be managed.

• Zun-compute: an agent hosted on each compute node
(i.e., where the containers get instantiated). Specifically,
the agent handles the requests to manage/create
containers on the localhost.

8 https://wiki.openstack.org/wiki/Neutron

• Zun-wsproxy: a proxy that usesWebSocket to enable the
interactive mode with the containers (when required).

• Zun scheduler: a subsystem responsible for selecting,
based on a set of rules and filters (e.g., available RAM,
CPU), the suitable compute node where to deploy the
container.

• Zun networking driver: it is responsible for providing
network connectivity/reachability for the containers.

3.3 OpenStack FaaS subsystem: Qinling

Qinling (see the blue subsystem in Figure 1) is an OpenStack
service that provides a platform supporting serverless
functions (like AWS Lambda). The Qinling system is
highly flexible as it can be used with different Container
Orchestration Engines (COEs) such as Kubernetes and
Docker Swarm. The Qinling system is composed of:

• Qinling-API: represents the entry point of the
interactions with Qinling. It exposes a set of RESTAPIs
through which the users or other OpenStack services can
communicate with the system (e.g., to create runtimes
and execute functions). It handles the received request
by routing them either to the Qinling-engine or the
Qinling-orchestrator.

• Qinling-engine: is the core subsystem that handles all
the communication betweenQinling components aswell
as managing the backend operations (e.g., containers
instantiation, functions creation/execution). It also
manages the access to the database where metadata
about functions and their containers is maintained.

• Qinling-orchestrator: is the component responsible
for selecting the best candidate where to deploy the
containers (e.g., based on CPU/RAM available). In
addition, the orchestrator deals with containers scaling
(through the interaction with a COE).
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In brief, Qinling is responsible for creating the environment
where users’ functions should be executed. Specifically, when
Qinling receives a request to create the runtime for a function,
it instantiates (using Zun) the containers (i.e., the capsule9)
needed for the function execution. In particular, the Qinling
capsule is composed of three containers used for different
purposes:

• Runtime container: is the isolated environment where
the users’ functions get executed. Qinling supports three
runtimes, namely Python2, Python3, and Node.js.

• Sidecar container: is the environment where
the required packages for the functions are
downloaded/stored. This container is used to provide
the required packages for the runtime container.

• Pause container: ensures network reachability for the
capsule as it is the only one attached to the network.

4. DEVICELESS SYSTEM ARCHITECTURE

In this section, we describe the architecture of the deviceless
system. The system is based on IoTronic/LR and the two
OpenStack cloud-oriented subsystems Zun and Qinling, that
have been customized to extend their capabilities and deal
with the particularity of IoT deployments. When compared
to typical cloud-based serverless deployments, a major
modification is that, in our case, we split the Zun components
between the cloud and the nodes deployed at the network edge.
In our approach, we consider the (remote) IoT nodes as a
computing infrastructure instead of the cloud-based compute
nodes. Therefore, to make this infrastructure reachable by the
cloud subsystems, we used suitable mechanisms to deal with
NATs and firewalls traversal (i.e., Websocket tunnels with a
reversing mechanism). Zun and Qinling can then manage
the containers and functions deployed at the network edge.
In the following, we report details about the integration of
Zun and Qinling with IoTronic to cope with IoT environment
constraints.

4.1 Deviceless container orchestration

In typical OpenStack serverless deployments, Qinling uses
non-compatible OpenStack COEs (e.g., Kubernetes and
Docker Swarm). In such deployments, integrating Zun
compute nodes as part of Kubernetes/Docker Swarm clusters
is not straightforward and requires an intervention by the
administrator. However, a manual configuration in an IoT
context is significantly hard because of the large number of
IoT devices that should be managed and the high dynamicity
of IoT deployments (i.e., adding new devices to deployments
or removing others). In such a situation, having an automated
mechanism to include/remove into/from the COE cluster
can bring more flexibility for the system. To deal in our
situation with this limitation, we have designed for Qinling
an OpenStack-compliant COE based on Zun; therefore, a

9 The capsule concept in Qinling is equivalent to the pod concept in
Kubernetes
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Figure 2 – The device-side deviceless system architecture.

compute node (i.e., an IoT node in our case) can be integrated
automatically in the COEs’ cluster.

The second aspect that has been extended in Zun is related to
the reachability of the containers. Indeed, if we consider
a typical OpenStack deployment, containers reachability
within a datacenter is assured by the overlay networking
services provided by the OpenStack networking subsystem
Neutron. Nevertheless, for containers deployed outside
datacenters, their reachability can not be handled by usual
cloud mechanisms [20]. For this purpose, we developed
for Zun a new networking driver that uses IoTronic in order
to make the remote containers reachable. Specifically, the
new driver uses WebSocket as a transport channel with a
port forwarding capability provided by the cloud. Therefore,
requests reaching the cloud on a specific port will be
forwarded through the WS tunnel to an associated container
(i.e., each port is associated with a remote container).

Besides, we also extended the Zun scheduler. In our
deviceless view, a user will request the setup of a runtime
then the execution of a function on a specific IoT node to get,
for example, the value of a sensor (or even do a preprocessing
of this value). The standard Zun scheduling policies do not
provide this kind of control to specify a particular compute
node to instantiate a container (a set of filters instead are used
such as RAMFilter, CPUFilter, LabelFilter, etc.). We then
added a new policy based on the name/id of the compute
node called HostnameFilter.

4.2 Deviceless functions execution

To create a runtime on a specific IoT node or group of nodes
and then execute functions on that/those runtime(s), the user
interacts with Qinling through the API. Qinling, afterward,
uses Zun and IoTronic to create the containers and ensure
their network reachability. To enable the selection of the
IoT nodes or group of nodes on which the runtimes should
be created, we added a new selection parameter for Qinling
called NodeName (for a single node) and nodeSelector (for
a group of nodes). The Qinling uses the hostname/id and
labels to send the request to Zun that uses in its turn, the
HostnameFilter and LabelFilter filtering rules, respectively
(see the previous subsection).
Yet, if an IoT node hosts several runtimes/containers, the
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solution is not able to select the right runtime. For this
purpose, we designed a reverse proxy to route the functions’
execution requests based on a newfieldwe named runtime_id.
Specifically, we modified Qinling’s requests to point out the
runtime in which a function should be executed. We chose as
runtime IDs the pause containers’ unique IDs that we store in
the Qinling database.

5. DEVICELESS/EDGE-FAAS USE CASES

In this section, we report two distinct approaches exploiting
the IoT-oriented deviceless system. In particular, a first use
case is related to the instantiation of data pipelines using a
distributed IoT infrastructure. In the second use case, the IoT
deviceless system is used to mount (remotely) a virtual file
system over FaaS.

Figure 4 – Node-RED node for Qinling: configuration editor

5.1 Flow-based development for distributed IoT
deployments

We exploited the deviceless paradigm to extend the
capabilities of the Node-RED10 flow-based development tool
for visual programming. In particular, we added a new type
of nodes that exploits, underneath, the functions managed by
Qinling. Thanks to the deviceless system, a user can design
data pipelines among IoT nodes deployed at the network
edge. Furthermore, the solution can also use the (ordinary)
cloud-based serverless computingmodel as shown in Figure 3
that depicts the high-level architecture of the approach.
The deviceless approach enables a seamless orchestration
of Qinling action containers deployed at the network edge
with Docker and Node-RED. From the user perspective,
it is just an extended version of Node-RED allowing the
feature of enabling Qinling actions using a distributed IoT
infrastructure. Besides, instead of using only JavaScript to
create actions/functions, our approach extends theNode-RED
programming languages choices to include other languages
such as Python.

The user can provision a distributed flow without configuring
or managing the remote IoT nodes. The envisioned
provisioning flow comprises the following steps (see
Figure 3):

1. The user write the business logic of the functions using
either Python or Node.js (i.e., functions to read the value
of a sensor or actuate an action).

2. The user uploads the functions to the Qinling repository.
Also, he/she defines the new Node-RED nodes and

10https://nodered.org
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Figure 5 – A Node-RED flow based on a Qinling function.

Figure 6 – Graph and gauge generated by the Qinling
functions.

associates them with the functions (see Figure 4).

3. The user, using the extended Node-RED version (that
has the new nodes based on Qinling), can design his/her
customized workflow among distributed IoT nodes and
the cloud-based instances as well.

4. Once the user runs his/her flow using Node-RED
GUI, Qinling, together with Zun and IoTronic, takes
the responsibility of instantiating the functions and
executing them when required according to the
applications’ logic.

To highlight a use case of our approach, we created a
simple flow that makes use of Qinling to monitor the Central
ProcessingUnit (CPU) usage of an edge IoTnode. In Figure 5,
the flow that uses a Qinling-based Node-RED function is
shown. In particular, the flow is meant to report the CPU
usage on a Raspberry Pi every one second. A Node-RED
Timing node is used to trigger the function deployed on the
board (the node is named Qinling-node in the figure) to report
the CPU percentage usage. Afterwards, the value received
is sent to a formatter in order to create a 10 minutes history
CPU usage graph and a gauge showing the last value received
(see Figure 6). We mention here that the Node-RED flow is
conceived on a cloud-based VM and not the IoT node itself
(unlike OpenWhisk Light, see Section 2)
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5.2 Virtual file system over FaaS

To enable a multi-tenant IoT infrastructure, the
I/Ocloud paradigm [21] aims at stretching the cloud
Infrastructure-as-a-Service (IaaS) paradigm by adapting
the cloud-enabled functionalities to the IoT infrastructure.
Of course, choosing between the deviceless computing
paradigm and the I/Ocloud depends on the developer’s
needs. The I/Ocloud approach provides full control
over the IoT deployments and even low-level access to
the sensors/actuators. Specifically, the solution provides
cloud-based abstracted instances representing physical IoT
nodes and their hosted sensors/actuators. The IoT nodes
abstraction consists of providing accessible Virtual Nodes
(VNs) with attached (virtual) I/O resources (see Figure 7)
virtualized through the file system. Technically, a VN is a
self-contained and isolated environment (i.e., a container)
with a mounted Virtual file system (VFS). The VN can be
seen then as a physical IoT node able to host a user-defined
business logic and provide, at the same time, interactions
with remote physical I/O resources. The filesystem-level
abstraction and syscall trapping are based on the Filesystem
in USErspace (FUSE11) software interface and the S4T
IoT-oriented FaaS capabilities. Within this view, recent
efforts are in progress to promote the use of the FaaS
paradigm to cope with shared file systems’ access [22].

Figure 8 depicts a layered architecture of the virtualization
approach. As shown in the figure, bottom-up, we have
sensors and actuators, in the case of a physical IoT device
(left node), whereas on the right, a compute node belonging
to a cloud data center is depicted, featuring no directly
attached transducers. In the IoT node, on top of the
Linux-based Operating System (OS), we have the sysfs-based
interface that enables I/O operations with the physical pins.
To fully virtualize and reproduce the corresponding IoT
node on the cloud side, the General-Purpose Input/Output
(GPIO) pseudo-file system (sysfs) of the IoT node has to be
supplemented by a comprehensive clone of the user-space
setup. This clone of the pseudo-file system is generated
by FUSE that uses, underneath, Qinling functions to enable
remote interactions with the physical resources. Wrapping
up, the red dashed arrows highlight the final result in terms

11 https://github.com/libfuse/libfuse
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of I/O virtualization. In particular, the direction of the
arrows corresponds either to an input (a sensor) or output
(an actuators).

6. EXPERIMENTAL RESULTS

In the following section, a preliminary evaluation of the
deviceless system is provided. In particular, we focus on
the resource usage of the system on IoT nodes and the impact
of the new Zun networking driver we introduced. For that
purpose, we deployed the cloud side of the system (i.e.,
IoTronic, Qinling, Zun) on a 10th gen i5 Intel-based late 2020
Macbook Pro. We mimic the IoT node using a VM hosted on
the same machine to have a fixed latency emulating a Wide
Area Network (WAN) interconnection. Therefore, we can
evaluate the impact of the networking driver we conceived.
In particular, we used the Linux Traffic Control (TC) with
queuing disciplines (qdisc) to set the latency between the
cloud and the IoT node. The IoT node (i.e., VM) is configured
with one vCPU and 1GB of RAM.

In Table 1 we report the averaged CPU and RAM usage of
the deviceless system on the IoT node. In particular, we
report the resource usage of all the processes involved on
the node side (i.e., WebSocket tunnel client, Zun compute
agent, Lightning-Rod, and the reverse proxy). We are
considering two scenarios, an idle mode, when all the
processes mentioned earlier are running but not executing
any task (during 10 minutes). The second scenario, instead,
is when the IoT node receives ten simultaneous functions’
execution requests (the table reports the results averaged over
20 runs).

As we can notice from the table, when the IoT node is not
receiving any execution request, the deviceless system does
not use any CPU resources. Regarding the RAM usage,
the system uses precisely 15.7% of the 1 GB of memory
available. We mention that the RAM values for all the
processes remained constant and equal to the values shown in
the table during the 10 minutes. When the IoT node receives
ten simultaneous execution requests, the CPU usage increase
for both the LR reverse proxy (that routes the requests to the
runtime) and theWS tunnel client (a WS tunnel is established
between the cloud and the IoT node). Yet, both the Zun agent
and LR do not impact the CPU usage as they are not involved
during functions’ execution (they are part of the control plane:
creating runtimes and instantiating WS tunnels).

To further evaluate the solution, we conducted another
experiment to assess the impact of the network latency on
the functions’ execution time. We specifically compared the
execution time between a standard cloud-based serverless
deployment and the deviceless approach that uses the new
WebSocket-based Zun networking driver. Table 2 reports the
results obtained when comparing serverless and deviceless
execution times (results averaged over 10 runs are reported).
In the table, the execution time refers to the whole process
starting from sending the function’s execution request until
getting the result. This process includes the management of

Idle 10 requests
CPU RAM CPU RAM

Reverse proxy ' 0% 1.1% 3.4% 1.1%
WS tunnel client ' 0% 4.1% 4.2% 4.1%

Zun agent ' 0% 9.7% 0% 9.7%
Lightning-Rod ' 0% 0.8% 0% 0.8%

Total ' 0% 15.7% 7.6% 15.7%

Table 1 – The resources usage of the deviceless system on an
IoT node

Serverless
(Cloud-based)

Deviceless
(50 ms latency )

Deviceless
(100 ms latency)

Execution
time 150 ms 419 ms 850 ms

Table 2 – Execution time comparison between serverless and
deviceless

the request on the cloud as well as the delays to reach the
containers (either on the cloud for serverless or the network
edge for deviceless), execute the function and send back the
result. Of course, when talking about deviceless, we are
expecting higher delays due to network latency. This is what
we can see from Table 2. Executing a function on the cloud
requires only 150 ms. On the other hand, when the containers
are on the network edge, more delays are introduced. We
would like to mention that the delay added is not equal to the
Round Trip Time (RTT): sending the request and receiving
the result. In fact, if it were the case, we would expect a
value around 250 ms when the latency introduced by the
network is equal to 50 ms (i.e., serverless execution time +
RTT = 150 ms + 100 ms). However, since the new driver we
are introducing uses a TCP-based Websocket tunnel, which
means a three-way TCP handshake (i.e., 1.5 RTT) plus the
time required to send the execution request and receiving the
result through the tunnel (i.e., 1 RTT), the delay increases
accordingly (see Table 2).

7. CONCLUSION AND FUTURE WORKS

This paper introduced our system for extending the serverless
paradigm to the network edge down to IoT devices.
Specifically, the approach uses the serverless paradigm to
interact with IoT resources such as sensors and actuators. As
discussed, the proposed new approach, deviceless, exempts
the IoT developers from managing the IoT infrastructure.
As future works related to the approach, we would like to
improve the performances in terms of the delay required
to execute the functions. In particular, a solution that can
be considered to decrease functions’ execution latency is
instantiating WebSocket tunnels more proactively. Thus,
anticipating demand for function execution requests with
predictive routines and keeping TCP sessions alive to
avoid three-way handshakes for most functions’ invocations.
Besides, to overcome the cloud issues related to latency
and enhance the deviceless approach performances, another
aspect to investigate is exploiting the proximity of the ETSI
MEC distributed environment to orchestrate the serverless
functions’ at the edge [23]. Thus, a nearby MEC entity can
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be used instead of relying on the cloud to route functions’
execution requests. In this regard, in terms of standardization,
serverless computing at the edge is getting more interest
within the standardization community [24]. Our deviceless
approach could become then (kind of) best practice and thus
become part of a technical report.
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ABSTRACT 

The introduction of Quantum Key Distribution Networks 
(QKDNs) into current communication networks (e.g. 5G 
networks) and cryptographic infrastructures brings new 
challenges to the design of network architecture and security 
considerations. This paper introduces core standards on 
QKDNs developed in ITU-T SG13 and pre-standardization 
activities in ITU-T FG-QIT4N. Then, this paper discusses 
key challenges and identifies potential work items for 
stimulating future standardization for quantum enhanced 
networking and services considering trustworthy networking 
technologies and Artificial Intelligence (AI)/Machine 
Learning (ML) techniques for 5G and beyond. 

Keywords – Quantum key distribution network (QKDN), 
quantum information technology, standardization, ITU-T 

1. INTRODUCTION

Quantum Key Distribution (QKD) technologies are expected 
to be important to secure the transmission of critical data 
[1][2]. QKD is based on the principles of quantum 
information theory and allows the establishment of 
information-secure cryptographic keys. A QKD protocol 
allows the distribution of symmetric random bit strings as a 
secure key that can be proven to be secure, even against an 
eavesdropper with unbounded computational resources 
under the assumptions supporting the security proof model. 
A QKD Network (QKDN) is a technology that extends the 
reachability and availability of QKD. A QKDN with 
multiple point-to-point QKD devices enables point-to-
multipoint key distribution [3]. Ultra-security and resiliency 
are identified as key features for 5G and beyond [4]. 
Therefore, the introduction of QKDNs into current and 
emerging communication networks (e.g. 5G and beyond 
networks) and cryptographic infrastructures brings new 
challenges to the design of network architecture and the 
development of security solutions, as QKD technologies 
have their unique features and restrictions. 

As the lead group for future networks with a focus on 5G in 
ITU-T, Study Group (SG) 13 has been focusing on QKDN 
standardization [5]. Furthermore, ITU-T established the Co-
located Quantum (CQ) meeting for collaboration with SG17 
on QKDN security aspects. Other Standards Development 

Organizations (SDOs) such as the European 
Telecommunications Standards Institute (ETSI) mainly 
targeted QKD systems with security solutions and have 
started to consider network aspects of QKD recently for a 
large-scale trusted network [1]. There are specific groups 
such as ETSI Industry Specification Group on Quantum Key 
Distribution for Users (ISG-QKD) [6], ISO/IEC JTC1/SC27 
(Information security, cyber security and privacy protection) 
[7], and the Internet Engineering/Research Task Force 
(IETF/IRTF) Quantum Internet Research Group (QIRG) [8]. 

This paper introduces core standards on the functional 
requirements and architectures as well as key management, 
and control and management for QKDNs developed in 
ITU-T SG13. In addition, this paper presents standardization 
efforts for software defined networking control and Quality 
of Service (QoS) related aspects in QKDNs along with 
business role-based models as a guideline for applying 
service scenarios as well as for deployment and operation of 
QKDNs. It also introduces several ongoing work items (e.g. 
QKDN interworking, machine learning (ML)-enabled 
QKDN, resilience framework, etc.) recently started in ITU-
T SG13. 

ITU-T Focus Group on Quantum Information Technology 
for Networks (FG-QIT4N) [9] was established and ITU-T is 
developing the standardization roadmap on QKDN. Based 
on these activities, this paper discusses key challenges and 
identifies potential work items for stimulating future 
standardization for quantum enhanced networking and 
services considering trustworthy networking technologies 
and the adoption of Artificial Intelligence (AI)/ML 
techniques for 5G and beyond.  

The rest of the paper is organized as follows. Section 2 
summarizes standardization activities on QKDN in ITU-T. 
Sections 3 and 4 present recent progress for related 
standardization in ITU-T SG13 as well as FG-QIT4N. 
Section 5 discusses challenges for future standardization, 
along with the conclusion and future work in Section 6.  

2. QKDN STANDARDIZATION IN ITU-T

QKD is a procedure or method for generating and 
distributing symmetrical cryptographic keys with 
information theoretical security based on quantum 
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information theory. The basic elements of a QKD are a 
transmitter (QKD-Tx) and a receiver (QKD-Rx), each of 
which is referred to as a QKD module. A QKD link connects 
the QKD modules, potentially with the help of a quantum 
relay point (e.g. optical switch) for relaying quantum signals. 
The keys are shared via the QKD link. The QKD link usually 
consists of a quantum channel and a classical channel. The 
quantum channel for transmitting a quantum signal is 
reserved for quantum signals, such as a single-photon-level 
coherent state of light, to transmit random bit strings. The 
classical channel for exchanging data is reserved for 
synchronization and data exchange between the QKD 
modules.  

As shown in Figure 1, the QKD systems are expanded to a 
QKDN comprised of two or more QKD nodes connected 
through QKD links. A QKDN allows sharing of keys 
between the QKD nodes by the key relay function providing 
keys between QKD nodes via intermediate QKD node(s) 
when they are not directly connected by a QKD link. The 
user network is a network in which cryptographic 
applications consume keys supplied by a QKDN. 

 

 

Figure 1 – QKDN concepts and their relation to 
a user network 

Considering both the communication network and security 
service requirements, a QKDN as both a new kind of security 
solution and a new form of network infrastructure requires a 
systematic set of standardization work.  

Taking the organization of the ITU-T as an example, the 
work on QKDN is already ongoing in SG13 on networking 
aspects and in SG17 on security aspects. Future work may 
involve protocols and signalling for networks, users and 
device interconnection (related to SG11), network operation 
related specifications for QKDNs (related to SG2), 
integration of QKD with classical optical communication 
networks (related to SG15) and on QKD applications in data 
centre interconnection and computing, Internet of Things, 
mobile networks, etc. (related to SG16 and SG20).  

3. STANDARDS FOR QKDN IN ITU-T SG13 

ITU-T SG13 started the first initiative on QKDN as a 
framework document in July 2018 and Recommendation 
ITU-T Y.3800 was approved in 2019 as the first 
Recommendation. So far, ITU-T SG13 has completed the 
development of six Recommendations and one Supplement 
as shown in Figure 2. There are some ongoing work items 
(see Table 1) including recently created new work items on 
interworking, ML, and resilience, etc. in QKDNs.  

 

Figure 2 – Core Recommendations on QKDN  
developed in ITU-T SG13 

3.1 Core Recommendations on QKDN in ITU-T SG13 

3.1.1 ITU-T Y.3800 – Overview on networks supporting 
quantum key distribution 

ITU-T Y.3800 [10] gives an overview of the networks 
supporting QKD. It aims to provide support for the design, 
deployment, operation, and maintenance for the 
implementation of QKDNs, in terms of standardized 
technologies, along with the conceptual structures of a 
QKDN and a user network. As shown in Figure 3, the layered 
structure of QKDN consists of a quantum layer, a key 
management layer, a QKDN control layer and a QKDN 
management layer. The user network is described by a 
service layer and a user network management layer. 

 

 

Figure 3 – The conceptual structures of a QKDN and a  
user network 
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3.1.2 ITU-T Y.3801 - Functional requirements for 
quantum key distribution networks 

There are the most common requirements for QKDNs in 
terms of key rate, link length, key usage, and robustness, and 
so on [2]. In the context of QKDNs, ITU-T Y.3801 specifies 
the functional requirements for quantum layer, the key 
management layer, the QKDN control layer and the QKDN 
management layer. Based on the layered structure of QKDN 
shown in ITU-T Y.3800 and the functional requirements in 
ITU-T Y.3801 [11], the detailed functional architecture is 
developed in ITU-T Y.3802 [12].  

3.1.3 ITU-T Y.3802 - Quantum key distribution networks 
– Functional architecture

ITU-T Y.3802 defines a functional architecture model of the 
QKDN, as shown in Figure 3. It specifies detailed functional 
elements and reference points, architectural configurations 
and basic operational procedures of the QKDN. 

The functional architecture model includes the following 
architectural components: 1) Layered structure (i.e. Figure 3); 
2) With a cryptographic application, a user network manager,
and an application link in the user network, basic functions
and links in the QKDN as follows:
・ QKD module: a set of hardware and software

components that implement the cryptographic functions 
and quantum optical processes, including QKD
protocols, synchronization, and distillation for key
generation. It is contained within a defined
cryptographic boundary to demarcate one layer's
responsibility on the keys.

・ Key Manager (KM): a functional module located in a
QKD node to perform the functions for key
management in the key management layer.

・ QKDN controller: a functional module, which is
located in the QKDN control layer to control a QKDN.

・ QKDN manager: A functional module, which is located
in the QKDN management layer to monitor and manage
a QKDN.

・ QKD link: a communication link between two QKD
modules to operate the QKD.

・ KM link: a communication link connecting KMs to
perform key management.

3) Functional elements: Subfunctions contained in each basic 
function (e.g. a routing control function under the QKDN
controller); and 4) Detailed reference points. More
specifically:
・ In the quantum layer, a pair of QKD modules connected

by a QKD link generates quantum key distribution keys
(QKD-keys) by using QKD protocols.

・ In the key management layer, the KM function is to
receive and manage keys generated by QKD modules
and QKD links, relay the keys, and supply the keys to
cryptographic applications.

・ In the QKDN control layer, a QKDN controller function 
is to control QKDN resources to ensure secure, stable,
efficient, and robust operations of a QKDN.

・ In the QKDN management layer, a QKDN manager
function is to manage Fault, Configuration, Accounting,
Performance, and Security (FCAPS) aspects of a
QKDN as a whole, and support user network
management.

・ In the service layer, a cryptographic application
function consumes the shared key-pairs provided by a
QKDN and performs secure communications between
remote parties.

・ In the user network management layer, a user network
manager function performs FCAPS management
features of a user network.

Based on the architecture, there are multiple possible 
network configurations of interconnecting various entities. It 
illustrates 1) a distributed QKDN; 2) a centralized QKDN; 3) 
a centralized QKDN with hierarchical QKDN nodes; and 4) 
a centralized QKDN with a centralized key relay. In addition, 
it describes basic operational procedures for service 
provisioning and system initialization, key generation, key 
request and supply, key relay, and key relay rerouting.  

3.1.4 ITU-T Y.3803 - Quantum key distribution networks 
– Key management

ITU-T Y.3803 [13] provides help for the design, deployment, 
and operation of key management of a QKDN to fulfill the 
requirements specified in ITU-T Y.3801.  

Figure 4 – Functional architecture model of 
the key management layer 

As shown Figure 4, the KM consists of a Key Management 
Agent (KMA), a Key Supply Agent (KSA), and a KM 
control and management function. In addition, a KM link is 
divided into the KMA link (Kx-1) and the KSA link (Kx-2) 
corresponding to their independent roles. ITU-T Y.3803 
presents basic key management operations in a QKDN. Each 
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pair of QKD modules connected by a QKD link generates 
keys in its own way. Generated keys are transferred to KMs. 
The KMs manage the keys and supply them to cryptographic 
applications in the service layer of the user network. The 
keys can be relayed via KMs and shared between any 
designated QKD nodes. The QKDN controller performs 
routing control of key relay. The QKDN manager monitors 
the status of the whole of the QKDN and supports key life 
cycle management for the KMs, as well as routing and 
rerouting control of key relay for the QKDN controller. 

3.1.5 ITU-T Y.3804- Quantum key distribution networks 
– Control and management 

To realize secure, stable, efficient, and robust operations of 
and services by a QKDN, as well as to manage a QKDN as 
a whole and support user network management, ITU-T 
Y.3804 [14] specifies functions and procedures for QKDN 
control and management based on the requirements specified 
in ITU T Y.3801. More specific functions are: 
・ control and management specific functions (e.g. path 

computation for routing control, session control 
including access traffic steering/switching/splitting for 
session control, QoS and charging policy control, 
FCAPS management for each layer); 

・ control and management reference points 
among/between control and management functional 
components and those of other layers;  

・ control and management orchestration functions of 
multilayers. QKDN management layer includes 
multiple functional components responsible for 
multilayers (quantum, key management, and QKDN 
control layers) and cross-layer management 
orchestration; 

・ interworking functions with external management 
systems especially user network management systems, 
the management capability exposure function, etc. 

Each layer has a layer specific control and management 
function associated with a corresponding management 
function in the QKDN management layer. Each layer 
specific control and management function provides a 
management agent capability between each layer 
management function of the QKDN manager and its 
respective layer functions. A cross-layer management 
orchestration function provides orchestration capability 
among multiple layer management functions. Reference 
points are defined as standard interfaces between the QKDN 
controller(s) and the functional components under control for 
the purpose of QKDN control, as well as standard interfaces 
between the QKDN manager and the functional components 
under management for the purpose of QKDN management. 

3.1.6 ITU-T Y.3805- Quantum Key Distribution 
Networks - Software Defined Networking Control 
(Y.QKDN-SDNC) 

ITU-T Y.3805 [15] specifies the requirements, a functional 
architecture, reference points, a hierarchical Software 

Defined Networking (SDN) controller and overall 
operational procedures of SDN control. SDN [16] has 
several advantages over traditional communication networks. 
On the one hand, the SDN controller supports centralized, 
programmable, and hierarchical control; on the other hand, it 
can provide fast services for applications by opening 
northbound interfaces between the control layer and the 
service layer. The change of a control method by SDN in a 
QKDN provides an alternative method to realizing control 
functionalities by introducing logically centralized and 
programmable control of network resources through 
standardized interfaces and protocols. 

Figure 5 illustrates the hierarchical SDN controller in a 
QKDN. Under such scenarios, SDN controllers are 
organized in a hierarchical way, and the functions and 
implementations of each SDN controller is independent of 
each other. The hierarchical controller is responsible for 
service provisioning within its control range. The SDN 
controller of each layer has its northbound interface to 
communicate with the service layer, and the first layer has a 
southbound interface for controlling the controllable 
elements and collecting information from the key 
management layer and the quantum layer. 

 

2nd layer SDN 
Controller CAB

 A B
Sub-QKDN Sub-QKDN

1st layer SDN 
Controller CA

1st layer SDN 
Controller CB

2nd layer SDN 
Controller CCD

C D
Sub-QKDN Sub-QKDN

1st layer SDN 
Controller Cc

1st layer SDN 
Controller CD

3rd layer SDN Controller

 

Figure 5 – Hierarchical SDN controller in a QKDN 

Unlike other traditional operational procedures of QKD 
network functions without SDN control, the operational 
procedures of SDN control in a QKDN reduce the time for 
provisioning different services using SDN control by 
skipping the QKDN manager. The SDN controller can also 
provide more efficient key resource utilization by deciding 
the end of key generation and controlling the management 
monitor in a global view. In addition, the SDN technology 
improves the flexibility of service provisioning and provides 
services for applications in a fast way by opening the north-
bound interface between the QKDN control layer and the 
service layer. With regard to a SDN-enabled QKDN, ETSI 
has published the specification on a control interface for 
SDN in a QKDN [17].  

3.1.7 ITU-T Y.3806 – Quantum key distribution networks 
– Requirements for QoS assurance (Y.QKDN-qos-
req) 

ITU-T Y.3806 [18] specifies the high-level and functional 
requirements of QoS assurance for a QKDN. The functional 
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requirements include QoS planning, QoS monitoring, QoS 
optimization, QoS provisioning, QoS protection and 
recovery, etc. 

For the end-to-end QoS assurance of the QKDN, it is 
essential to define the scope of the QoS in association with a 
QKDN, taking into consideration the relationship between 
end-to-end QKDN QoS and its associated network 
performance of underlying QKDNs. End-to-end QoS 
depends upon network performance of different sub-QKDNs: 
ingress and egress QKDN Access Networks (QAN) and a 
QKDN Backbone Network (QBN). 

3.2 Ongoing work items on QKDN in ITU-T SG13 

Table 1 – Ongoing work items on QKDN 

SG/Q Work item 

Q16/13 Y.QKDN_BM : Quantum key distribution
networks – Business role-based models
Y.QKDN_frint : Framework for integration of
QKDN and secure storage network
Y.QKDN-iwfr : Quantum key distribution networks
– interworking framework
Y.QKDN-ml-fra : Quantum key distribution
networks – Functional requirements and
architecture to enable machine learning
Y.QKDN-rsfr : Quantum key distribution networks
– resilience framework
Y.supp.QKDN-roadmap : Standardization roadmap
on Quantum Key Distribution Networks

Q6/13 Y.QKDN-QoS-pa: Quantum key distribution
networks – QoS parameters
Y.QKDN-QoS-fa: Functional architecture of QoS
assurance for quantum key distribution networks
Y.QKDN-QoS-ml-req: Requirements of machine
learning based QoS assurance for quantum key
distribution networks

3.2.1 QKDN – Business role-based models 

Y.QKDN_BM describes business roles, business role-based
models, and service scenarios in a QKDN from different
deployment and operation perspectives. Especially,
Y.QKDN_BM identifies various business models that
require security application services with a QKDN and
exiting user networks.

Figure 6 – The owners of business roles in a QKDN 

Y.QKDN_BM can be used as a guideline for applying
service scenarios that utilize a QKDN from business points
of view as well as for deployment and operation of a QKDN
from telecommunication operators’ points of view.

Telecommunication operations, QKDN operators, or other 
relevant stakeholders can act as players of QKDN business 
roles. Players are involved in security application service-
related business activities with the QKDN environment. 
Each player has at least one business role. In some cases, 
however, one player can have more than one business role at 
the same time. The identified security application service-
related business roles are shown in Figure 6. 

3.2.2 Integration of QKDN and secure storage network 

The purpose of introducing the QKDN into current 
communication networks and cryptographic infrastructures 
is to enhance their security level by supplying highly secure 
symmetric keys to cryptographic applications. A Secure 
Storage Network (SSN) consists of multiple data servers and 
is supported by a secret sharing scheme. A Public Key 
Infrastructure (PKI) plays an essential role again to realize 
authentication, access control, and integrity protection in the 
SSN. Y.QKDN_frint shows a concept of integration of the 
QKDN with the PKI and the SSN. It also specifies functional 
requirements, a functional architecture model, reference 
points and operational procedures for SSNs. 

3.2.3 QKDN - Interworking framework 

Constructing a large-scale QKDN which covers a wide area, 
may consist of multiple QKDNs and they are interworking 
with each other. Therefore, Y.QKDN-iwfr mainly focuses on 
the interworking between QKDNs supported by multiple 
QKDN providers. Figure 7 shows a conceptual interworking 
model between QKDNs. 

Figure 7 – Interworking between QKDNs 

There are several issues to be standardized for interworking 
between QKDNs with different technologies. Here, different 
technologies can be used in QKDNs such as key relay 
encryption methods, key relay schemes, key relay 
alternatives, configurations of the QKDN controller, and 
protocols in the key management layer, the QKDN control 
layer and the QKDN management layer. 
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3.2.4 QKDN - Applications of machine learning 

ITU-T published Supplement 70 [19] to present the 
applications of ML in QKDNs as follows: 
・ Applications of ML in the quantum layer of a QKDN: 

ML-based quantum channel performance prediction 
(QL01), QKD system parameter optimization (QL02), 
and remaining use life (RUL) prediction of components 
in a QKD system (QL03). 

・ Applications of ML in the key management layer of a 
QKDN: ML-based key formatting (KM01), key storage 
management (KM02), and suspicious behavior 
detection in the key management layer (KM03). 

・ Applications of ML in the control and management 
layers of a QKDN: ML-based data collection and data 
preprocessing (CML01), routing (CML02), and QKDN 
fault prediction (CML03). 

The ML pipeline subsystem in a QKDN is shown in Figure 
8. The ML functional elements in the ML pipeline subsystem 
include a Collector (C), a Preprocessor (PP), a Model (M), a 
Policy (P) and a Distributor (D). The ML functions enable us 
to collect input data from the Source of data (SRC) through 
data handling interfaces. The SRC can be in multiple layers 
of QKDNs (see Figure 3). The target of the ML output (SINK) 
can be elements in the quantum layer, the key management 
layer and QKDN control and management layers. More 
details related to the ML pipeline subsystems can be found 
in [20]. 

ML Functions

QKDN Control layer

Key Management layer
Quantum layer

Service layer

QKDN Management layer
Key Management layer

Quantum layer

QKDN Control and 
Management layers

 

SINKSRC

C PP

M P D

ML pipeline subsystem

QKDN

Data Handling interfaces Data Handling interfaces

C: collector; PP: preprocessor; M: model; P: policy; D: Distributor; SRC: source of data; SINK: target of ML output  

Figure 8 – ML pipeline subsystem in a QKDN 

For the functional requirements and architectures for an ML-
enabled QKDN, Y.QKDN-ml-fra specifies the roles of ML 
in a QKDN. In particular, Y.QKDN-ml-fra includes 
functional requirements and a functional architecture model 
of the ML-enabled QKDN. To specify the functional 
architecture to enable ML in a QKDN, it applies the high-
level architecture specified in [20] to fulfill the requirements 
for the ML-enabled QKDN. The functional architecture for 
the ML-enabled QKDN includes three subsystems: QKDN-
related ML pipeline; QKDN-related ML sandbox; and 
QKDN-related Machine Learning Management Subsystem 
(MLMS). Further considerations on locations of ML-related 
functions will be discussed with detailed procedures.  

3.2.5 QKDN - Resilience framework 

For resilience in a QKDN, Y.QKDN-rsfr specifies the 
framework of resilience in a QKDN including the conceptual 
models of QKDN protection and recovery scenarios. It also 
provides typical use cases of resilience and related 
requirements of resilience schemes supported by the 
quantum layer, the key management layer, and QKDN 
control and management layers, respectively. Y.QKDN-rsfr 
considers the following typical scenarios of resilience in a 
QKDN: 1) resilience in a QKDN supported by 1+1 
protection, 2) resilience in a QKDN supported by 1:1 or 1:n 
recovery, and 3) resilience in a QKDN supported by re-
routing. 

3.2.6 QoS aspects in QKDN 

There are three work items for QoS aspects in QKDN as 
follows: 
・ Y.QKDN-QoS-pa: It covers the descriptions of QoS 

and network performance in a QKDN, classification of 
performance concerns for which parameters may be 
needed, QoS parameters of a QKDN and network 
performance supporting factors. 

・ Y.QKDN-QoS-fa: It gives an overview of QoS 
assurance for a QKDN, a functional architecture of QoS 
assurance for a QKDN, reference points of functional 
architecture and procedures of QoS assurance for a 
QKDN. 

・ Y.QKDN-QoS-ml-req: It first provides an overview of 
requirements of ML-based QoS assurance for QKDN. 
It also describes a functional model of ML-based QoS 
assurance followed by associated high level and 
functional requirements of ML-based QoS assurance. 

3.2.7 Standardization roadmap on QKDN 

Y.supp.QKDN-roadmap provides the standardization 
roadmap on QKDNs. It describes the landscape with related 
technical areas of trust technologies from an ITU-T 
perspective and list of related standards and publications 
developed in other SDOs. 

4. PRE-STANDARDIZATION ACTIVITIES IN 
ITU-T FG-QIT4N 

A Quantum Information Network (QIN or Quantum Internet) 
is expected to connect quantum information processing 
nodes, including QKD nodes, quantum computers and 
quantum sensors, via quantum communication technologies 
such as quantum teleportation and quantum repeating, to 
realize quantum information transmission and networking. 
QIN has the potential to provide a series of new applications, 
such as distributed quantum computing and quantum sensor 
networks with the following technologies: 
・ Quantum computing: a new computation model that 

follows the laws of quantum mechanics to control 
quantum information units. 
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・ Quantum communication: a class of novel
communication technologies that is based on the
transmission of quantum signals, such as QKD,
quantum teleportation, quantum repeater.

・ Quantum sensing & metrology: the study of
measurement techniques that give higher resolution and
sensibility in measurements of physical parameters than
the same measurement performed in a classical
framework.

Considering evolution and applications of Quantum 
Information Technology (QIT) as the fusion of quantum 
physics and information technology for networks, ITU-T 
FG-QIT4N was created in 2019 to provide a collaborative 
platform for pre-standardization aspects of QIT for 
networks, with the following topics (see Figure 9):  
・ Telecom/network aspects of QKDNs that are identified

in close coordination with ITU-T SG13 and SG17 as not 
within the scope of SG13 (QKDN architecture aspects)
and SG17 (security aspects of QKDNs and applications
of Quantum Random Number Generation (QRNG) for
security)

・ QIN technology and network evolution.

Figure 9 – A landscape of QIT standardization activities 
and the position of FG-QIT4N 

Table 2 – FG-QIT4N planned deliverables 

WG Deliverables 

WG0 
(Coordination 
committee) 

D0.1 QIT4N standardization landscape 
and outlook 

WG1 
(Network 
aspects of 
QIT) 

D1.1 QIT4N terminology part 1: Network 
aspects of QIT 

D1.2 QIT4N use case part 1: Network 
aspects of QIT 

D1.3 Implications of quantum information 
technology on networks 

D1.4 QIT4N standardization outlook and 
technology maturity part 1: Network 
aspects of QIT 

WG2 
(QKDN) 

D2.1 QIT4N terminology part 2: quantum 
key distribution network 

D2.2 QIT4N use case part 2: quantum key 
distribution network 

D2.3.1 QKDN protocols part I: Quantum 
layer 

D2.3.2 QKDN protocols part II: key 
management, QKDN control layer 
and management layer 

D2.4 QKDN transport technologies 
D2.5 QIT4N standardization outlook and 

technology maturity part 2: quantum 
key distribution network 

As illustrated in Figure 10, the implications of QITs for 
networks can be classified into two levels: 1) the 
development of QITs has an impact and benefits for existing 
and emerging networks, which may include security 
enhancement, precision time synchronization, boosting 
signal and data processing capabilities, etc., and 2) the 
development of QITs could forge new QINs via connecting 
various types of quantum information processing nodes (e.g. 
quantum computers, quantum sensors, QKD nodes) by 
quantum communication technologies and providing new 
services (e.g. distributed quantum computing and sensing).  

Figure 10 – Implications of QIT for networks 

In addition, ITU-T FG-QIT4N considers standards relevant 
to: 1) QIT as building blocks for QINs, 2) QIT for which the 
network plays an intrinsic role, and 3) QIT to provide ICT 
network functions and/or performance improvement.  

All deliverables (see Table 2) from ITU-T FG-QIT4N will 
be transferred to relevant study groups in ITU-T for making 
them formal ITU Recommendations or Supplements, etc. 

5. CHALLENGES FOR FUTURE
STANDARDIZATION 

A QKDN is still a continuously evolving technology. The 
challenges for QKDN standardization exist from near-term 
issues (e.g. how to ensure security and interoperability of 
trusted relay based QKDNs) to medium and long-term issues 
(e.g. how to reduce costs via integration of quantum and 
classical telecommunication networks, how to extend the 
applications of QKD, how to scale up the network via 
quantum relay) (see Figure 11).  
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Figure 11 – Near-term to long-term QKDN standardization 
perspective [ITU-T FG-QIT4N] 

Furthermore, ITU-T SG13 will continue to develop 
Quantum Enhanced Networking and Services (QENS) 
covering a broad range of QIT while supporting emerging 
user networks (e.g. 5G and beyond) for cryptographic 
applications, taking into consideration the importance of 
trustworthy networking and services as long-term issues. 

Future work on QKDNs and QENS standardization may 
cover the following potential work items that could address 
the challenges highlighted below.  

・ Support of QKDN interoperability: Many different
scenarios for interworking with QKDNs have been
identified with possible directions to make progress on
QKDN architectures and reference points in the
interworking framework of SG13 and the QKDN
protocol framework of SG11. Therefore, it’s necessary
to develop interoperable solutions among multiple
providers and different technologies.

・ Specifications of QKDN protocols: From a QKD
system perspective, most protocols have been
developed. For a QKDN perspective, these protocols
should be extended to support a network with many
nodes and new protocols for control and management
should be newly developed in line with the functional
architecture model shown in Figure 3.

・ Synchronization: Frequency and time synchronization
plays a fundamental supporting role in networks.
Therefore, specific requirements and related protocols
for synchronization should be standardized.

・ Multiprotocol connectivity: There is a lack of detailed
schemes to effectively coordinate different QKD
devices of manufacturers and regions under
multiprotocol. It is necessary to establish QKDNs based
on multiple QKD devices to provide quantum key
service for more users, since a QKD device can only
provide quantum keys for a communication pair [21].

・ The adoption of AI/ML to a QKDN: It is very important 
to use AI/ML for improving network performance
while supporting QoS. Based on ongoing efforts
discussed in Sections 3.1.7 and 3.2.6, architecture
models, and mechanisms for end-to-end QoS support
also need to be specified with detailed scenarios.

・ Integration of user networks (e.g. 5G and beyond) with
a QKDN: While identifying new use cases of a QKDN

to facilitate the possible further standardization with 
more valuable scenarios, developing standards to 
support emerging QKD applications in user networks 
with a QKDN are necessary.  

・ Trusted-relay-based QKDN: Trustworthy networking is 
fundamentally important to ensure security and privacy
with legal compliance. The efforts for related security
solutions on a QKDN should be continued in alignment
with architectural frameworks to be developed.

・ Scale up QKDN: Feasible approaches for building up a
large-scale QKDN and its cost-effective deployment for
user networks should be investigated with candidate
technical solutions (e.g. with quantum relay).

・ Towards QENS from QKDN: Technical solutions for
QKDN are necessary to be expanded for supporting
QENS with QITs. QENS basically need QIN and its
services with advanced features from quantum
computing and communication as well as quantum
sensing and metrology.

6. CONCLUSION

As the introduction of a QKDN into the current networks 
brings new challenges to the design of the network 
architecture and security considerations, we have introduced 
standardization activities in ITU-T SG13 and FG-QIT4N. 
We have also identified key challenges and potential work 
items for stimulating future standardization for QENS 
considering trustworthy networking technologies and 
AI/ML techniques for cryptographic applications in 5G and 
beyond. For future work, we need to stimulate QKDNs and 
QENS standardization activities while addressing challenges 
to be resolved for supporting trustworthy networking and 
services, as well as cryptographic applications through 
tightly integrating with 5G networks and beyond as user 
networks with QKD and QITs.  

ACKNOWLEDGEMENT 

This work was supported by Institute of Information & 
Communications Technology Planning & Evaluation 
(IITP) grant funded by the Korean government (MSIT) 
(No.2020-0-00557, Development of Standards for Quantum 
Information Technology). 

REFERENCES 

[1] ETSI, Quantum Key Distribution,
https://www.etsi.org/technologies/quantum-key-
distribution.

[2] Miralem Mehic, et. al., “Quantum key distribution: 
a networking perspective,” ACM Computing 
Surveys, vol.53, no.5, pp. 1-41, October 2020.

– liv –

https://www.etsi.org/technologies/quantum-key-distribution
https://www.etsi.org/technologies/quantum-key-distribution


[3] Mehrdad Dianati, et. al., “Architecture and
protocols of the future European quantum key
distribution network,” Security and
Communication Networks, vol.1, issue 1,
pp. 57-74, January 2008.

[4] Akihiro Nakao, “Beyond 5G/6G
telecommunication ensuring continuity in
business, research and education,” ITU
Kaleidoscope 2020, December 2020.

[5] ITU-T SG13, https://www.itu.int/en/ITU-
T/studygroups/2017-2020/13/Pages/default.aspx.

[6] ETSI ISG-QKD,
https://www.etsi.org/committee/1430-qkd.

[7] ISO/IEC JTC1/SC27,
https://www.iso.org/committee/45306.html.

[8] IETF/IRTF QIRG,
https://datatracker.ietf.org/group/qirg/about/.

[9] ITU-T FG-QIT4N, https://www.itu.int/en/ITU-T/
focusgroups/qit4n/Pages/default.aspx.

[10]  Recommendation ITU-T Y.3800, “Overview on
networks supporting quantum key distribution,”
October 2019.

[11]  Recommendation ITU-T Y.3801, “Functional
requirements for quantum key distribution
networks,” April 2020.

[12]  Recommendation ITU-T Y.3802, “Quantum key
distribution networks - Functional architecture,”
December 2020.

[13] Recommendation ITU-T Y.3803, “Quantum key
distribution networks – Key management,”
December 2020.

[14] Recommendation ITU-T Y.3804, “Quantum key
distribution networks - Control and management,”
September 2020.

[15] Recommendation ITU-T Y.3805, “Quantum Key
Distribution Networks - Software Defined
Networking Control,” under AAP, July 2021
(consented).

[16] Recommendation ITU-T Y.3300, “Framework of
software-defined networking,” June 2014.

[17] ETSI GS QKD 015 v1.1.1, “Quantum key
distribution (QKD); control interface for software
defined networks,” March 2021.

[18] Recommendation ITU-T Y.3806, “Quantum key
distribution networks – Requirements for quality
of service assurance,” September 2021.

[19] Supplement ITU-T Y.Suppl.70, “ITU-T Y.3800-
series – Quantum key distribution networks -
Applications of machine learning,” July 2021.

[20] Recommendation ITU-T Y.3172, “Architectural
framework for machine learning in future
networks including IMT-2020,” June 2019.

[21] ITU-T, “Living list – Multi-protocol connectivity
in quantum key distribution networks,” SG13-
TD518/WP3, December 2020.

– lv –

https://www.itu.int/en/ITU-T/studygroups/2017-2020/13/Pages/default.aspx
https://www.itu.int/en/ITU-T/studygroups/2017-2020/13/Pages/default.aspx
https://www.etsi.org/committee/1430-qkd
https://www.iso.org/committee/45306.html
https://datatracker.ietf.org/group/qirg/about/
https://www.itu.int/en/ITU-T/focusgroups/qit4n/Pages/default.aspx
https://www.itu.int/en/ITU-T/focusgroups/qit4n/Pages/default.aspx




 

 

 

 

 

 

 

SESSION 1 

 

ENABLING FUTURE WIRELESS COMMUNICATION SYSTEMS 

 

 

 

S1.1 Proposal for a user-centric RAN architecture towards beyond 5G 

S1.2 Towards a robust new radio compatible with XR* 

S1.3 A design of NB-IoT random access preamble receiver for large frequency offset 

S1.4 Optimal pilot sequence design for machine learning based channel estimation in FDD 

massive MIMO systems* 

 





PROPOSAL FOR A USER-CENTRIC RAN ARCHITECTURE TOWARDS BEYOND 5G 

Kosuke Yamazaki, Takeo Ohseki, Yoshiaki Amano, Hiroyuki Shinbo, Takahide Murakami and Yoji Kishi 

KDDI Research, Inc., Japan 

ABSTRACT 

In this paper, we propose a “user-centric Radio Access 
Network (RAN) architecture” towards Beyond 5G. In a 
Beyond 5G mobile networks, connectivity to the network with 
sufficient quality should always be provided to users who 
demand that various quality requirements be met anytime 
and anywhere in the physical space. To achieve this, it is 
necessary to eliminate the degradation of radio quality at the 
cell edge, which requires the installation and cooperation of 
a much larger number of base stations in higher density. 
Furthermore, to overcome the imbalance in communication 
quality between the uplink and downlink still found in 5G, it 
is also necessary to eliminate the limitation of user terminals 
by virtually increasing the number of antennas and 
expanding transmission power for the number of antennas of 
user terminals and the power consumption of user terminals. 
On the other hand, a new RAN management is expected to 
provide users with their respective radio access capability 
through flexible cooperation of the base station around them. 
In this paper, we describe in detail the specific technical 
issues and our approach to realize the user-centric RAN 
architecture. 

Keywords – Beyond 5G, cell-free massive MIMO, RAN 
architecture, Terahertz, user-centric 

1. INTRODUCTION

Beyond 5G and 6G (hereafter “Beyond 5G” includes both 
terms), the next-generation mobile communication system is 
expected to be launched in the 2030s. It is necessary to 
further enhance not only the characteristic functions of 5G 
(eMBB: enhanced Mobile Broadband, URLLC: Ultra-
Reliable and Low Latency Communications, mMTC: 
massive Machine Type Communication), but also autonomy, 
expandability, ultra-safety / reliability, and ultra-low power 
consumption. 

To realize the Beyond 5G mobile communication network, 
various initiatives have already begun in many countries. 
First, ITU-T, the standardization body, launched FG NET-
2030: ITU-T Focus Group on Technologies for Network 
2030, to identify gaps and issues for “Network 2030” [1][2]. 
FG NET-2030 was launched to examine existing 
technologies, platforms, and standardization to identify gaps 

and issues for Network 2030. FG NET-2030 has organized 
all aspects of Network 2030 including vision, requirements, 
architecture, new use cases, and evaluation methods. In 
response to this, ITU-R is now compiling a list of key 
technologies for the Beyond 5G era in Working Party 5D 
(WP5D), with a view to publishing Technology Trend 
Reports. The Trend Report is expected to be published 
around 2023, after which discussions will proceed at 3GPP 
and other organizations. 

In Europe, the 6Genesis project, which is being supported by 
the University of Oulu in Finland, was designated as a 
Flagship Programme Project of the Academy of Finland in 
June 2018, and began to be studied from an early stage. The 
main goal of the project is to support the industry in the 
future by supporting industry in the finalization of 5G, 
developing the fundamental technology needed to enable 6G, 
and expediting the digitalization of society. In September 
2019, a white paper entitled "Key Drivers and Research 
Challenges for 6G Ubiquitous Wireless Intelligence" was 
published. 

In North America, New York University and DARPA have 
launched ComSenTer, a research center for wireless 
(terahertz) and sensor technology, to conduct R&D into 
wireless communications, mainly in the terahertz band (100-
1,000 GHz), as part of the efforts toward Beyond 5G. UC 
Santa Barbara, UCB, UCSD, Cornell University, and MIT 
are also involved in this project, and are conducting R&D in 
four teams: Systems, Integrated Circuit, Devices, and 
Demonstrations. In addition, the NEXT G Alliance was 
established by the Alliance for Telecommunications Industry 
Solutions (ATIS) and is working on a roadmap for Beyond 
5G.  

In Japan, Beyond 5G is expected to further accelerate the 
integration of cyber and physical spaces (CPS: Cyber 
Physical Systems) promoted by 5G, and play a core function 
as the backbone of Society 5.0 [3]. Seven major requirements 
for Beyond 5G are defined as Ultra-Fast & Large Capacity, 
Ultra Low Latency, Ultra Numerous Connectivity, Ultra 
Low Power Consumption, Ultra Security and Resiliency, and 
Autonomy and Scalability, as described in the “Beyond 5G 
Promotion Strategy - Roadmap to 6G” published by the 
Ministry of Internal Affairs and Communications in June 
2020 [4]. Along with this, KDDI and KDDI Research have 
published a Next Generation Social Concept, “KDDI 
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Accelerate 5.0” and “Beyond5G/6G White paper” [5]. The 
concept is aimed at speeding up the realization of Society 5.0, 
a sustainable user-centric society where economic 
development is boosted, and the future society of 2030 is 
brought a step closer. 

Figure 1 – Seven technologies for accelerating Society 5.0 

Figure 1 shows the seven technologies required for 
accelerating Society 5.0. The “1 Network” will provide data 
flows between the “physical space” and “cyber space” 
shown as two arrows in Figure 1. Real people and objects 
exist in the physical space, and a computer world is 
integrated into the cyber space. The information collected 
from the physical space is analyzed in cyber space and fed 
back to the physical space.  

From the above, the Beyond 5G mobile communication 
network with the CPS should carry huge data traffic between 
the physical space and cyber space. This is a similar 
requirement in the 5G mobile communication network, but 
there are two different points: a network will be constructed 
by the user’s requirements, and wireless links for user 
terminals or devices will be provided anytime, anywhere. 
We called a Radio Access Network (RAN) to satisfy those 
points “user-centric RAN”, and its architecture, a “user-
centric RAN architecture”. The current mobile 
communication network adopts a cellular architecture in 
which the radio coverage is determined by the location of 
base stations. In this case, the communication quality is 
greatly affected by the distance from the base station and the 
user's location, and it is not possible to provide high radio 
quality everywhere. Additionally, 5G mobile terminals have 
severe limitations in terms of size and power compared to 
base stations, which limits the number of antennas and 
transmission power that can be installed, and the quality of 
the uplink is greatly degraded compared to the downlink. We 
aim to realize a user-centric RAN architecture that provides 
stable communication quality surrounding the user by 
eliminating the degradation of communication quality and 
imbalance between uplink and downlink capacity. 

In this paper, we present our approach of the user-centric 
RAN architecture toward Beyond 5G and key technologies 
to realize the user-centric RAN. Section 2 describes the 
architecture overview. In Section 3, we present the three key 

technologies, Cell-Free massive MIMO (CF-mMIMO), 
RAN management, and a virtualized terminal. Finally, 
Section 4 provides a summary and future perspectives. 

2. USER-CENTRIC RAN ARCHITECTURE

An overview of user-centric RAN architecture is shown in 
Figure 2. In our proposed user-centric RAN architecture, a 
wireless communication system based on the CF-mMIMO 
wireless technology is constructed with Central Processing 
Units (CPUs) and Access Points (APs). In addition, we aim 
to realize an advanced wireless system that constructs a 
desirable wireless environment for each user’s location 
through user-centric RAN management that controls radio 
and computer resources in a very flexible manner. We will 
also introduce the concept of virtualized terminals to expand 
the capabilities of the user terminals themselves. 

To eliminate the degradation of communication quality 
especially at cell edge locations, a transmission and reception 
scheme called the Coordinated Multipoint transmission / 
reception (CoMP) has already been proposed. In this scheme, 
multiple different cells coordinate their scheduling and link 
adaptation to provide simultaneous communication to a 
single user terminal. However, this scheme is based on 
conventional cell deployment in which areas composed of 
individual cells are connected to each other in a planar 
manner, and it cannot flexibly meet the situation and 
communication requirements of user terminals. 

In contrast, we believe CF-mMIMO is a promising approach, 
in which the optimal combination of base stations and 
antennas is automatically selected according to the user’s 
location, radio coverage, and its communication 
requirements. To realize this architecture, a huge number of 
antennas needs to be deployed in the area, which used to be 
managed by a single CPU. The modulation and 
demodulation of radio signals is handled in a coordinated 
manner between the antennas and the CPU to create an 
optimal wireless environment at the user's location. Here, in 
order to deploy a large number of antennas at a low cost, a 
user-driven method of deploying antennas can be considered. 
However, such a method cannot guarantee the required 
quality of communication, and will result in areas where the 
same situation as that at the cell edge occurs. Therefore, we 
assume here a system in which many antennas are deployed 
reliably by the operator. To reduce the network construction 
cost, it is desirable to consolidate the distributed antennas in 
the same location. On the other hand, if multiple antennas are 
concentrated in the same location, the spectrum efficiency 
may decrease because the spatial correlation between 
antennas may be degraded and the interference may not be 
eliminated. This trade-off relationship should be solved to 
construct a user-centric architecture effectively.  

The user-centric RAN will provide the communication 
quality required by the user anytime and anywhere. To 
realize a nationwide mobile network with the user-centric 
RAN architecture, an ultra-flexible RAN management is 
required. One of the RAN management types is a placement 
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of CPUs and accommodations of APs. The principle of CF-
mMIMO signal processing is that one CPU processes signals 
from all APs. However, the nationwide mobile network 
cannot be realized because the CPU has a limitation of 
processing capacity. To realize the network, it requires the 
placement of CPUs and accommodations of APs. The other 
type of RAN management is an assignment of resources in a 
RAN, such as computing for CPUs, radio, and transport links. 
Since the total RAN resources are limited, the RAN 
resources should be used effectively. This management is 
based on the user’s situations in the RAN, such as the link 
quality of user terminals or devices, user’s terminal 
movement, occasions of mobile communication services, 
and the RAN resource usage. 

Figure 2 – An overview of user-centric RAN architecture 

To enhance the uplink capacity, increasing the number of 
MIMO multiplexes on the user terminal is an effective way 
even if there is almost no space to install additional antennas. 
Here, we propose a new concept of “virtualized terminal”, a 
user terminal that can treat the antennas of its peripheral 
devices, such as glasses and watches equipped with radio 
interface, as antennas of the user terminal itself. The 
capability of the user terminal can be expanded. Here, the 
connection with the peripheral devices and user terminal 
should be constructed by wireless links, which are ultra-high 
speed, large capacity, and ultra-low latency even if the 
communication range is very short. That is, the use of ultra-
wide bandwidth, e.g., Terahertz, is very suitable for such 
requirements. However, to utilize the terahertz band, 
fundamental research, propagation model, development of 
RF front-end devices and antennas and baseband signal 
processing chips, and so forth are still required. 

3. KEY TECHNOLOGIES OF USER-CENTRIC
RAN ARCHITECTURE 

3.1 Key technology 1 “Cell-free massive MIMO” 

Cell-free massive MIMO (CF-mMIMO) is a technology that 
has been actively researched since around 2015 and is a 
combination of distributed MIMO and massive MIMO. By 
extending distributed MIMO to massive antennas, it is 
expected to increase the number of simultaneous connections 

and improve the throughput, reliability, and energy 
efficiency per user. In CF-mMIMO, a large number of 
antenna sites communicate with a small number of UEs in a 
coverage area, and each antenna site; whereas, baseband 
signal processing functions are concentrated in a Centralized 
Processing Unit (CPU) that controls them and processes the 
signals that are connected via a fronthaul. Various 
technologies have been considered depending on the 
capacity of the fronthaul link and the functions to be realized 
by the CPU and antenna sites, respectively. 

Bjornson et al. categorized the degree of coordination 
between each antenna site and CPU in CF-mMIMO into four 
levels and characterized them [7]. The network structure for 
each level is as follows. Level 4 is completely centrally 
controlled, and the signals received by each antenna site are 
transmitted to the CPU for channel estimation. Level 3 is 
based on Large Scale Fading Decoding (LSFD) and consists 
of two stages. In the first stage, each antenna site performs 
the channel estimation, and only the channel statistics are 
transmitted to the CPU. In the second stage, combining and 
detection are performed at the CPU. Level 2 is a simplified 
version of Level 3, where only the average value is 
calculated at the CPU in the second stage. In this way, the 
amount of information transmitted in the fronthaul network 
can be reduced. Level 1 is a small cell network in which each 
Access Point (AP) operates completely independently and 
there is no information transmission with the CPU. The 
conclusion is that central control provides better 
characteristics than distributed processing for each antenna 
site. On the other hand, Ngo et al. state that the Channel State 
Information (CSI) is not shared among antenna sites, but is 
only used in the uplink and downlink processing of each 
antenna site [8]. As described above, various configurations 
and processing methods have been proposed on the AP and 
CPU sides to realize CF-mMIMO. However, in order to 
realize a user-centric RAN architecture in the real world, it 
is necessary to find a configuration of CF-mMIMO that can 
flexibly meet the various communication quality 
requirements of users and can be realized with a realistic 
scale of equipment, signal processing, and the number of 
APs. However, the above-mentioned work has not yet 
sufficiently investigated the system design from the 
perspective of realizing CF-mMIMO in the real world. 

Recently, a measurement-based evaluation revealed that the 
performance of a semi-distributed deployment is comparable 
to that of a fully-distributed deployment in terms of coverage 
in an indoor environment while reducing the number of APs 
[9]. Therefore, we are also investigating the effectiveness of 
semi-distributed deployment for a wider range of conditions 
using computer simulations. Our simulation results also 
verify that semi-distributed deployment has the potential to 
significantly reduce the number of antenna sites without 
changing the frequency utilization efficiency [10]. Here, we 
show one of the simulation results under the simulation 
conditions shown in Table 1. Here, we assume that the APs 
are regularly placed in an area of 1 square kilometer as the 
CF-mMIMO environment. In addition, the number of APs 
and the number of antennas per AP are varied within the 
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range of APs × antennas = 256 to evaluate the performance. 
The number of UEs is selected to be 16 as an example, 
assuming that if the number of UEs is extremely small, the 
results will be greatly affected by the location of the UEs, 
while if there are too many, the interference between UEs 
will increase and the effect of the difference in AP 
deployment on the results will be small. 

Table 1 – Simulation conditions 

Parameter Value 

Carrier frequency 3.5 GHz 
Bandwidth 20 MHz 
Transmission power 23 dBm 
Simulation area 1km square 
Number of antennas 256 (Number of APs x 

Number of antennas per AP) 
Number of users 
multiplexed 

16 

Signal detection Zero Forcing 
Channel estimation Least Square Estimation 

Figure 3 – UE spectrum efficiency distributions [10] 

Figure  shows the simulation results of the distribution of the 
UE spectrum efficiency for each combination of the number 
of APs and the number of antennas per AP. The results show 
that the UE spectrum efficiency is worse when all antennas 
are placed in the same location (L=1, N=256). The UE 
spectrum efficiency can be improved by distributing the 
locations of the antennas. Among them, it is worth 
mentioning that the UE spectrum efficiency results in the 
case of semi-distributed deployment, i.e., multiple antennas 
in one location and multiple locations of those antennas are 
better than the results of the UE spectrum efficiency when 
all antennas are distributed (L=256, N=1). In other words, 
this result indicates that there is a possibility of significantly 
reducing the number of antenna sites while maintaining the 
effectiveness of distributed MIMO. 

To realize CF-mMIMO in a real system, there are still many 
issues to be considered. For example, as the number of 
antenna sites and their antennas increases, the number of 
reference signals transmitted by the antennas of the antenna 
sites increases, which increases the interference between the 
reference signals and the overhead caused by those signals. 
In addition, when a UE moves in an area where a large 
number of antenna sites are distributed, reference signals 
from multiple antenna sites that the UE has to measure need 
to be allocated so that they do not conflict with each other. 
Another issue to be considered is how the transmit power 
control of the uplink should be performed. 

3.2 Key technology 2: User-centric RAN management 

The Beyond 5G system will provide various mobile 
communications in a user-centric manner which realizes 
continuous mobile communications with the user’s quality 
requirements anytime, anywhere. That is, networks are 
created and managed for each user in the Beyond 5G system. 
From the viewpoint of wireless links, the CF-mMIMO in 
Section 3.1 and the virtualized terminals in Section 3.3 are 
the key technologies to realize a radio quality 
homogenization for the wireless links. To realize a user-
centric RAN with the key technologies of wireless links and 
the user-centric manner, a management scheme will be 
designed to satisfy requirements of the key technologies. 

Figure 4 – shows a difference of RAN structure between the 
5G advanced of 2025 [11] and the Beyond 5G of the 2030s. 
In the 5G advanced RAN of Figure 4 –(a), the RAN 
virtualized technology, which is one of the enablers for the 
advanced 5G RAN, will be applied to manage mobile 
communication networks flexibly. A cell, which is the radio 
coverage of a Radio Unit (RU), is fixed in the same way as 
it is in the 5G system. RAN functions, that are the processing 
of data and radio signals as a Central Unit (CU) and a 
Distribution Unit (DU), are virtualized. The CUs and DUs 
are placed to adapt mobile communication services. The 
virtualized RAN technology can create multiple logical 
networks per the services called RAN slices on the same 
physical infrastructure such as transport links and general-
purpose computers. That is, each RAN slice has the RAN 
functions of vCU and vDU. Hereafter, the first letter “v” 
before the acronyms means “virtualized” unless otherwise 
noted such as in Figure 4 – and Figure 5. The RAN 
Intelligent Controller (RIC) is defined by the O-RAN 
alliance [12], and it manages the creation of RAN slices and 
the placement of virtualized RAN functions.  

Figure 4 –(b) shows our consideration of the user-centric 
RAN in the Beyond 5G network. There are two major 
differences from the 5G advanced RAN: (1) cell-free 
environment with CF-mMIMO, and (2) radio signal 
processing per users. The connected to one CPU and signals 
from all UEs were processed by the CPU. Recently, there has 
been active discussion on how to realize a mobile 
communication system with CF-mMIMO based on the 
computing resources from initial study of CF-mMIMO [6] 
mentioned that all APs were initial study of CF-mMIMO [6] 
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mentioned that all APs were  multiple CPUs and the transport 
link capacity between the CPUs and APs. To satisfy the 
quality requirements anytime, anywhere, the user-centric 
RAN management should be able to build networks per users 
flexibly from the existing CPUs and APs. The management 
includes a resource assignment for each network built, such 
as computing resources, transport link resources, and radio 
resources which includes not only a scheduling of radio links 
but also a selection of APs for each user. It will also be 
performed based on many network statuses, such as traffic 
occasions from users, usage of resources, and wireless link 
qualities for each user etc. 

To realize the above management, two extensions are 
required to apply the virtualized RAN technology to the user-
centric RAN shown in Figure 4 –(b). To process CF-
mMIMO signals, we define two set types of APs: (1) “AP 
cluster” is a set of APs accommodated by each CPU, and (2) 
“AP sub-cluster” is the subset of the AP cluster that 
cooperatively transmits and receives data with each user. The 
first extension is the current virtualized RAN structure to 
handle the AP cluster and AP sub-cluster. Figure 5 shows our 
proposed RAN slicing for the user-centric RAN. The RAN 
slice is divided into two areas called the “Low-RAN slice” 
and “High-RAN slice”. The Low-RAN slice is formed for 
each user to manage an AP sub-cluster. Since the AP sub-
cluster needs to be managed according to the status of each 
user, e.g., position, characteristics of wireless channel, usage 
of application etc., the period of the management will be tens 
or hundreds of milliseconds. The High-RAN slice is used for 
managing the AP cluster and RAN functions. Such 
management is similar to the current management in the 
virtualized RAN to maintain both high resource utilization 

efficiency by a user multiplexing and satisfy the user’s 
required communication quality. Hence, the period of the 
High-RAN slice management will be from minutes to tens of 
minutes. Since the divided RAN slice can realize their 
management with an appropriate period, mobile 
communications with CF-mMIMO can be provided in the 
user-centric RAN. 

The second extension is the management scheme for the 
user-centric RAN. To assume large-scale deployment of the 
user-centric RAN such as an urban area, a huge number of 
distributed RAN resources such as computing resources and 
transport links will be managed. In addition, multiple 
virtualized APs and CPUs on the computing resources will 
be managed. The virtualized APs and CPUs are distributed 
over the RAN as shown in Figure 4 –(b), because only one 
CPU can process CF-mMIMO signals from several APs in 
the RAN due to the limited computing resources. We defined 
a User-centric RIC (URIC) to manage a large number of the 
AP clusters and the AP sub-clusters in the user-centric RAN. 
The URICs will be placed in a distributed manner to manage 
the large-scale user-centric RAN. They control interference 
between the AP clusters or the AP sub-clusters by their 
management to obtain homogenized quality in wireless links 
for CF-mMIMO. The other controls are the formation of the 
High-RAN slice or the Low-RAN slice, RAN resource 
management for the slices, and RAN function replacement 
for vCPUs or vAPs etc. Those controls are important to 
satisfy the user’s quality requirements of communication 
services both anytime and anywhere. To realize the above 
managements, it requires interfaces for exchanging 
information and sending messages, regarding how to place 
the URICs and control algorithms. The details of the new 
virtualized RAN structure and the management scheme 
described in this section will be examined further in the next 
step. 

3.3 Key technology 3: Virtualized terminals using 
terahertz communications 

In this section, we explain the specific configuration of the 
proposed virtualized terminal using terahertz 
communications for user-centric RAN architecture. To 
realize CPS for Beyond 5G, it is necessary to increase the 

Figure 4 – RAN structure 

 

(a) Virtualized RAN in 5G and advanced 5G

RU
vDU vCU

Core
UE

UE vDU vCU

vDU vCUCell

VirtualizedRAN slice
for each communication service

(b) User-centric RAN in Beyond 5G

vAP
vCPU

Core

UE

UE vCPU

Virtualized

vAP
vAP

vAP
vAP
vAP

AP is virtualized, and a logical network 
with cell-free is managed for each UE.

UE

Operator’s buildingAntenna siteUser’s place

CU: Central Unit, DU: Distribution Unit, RU: Radio Unit,
UE: User equipment, CPU: Central Processing Unit, 
AP: Access Point, vXX: virtualized function of XX

Figure 5 – RAN slicing 

 

vCPU

vCPU vCPU

Antenna sites

vCPU

Low-RAN slices High-RAN slices

URIC

URIC

URIC
AP cluster

AP sub-cluster

Operator 
building

Service

A

B

Ｃ

UE
#1
#2

#3

●

●

●
#m

AP

vAP

Connecting physical and virtual worlds

– 5 –



throughput of the uplink to the same level as the downlink. 
Due to the finite frequency bandwidth, the enhancement of 
MIMO technology in the spatial domain is expected. In the 
configuration of a conventional user terminal such as a 
smartphone up to 5G, the number of transmit RF front-end 
modules and antennas and layers for MIMO transmission in 
the uplink are limited to two due to restrictions such as power 
consumption and terminal size. In order to realize CF-
mMIMO, the user terminal also needs a multi-antenna 
configuration that can efficiently achieve MIMO 
performance. On the other hand, wearable terminals 
equipped with wireless functions such as smart watches and 
smart glasses are becoming increasingly popular, and the 
number of peripheral devices equipped with wireless 
functions around us is increasing in addition to PCs, tablets, 
and vehicles. Therefore, we think that it is practical to 
configure a virtualized terminal by utilizing these peripheral 
devices as MIMO antennas. We believe that transmission 
from user terminals to peripheral devices can be achieved 
with a small number of transmitters by using a super-
wideband and tremendously high frequency like the terahertz 
band. Research has been conducted on applying the terahertz 
band to the access link between the AP and the user terminal 
[13], but research on applications such as virtualized 
terminals used for relaying in the vicinity of the human body 
has not been conducted. 

Figure 6 shows the structure and uplink transmission of a 
virtualized terminal using the terahertz band. The main user 
terminal is equipped with a terahertz transmitter and a broad 
directional antenna, and simultaneously transmits super-
wideband signals composed of sub-bands for the number of 
peripheral devices. The peripheral devices filter and extract 
only the corresponding sub-band, and convert terahertz 
bands to access-link bands, amplify them, and transmit them 
to the access points. All access-link transmission signals 
from each peripheral device use the same frequency, and CF-
mMIMO achieves high-speed transmission equivalent to the 
terahertz band. The downlink has a similar configuration, 
and vice versa. 

With such a simple analog frequency conversion function, 
implementation in small wearable devices as peripheral 
devices can be expected. In addition, regarding RF-front-
ends and antennas in the terahertz band, R&D aimed at 
increasing output and gain is already underway with the aim 
of applying them to fixed wireless access over long distances 
[13]. Application of short-range wireless to peripheral 
devices such as wearable devices can be expected as a new 
realistic use case. 

A case study was calculated for the feasibility of the link 
budget when the terahertz band is applied to virtualized 
terminals. Table 2 shows the conditions of the link budget. 
In this case, assuming polarized MIMO and QPSK 
modulation, 100 Gbps transmission can be achieved in the 
transmission of a virtualized terminal by using five 
peripheral devices. Figure 7 shows the distance 
characteristics of the SNR with respect to the antenna gain 
based on this link budget. Here, the antenna gain is assumed 

to be the same for the main user terminal and peripheral 
devices. Since the required SNR of QPSK is about 10 dB, it 
is confirmed that the virtualized terminal with the terahertz 
band can be sufficiently realized with an antenna gain of 5 
dBi when wearable terminals are assumed as peripheral 
devices. However, considering the feasibility of noise figures 
of the terahertz band amplifier, it is considered necessary to 
assume the use of an antenna that forms a high gain multi-
beam. 

Table 2 – Terahertz link budget conditions 

Parameter Value 

Carrier frequency 300 GHz 
Bandwidth 5 GHz / Peripheral device 
Transmission power 10 dBm 
Propagation loss Free space path loss, 

Atmospheric and rain 
attenuation 

Noise Thermal noise (290 K) 

 

 

Figure 7 – Distance characteristic in terahertz link for 
virtualized terminals 

 

Figure 6 – Structure and uplink transmission of virtualized 
terminals using terahertz communications 

Freq.

#1 #2 #3 #MPo
w

er

Main user 
terminal

Device #1
THz band

Device #2

Device #3

Device #M

Transmitted spectrum in 
THz band

THz band

Access-
link band

#2 #3 #M

Po
w

er

#1Po
w

er

Freq. Freq.
#1

THz band

Convert to 
access-link 
band and 
Amplify

Received and filtered
spectrum in THz band

Transmit spectrum 
in access-link band

Access 
Point #1

Access 
Point #2

Access 
Point #3

Access 
Point #N

Frequency division 
multiplex in super 
wide terahertz band

Cell-free massive MIMO in 
the same frequency band

Virtualized Terminal

2021 ITU Kaleidoscope Academic Conference 

– 6 –



As a research subject for virtualized terminals, it is necessary 
to clarify the terahertz wave propagation characteristics 
including the effects of reflection and scattering by the 
human body. It is difficult to ensure the quality of wireless 
communications unless the terahertz band is line-of-sight, so 
it is necessary to have a technical means of detecting 
peripheral devices that can attain each wireless 
communication quality and assign them appropriately. This 
technology will have to adapt dynamically according to user 
behavior and environmental changes. In addition, for 
terahertz links, due to the realization of terahertz RF-front-
end performance and the increase in the distance between the 
main user terminal and peripheral devices, functions such as 
simple antenna beam forming and tracking to peripheral 
devices are required. Furthermore, since analog frequency 
conversion from the terahertz band to access-link band is 
performed and transmitted, a wave-form suitable for both 
frequency bands and signal processing technology that 
equalizes the propagation characteristics of both frequency 
bands are required to realize CF-mMIMO. 

4. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed a new RAN architecture called 
"User-centric RAN Architecture" towards Beyond 5G. In the 
user-centric RAN architecture, connectivity to the network 
with sufficient quality must always be provided to users who 
demand that various quality requirements be satisfied 
anytime, anywhere in the physical space. In order to achieve 
this, it is necessary to eliminate the degradation of radio 
quality at the cell edge, which requires the installation of a 
much larger number of base stations in higher density. 
Furthermore, in order to overcome the imbalance in 
communication quality between the uplink and downlink 
still found in 5G, it is also necessary to expand the limits on 
the number of antennas of user terminals and the power 
consumption of user terminals. On the other hand, it is also 
important to realize technology for developing a virtualized 
RAN in order to build the RAN that corresponds to the user's 
situation in real space. Future work includes R&D on 
elemental technologies, control technologies, devices, and 
antenna technologies, etc., to solve many of the issues 
described in Section 4. 

REFERENCES 

[1] ITU-T Focus Group on Technologies for Network 
2030 https://www.itu.int/en/ITU-
T/focusgroups/net2030/Pages/default.aspx.

[2] ITU-T FG-NET-2030, "Network 2030 A Blueprint 
of Technology, Applications and Market Drivers 
Towards the Year 2030 and Beyond",
https://www.itu.int/en/ITU-
/focusgroups/net2030/Documents/White_Paper.pdf.

[3] Japan Cabinet, “Society 5.0”,
https://www8.cao.go.jp/cstp/english/society5_0/inde
x.html.

[4] The Ministry of Internal Affairs and
Communications, “Beyond 5G Promoting Strategy”,
https://www.soumu.go.jp/main_sosiki/joho_tsusin/e
ng/presentation/pdf/200414_B5G_ENG_v01.pdf .

[5] KDDI Corporation and KDDI Research Inc.,
“Beyond 5G/6G White Paper ver.1.0.1”,
https://www.kddi-
research.jp/english/tech/whitepaper_b5g_6g/ .

[6] J. Zhang, S. Chen, Y. Lin, J. Zheng, B. Ai, and L.
Hanzo, "Cell-free massive MIMO: A new next-
generation paradigm", in IEEE Access, Vol.7, pp.
99878-99888, 2019, doi:
10.1109/ACCESS.2019.2930208.

[7] E. Björnson and L. Sanguinetti, “Making cell-free
massive MIMO competitive with MMSE processing
and centralized implementation”, IEEE Trans.
Wireless Commun., Vol.19, No.1, pp.77–90, Jan.
2020.

[8] H.Q. Ngo, A. Ashikhmin, H. Yang, E.G. Larsson,
and T.L. Marzetta, “Cell-free massive MIMO versus
small cells”, IEEE Trans. Wireless Commun.,
Vol.16, No.3, pp.1834–1850, March 2017.

[9] T. Choi et al., “Co-located vs distributed vs semi-
distributed MIMO: measurement-based evaluation”,
Proc. of Asilomar Conf. Signals Syst. Comput., Nov.
2020.

[10] M. Ito et al., “On Spectral and Energy Efficiency of
Semi-Distributed Cell-Free Massive MIMO”, 2021
IEICE general conference, B-5-19, 2021.

[11] T. Murakami et al., “Research Project to Realize
Various High-reliability Communications in
Advanced 5G Network”, 2020 IEEE Wireless
Communications and Networking Conference
(WCNC), 2020, pp. 1-8.

[12] O-RAN Alliance, https://www.o-ran.org/ .

[13] A. Faisal, H. Sarieddeen, H. Dahrouj, T.Y. Al-
Naffouri, and M.-S. Alouini, “Ultramassive MIMO
systems at terahertz bands: Prospects and
challenges”, IEEE Veh. Technol. Mag., Vol.15,
No.4, pp.33–42, Dec. 2020.

[14] T. Kawanishi, K. Inaga, A. Kanno, N. Yamamoto, T.
Aiba, H. Yasuda, and T. Wakabayashi, “Terahertz
and Photonics Seamless Short-Distance Links for
Future Mobile Networks”, Earth and Space Science
Open Archive, doi: 10.1002/essoar.10503612.1.

Connecting physical and virtual worlds

– 7 –

https://www.itu.int/en/ITU-T/focusgroups/net2030/Pages/default.aspx
https://www.itu.int/en/ITU-T/focusgroups/net2030/Pages/default.aspx
https://www8.cao.go.jp/cstp/english/society5_0/index.html
https://www8.cao.go.jp/cstp/english/society5_0/index.html
https://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/presentation/pdf/200414_B5G_ENG_v01.pdf
https://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/presentation/pdf/200414_B5G_ENG_v01.pdf
https://www.kddi-research.jp/english/tech/whitepaper_b5g_6g/
https://www.kddi-research.jp/english/tech/whitepaper_b5g_6g/
https://www.o-ran.org/
https://www.itu.int/en/ITU-/focusgroups/net2030/Documents/White_Paper.pdf
https://www.itu.int/en/ITU-/focusgroups/net2030/Documents/White_Paper.pdf




TOWARDS A ROBUST NEW RADIO COMPATIBLE WITH XR

Yuzhou Hu1,2; Jiajun Xu1,2; Xiaoying Ma1,2; Mengzhu Chen1,2; Hong Tang1,2; Jun Xu1,2

1ZTE Corperation, China
2State Key Laboratory of Mobile Network and Mobile Multimedia Technology, China

ABSTRACT

Extended Reality (XR), an umbrella abbreviation for
Cloud Gaming/Augmented Reality/Virtual Reality, is
supposed to deliver the commercial outlook for 5G
networks. This paper discusses the challenges incurred
by this service due to its inherent stringent requirements
from a data rate, reliability and latency perspective.
To address the challenges, a novel priority-based
adaptive preemption/cancellation strategy is proposed to
guarantee the new radio quality of service under both
the multi-streams XR service and XR in concurrent
transmission with other services scenarios. Simulation
results demonstrate that a scheduler devised based on the
principle of the proposed strategy is quite useful from
a capacity perspective. In the meantime, a synthesis
of the industrial consideration and vision is provided
featuring the ongoing the 3rd Group Partnership Project
Release-17 XR study item.

Keywords - Extended reality, industrial consideration
and vision, priority-based adaptive preemptive

scheduler, quality of service.

1. INTRODUCTION

Extended Reality (XR) services have been used
to generate a new business paradigm in areas
including work flow assistance, professional formation,
telemedicine services, advanced automated services and
are also widely expected to take up the role of a
killer application to truly and substantially incentivize
new radio air interfaces[1]-[5]. The market margin for
this service is expected to exceed US$180 million by
the end of 2021 [1]. A new radio air interface shall
convey 6 degrees of freedom data bulks, 8-12k high
definition video and incorporate new user equipment
endpoints such as a head-mounted display device or
augmented reality glass. Split rendering together with
multi-access edge computation provides architectural
support for the offload of computation/transmission
burden incurred by XR services. In addition to that,
thorough evaluation based on closely examined XR
traffic characteristics should be done to determine
whether or how to introduce any further enhancement to
New Radio (NR) so that the capital expenditure of NR
deployment can be actually leveraged by XR services.

To that end, the 3rd Generation Partnership Project
(3GPP) Release-17 is discussing evaluations on XR
with a study item involving both System Aspects (SA)
and a Radio Access Network (RAN) 3GPP technical
specification group including aspects of a traffic model
and simulation methodology. From a traffic perspective,
application data unit-based video streaming, multiple
stream and a packet arrival jittering effect is distinctive
of XR and set up as evaluation assumptions. From
a simulation methodology perspective, capacity and
power perspectives have been pursued so far taking the
number of user equipment (UE) within which a 90%
satisfaction rate is fulfilled as a capacity metric and the
power saving benefit compared with an always-on UE
state as the power metric. Moreover, the assessment of
any power saving scheme should be taken jointly with
its degradation on capacity as well. The challenges and
answering enhancement to the two Key Performance
Indicators (KPIs) capacity and power are drawing major
industrial focus and are vital to ensuring the quality
of experience of this service. Taking the progress
made as starting point, 3GPP is envisioned to identify,
through extensive evaluation results, the challenges
of XR services to the current NR air interface. In
the ongoing 3GPP Release-18 workshop discussion [6,
7, 8], cross-layer examination of the current NR air
interface is elaborated wherein detailed working areas
for enhancement have been proposed towards better
delivery of these two KPIs.

In this paper, Release-17 discussion on a single stream
and multiple streams XR traffic model is introduced
first. Due to the traffic arrival jitter and the overlarge
radio resource occupation of XR packets, collision
exists under circumstances of both between different
XR data streams or XR with a concurrent stream.
Quality of experience degradation for the packets with
stringent requirement will lead to network congestion
and degradation of the system capacity. To address
this, a priority-based adaptive preemptive scheduler is
proposed. According to our simulation results, the
proposed scheduler is capable of increasing the system
capacity compared to the traditional scheduler.

The subsections are organized as follows: Section 2
provides detailed analysis of XR-specific traffic featuring
video streaming. Section 3 elaborates the challenges
with this service, in particular under concurrent
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services in the network and the detailed description
of the priority-based adaptive preemption/cancellation
technique. Section 4 provides simulation results
illustrating the performance gain of a priority-based
preemptive scheduler. Section 5 concludes the paper
with a summary of the potential enhancement answering
to industry considerations and vision.

2. TRAFFIC CHARACTERISTICS

Video streaming is the major service type for XR.
The delivery is done in the form of application
data units. Within an application data unit, the
components are equivalent to frames. Though further
segmentation into maximum transmission units should
be more accurate modeling, 3GPP RAN working group
1 (RAN1) decided to use the frame level modeling
to facilitate the evaluation effort [10]. Frames should
be assigned different priorities either by the nature
of the information conveyed or the decoding situation
of the preceding frames within the same application
data unit. For example, I frame containing more key
information within a group of pictures or slices should
be granted a higher priority given its inherent level
of information concentration. A frame by the end of
the application data unit should be more valuable and
thus granted more radio resources. Last but not least,
the statistical modeling of the frame size and arrival
distribution for XR services should be established such
that the distinctive feature of actual video streaming
transmission can be gauged and evaluated under the
simplified statistical model. Following this principle,
3GPP SA used the P trace to assimilate the actual
video packets in streaming, based on which efforts and
convergence have been made in 3GPP RAN1 for the
statistical modeling of single stream and multi-streams
alike.

2.1 Single stream model

This statistical model is derived from the trace data
including packet size within a given frame. During
RAN1#104-e meeting, the baseline video streaming
data rate was agreed as 50Mbps at 10 ms latency
budget and 99 percent reliability requirement. The
overall requirement is quite alarming even for fixed
packet size transmission and effectively represents a
mixture of enhance Mobile Broadband (eMBB) and
ultra-Reliable Low Latency Communications (uRLLC)
features. For the variable file size case, Gaussian
distribution was agreed as the traffic model for frame
level packet size modeling with key parameters including
mean, variance, minimum values, maximum values and
etc. pending. Confirmation/Examination of the vicinity
between either the Probability Density Function (PDF)
or Cumulative Distribution Function (CDF) curves of
data samples and the counterparts generated using
a derived mean and standard deviation of truncated

Algorithm 1 The pre-filtering processing of data
sample
Input:Raw trace data from SA input
1: Find the maximum and minimum of data sample,

Let A denote the minimum and B denote the
maximum.

2: Determine an envelop interval [X,Y ] satisfying X <
A < B < Y .

3: Divide the envelop interval [X,Y ] to N subintervals,
each subinterval has M integers. The relationship
between M and N is shown as follow: M = Y−X

N
Hence, the relationship between X and Y is

shown as Y = N ∗M +X
And let the subinterval Gi denote as [X + (i−

1) ∗M,X + i ∗M ] in the data sample, where i =
1, 2, 3, . . . , N .

4: Average the data sample in Gi to obtain yi.
5: Choose xi = X + (i − 1) ∗M +M/2 to represent

the i− th interval, where i = 1, 2, 3, . . . , N , then we
have xi.

Gaussian distribution can well serve the purpose of
finalizing the characteristic statistics. To this end, two
approaches as follows have been proposed to derive the
appropriate mean and standard deviation [11].
Alt1: The mean and variance used to generate the
CDF/PDF curve could be directly determined from the
raw data itself.
Alt2:
Step 1 : Raw data is first pre-filtered to minimize the
impact of exceptional samples - the output is denoted
as refined samples.
Step 2 : Preliminary estimation of the mean and
standard deviation of the refined samples is derived.
Step 3 : A bunch of CDF curves corresponding to a
value range centered around the mean and variance
determined from step 2 is generated from which the
mean and variance of the closest fit to the sample CDF
is used.

Data for VR2-1 provided by SA [12] is taken as input
to demonstrate how the two alternatives for traffic
modeling work. In detail, Alt1 is capable of fitting the
data distribution by using the inherent feature of a data
sample. Mean value and variance of VR2-1 are obtained
and captured in Table A.1 in [11], based on which the
corresponding PDF curve can be generated as shown in
Figure 1(a) to observe the vicinity to the PDF curve of
raw data sample.

Moreover, the first step of Alt2 is shown in Algorithm
1, which serves as a filter to better extract the inherent
noise-free statistical characteristics.

The values of N and M can be fine-tuned considering
the trade-off between the noise filtering benefit within
any given interval as well as an adequate number
of samples to generate a PDF or CDF curve. An
open source curve fitting toolbox is utilized to fit the
distribution of (xi, yi) and generate the key parameters
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Figure 1 – Dual eye fitting results comparison

including the mean and variance. In Gaussian fitting,
the fitting function can be expressed as

f(x) = a1 exp

[
− (x− b1)2

c21

]
, (1)

where a1, b1 and c1 are the output of the estimation.
The non-normalized PDF of Gaussian distribution
equation is copied as below:

f(x) = a exp

[
− (x− µ)2

2σ2

]
, (2)

where a denotes the amplitude of PDF of Gaussian
distribution, µ denotes the mean value of Gaussian
distribution and σ denotes the standard deviation of
Gaussian distribution. Comparing Eq. (1) and Eq. (2),
the following two correspondence can be observed:

a1 = a, (3)

b1 = µ, (4)

c1 =
√
2σ. (5)

At last, we can generate the PDF curve based
on estimated b1 (mean value) and c1/

√
2 (standard

deviation). Fine-tuning of the values around b1 and
c1/
√
2 can still be done according to step 3 in Alt 2

to cater to the deficiency of M and N set up in step 1.
For the same VR2-1 traffic, the fitting result using Alt2
is shown in Figure 1(b).

Compared with the mean/variance generation using
the raw sample statistics (Alt 1), the traffic derived
with an additional pre-filtering process (Alt 2) is much
more in close vicinity to the actual sample distribution

as shown in the figures. The accuracy of the Alt
2 traffic modeling has been acknowledged by quite
some companies during RAN1#104b-e meeting, based
on which the traffic model generated accordingly has
been agreed for evaluation wherein the maximum and
minimum packet size is generated according to the 3σ
principle of Gaussian distribution [9]. Moreover, the
method can be extended to other XR traffic modeling
including traffic arrival jitter modeling and the file
size/arrival jittering of multiple streams.

2.2 Multi-streams model

An XR service typically consists of multiple flows with
different Quality of Service (QoS) requirements ranging
differently in terms of data rate/reliability/latency etc.
Differentiation in data rate can be translated in a file
size ratio belonging to different flows taking into account
the traffic arrival rate. Based on SA study [12][13],
multi-streams should be representative principally in
the following two use cases: the traffic of I/P frame
and of tile-based field of view (FoV)/non-FoV model.
For the I-P frame model, according to the data sample
provided by SA4 [12][13], ratios of the file size can be
visible as in Table 1. The file size ratio α1 for I-frame
and P-frame can thus be set to α1 = 2 reasonably.
For the FoV/non-FoV multi-streams model, a tile-based
structure for FoV streaming is shown as in Figure
2. According to [14], the FoV stream arrives in a
pattern of 30-tile group, each of which contains 18
tiles arriving in a second, while that of a non-FoV
stream is video streaming at 30 frames per second.
Scattered in the streaming window, the transmission of
these slim tiles does not mandate bulky and sometimes
overbooked radio resource reservation; this can be quite
advantageous in the face of coexistence of other services
[3].
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Table 1 – Summary of mean packet size ratio for I-frame and P-frame

Configuration I-frame mean packet size (Byte) P-frame mean packet size (Byte) Ratio
VR2-1 5991.3 3218.7 1.86
VR2-3 6328.7 3318.4 1.91
VR2-8 8374.2 4623.4 1.81

Figure 2 – The structure of tile-based FoV/non-FoV
streaming

3. ON BETTER SUPPORT OF XR AND
CONCURRENT SERVICES

Given the aforementioned XR traffic characteristics, the
challenge is two fold:
• The data rate requirement which can be translated
into a huge transport block in a jittering arrival manner.
• The stringent QoS requirement of reliability and
latency.

For the first bullet, grant-based scheduling is more
suitable given the jitter impact can be properly handled
under this mechanism.

For the second bullet, sufficient radio resources including
time, frequency and spatial domain resources should be
leveraged to ensure the successful delivery of the file
within the latency and reliability budget.

Under the scenario that a grant-based uRLLC is
requiring overlapping time frequency resources as the
grant-based XR service, uRLLC with potentially a
higher priority than a scheduled XR packet is likely
to preempt the XR service as illustrated in Figure 3.
Nevertheless, according to the current Downlink (DL)
preemption mechanism, the time frequency resources
determined by the periodicity of search space set of
DL Control Indicator (DCI) format 2_1 and the DL
active Bandwidth Part (BWP) are equally divided into
14 grids either consisting of all the activated BWPs
plus a time domain basic unit or half of the frequency
domain activated BWPs plus two time domain basic
units. For XR services featuring tight delay budget and
resultant limited if not unavailable at all retransmission
opportunities, similar preemption shown in Figure 3
could be disastrous and lead to the decoding failure of
the XR packet. Worse still, the whole application data

unit could be undermined in case the packet should
account for the highest importance amongst all the
packets therein due to either the inherent importance
of the packet itself or the decoding situation of the
application data unit. For example, if the packet
itself is the final component of the application data
unit whose preceding packets have been successfully
decoded, over-preempting due to uRLLC services and
the consequent decoding failure of the packet and
invalidation of all the previous successfully transmitted
packets. To address this, the following alternatives
could be considered to better support XR performance
in case of concurrent transmission.
• Enhanced scheduling considering the service QoS
including the priority information of a packet.
• Specification adaptation to facilitate the scheduling
e.g. on a finer granularity or using an exact rate
matching pattern.

The above considerations are suitable to semi-statically
scheduled uRLLC services and dynamically scheduled
XR services overlapping as well.

Figure 3 – The illustration of preemption.

3.1 Priority-based adaptive preemptive
scheduler

DL preemption was first introduced in 3GPP Release-15
to handle the coexistence of uRLLC service and
concurrent eMBB services. Normally for grant-based
uRLLC in particular for retransmission, it’s pretty hard
to avoid already scheduled eMBB transmission due
to the air interface delay budget. In that case, an
additional indication can be sent to UE to facilitate
decoding by neglecting the preempted part over the
resource reserved initially for eMBB. The preemption
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Table 2 – Simulation parameters

Parameter Value
Scenario Indoor HotSpot (12 Node 50m × 120m)

Traffic
(HP)Traffic 1: Bit rate = 1.8Mbps, packet delay budget = 5ms
(LP)Traffic 2: Bit rate = 30Mbps, packet delay budget = 15ms

Scheduler Option1: SU-MIMO priority-based adaptive preemptive scheduler
Option2: SU-MIMO proportion fair scheduler

Inter-BS distance 20m
Simulation bandwidth 100MHz
Subcarrier spacing 30kHz

TDD pattern DDDSU

BS antenna configuration
32Tx: (M,N,P,Mg, Ng;Mp, Np) = (4, 4, 2, 1, 1; 4, 4)

The antenna tilt is 90 degrees.
Channel estimation realist

Target BLER 10% for first transmission
PDCCH overhead 2 symbols per 14 symbols
DMRS overhead 1 symbol per 14 symbol

BS receiver MMSE-IRC

indication of DCI can be useful in the following
aspects. In case the generation/detection is done
after the Physical Downlink Shared Channel (PDSCH)
reception, this indication can be useful in the hybrid
automatic repeat request combination of the follow-up
retransmission. In case the generation/detection is done
prior to the PDSCH reception, this information can be
directly used to aid its decoding.

Following this principle, a priority-based adaptive
preemptive scheduler is proposed to guarantee the
performance of multi-streams XR or XR in concurrence
with uRLLC or other services. Depending on the
service required, the user in a given network can be
differentiated as a High Priority (HP) or Low Priority
(LP) UE. A conventional Proportional Fairness (PF)
scheduler is transparent to this priority information in
compiling the multi-users resource allocation results.
The frequency domain resource allocation is done at the
sub-band level taking into account the Channel Quality
Indicator (CQI) as well as the Transport Block Size
(TBS) at the scheduling instant. Consider the case
where priority of services can be known in advance,
the frequency domain resource allocation can take into
account the relative priority of different packets in the
resource allocation by assigning a PF priority coefficient
in the sub-band allocation phase. Specifically, let p ∈
NL×1 denotes the priority of different users. And the
priority vector p can be expressed as

p(i) =

{
0, the i-th UE has low priority
1, the i-th UE has high priority

(6)

where i = 1, 2, 3, . . . , L and L denotes the total number
of users in the system. Like a proportional fairness
scheduler, the priority-based adaptive preemptive
scheduler requires the knowledge of instantaneous
throughput T j

i,ins, average throughput T j
i,aver to derive

metric M j
i for user i at sub-band j. T j

i,ins can be

calculated as

T j
i,ins = rji ∗NRB ∗ v, (7)

where rji denotes the Mutual Information Rate (MIR)
of the i-th user in the j-th sub-band, NRB denotes the
number of resource blocks in a given sub-band, and v
denotes the number of layers. rji can be obtained using
reported SINR sji via a mapping function [15, 16]. In
all, the MIR of i-th user across the total NSB sub-bands
can be denoted as ri , {rji }, j = 1, 2, 3, · · · , NSB and
reported CQI of the i-th user can be expressed as si ,
{sji}, j = 1, 2, 3, · · · , NSB .

The metric for determining which UE a sub-band should
get assigned to is proposed as follows,

M j
i =

T j
i,ins

T j
i,avr

∗ F(p(i)), (8)

where the function F(x) is

F(x) =

{
10, x = 1

1, x = 0
(9)

The scaling operation e.g. 10 times herein, to the
metric can be fine-tuned according to the buffer
status ratio of high priority and low priority UE. The
average throughput T j

i,aver can be calculated considering
different weights for the long-term average data rate and
instantaneous data rate as follows:

T j
i,aver = αT j

i,ins + (1− α) ∗ Tlast, (10)

where Tlast is the average throughput till the latest
scheduled instant and α is originally set related to the
filtering duration of the average data rate and can be
adjusted according to the proportion of the high priority
within the system. In our simulation, α is set sufficiently
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large to boost overall system capacity. Tlast is initialized
to a minor value i.e. 10−5 in our simulation.

The priority-based adaptive scheduler is innovative and
unique in the following aspects:
• The sub-bands should be assigned, in the first place,
to a predefined set of high priority UE considering their
individual channel status and buffer size.
• The remaining sub-bands should be assigned
considering the priority impact in addition to the
channel status differentiation between different UEs.
Algorithm 2 The procedure of priority-based adaptive
preemptive scheduler
Input: u, p, s, NSB, NRB, v, Tlast, α
1: Find the scheduled high priority user set uHP :=
{iHP } and the scheduled low priority user set
uLP := {iLP } based on the service requested by
the UE in u.

2: Use mapping function Frbir(sinr) to map the CQI
siHP

(j) to riHP
(j), j = 1, 2, 3, · · · , NSB for any high

priority UE iHP within uHP . The MIR across all
the sub-bands are denoted as riHP

.
3: Calculate the sub-band level instantaneous mean

throughput TiHP
for any high priority UE iHP

within uHP

TiHP
=

1

NSB

NSB∑
j=1

riHP
(j) ∗NRB ∗ v. (11)

4: Find the high priority user i∗ with maximum TiHP

and order the sub-bands according to reported CQI
of user i∗. Then, let dSB denote the indexes of
sub-bands after ordering.

5: for Sub-band j in dSB do
6: if Data amount of user i∗ is not 0 then
7: Schedule user i∗ in the j-th sub-band.
8: else
9: for user i 6= i∗ in u do

10: Use mapping function Frbir(sinr) to map
the si to ri for all users waiting for
scheduling.

11: Calculate instantaneous throughput
T j
i,ins according to Eq. (7).

12: Calculate average throughput T j
i,avr

according to Eq. (10).
13: Calculate the metric M j

i for each user in
the j-th sub-band according to Eq. (8)
and Eq. (9).

14: end for
15: Find the user with maximum metric and

schedule the user in the j-th sub-band.
16: end if
17: end for

Algorithm 2 synthesizes an illustrative description of
the above two bullets with the predefined high priority
UE set reduced to a single UE. The advantages of

priority-based adaptive preemptive scheduler are further
highlighted as follows.
• The proposed scheduler pre-orders and enables HP
UE to preempt the sub-bands according to their CQI in
order to deliver the service with requirements met.
• The proposed scheduler adaptively tunes the priority
related weight in the sub-band allocation metric
calculation intending to minimize impact on the
throughput of LP UE.

4. EVALUATION RESULTS FOR
PRIORITY-BASED ADAPTIVE
PREEMPTIVE SCHEDULER

In this section, we provide system-level simulation
results using the simulation parameters in Table 2 to
assess the performance gain of the proposed scheduler.
A Single-User (SU) MIMO scheduler is assumed to
eliminate user pairing and thus better visualize the
preemption influence on overall capacity. The traffic of
LP UE is taken from one typical XR traffic from the
ongoing 3GPP XR study item while that of HP UE
assimilates typical uRLLC traffic. For simplicity, we
consider the application data unit consists of a single
frame. This assumption is also in line with the current
NR 5G QoS identifier value, where packet level priority
is still not available within a given stream.

Following the evaluation methodology of the 3GPP
XR study item, capacity is defined as the number
of UEs among which 90 percent should be satisfied
for the transmission. Thus, we can see that the
capacity is 9 UE with the proposed scheduler and 8
UE for the conventional proportional fairness scheduler.
The performance gain is thus 12.5 percent. Note
that performance gain is expected to increase under
the circumstances of multi-streams XR traffic wherein
the overlapping of high priority FoV tiles occupying
relatively much fewer time frequency resources and low
priority non-FoV frames occur more frequently. Further
fine-tuning on the HP UE set based on jointly the
buffer status and the channel quality as well as the
priority related weight should as well boost the capacity
performance. Moreover, if a finer preemption pattern
beyond sub-band and the rate matching process of
XR can take the preemption pattern into account and
leave out in advance the traffic allocated for concurrent
uRLLC services, the performance gain shall further
boost as well.

5. CONCLUSION

This paper proposes a novel priority-based adaptive
preemptive scheduler which is promising to address
the capacity challenge of both multi-streams XR
services or XR services concurrent with other services.
Further capacity enhancement can be anticipated with
some cross-layer specification adaptation to deliver
finer preemption pattern or adaptive rate matching
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Figure 4 – Comparison between proposed
priority-based adaptive preemptive scheduler and
proportion fair scheduler.

based on the preemptive pattern. The proposed
solution is from the physical layer perspective and
protocol layer enhancement can be considered as well
to bring about joint capacity benefit. Other than the
capacity challenge, an adaptive connected discontinuous
reception and DL/UL alignment technique is supposed
to bring up power saving gain for UE. Working
areas capable of delivering joint capacity and power
enhancement compared to Release-16 NR is supposed
to be pursued in 3GPP Release-18.
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ABSTRACT

In the fifth generation (5G) and beyond, the satellite
communication system is expected to support Narrowband
Internet of Things (NB-IoT). However, the residual frequency
offset in a channel may be large because of the large velocity
of the satellites. In a legacy narrowband internet of things
system, the users are assumed to have low velocity, and
the random access preamble consists of single-subcarrier
orthogonal frequency-division multiplexing symbols. With a
large frequency offset, the power of the preamble leaks into
adjacent subcarriers, which will cause severe performance
degradation. In this paper, the influence of the leaked
power is theoretically investigated, based on which a
novel random access receiver is proposed to alleviate the
performance degradation. The adjacent subcarriers are
actually coherently combined to take advantages of the leaked
power. The weights in combination are designed to suppress
the interference of other users when the frequency offset is
large. Numerical results show that the proposed receiver has
good performance in preamble detection.

Keywords - Large frequency offset, NB-IoT, non-terrestrial
network, random access, receiver design

1. INTRODUCTION

NB-IoT is a key wireless technology to support enhanced
coverage and long battery life for low-cost Internet of Things
(IoT) devices [1]. To improve the global coverage and service
continuity of the IoT terrestrial networks, the 3rd Generation
Partnership Project (3GPP) has approved a study item [2]
to support NB-IoT over Non-Terrestrial Networks (NTN). In
NTN, the Base Station (BS) or the Radio Frequency (RF)
repeater is located in a satellite or High Altitude Platform
System (HAPS) [3]. Because of the large velocity of the
satellites, a User Equipment (UE) may suffer from large
Doppler Frequency Offset (FO) and Timing Offset (TO),
especially for Low Earth Orbit (LEO) case [4].
In Long Term Evolution (LTE) and 5G systems, the Physical
Random Access Channel (PRACH) is used to initialize the
wireless communication [5, 6]. The initialization may fail
if the FO is too large. In 3GPP release 17, an NB-IoT UE
over NTN is assumed to have Global Navigation Satellite
Systems (GNSS) capability [2]. The FO is estimated
and pre-compensated based on the UE’s position and the
satellite’s ephemeris. Due to the limited cost of IoT devices,
the estimation may be not accurate enough and the residual

FO may be still considerable with respect to the Subcarrier
Space (SCS). Considering the pre-compensation, in this paper
the FO is assumed to be smaller than 0.5SCS.
Generally, an IoT device can be assumed to be stationary
or only have very slow velocity. So the legacy NB-IoT
PRACH (NPRACH) preamble is designed mainly for low
FO scenarios. Essentially, the legacy preamble has a small
SCS and long cyclic prefix (CP) [7]. Therefore, compared to
TO, theNPRACHpreamble detection ismore sensitive to FO.
Because of the the single-subcarrier structure of the preamble,
when the residual FO is not small with respect to SCS,
the power of the received preamble will leak into adjacent
subcarriers, which may result in severe miss detection and
interference to other preambles.
There are already several receiver designs for NPRACH
preambles in terrestrial network. The preamble detection
is mainly performed based on the phase rotation of the
received preamble. In the paper [8], the received preamble
with TO and FO is derived. Based on the derivation, a
two-dimensional Fast Fourier Transform (FFT) method is
proposed to take advantages of all the subcarriers of the
NPRACH preamble to jointly estimate the TO and FO.
Instead of jointly estimation, a two-stage receiver is proposed
in [9] for multiple simultaneous UEs. In the first stage,
the phase difference of the Orthogonal Frequency-Division
Multiplexing (OFDM) symbols in one symbol group is used
to estimate the FO. Then the TO is estimated based on the FO.
Another receiver [10] converts the jointly estimation into an
iterative approximation problem, which has low computation
complexity. However, none of the above discussed the
influence of a large FO.
In this paper, a novel receiver is designed to alleviate
the performance degradation caused by a large FO. The
performance of this receiver is compared with the receiver
in [8]. The main contributions of this paper are summarized
as follows:

• The influence of FO and TO on NPRACH preamble
are theoretically analyzed. With FO and TO, the power
of the single-subcarrier preamble will leak into other
subcarriers. In this paper, the received signals in all the
other subcarriers are derived.

• Based on the derivation, a novel receiver is proposed by
coherently combining the signals in adjacent subcarriers.
The weights of different subcarriers in the combination
are designed according to the phase rotation and the
leaked power.
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• The proposed receiver is theoretically proved to be able
to improve the performance. The interference fromother
subcarriers will be suppressed because of the design of
the combination weights.

This paper is organized as follows. Section 2 briefly
introduces the structure of NPRACH preamble, and derives
the effect of TO/FO on the received signal. Section
3 describes both the reference method in [8] and the
proposed receiver. The improvement on the performance
is theoretically analyzed in Subsection 3.3. In Section 4,
the performance is evaluated by numerical simulation, which
is compared with the receiver in [8]. Finally, Section 5
concludes this paper.

2. NPRACH PREAMBLE

An NPRACH preamble consists of single-subcarrier OFDM
symbols with frequency hopping[7]. As shown in Figure 1, a
preamble has NNPRACH

rep repetition units. Each repetition
unit contains P symbol groups. A symbol group is the
concatenation of L single-subcarrier OFDM symbols and a
CP. The OFDM symbols in the same symbol group are in the
same subcarrier, and different symbol groups are hopping in
the frequency domain. The hopping pattern is determined by
the subcarrier index of the first symbol group, the preamble
format and the physical cell identity.

Figure 1 – An example of NPRACH preamble

The NPRACH procedure consists of 4 messages, and the
NPRACHpreamble is regarded asMsg1. In order to initialize
wireless access, anNB-IoTUEneeds to choose one subcarrier
index for the first symbol group from the candidate indices
and send the corresponding NPRACH preamble. The BS
will try to detect in which subcarrier the preamble exists to
identify the accessing UE. The FO and TO will be further
estimated for some compensation steps such as time advance.
However, when the FO is large, the power of the preamblewill
leak into the adjacent subcarriers, which adversely affects the
performance of the NPRACH detection.
Let N denote the sampling number of an OFDM symbol. As
is defined in [7], the equivalent baseband signal of the m-th
symbol group in time domain can be expressed by

sm(n) = βNPRACHe j2πΩ(m)n/N, n = −NCP, . . . , LN − 1,
(1)

where βNPRACH , Ω(m), NCP denote the power scaling
factor, the subcarrier index of the m-th symbol group and

the sampling number of the CP part, respectively.

2.1 Influence of FO and TO on received preamble

Let ∆ f denote the residual FO which is normalized by the
SCS, and D ∈ {0, 1, . . . , NCP − 1} denote the residual TO in
the receiver side. As is pointed in [8], the NPRACH preamble
is constrained in a narrowband, so the channel can bemodeled
as a one-tap channel. Without loss of generality, assume the
power scaling factor βNPRACH is 1/N . Then the received
signal of the l−th symbol in the m−th symbol group can be
denoted by

ym,l(n) =h(m, l)e j2πΩ(m)(n−D+lN )/N

× e j2π∆ f (m(NCP+LN )+lN+n−D)/N/N + wm,l(n)

=Ae j2πn(Ω(m)+∆ f )/N + wm,l(n),

n = 0, 1, . . . , N − 1 (2)

where wm,l(n) denotes the Additive White Gaussian Noise
(AWGN). The term h(m, l) is the channel coefficient and

A =
h(m, l)

N
e j2π(∆ f (m(NCP+LN )+lN−D)−DΩ(m))/N . (3)

After receiving the time domain signal, the BS will perform
FFT on it to detect the preamble in the frequency domain.
The obtained frequency domain signal in the k-th subcarrier
can be denoted by

Ym,l(k) =
N−1∑
n=0

ym,l(n)e−j2πkn/N

=A
N−1∑
n=0

e j2πn(Ω(m)+∆ f )/N · e−j2πkn/N +Wm,l(k) (4)

Define θ = π(Ω(m) + ∆ f − k)/N and assume e j2θ , 1. It
follows that

Ym,l(k) =A
N−1∑
n=0

e j2θn +Wm,l(k)

=A
e jθN (e jθN − e−jθN )

e jθ (e jθ − e−jθ )
+Wm,l(k)

=Ae jθ(N−1) sin(θN)
sin(θ)

+Wm,l(k) (5)

In Equation (5), the received power in the k-th subcarrier
is determined by the term sin(θN)/sin(θ). Suppose the ∆ f
is increasing from 0 to 1/2, then the received power in the
Ω(m)-th subcarrier will decrease and the received power in
the (Ω(m)+1)-th subcarrier will increase. When |∆ f | is large,
it will largely affect the NPRACH preamble detection.

3. NPRACH RECEIVER

3.1 Reference method

The receiver in [8] takes full advantage of all the OFDM
symbols in theNPRACHpreamble tomake a joint estimation,
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and generally has a good performance. In this section, the
receiver is briefly described and analyzed to demonstrate the
basic idea to design an NPRACH receiver. Without a special
statement, in the following paragraphs the reference method
means the receiver in [8].
An NPRACH preamble consists of LM single-subcarrier
OFDM symbols. Without AWGN, the received data in the
LM subcarriers is as follows.

Ym,l(Ω(m)) =h(m, l)e jπ∆ f (N−1−2D)/N sin(π∆ f )
N sin(π∆ f /N)

× e j2π∆ f (m(NCP+LN )+lN )/N e−j2πDΩ(m)/N,

m = 0, . . . , M − 1; l = 0, . . . , L − 1. (6)

Assume the channel coefficient h(m, l) is consistent in the
period of theNPRACHpreamble, then the variation of phases
of the ML complex numbers in Equation (6) is determined by
the TO and FO. Given an assumption on TO and FO, the BS
is able to construct a local sequence with the corresponding
phase variation and correlate with the received ML numbers.
When the assumption is near the real TO and FO, the BS can
get the correlation peak.
Based on the phase rotation presented in Equation (6), a two
dimensional FFT receiver for NPRACH was proposed in [8],
in which the TO and FO is jointly estimated. Assume in
every Q symbol groups the channel coefficient h(m, l) can
be regarded as consistent, and L/Q is an integer. Then the
correlation is defined as

J(D,∆ f ) =
L/Q−1∑
g=0

��Jg(D,∆ f )
��2 , (7)

where

Jg(D,∆ f ) =
(g+1)Q−1∑
m=gQ

L−1∑
l=0

Ym,l(Ω(m))

× e−j2π∆ f (m(NCP+LN )+lN )/N e j2πDΩ(m)/N . (8)

TheTO and FO are jointly estimated as the pair (D,∆ f )which
maximizes the correlation value in Equation (7).
The search for the best (D,∆ f ) can be effectively solved
by two dimensional FFT. Actually, the Equation (8) can be
rewritten as

(g+1)Q−1∑
m=gQ

((
L−1∑
l=0

Ym,l(Ω(m))e−j2π∆ f l
)

e−j2π∆ f m
NCP+LN

N

)
× e j2πΩ(m) DN . (9)

By applying FFT, the Jg(D,∆ f ) can be evaluated in the range
D ∈ [0, NCP) and the normalized frequency offset ∆ f ∈
(−0.5, 0.5). The FFT size determines the granularity of the
search for the optimal (D,∆ f ). Obviously, the increase of
FFT size will improve the computational complexity, but the
decrease of FFT size may lead to a large estimation error. Let
SD and Sf denote the FFT sizes for D and ∆ f , respectively.
Then the smallest distance between the evaluated ∆ f and the
real normalized FO is up to 0.5/Sf , which will cause the

phase rotation of the QL terms in Equation (8). The FFT size
should be large enough to ensure the coherent combination
of the QL terms. Suppose the coherent combination needs
the phase rotation to be less than π/2, it gives a lower bound
on the Sf , i.e.,

Sf >
2Q(NCP + LN)

N
. (10)

Because the NPRACH preamble has a long duration but only
locates in a few subcarriers, the phase rotation caused by
small SD is relatively small.

When the Doppler in the uplink channel increases, the
term sin(π∆ f )/sin(π∆ f /N) in Equation (6) will decrease.
The correlation peak in Equation (7) will decrease as well.
Meanwhile, the leaked power from other preambles may form
another peak in the correlation. The NPRACH detection
performance will be largely degraded.

3.2 Proposed Method

Due to the impact of FO, the power of the received preamble
will leak into the adjacent subcarriers. As presented in
Equation (5), the received power in the k-th subcarriers is
mainly determined by sin(π(Ω(m) + ∆ f − k))/sin(π(Ω(m) +
∆ f − k)/N). Assume Ω(m) = 6 and N = 1024, the received
power in different subcarriers is shown in Figure 2. The figure
shows that with the increase of FO from 0 to 0.5, the miss
detection rate of the preamble and its interference to adjacent
preambles will both increase.

Figure 2 – The received power in different subcarriers

In this subsection, a new receiver is proposed to solve the
performance degradation caused by a large FO. The basic
idea is to make an estimation based on not only the Ω(m)-th
subcarrier, but also the adjacent subcarriers. In each OFDM
symbol, the received data in three subcarriers are coherently
combined to reduce the miss detection rate and FO/TO
estimation error. According to the Equation (5), the received
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data in the adjacent subcarriers can be expressed by

Ym,l(Ω(m) + i) =

h(m, l)e jπ(∆ f (N−1−2D)−i(N−1))/N sin(π(∆ f − i))
N sin(π(∆ f − i)/N)

× e j2π∆ f (m(NCP+LN )+lN )/N e−j2πDΩ(m)/N

+Wm,l(Ω(m) + i),

i = −1, 0, 1;m = 0, . . . , M − 1; l = 0, . . . , L − 1. (11)

In order to generate the correlation peak, it is straightforward
to combine the received power in the three subcarriers in
Equation (11) by using corresponding phase rotations and
weights. The combination is in two steps as shown in
Equation (12) and Equation (13).

Jg,i(D,∆ f ) =
(g+1)Q−1∑
m=gQ

L−1∑
l=0

Ym,l(Ω(m) + i)

× e−j2π∆ f (m(NCP+LN )+lN )/N e j2πDΩ(m)/N . (12)

The correlated values in Equation (12) are coherently
combined as

Ĵg(D,∆ f ) =∑
i=−1,0,1

Jg,i(D,∆ f )e jπi(N−1)/N sin(π(∆ f − i))
N sin(π(∆ f − i)/N)

.

(13)

It is worth noting that in equations (12) and (13), the phases
of all the terms in Equation (11) are aligned and combined.
Meanwhile the combination weights in Equation (13) is
based on the amplitudes in the three subcarriers, by which
Ĵg(D,∆ f ) will combine the received power. Subsection 3.3
theoretically proves that this design of weights can improve
the performance.
Finally, the TO and FO in the channel are estimated by

(D∗,∆ f ∗) = argmax
D,∆ f

L/Q−1∑
g=0

��Ĵg(D,∆ f )
��2 . (14)

3.3 Theoretical analysis

In Equation (13), the received signals in the three adjacent
subcarriers are combined with different weights. In the
meantime, the noise in the subcarriers are also cumulating.
In this subsection, the weighted combination is theoretically
proved to be able to improve theNPRACHpreamble detection
performance.

3.3.1 Interference from AWGN

Because the h(m, l) is consistent in Q symbol groups, assume
the channel coefficients in Ĵg are hg. Suppose the real TO
and FO are D∗ and ∆ f ∗, respectively, then the correlation
peak of the proposed receiver is

Ĵg(D∗,∆ f ∗) =∑
i=−1,0,1

a2i QLhge j2π∆ f ∗(N−1−2D∗)/N + aiW ′(i), (15)

where W ′(i) is the additive noise in Jg,i(D∗,∆ f ∗), and

ai =
sin(π(∆ f ∗ − i))

N sin(π(∆ f ∗ − i)/N)
. (16)

Without loss of generality, assumeW ′(i) ∼ CN(0, σ2)which
is independent for i = −1, 0, 1. Then the additive noise in
Ĵg(D∗,∆ f ∗) satisfies∑

i=−1,0,1

aiW ′(i) ∼
√

a2
−1 + a20 + a21 · CN(0, σ

2). (17)

Meanwhile, the correlation peak in [8] is

Jg(D∗,∆ f ∗) = a0QLhge j2π∆ f ∗(N−1−2D)/N +W ′(0). (18)

Because of
√

a2
−1 + a20 + a21 ≥ |a0 |, in the proposed method,

the increase of the power of the received signal is larger than
that of the received noise.

3.3.2 Interference from other UEs

Preamble from other UEs in adjacent subcarriers also will
interfere with the preamble detection. We suppose the TO
and FO of the interfering UE are D1 and ∆ f1, respectively.
When the BS tries to detect a preamble, the leaked power
of the interfering preamble will form a correlation peak in
Ĵg(D1,∆ f1) because of the property of FFT. In the proposed
method, the interference is suppressed by the weights in
Equation (13). The reason for this is two-fold. First, the
majority of interfering power is in the adjacent subcarrier but
will be allocated a relatively small weight. Second, with the
combination weights, the interfering signals in the detected
subcarrier and in the adjacent subcarrier always have opposite
signs. As with Equation (16), let bi denote the weight for
Ĵg(D1,∆ f1). The change of bi with respect to∆ f1 is presented
in Figure 3.

Figure 3 – The combination weights of different subcarriers

Suppose the interfering preamble is transmitted in the (Ω(m)+
1)-th subcarrier, then the interfering signals in the Ω(m)-th
and (Ω(m) + 1)-th subcarriers have coefficients b−1 and b0,
respectively. However, in the correlation peak Ĵg(D1,∆ f1),
the two interfering signals are combined by weights b0 and

2021 ITU Kaleidoscope Academic Conference 

– 20 –



b1. As shown in Figure 3, the b−1 and b1 always have
the opposite signs. Therefore the interfering signals in
the detected subcarrier and in the adjacent subcarrier will
counteract each other. Consequently, the correlation peak of
the interfering signals will be suppressed.
Example 1 demonstrates the counteraction of the interference
from another preamble.

Example 1. Suppose the BS is trying to detect a preamble
in the detected subcarrier in Figure 4, while an interfering
preamble is transmitted with D1 = 0 and ∆ f1 = −0.49.
Assume the channel coefficient h(m, l) = 1. After the phase
rotation compensation in Equation (12), the interfering signal
satisfies

Si = e jπ(∆ f1−i)(N−1)/N bi .

Suppose the sampling number N is set to 1024, then in the
reference method the interference is |S−1 | = 0.6238.

Figure 4 –Weighted combination of the interfering preamble

In the proposed receiver, the interfering signal S0 and S−1
will counteract each other because of the design of the
combination weights. In Figure 4, wi = e jπi(N−1)/N bi is
the combination weight used in Equation (13). The combined
interfering signal satisfies����� ∑

i=−1,0,1

Si−1wi

����� = 0.135,

which is much smaller than that of the the reference method.

Numerical results in Section 4 shows that the performance
degradation caused by an adjacent interfering preamble is
negligible in the proposed receiver, which confirms the above
analysis.

4. SIMULATION

In this section, the performance of the proposed method is
evaluated by numerical simulation. The hopping pattern
and the parameters of the evaluated NPRACH preambles
follow the format 1 in frame structure type 1[7], i.e., SCS =
3.75kHz, P = 4 and L = 5. The Tapped Delay Line (TDL)
channel in [3] is chosen as the channel model. The repetition
unit number NNPRACH

rep is set to 12 or 24. In this setting, the
channel coefficients are consistent in the NPRACH period
and the Q in Equation (12) can be set to NNPRACH

rep . For
each OFDM symbol, the sampling number N is set to 1024.
The FO and TO of each UE are uniformly chosen from
(−0.5SCS, 0.5SCS) and {0, 1, . . . , N − 1}, respectively. As
described in Equation (10), a larger Q needs a larger FFT size

Sf to ensure the coherent combination. Therefore, without a
statement, the Sf is set to 1024 and 2048 when NNPRACH

rep is
12 and 24, respectively. Meanwhile, the SD is set to be 1024
for all the cases.
To detect the transmitted preamble, the BS needs to compute
the correlation Ĵ(D,∆ f ). The correlation peak is compared
with a threshold to determine whether the preamble exists.
The threshold is chosen such that the false alarm rate is
0.1%. In this simulation, the NPRACH preamble detection
performance of a single UE is evaluated. In Figure 5, the
miss detection rate of the reference method in [8] is compared
with that of the proposed method. The proposed receiver has
a performance gain of at most 2dB. The numerical result is
in accordance with the theoretical proof in Subsection 3.3.

Figure 5 – Miss detection rates of different receivers

(a) (b)

(c) (d)

Figure 6 – Comparison of estimation errors of different
receivers

Let Ts denote the sampling interval of the OFDM symbols.
In this simulation, the TO is estimated in the granularity of
Ts. The Complementary Cumulative Distribution Functions
(CCDF) of TO and FO estimation errors are presented in
Figure 6. When compared with the reference method,
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the proposed method has a significant improvement on TO
estimation. The underlying reason is that the received signals
in the adjacent subcarriers provide extra information to the
estimation.
The TO/FO estimation error is also affected by the FFT size
in the calculation of Ĵ(D,∆ f ). The FFT size determines
the search granularity of the best (D,∆ f ). In Figure 7, a
preamble with NNPRACH

rep = 12 is used to evaluate the effect
of the FFT size. The parameter Sf is increased from 1024
to 8192, i.e., the search granularity in the frequency domain
decreases from 3.66Hz to 0.46Hz. It can be seen that the
FO estimation error is reduced by about 1Hz. However, with
respect to the SCS 3.75kH, the estimation error of 1Hz is
negligible. So in this simulation the parameter Sf is chosen
as 1024 when NNPRACH

rep = 12.

(a) (b)

Figure 7 – Comparison of FO estimation errors of different
FFT sizes

In Subsection 3.3, the interference of multiple UEs in the
preamble detection is already analyzed. In this simulation,
it is assumed that two UEs simultaneously transmit their
NPRACH preambles with independently chosen TO and FO.
The subcarriers of their first symbol groups are set to be
adjacent. According to the hopping pattern defined in [7], one
half, or all, of their following symbol groups are adjacent. The
Figure 8 shows that in the proposed method the performance
degradation caused bymultiple UE interference is very small.
It is because the design of weights in combination in Equation
(12) can effectively suppress the interference from adjacent
subcarriers.

5. CONCLUSION

In NB-IoT over NTN, the IoT devices may suffer from large
residual FO in initialization of wireless access. With the
large FO, the power of a transmitted NPRACH preamble
will leak into adjacent subcarriers and interfere with other
preambles. In this paper, the leaked signal is investigated and
coherently combined in the proposed NPRACH receiver. It
is theoretically proven that the proposed receiver can improve
the performance of preamble detection.
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ABSTRACT

In this paper, we consider the problem of channel estimation
for large scale Multiple-Input Multiple-Output (MIMO)
systems, in which the main challenge that limits the
functionality of massive MIMO is the acquisition of precise
Channel State Information (CSI). We introduce an efficient
channel estimation approach based on a block Sparse
Bayesian Learning (SBL) that exploits the temporal common
sparsity of channel coefficients. Furthermore, an optimal
pilot approach to reduce the pilot overhead is derived. The
optimal pilot is obtained byminimizing theMean Square Error
(MSE) of the proposed SBL estimator using Semi-Definite
Programming (SDP). Simulation results demonstrate that
the SBL-based approach is more robust than conventional
methods when fewer training pilots are used.

Keywords - Channel estimation, massive MIMO,
semidefinite programming, sparse Bayesian learning

1. INTRODUCTION

Massive Multiple-Input Multiple-Output (MIMO) is
considered as the enabling technology for 5G and beyond of
the mobile communication system, thanks to its high system
capacity, high spectral and energy efficiency and high data
rate [1], [2]. Massive MIMO systems have been suggested
to employ tens or hundreds of antennae at the base station;
accordingly, a significant beamforming can be achieved, and
the system can serve a vast number of users [3], [4].

Themajor challenge that limits themassiveMIMOpotential
features is the acquisition of preciseChannel State Information
(CSI) at the base station. In general, based on the operating
duplex mode, the acquisition of CSI can be classified into two
categories, i.e., Time Division Duplex (TDD) and Frequency
Division Duplex (FDD) approaches. While the massive
MIMO system has been investigated in (TDD)mode, since the
channel reciprocity property allows for simpler acquisition of
CSI. However, the FDDmode is the standard duplexing of the
majority of the current commercial cellular networks. In FDD
systems, the antennas at the base station send orthogonal pilots
to the mobile stations and the channel will be estimated by the
mobile station. The estimated channel will be then fedback
to the base station. Hence, the number of orthogonal pilots
is proportional to the number of antennas that makes FDD

impractical when employing a very large number of antenna
arrays at the base station. [5–8].

Pioneering research papers have shown that the inevitable
problem of pilot overhead drawback can be resolved by
Compressed Sensing (CS) approaches. Whereby exploiting
the sparse nature of the wireless channel, the CS algorithms
can obtain the CSI from a small number of the channel
coefficients. In spite of that fact, the CS-based algorithms
experience practical restrictions (i.e., CS-based channel
estimation requires prior knowledge of channel sparsity which
is not feasible practically) that can be addressed through the
state-of-the-art of a machine learning (ML) approach i.e.
Sparse Bayesian Learning (SBL). The SBL approaches have
received much attention recently in wireless communication
systems since they generally achieve an optimum recovery
performance and overcome the CS shortages. Thus, in
this paper, we propose a novel channel estimation technique
based on SBL to reduce the pilot overhead of massive
MIMO systems. The proposed SBL considers the temporal
characterization of wireless channels in contrast to the
previous published works. Also, the proposed method
models the temporal correlation structure using a probabilistic
structure to avoid overfitting resulting from the limited
knowledge of the channel correlation structure [9–11].

Furthermore, in this paper, in order to obtain an accurate
estimate of CSI and to reduce the pilot overhead further,
we perform an enhanced approach to the proposed SBL
method using the optimal pilot design. The optimal pilots
are designed to minimize the Mean Square Error (MSE)
subject to the transmit power constraint based on optimization
problem formulation. The numerical results show that, with
optimal training, the MSE can be reduced when compared
with a non-optimal estimation algorithm. This indicates that
we can achieve a better performance with the aid of limited
pilot resources. Therefore, we can reduce the number of the
employed pilots to reduce the pilot overhead.

The remainder of this paper is organized as follows. The
multi-cell massive MIMO system model is presented in
Section 2. The SBL-based channel estimator is analyzed
in Section 3. Section 4 presents the optimal pilot design
approach, while section 5 presents simulation results, and the
conclusions are drawn in Section 6.

The following notations are adopted throughout this paper:
for any matrix G, �8, 9 denotes the (i,j)th element, while
the superscripts (.)) , (.)−1 and (.)� denote the transpose
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operator, the inverse operator and the conjugate transpose
operator, respectively. CA (.) denotes the trace operator. A
diagonal matrix with 01, ..., 0# on the main diagonal is
denoted 3806(01, ..., 0# ). Bold uppercase and lowercase
letters represent matrices and vectors, respectively. The
Frobenius and spectral norms of a matrix x are denoted by
‖x‖� and ‖x‖2 respectively. �{.} denotes the expectation of
random variables within the brackets. A Gaussian stochastic
variable > is then denoted by > ∼ �# (A, @), where A is the
mean and @ is the variance. Furthermore, a random vector
x having the prober complex Gaussian distribution of mean
- and covariance � is indicated by x ∼ # (x; -,�), where
# (x; -,�) = 1

34C (c�) 4
−(x−-)�−1 (x−-) , for simplicity we refer

to # (x; -,�) as x ∼ # (-,�).

2. MASSIVE MIMO SYSTEM MODEL

Consider an FDD single-cell massive MU-MIMO-OFDM
system where the base station comprises of " antennas and
serves # single antenna users (" > #). At the beginning
of the transmission, a common downlink pilots channel are
broadcast by the base station [12, 13]. Let the average power
at eachmobile user be√?A . The pilots are allocated randomly
in  subcarriers while they share the same location in each
OFDM symbol in different transmit antenna, but each pilot
x8 sequence is unique. The Channel Impulse Response (CIR)
vector between the 8-th transmitting antenna and the mobile
users can be denoted as h8 = [h8 (1), h8 (2)..., h8 (!)]) , where
! is the number of the paths. Therefore, the received signal
at a certain mobile station can be expressed as

y =
√
?A

"∑
8=1

X8 (F!)[h8 + n, (1)

where X8 = 3806(x8) with x8 ∈ C ×1 denotes the
transmitted pilot, F! is the sub-matrix of size  ×! consisting
of the first ! columns of the normalized Discrete Fourier
Transform (DFT), [ is the index set of the pilot that assigned
randomly from the OFDM subcarrier, (F!)[ is the sub-matrix
consisting of the rows with indexes from [, % is the number of
the pilots andn is theAdditiveWhiteGaussianNoise (AWGN)
with zero mean and f2 variance.

Let A denote the % × "! matrix as

A = [X1(F!)[ ,X2 (F!)[ , ...,X" (F!)[], (2)

Therefore, (1) can be written as
y[ =

√
?AAh + n[ , (3)

where h = [h)1 , ..., h)" ]) ∈ C"!×1 represents the CIR
aggregation from the " antennae that need to be estimated.
In a typical wireless communications scenario, the CIR by

its very nature is sparse due to several significant channel taps.
Therefore, the CS-based estimators can be employed for the
proposed communication systemmodel. This sparse property
can be exploited to reduce the necessary channel parameters
to be estimated. Accordingly, we can reduce the training
overhead through employing fewer pilots than the number of
the unknown channel coefficients [14–16]. On the other
hand, it has been shown that the wireless channels display

temporal correlations, since the path delays vary much slowly
than the path gains, while the path gains vary continuously.
Thus, the channel sparse pattern is nearly unchanged, and
the path gains are also correlated. So, the CIRs of different
transmit–receive antenna pairs share very similar scatterers.
Therefore, the CIRs share the same sparsity pattern. This
channel property is referred as sparse common support (where
the taps of nonzero gain of different CIR is identical) in the
sequel. The sparse communality property can be employed
to enhance the estimation accuracy of the proposed method
[14–16].

3. SBL-BASED CHANNEL ESTIMATOR

In Bayesian estimationmethods the wireless channel is treated
as a random variable with a priori statistics known at the
mobile station where the estimation process is performed.
While, on the other hand the non-Bayesian estimators that
known as parametric estimators require no prior channel
statistic that needs to be known at the expense of the estimation
performance. In Bayesian estimation, the estimation of the
unknown parameters of interest is the expectation of the
posterior probability. As such, to obtain the estimated channel,
we need to infer the posterior probability of the unknown
parameters. While the posterior probability is proportional
to the prior probability distribution and the likelihood of the
channel based on Bayesian channel estimation philosophy.
Then, the estimation of the channel in Bayesian channel
estimation is the expectation of the posterior probability
distribution [17, 18]. More elaborations will be presented in
the forthcoming subsections where we present the proposed
algorithm.

3.1 Bayesian Inference Model

Following the block sparse Bayesian learning model [18], the
full posterior distribution of h over unknown parameters of
interest for the problem at hand can be computed as

%(h|y,", W, H8) = %(h|", H8)%(y|h, W), (4)

where W represents the inverse of the noise variance and " are
non-negative hyperparameters controlling the sparsity of the
channel h. According to probability theory, the term %(y|h)
can be written as

%(y|h) = ( 1
√
2cW−1

)4G?(−
||y −Ah| |22

2W−1
). (5)

The statistical properties of the sparse multipath structure
of the channel is following Gaussian distribution based on the
central line theorem [19]. Thus, the Gaussian prior for each
channel coefficient %(h|", H8) is given by

%(h|", H8) ∼ N (0,"H8), 8 = 1, ..., " (6)

where H8 is a matrix that captures the temporal correlation
of the CIR that needs to be estimated. Since, the CIRs share
the same common support, we can assume that the CIRs
have the same correlation structure as elaborated in Section

2021 ITU Kaleidoscope Academic Conference 

– 24 –



2. Therefore, we can consider the same matrix H8 to model
all covariance correlation matrices. And that will leads to
very good results of applying the proposed SBL technique for
FDD massive MIMO systems in contrast to the other SBL
published in the literature.

The conjugate prior ofGaussian distribution timesGaussian
distribution is a Gaussian distribution. Thus, based on Bayes’
rule, the posterior %(h|y,", W, H8) ∼ N (-,�) follows a
Gaussian distribution with its mean and covariance given
respectively by

- = W�A) y, (7)

� = (D + W(A))A)−1, (8)
where D is

D =


U1H1

. . .

U" , H"

 (9)

+
- = W�A) y, (10)

The maximum a posterior (MAP) estimate of ĥ is the mean
of its posterior distribution, i.e.,

ĥ = - = ((A))A + W−1J)−1 (A)) y. (11)

While the Mean Square Error (MSE) of the proposed
estimator is given as

"(� = � = CA{(D + W(A))A)−1}. (12)

3.2 Hyperparameters Estimation

To obtain the term ĥ, we need to jointly estimate the
hyperparameters ", W and H8 , which can be achieved via
the Type-II maximum likelihood approach by employing the
Expectation-Maximization (EM) optimization to maximize
the posterior %(h|y,", W, H8), where that is equivalent to
minimizing the following cost function

L(\) = ;>6 |D + W(A))A| + y) (D + W(A))A)y, (13)

where \ denotes all the hyperparameters, i.e. \ =

{W, {H8 , U8}"8=1}. So, the learning rule of U8 , W8 and H8 , can
be given as (for detailed derivations of the following equation,
see [18])

U=4F8 =
CA (H−1 (J8 + -8 (-8)) ))

!
, 8 = 1, ..., " (14)

H=4F8 =
1

"

"∑
8=1

(J8 + -8 (-8)) )
U8

, 8 = 1, ..., " (15)

W=4F =
| |y − Gh| |22 + W ["! − CA (J (-−1))]

#!
, (16)

where -8 is the corresponding 8-th block in -, and J8 is the
corresponding 8-th diagonal block in J.

4. OPTIMAL PILOT DESIGN

In (12), we observe that the MSE of the proposed SBL
estimation algorithm depends on the choice of the pilot
sequence. Hence, in this section, we develop an optimal pilot
design to minimize the mean square error of the proposed
estimator, i.e., 5 (A) defined in (12) subject to the transmit
power constraint at eachmobile user. To that end, we introduce
the following optimization problem as follow:

min
A

5 (A) ,

s. t. Tr
(
A)A

)
≤ ?A .

(17)

Introducing an auxiliary variable G. So, we recast (17) as

min
A,G

Tr (G) ,

s. t. Tr
(
A)A

)
≤ ?A ,

G �
(
D + WA)A

)−1
.

(18)

Let L = A)A of size ! × !, i.e., L � 0 and rank(L) = !,
(18) can be equivalently cast as

min
L,G

Tr (G) ,

s. t. Tr (L) ≤ ?A ,
G � (D + WL)−1 ,
L � 0,

rank(L) = !.

(19)

Adopting the Schur’s complement [20] and dropping the
rank constraint, we recast (19) as

min
L,G

Tr (G) ,

s. t. Tr (L) ≤ ?A ,[
D + WL I

I G

]
� 0,

L � 0.

(20)

Optimization problem (20) is in Semi-Definite
Programming (SDP) form [20] which is convex and
can be solved by an optimization package such as CVX [20]
to obtain optimal L★. Having L★, the pilot design matrix A
can be attained by solving the following problem:

A★ = argmin
A
| |A)A − L★ | |2� . (21)

Let the eigenvalue decomposition of L★ be

L★ = QΛQ� , (22)

where Q ∈ C"!×"! is a unitary matrix whose columns
are eigen-vectors of L★, Λ = diag{

[
_1, _2, · · · , _"!

]
}, i.e.,

_1 ≥ _2 ≥ · · · ≥ _"! ≥ 0, is a diagonal matrix whose
diagonal elements are the corresponding eigenvalues of L★.
According to [21], the closed form solution to (21) is

A★ = V
[
diag{

[√
_1,
√
_2, · · · ,

√
_!

]
}
]

Q� , (23)
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Figure 1 – Comparison of MSE vs. SNR for the proposed 
SBL, LS and BCS.

where V ∈ C%×" ! is an arbitrarily unitary matrix. Based on 
the procedure in [21], the resulting A★ needs to be scaled up 
by

Z =

√
?A

Tr
(
A★)A★

) . (24)

In order to satisfy the power constraint of (17). The steps to 
obtain optimal pilot design is summarized in the following 
algorithm.

The Proposed Optimal Pilot Design Algorithm
1. Inputs: ?A , U1, W , H1;
2. Solve (20) to attain L★ ;
3. Execute the eigen-value decomposition of L★ as L★ = QΛQ� ;
4. A★ = V

[
diag{

[√
_1,
√
_2, · · · ,

√
_!

]
}
]

Q� ;
5. Z =

√
?A

Tr(gA★) A★) ;
6. Outputs: A★ ← ZA★.

ĥThus, the new estimate of the channel and the MSE with the 
optimal pilot design can be obtained by substituting A★ in
(11) and (12) , respectively.

5. SIMULATION RESULTS

In this section, we conduct experiments to evaluate the
performance of the proposed algorithm and compare it
to existing methods. The simulation parameters can be
summarized as follows, " = 100 antennas, # = 10 users,
! = 10 taps and  = 128 subcarriers. The simulation results
are obtained by averaging over 1000 channel realizations.

Figure 1 compares the MSE versus SNR for the proposed
SBL, the conventional Least Square (LS) estimation and
Bayesian Compressed Sensing (BCS) [22]. The results show
that the proposed method can achieve the lowest MSE values
by better exploiting the channel priors of the channel sparsity
and the temporal correlation. Figure 2 shows the MSE versus
the SNR for the proposed SBL algorithm with non-optimal
design against the SBL algorithm with optimal pilot design.
It can be observed that by employing the optimal pilot, the

Figure 2 – MSE performance vs. SNR for the proposed 
SBL with optimal pilot design and the proposed SBL with 

non-optimal pilot.

Figure 3 – MSE performance vs. pilot length for the proposed 
SBL with optimal pilot design and the proposed SBL with 

non-optimal pilot.

proposed method can enhance the estimation accuracy much 
further. Thus, we can achieve better estimation accuracy 
with the appropriate pilot length, and as a result of that, 
the pilot overhead problem of FDD massive MIMO systems 
can be addressed with proper design for the pilot length. 
Figure 3 investigates the robustness of the proposed method 
against the pilot length for the proposed SBL with optimal and 
non-optimal design, where the average power ?A is set to be 
25 dB. The results demonstrate the efficacy of the proposed 
optimal design approach of reducing the pilot length.

6. CONCLUSION

In this paper, we proposed an ML-based channel estimation 
algorithm for FDD massive MU-MIMO systems. The 
simulation results revealed that the ML-based channel
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estimation algorithm had a tremendous advantage over
conventional estimators. In addition, the results demonstrated
that the estimation accuracy can be enhanced by employing
the pilot design approach.
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ABSTRACT

Low Power Wide Area Network (LPWAN) is a long-range
low-power wireless communication network. Its features,
such as wide network coverage and low power consumption
of terminals, make it suitable for large-scale deployment of
IoT applications. The points transfer system, especially points
transfer system in LPWAN, as a typical third-party payment
application, is being closely attended by both industry and
academia. Recent studies have shown that distributed
ledger technology, because of its characteristics such as high
confidentiality, non-tampering, and decentralization, is a
good solution to problems such as low-security performance
due to centralized storage for a points transfer system.
However, the distributed ledger will generate a large amount
of data traffic in recording the transactions of network
participants, which is a challenge for resource-constrained
IoT devices. To address these issues, we propose an optimized
packet transmission mechanism for a ledger-based points
transfer system in LPWAN. Simulation results show that our
proposed mechanism can well reduce the packet transmission
of the whole system and meet the requirements of LPWAN.
Moreover, we update the reader with information about
distributed ledger and standardization-related activities in
this paper.

Keywords - Distributed ledger, LPWAN, points transfer
system, standardization

1. INTRODUCTION

According to data given by GSMA, the number of global
IoT connections reached 7.5 billion by the end of 2017,
and this number is expected to reach 25.1 billion in 2025
[1]. Tens of billions of IoT devices cannot be connected
by short-range communication and cellular networks alone,
and a large number of demands cannot be met by existing
technologies, such as monitoring and management of meters,
streetlights, manhole covers, garbage sites, etc. These require
new network connection technologies, and Low-Power Wide
Area Networks (LPWANs) are born [2]. LPWAN is a
technology that can meet the requirements of coverage and
battery life at the same time. It can provide the longest

distance coverage with very low power consumption while
sacrificing only a small amount of data rate. LPWAN is
not a new technology, and the prototype of low-power WAN
has already appeared as early as the late 1980s. In the 21st
century, with the market demand and industry participants
driving this, so far, more than a dozen technologies have
been formed globally to compete, and can be divided into
two types of technologies based on unlicensed spectrum and
licensed spectrum, the former including LoRa technology,
Sigfox technology, Ingenu’s RPMA technology, etc.; the
latter includes NB- IoT, eMTC, EC-GSM technology, etc.
Meanwhile, with the rapid development of information
technology and the rise of the Internet, the development
of third-party payment platforms in the context of Internet
finance has penetrated deeply into many industries. Recently,
the points transfer system based on LPWAN has gradually
attracted the attention of academia and industry [3].

The traditional points transfer system is based on a centralized
architecture, and there are many problems in the application
[4]. (1) The traditional models are all centralized business
models, which naturally lack credibility and lead to a very
slow construction of the points ecosystem. (2) Under the
traditional centralized technology architecture, the operation
platform is extremely complicated. It is very difficult to
realize a "real-time transaction of points" between a large
number of merchants. (3) In the traditional centralized
trading model, points are mainly circulated between users
and merchants, and merchants and the platform. It is
difficult to realize points trading and transferring between
users, which leads to the efficiency of points circulation
being greatly limited. To solve these problems, a
distributed ledger can be applied to the points transfer system
based on decentralization, traceability and tamper-evident
characteristics. As a "decentralized" system, the distributed
ledger accesses the unified points and forms a database
without intermediaries, where each node is a consumer and a
merchant, and everyone knows each other and supervises each
other. This ensures that both sides of the points transaction
can trust each other [5].

A distributed ledger-based points transfer system has many
potential advantages over traditional centralized systems.
However, the existing distributed ledger technology is heavily
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Table 1 – Comparison of several wireless communication technologies

Technology Frequency Transmission distance Transmission rate Power consumption Maximum nodes
WiFi 2.4GHz 20-200m <54 Mbps hours/AA battery 2007

Bluetooth 2.4GHz 20-200m <1 Mbps weeks/AA battery 7
ZigBee 2.4GHz 10-75m <0.25 Mbps about 2 years/AA battery 65000
LoRa 150MHz-1GHz about 15km 0.3-50 Kbps about 10 years/AA battery 200000

NB-IoT Operator Bands 10-15km <100 Kbps about 10 years/AA battery 200000

applied to computing and storage-constrained IoT nodes,
especially in scenarios such as LPWAN that appear to be
redundant with insufficient performance. How to optimize
the data transmission efficiency of distributed ledger during
operation is an urgent issue that needs further research. At the
same time, it is especially important to sort out and summarize
the standardization of distributed ledgers at the present stage.
In response to the existing problems and needs, the main
contributions of this paper are as follows.
(1) We propose an optimized packet transmission mechanism
for the ledger-based points transfer system in LPWAN to
reduce the data transmission volume of the whole system.
(2) Simulation results show that our proposed mechanism
can well reduce the packet traffic in LPWAN and ensure the
proper operation of the overall distributed ledger.
(3) We summarize the standardization work of ITU-T, ISO,
IEEE on distributed ledger.
The rest of this paper is organized as follows. In
Section 2, we describe the related work on LPWAN,
ledger-based technologies for IoT, lightweight distributed
ledgers. Section 3 describes a ledger-based points transfer
system in LPWAN. Section 4 proposes the solution to
optimize packet transmission. Simulation evaluations are
illustrated in Section 5. In Section 6, we introduce the
standardization of distributed ledger. Finally, we conclude
the paper in Section 7.

2. RELATED WORK

LPWAN is the hot trend of IoT development in recent years.
Unlike ZigBee, WiFi, Bluetooth and other communication
technologies which are dedicated to high speed, it is more
concerned with low-power consumption, long distance, low
bandwidth and easy deployment. Among them, NB-IoT
and LoRa are typical representatives of LPWAN technology
[6]. NB-IoT adopts cellular communication technology and
works in an authorized frequency band, which is built by
telecommunication operators [7]; LoRa adopts linear spread
spectrum technology and works in an unlicensed frequency
band, which is set up by users themselves and can work in
remote areas not covered by mobile cellular networks [8]. As
shown in Table 1, LoRa and NB-IoT have obvious advantages
in terms of power consumption, and the large number of nodes
and long transmission distance make them suitable for mass
deployment and connection of end devices. However, in the
"small data" monitoring scenario, the data communication
rate requirement is not high.
Most IoT solutions rely on a centralized server-client
paradigm to access IoT devices in a cloud-based approach

[9]. This centralized management makes privacy and security
issues prominent. Not until the introduction of distributed
ledger technology and its integration with the IoT did it
effectively address many of the issues that exist with the IoT
[10]. Sensitive data generation, exchange, and storage exists
between IoT devices, which can rely on the P2P characteristics
of distributed ledger to ensure its privacy, robustness, and
single-point-of-failure fault tolerance [11]. Each operation
of data creation, modification and deletion in IoT can be
registered and verified in the distributed ledger to achieve the
detection of IoT data tampering and abuse [12]. In addition,
in the distributed ledger framework, IoT devices can store
data securely in different nodes without human intervention
and use the characteristics of distributed ledger to ensure its
decentralized trust, authenticity, security, privacy, etc. [13].
The full-node data capacity of distributed ledger is very large
and tends to continue to get larger, making full-node network
synchronization as well as storage difficult. The application
of distributed ledger in an LPWAN network is facing two
main problems: 1) high energy consumption problem. How
to reduce energy consumption while ensuring security is
an urgent problem. 2) Database storage space problem.
The distributed ledger records every transaction that occurs
from the time of creation. If every node’s data is fully
synchronized, then the storage space capacity requirement
of distributed ledger may become a key issue that restricts its
development. [14] proposed TangoChain, an experimental
lightweight distributed ledger for IoT devices, which utilizes
a directed acyclic graph as the underlying ledger data
structure. [15] proposed a lightweight and scalable directed
acyclic graph-based IoT distributed ledger that can work
with resource-constrained IoT gateways to provide fast and
scalable IoT data integrity verification. Although there are
some lightweight distributed ledger technologies that are
continuously promoting the use of distributed ledgers in
IoT. However, there are few studies on optimizing packet
transmission for distributed ledgers in LPWAN.

3. LEDGER-BASED POINTS TRANSFER SYSTEM
IN LPWAN

The design principle of this system is to realize the points
transfer from Tag A to Tab B. At the same time, the ledger
strictly manages the user’s points balance. This point transfer
system is based on LPWAN, which can transfer points even
in case of disasters. During the system design, we must focus
on the following limitations. 1) The tag’s functionality is
limited. Considering the cost and practicality, the tags of
the system are battery-powered and do not require the user
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to replace the batteries weekly. 2) The functionality of the
nodes in LPWAN is limited. The computational and storage
capabilities of the nodes in LPWAN are very weak and require
special attention in the system design.

Figure 1 – System architecture

The goal of the points transfer system is the points
payment implemented in normal day/disaster situations.
The objective of this paper is to optimize the packets
transmission for the ledger-based points transfer system
in LPWAN. From a technical point of view, this paper
provides distributed storage in a traceable manner and focuses
on how to build a lightweight point transfer system in a
resource-constrained LPWAN network with a distributed
ledger to ensure tamper-proof transaction data and improve
system trustworthiness. Figure 1 shows that a large number of
nodes with LPWA communication capabilities are installed in
the corresponding areas, and these nodes are also used as relay
terminals for storage/management and payment processing
of the distributed ledger. When an operation such as a
payment request is performed on the user’s smartphone, the
request is sent to the node as a ledger operation request
and forwarded to the nearby nodes. Each node determines
whether it is a legitimate request by comparing it with its
own recorded ledger, and if it is legitimate, it broadcasts
it along with a ledger update proposal. Each node that
receives them determines whether the update proposal is
appropriate by using a majority vote, and updates it if it
is. Even if unsuccessful, the update result is returned to
the customer’s smartphone. Payment is proven by showing
successful points transfers, the user can receive goods and
services. For example, if it is deployed in shopping areas,
etc., and nodes are set up in each participating store, it is
possible to operate local currency (points) without installing
a server to manage the whole system. We have also included
in the system design the use of "tags" to store private keys
to prove the legitimacy of accounts. With this mechanism,
even people without smartphones can make payments through
simple authentication.

Based on the system architecture in Figure 2, we designed
the experimental device that miniaturizes the hardware
and performs communication using LPWAN, which mainly
consists of three parts: node, payment operation terminals
and tags.

Figure 2 – Prototype structure of experimental node

1) Node. This node is used for Bluetooth communication
between LPWA wireless communication modules and
smartphones, etc. A BLE microcomputer and a commercially
available microcomputer were used. After running the
validation phase, we plan to run with only the LPWA module
and the BLE microcomputer to reduce power consumption.
2) Payment operation terminal. The payment operation
terminal is planned to be installed in a smartphone, but
considering the complications such as review and price, we
first developed a payment terminal using a commercially
available microcomputer with a touch screen. The terminal
also has Bluetooth communication capability to communicate
with distributed ledger nodes.
3) Tag. For the private key tag, we built a prototype using
a commercially available microcomputer with low power
consumption and Bluetooth communication capabilities to
store the account ID and encryption key. It can communicate
with a smartphone to send an encrypted account ID or with a
node to check the balance.

4. SOLUTIONS: OPTIMIZING PACKET
TRANSMISSION

4.1 Previous work

Figure 3 – Ledger operation for LPWAN [3]
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In [3], all nodes maintain a ledger designed to have the
same data. We introduce a lightweight consensus similar
to proof of authority, where authority is your neighboring
trusted node. The operation flow of the ledger is shown
in Figure 3. The window node (N0000) which receives a
transaction request first confirms its validity, it uses its own
signature and broadcasts it to other nodes. Other nodes (i.e.,
N0001, N00002, N0003) receive the message from N0000
and first verify N0000’s signature to confirm the validity of
the transaction. If it verifies that the transaction is valid, it
will sign this message with its own signature and broadcast it.
When N0000 has collected N signatures in this transaction, it
considers this transaction confirmed and written to his ledger.
Similarly, other nodes store the transactions with N signatures
in their ledgers.

4.2 Problem statement

If we use the ledger mechanism in [3], the points
transfer system in LPWAN-based environment is too
slow to complete a transaction due to the performance
limitation of nodes. According to the simulation results,
in this system, it takes about 1742 packets to generate
one transaction without considering the limitation of
communication network. After calculation, packet size
64byte*1742=111488byte=891904bit. The LPWA speed is
1 kbps for one Nth of 50 kbps, which means it takes about
892s (14.2min) to complete one transaction. It is necessary
to reduce the overall number of packets across the system to
speed up transaction completion.

4.3 Optimizing packet transmission

Figure 4 – K-means clustering example

In this paper, we select some nodes rather than all nodes
as ledger nodes to jointly maintain the transaction data of
the whole system. Here, we use K-means clustering [16], a
location-based method, to select nodes. The specific method
is as follows.
Step 1: Create N non-multihop nodes (normal nodes).
-Randomly generate N coordinates within range (x,y).
Step 2: perform k-means clustering (an example is shown in

Figure 5 – Points transfer mechanism

Figure 4).
- Limited distance by preset maxrange(384).
- Make sure k nodes’ coordinates are within range(x,y).
- At least they line up with max distance maxrange(384).
Please note that the “384” means distance in virtual space
shown in Figure 4 ( H1920, V1080).
Step 3: Return k nodes coordinates
Step 4: Add multihop function to k nodes only.
Furthermore, we summarize this process and represent it via
Algorithm 1 (Figure 5). The input parameters include 𝑇

(virtual time set for simulation), 𝑡𝑜𝑡𝑎𝑙_𝑛𝑜𝑑𝑒 (the total number
of nodes), 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑_𝑛𝑜𝑑𝑒 (the number of k nodes). After
running this algorithm, three results are obtained, which are
𝑟𝑒𝑞𝑢𝑒𝑠𝑡_𝑐𝑜𝑢𝑛𝑡 (the number of packets for requesting new
transaction), 𝑛𝑒𝑤_𝑠𝑒𝑔𝑚𝑒𝑛𝑡_𝑐𝑜𝑢𝑛𝑡 (the number of packets for
generating a new block candidate) and 𝑠𝑢𝑐𝑐𝑒𝑠𝑠_𝑟𝑎𝑡𝑒 (update
success rate of new block). Unlike [3], the scheme in this
paper does not let all nodes as ledger nodes to jointly maintain
the same ledger; we select some nodes to be used as multi-hop
nodes by a K-means clustering method to create candidates
of the new block. The multi-hop node selection method is
highlighted in the red part of Algorithm 1. Since K-means is
a very well-known clustering method, we do not repeat the
details here.

5. EVALUATION: SIMULATION AND ANALYSIS

As a pre-work of the whole project, this paper only verified
the proposed scheme by simulation. The implementation of
the prototype presented in Figure 2 and the completion of
the corresponding experiments will be done as follow-up
work. The simulator used in this experiment is based
on python language, which generates randomly distributed
nodes in a simulated LPWA wireless network environment,
specifying the parameters of the nodes and other information.
Depending on the actual LPWA network parameters, we
can specify the number of transactions and the method of
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Figure 6 – Packet generation process

Figure 7 – Data format

transaction requests in the simulator. Figure 6 shows that
during the points transfer process, the system generates
packets in two main ways: during the request for a new
transaction (which we call "CommandRequest") and during
the generation of a new block candidate (which we call
"NewSegment"). The "CommandRequest" process is shown
in Figure 6 (a1)-(a3). When a terminal connects to a node
and initiates a transfer request, this request is forwarded to the
node’s neighboring nodes, and then the request continues to
be forwarded to other nodes. The "NewSegment" process is
shown in Figure 6 (b1)-(b3). If the ledger node receives
a transaction request, it actively generates a new block
candidate and forwards this message to neighboring nodes.
As shown in the Figure 7, we have designed a packet
type that can be used for LPWA network transmission.
The communication packet between the node and the node
contains the sender name, sender’s axis information, hop
count and payload. The payload contains the message ID
of the content itself. In our design, there are two types of
messages, one is a CommandRequest to initiate a transfer
request and the other is a NewSegment to create a new block
candidate.
The experiment is designed to evaluate the pressure reduction

Figure 8 – The number of packets

of the overall data volume in the network on the computing
power of the LPWA network and nodes. In the simulator, we
use T to represent time points when all the nodes send out their
received and processed packets, instead of real-time, since the
processing time could vary depending on the performance of
the computer running the simulator. We use the simulator
to randomly generate 50 nodes and select the appropriate
multi-hop nodes by k-means clustering. Here the multi-hop
nodes carry the packet forwarding and new block candidate
generation functions, and we change the result of clustering
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Figure 9 – The number of packets when time is within 40
and the number of multi-hop nodes is 50

by specifying the value of k, which causes the number of
multi-hop nodes and the selected location to change. We
set the total number of transaction requests to 30. As the
ratio of the number of multi-hop nodes to the total number of
nodes becomes smaller, we can expect the overall number of
packets in the network to decrease, but this may also lead to a
decrease in the success rate of new block updates. The details
are shown in Figure 8. In order to show the packet traffic of
"CommanRequest" more clearly, we shows the number of
packets when the number of multi-hop is 50 and the time is
within 40, as shown in Figure 9. From this figure, it is mainly
NewSegment packets rather than CommandRequest packets
that affect the system packet traffic.

In Table 2, we can see the average number of
CommandRequests, the average number of NewSegments,
the average success rate of transactions and the number
of transactions with non-100% update blocks based on the
number of transactions. From the table we can determine
that when the value of k changes and is ordered from smallest
to largest: The average number of CommandRequests is at
the same level, and the number of NewSegment is from
smallest to largest, which means that changing the k value
does not change the number of transaction requests, but
affects the overall packets of new blocks for the transaction.
Therefore, we can reduce the value of K to reduce the overall
communication traffic. However, at the same time, the
average update success rate of new blocks is not 100%, which
leads to a reduction in the overall security and integrity of the
network, so we cannot blindly reduce the k-value to reduce
the traffic volume.

As we can see in Figure 8, we can compare the number of
NewSegment when the ratio of the overall number of nodes to
the number of multi-hop nodes is 50:50, 50:40, 50:30, 50:20.
When combining this with Table 2 we can see that as the
number of multi-hop nodes decreases, the number of packets
decreases significantly. However, due to the limitation of the
success rate of new block updates, a ratio of about 50:30 is a
balanced result.

6. STANDARDIZATION

In terms of international standards, International
Telecommunication Union (ITU), International Organization
for Standardization (ISO), Institute of Electrical and
Electronics Engineers (IEEE) and other globally influential
organizations have established working groups or committees
on blockchain standards.

6.1 ITU-T

According to information published on the ITU website, as
of December 2020, ITU-T has released 14 standards related
to blockchain/distributed ledger technology (Table 3), 2 of
which were approved at the end of 2019, and all 14 of which
were released in 2020. Among the published standards, four
are security-related, three are data management-related and
three are IoT-related, which shows the attention of ITU to
security issues and IoT and data issues.

6.2 ISO

ISO is an international non-governmental organization in the
field of standardization, consisting of national standardization
bodies from more than 100 countries around the world. On
September 12, 2016, ISO established the "Blockchain and
Distributed Ledger Technologies Committee" (ISO/TC 307)
to promote the development of international standards in the
field of blockchain and distributed ledger technology. Table
4 shows the ISO blockchain standards development.

6.3 IEEE

According to the information published on the IEEE standards
website (https://standards.ieee.org/), in March 2020, the first
IEEE blockchain standard "IEEE Standard for Data Format
for Blockchain Systems" was successfully approved by the
committee, which specifies the data format requirements for
blockchain systems and gives specifications in terms of data
structure and data types. As of December 2020, IEEE has
published five blockchain-related standards (Table 5), three
of which are related to cryptocurrencies, as well as one data
format standard and one data management standard.

In summary, 2020 is a fruitful year for
blockchain international standard development. 23
blockchain/distributed ledger technology-related standards
have been released by ITU, ISO and IEEE, 22 of which
are officially released in 2020. In terms of the areas they
belong to, the international focus is currently in two parts:
technology and data foundation, security and privacy.
In addition, there has been progress in blockchain IoT
and cryptocurrency, but there is still little involvement in
technical details and specific applications such as smart
contracts, cross-chain, and partitioning, and the whole area
is at the stage of basic construction of blockchain standard
system, and there is still much room for development.
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Table 2 – Simulation results

K 10 20 30 40 50
Average number of packet (CommandRequest) (*1) 51 51 51 50.9 51

Average number of packet (NetSegment)(*1) 205.8 431.3 796.2 1172.6 1679.5
Average success rate (*2) 93 92.5 100 100 100

Number of request success rate less than 100% 27 25 0 0 0
*1) summation of packet through Time= 0 to 599 and calculate average
value for the number of request (sum(commandRequest)/30).
*2) average success rate in 30 requests.

Table 3 – ITU-T blockchain standards release status

No. Standard no. Standard name Approval Date Release Date
1 ITU-T X.1401 Security threats of distributed ledger technology 2019/11/29 2020/3/6

2 ITU-T Y.2342 Scenarios and capability requirements of blockchain 2019/12/14 2020/3/24
in next generation network evaluation

3 ITU-T Y.4464 Framework of blockchain of things as decentralized service platform 2020/1/13 2020/3/27
4 ITU-T X.1402 Security framework for distributed ledger technology 2020/7/22 2020/9/22
5 ITU-T F.751.0 Requirements for distributed ledger systems 2020/8/13 2020/10/23
6 ITU-T F.751.1 Assessment criteria for distributed ledger technologies 2020/8/13 2020/10/30
7 ITU-T F.751.2 Reference framework for distributed ledger technologies 2020/8/13 2020/11/30

8 ITU-T Y.4907 reference architecture of blockchain-based unified 2020/8/29 2020/10/29
KPI data management for smart sustainable cities

9 ITU-T Y.4560 Blockchain-based data exchange and sharing for supporting 2020/8/29 2020/11/2
Internet of things and smart cities and communities

10 ITU-T Y.4561 Blockchain-based data management for supporting 2020/8/29 2020/11/2
Internet of things and smart cities and communities

11 ITU-T X.1403 Security guidelines for using distributed ledger technology 2020/9/3 2020/10/21
for decentralized identity management

12 ITU-T XY.3530 Cloud computing - Functional requirements for blockchain as a service 2020/9/29 2020/12/2
13 ITU-T X.1400 Terms and definitions for distributed ledger technology 2020/10/29 2020/11/5
14 ITU-T X.1404 Security assurance for distributed ledger technology 2020/10/29 2020/11/5

Table 4 – ISO blockchain standards development

No. Standard no. Standard name Release Date

1 ISO/TR 23455:2019
Blockchain and distributed ledger technologies -

2019/9Overview of and interactions between smart contracts in
blockchain and distributed ledger technology systems

2 ISO/TR 23244:2020 Blockchain and distributed ledger technologies - Privacy and personally 2020/5identifiable information protection considerations

3 ISO/TR 23576:2020 Blockchain and distributed ledger technologies - Security management 2020/5of digital asset custodians
4 ISO/TR 22739:2020 Blockchain and distributed ledger technologies - Vocabulary 2020/7

Table 5 – IEEE blockchain standards release status

No. Standard no. Standard name Approval Date
1 IEEE 2418.2-2020 IEEE Standard for Data Format for Blockchain Systems 2020/3/5
2 IEEE 2143.1.2-2020 IEEE Standard for General Process of Cryptocurrency Payment 2020/6/4
3 IEEE 2140.5-2020 IEEE Standard for a Custodian Framework of Cryptocurrency 2020/6/4
4 IEEE 2140.1-2020 IEEE Standard for General Requirements for Cryptocurrency Exchanges 2020/3/5
5 IEEE 2144.1-2020 IEEE Standard for Framework of Blockchain-based Internet of Things Data Management 2020/12/3
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7. CONCLUSION

A ledger-based points transfer system has many potential
advantages over traditional centralized systems and
are increasingly being applied to computationally and
storage-constrained IoT nodes. More and more lightweight
ledger techniques are being studied, but they are still
insufficient in performance for LPWAN scenarios. To solve
this problem, we try to maintain the transaction records
of the whole system by selecting some nodes as ledger
nodes through a K-means clustering method. Reducing the
number of ledger nodes can reduce the amount of packet
generation for the whole system, reduce congestion, and
speed up the transaction time. However, it still can reduce
the security and integrity of the whole system. In this
paper, through simulation experiments, a specific threshold
is found for different network situations to both reduce the
overall network packet and guarantee a high level of system
security. Specific contributions are as follows. 1) We
propose an optimized packet transmission mechanism for
the ledger-based integral transmission system in LPWAN.
2) Simulation results show that our proposed mechanism
can well reduce the packet traffic in LPWAN and improve
the success rate of transactions; 3) We summarize the
standardization work of ITU-T, ISO, and IEEE on distributed
ledgers.
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ABSTRACT 

Home interior design is often a challenging and time-
consuming task due to several mismatches between the 
selection of interiors in a shop and their composition in a 
target room. One of these mismatches is a lack of knowledge 
in relation to the target room and to other interiors when an 
item is seen in a shop. In this paper, we propose to design 
and develop a system model by which users can virtually try 
out various settings of home interiors by using marker-less 
Augmented Reality (AR). To minimize the latency of the 
system, we apply the hybrid approach of combining an AR 
framework with a Simultaneous Localization And Mapping 
(SLAM) algorithm, where the 3D feature points are updated 
dynamically, thereby avoiding occlusion when multiple 
interiors are placed on the real-world view. Dimension 
scanning is deployed to provide accurate live-size scaling to 
the real-world environment whereas transformations are 
handled efficiently by means of a touch gesture recognition. 
The proposed system model for home interior design can be 
easily implemented as a mobile application. The 
performance evaluation through experiments shows that 
with the SLAM algorithm, the average response time of the 
proposed system improves by 43%. The proposed system is 
intended to meet the requirements of virtual and augmented 
reality services specified by ITU-T Study Group 16.  

Keywords – Augmented reality, home interior, occlusion, 
marker-less AR, SLAM 

1. INTRODUCTION

According to a market research report [1], the market value 
of Augmented Reality (AR) applications in mobile devices 
is expected to grow from $7.6 billion in 2020 to $29.5 billion 
by 2025. The increasing use of mobile augmented reality 
applications in e-commerce and retail has been fueled by the 
interest of giant hardware/software companies in AR app 
development. However, to provide the real-time experience 
to users based on an augmented reality platform, there are 
still several design challenges due to the limitations of 
computational capacity and user interaction in mobile 
devices. 

In augmented reality, virtual objects need to be projected into 
the real world in such a manner that they appear to be aligned 
with real-world objects. Interior design with augmented 
reality implemented on smartphones has the potential to 
provide new opportunities for designers, as well as end users. 
Therefore, designing and developing a system model for the 
creation of a home interior layout-based application brings 
the developer a step closer to a real-world experience. When 
shopping for interior fittings, customers would be able to use 
an app to determine their best fit and size by virtually trying 
the items before their purchase [2,3]. This can pave the way 
for revolutionized shopping [4]. This would help eliminate 
common errors in judgement, and also save time and money 
for the store and the customers. AR can help customers make 
informed decisions by purchasing products provided as the 
system supports the look and aesthetic of the product before 
they actually buy it. 

The AR with 3D model for the interior design needs to 
consider the features to accomplish it on a target device with 
a vibrant 3D prototype. The convenience and efficiency of 
the AR-based solution needs to consider the cooperation 
between the designer and consumer [5]. A projection-based 
augmented reality [6] delivers digital information to users 
within a stationary context. Target objects and users can 
move around in the environment, but the zone in which AR 
experiences take place is limited to the fields of view of both 
the fixed projector and the supporting camera for tracking. A 
3D map system uses projection-based AR [7] for interior 
design and virtual installation of products, where the user can 
interact with the projection since the device uses a spatial 
user interface that can detect depth variations and can hence 
use the application. Although projection-based AR can 
produce a realistic view, it requires sophisticated hardware 
like a projector camera with mounted servomotors, which 
restricts its usability and accessibility to common users. 

Marker-less augmented reality does not require prior 
knowledge of the user’s environment to overlay virtual 3D 
content into a scene and hold it to a fixed point in space. It 
places virtual 3D objects in the physical environment 
depending on the environment’s real features rather than 
identifying the markers. This differentiation eliminates the 
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need for object tracking methodology. To apply AR to an 
application of furniture shopping in an interior design project 
to customers, the depth information needs to be captured to 
estimate the supporting surfaces like floor and then area, 
shape and dimension of the space to be used can be 
ascertained. The AR solution needs to automatically arrange 
the selected furniture in a defined 3D space which requires 
linking spatial and functional relationships in app design [8]. 

Another design issue in home furnishing is to ensure that the 
selected interior has the correct dimensions for the target 
room, where a user may try multiple spatial configurations. 
To align the virtual object in the targeted real-world 3D space 
in real time considering physical dimensionality constraints, 
it requires implementing functions to detect and monitor 
parameters like change in position, rotation, and scaling 
dynamically in a real-world scenario. The latency becomes a 
critical factor not only in the user’s experience, but also in 
system performance considering available limited 
computational resources in handheld devices. In [9], the 
authors implemented “snapping to reality” as a proof-of-
concept prototype solution and claimed a faster response 
when assisted by snapping to dynamically extracted 
constraints. However, their system requires special hardware, 
namely Microsoft Kinect 2.0 sensor, and desktop PC with 
NVIDIA GeForce GPU to implement. 

The proposed system utilizes marker-less augmented reality 
implemented on a mobile device for enhancing user 
experience in applications of the interior home design related 
with furniture shopping, with the system design goal of 
enhancing performance in terms of latency while meeting the 
user’s requirements. This requires support of the field-of-
view and perspective of the user, thereby allowing the 
environment to react accordingly. The existing popular trial-
ware application software is used design, experiment, and 
implement the proposed system. The Autodesk Maya [10] is 
deployed to model, animate, and render 3D scenes, while 
Substance Painter [11] is used to texture and render the 3D 
meshes for assets that have a specific UV layout. By 
combining the AR Foundation framework with Lean Touch 
in Unity [12], and dynamically handling the occlusion and 
instant tracking of 3D feature points using the SLAM 
technique, the deployment time of the home interior models 
gets minimized. The system models have been developed to 
meet requirements listed in ITU-T G.1035 “Influencing 
factors on quality of experience for virtual and augmented 
Reality services” [13] and Q.4066 “Testing procedures of 
augmented reality applications” [14]. The system model 
described in this paper can be a candidate technology of 
virtual and augmented reality services being standardized in 
ITU-T Study Group 16.  

The remainder of the paper is organized as follows. Section 
2 provides the architectural details of the proposed system and 
Section 3 describes the AR model and development of 
algorithms. The implementation environment, experimental 
results, and performance evaluations of the proposed system 
are presented in Section 4, while Section 5 concludes the 
paper with the scope for future work. 

2. PROPOSED SYSTEM

The architecture of the proposed system is shown in Figure 
1. In this system, input is obtained from the camera of the
handheld (mobile) device. Then, horizontal and vertical
plane detection is deployed by means of anchors and feature
points. Anchors are used to hold the virtual objects in place
when it is spawned in the real world. Anchors use the 3D
world coordinate system to map the location of the object
while the user is moving. When the object is spawned, it is
given a value based on its position and orientation called
pose. So, when anchors are created, the pose of the object
shows the position and orientation relative to the world space.
Anchors use the concept of feature points to stay anchored to
the place where they are spawned. Feature points are the
distinctive features in each frame of the system. These
features include different planes, textures, and colors.
Marker-less tracking is deployed via SLAM [15] which uses
natural features of the physical environment to detect
position and orientation and increases mobility.

3D registration identifies the features and locates the target 
interior models with the help of video input acquired by the 
camera of the mobile device. Home interior modeling, 
texturing, lighting, rigging, animation, and dynamics are 
performed using Maya and imported into Unity for 
establishing 3D projection of the interiors. By identifying 
and tracing the surface area, projection models of the virtual 
objects are established and occlusion, if encountered, is 
handled. The dimension scanning is performed to measure 
the size of the home interior model. Transformations such as 
scaling, color and texture change, rotation, drag, pinch, tap 
and other gestures can be applied to the model in a real-world 
view via Lean API. It consists of parameters such as index 
(hardware id of the finger), age (how long the finger has been 
active in seconds), tap (whether the finger tapped the screen) 
and its corresponding tap count, pressure (current pressure of 
the finger), and screen positions. The touch heatmaps provide 
an aggregate of an application’s user experience and interface, 
indicating the user’s focus as well as interest on every screen. 
The 3D object models are established based on its vendors 
input. These home interior design models are then captured 
as an image or as a video clip and are stored in a native 
gallery of the handheld device. 

3. AR MODEL AND ALGORITHMS

3.1 Model rendering for marker-less tracking 

The scenes where the 3D models are projected are captured 
using the device camera. After the scene is captured, the 
ground plane on which the model should be rendered is 
detected. The initial coordinate system is set up where the 
model should be rendered. This forms the ground plane of 
the scene. Features around the ground plane include points, 
lines, circles, and distances. Distances between these 
features and the depth of each feature point from the camera 
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position are determined. Instant tracking involves matching 
the calculated values of the initial frame with values 
calculated from each of the next frame as shown in Figure 2. 
When the features do not match up, tracking is lost. The 
models are rendered within the view of the mobile tracker. 
Hence the application follows MVC architecture. Each scene 
contains all models of that particular level, and the first scene 
is the model selection. Once the model is selected, the scene 
changes as per the tracking requirement. 

3.2 Tracking object with frames 

A plane is a flat surface represented by pose, dimensions, and 
boundary points. The boundary points are convex. The plane 
manager creates models for each detected plane in the 
environment which can be added, updated, and removed. For 
each frame, the change of plane event may be invoked with 
planes that have been modified (added, updated, and 
removed) since the last frame. 

The AR plane manager instantiates a prefab plane to 
represent the plane upon detection. The prefab asset type acts 
as a template from which new model instances can be created 
in the scene and it stores an interior model complete with its 
corresponding components and properties. In the default 
mode, the AR plane contains a mesh visualizer and its 
corresponding components for the rendering. The base 

component holds the plane’s boundary points which always 
forms a convex shape to the plane’s normal. As these are 
updated, the mesh visualizer updates the visual 
representation to perform horizontal and vertical plane 
detection. At that time, the camera module (AR Camera) is 
detected and the trackable object which is to be rendered is  

Initial Frame (frame 0) 
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Points 

Depth of 
Positioning 

Match 
Features 
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Figure 2 – Module for tracking object with frames 
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Figure 1 - Architecture of the proposed system 
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loaded. Both the ground plane tracker and the camera 
manager keep getting updated every second. In case there is 
a touch recorded, the position of the trackable object is 
updated. This is obtained by getting the world coordinates 
from the screen coordinates and calculating the translation 
required. The distance of the translation is the relative 
distance between the actual position of the trackable object 
and the newly chosen position. An algorithm supported on 
AR Foundation in the Unity engine is developed for the plane 
detection and rendering of the model (Algorithm -1). 

Virtual content added to a scene needs to know what physical 
objects are in the scene and where exactly they are in the real 
world. This is essential to determine objects that need to be 
occluded and render the content accurately. The goal of 
occlusion handling is to preserve the rules of line-of-sight 
when creating AR scenes. Whenever the system gets a new 
frame from the AR camera, it first performs feature point 
detection. These feature points are then matched to the 
previous frame of the camera. The camera motion provides 
a good idea of where to find the same feature points again in 
the new frame which helps with the real-time requirement. 
The matching results in an initial camera pose estimation. 
Initially, the match is calculated between two frames and 
later extended to additional frames. Next, the SLAM 
algorithm helps to improve the estimate the camera pose in 
tracking. The system projects its map into the new camera 
frame to search for more key point correspondences. If it is 
certain enough that the key points match, it uses the 
additional data to refine the camera pose. 

AR Hit-testing is a process of resolving if a ray along the 
normal of a screen from a set position intersects with one or 
more objects that are rendered in the application. AR 
Raycasting is used to find the first intersection between the 
ray, which has been cast from a set location and along a set 
direction. Algorithm 2 deploys the AR Hit-results to perform 
dimension scanning and hence it measures the length, width 
and height of the home interiors. 

4. IMPLEMENTATION AND EVALUATION

The 3D home interior models are implemented by means of 
Autodesk Maya and Substance Designer. The Unity software 
is used for deploying the proposed system. The augmented 
reality is implemented by means of AR Foundation which is 
a cross-platform framework in Unity that allows us to build 
AR experience once, and then built for Android-based 
devices. The Lean Touch module is used for efficient gesture 
recognition across all devices and resolution. It combines 
mouse and touch inputs, so that the input code is written only 
once and it will work perfectly across desktop computers and 
mobile devices. It accounts for varying DPI settings, hence 
it works the same on small and large devices. The real-world 
view of the home interior models are stored in a native 
gallery of the mobile device via Natcoder API. Seaborn and 
Matplotlib libraries in Python are used for heatmap analysis 
of touch interaction metrics. The horizontal and vertical 
plane detection for the proposed system are shown in Figure 
3 where the feature points are identified and eventually a blue 

grid is placed which continues to expand to detect newer 
grids in different places. 

Algorithm 1: Plane_Detection and 3D_Model_Rendering 
Create 3D Assets for home interior models using Maya 
num_total_models = len(tot_models) 
for ith_model in range(num_total_models): 

 model_parameters = Load vertex coordinate,  
 texture coordinate, normal coordinate and the 
 total number of polygons. 

Export model_parameters to Unity as .obj file by the model 
loader 
Input the name of the interior models to be rendered 
Perform plane detection until motion tracking stops  

 Obtain the tracked planes for each frame 
 foreach currentPlane in len (newPlanes): 

 var planeObject = Instantiate a plane visualization 
 prefab to track the new plane 

 Set the transform to origin with identity rotation since 
        mesh for prefab is updated in world coordinates 

model.transform.position=newVector(0,0,0) 
Update the state of  ARCamera and TrackerManager  
if Input.touchCount > 0 , find the position of the trackable 
object 

 if  Input.Touchphase = = TouchPhase.Began 
 TouchtoWorldPosition= TrackerManager.GetInstance() 

 GetWorldPositionFromScreenCoordinate(touchPosition) 
 else if Input.Touchphase   = =   TouchPhase.Moved 

 currentWorldPosition = TrackerManager.GetInstance() 
 GetWorldPositionFromScreenCoordinate(touchPosition) 
 Position += 

 (currentWorldPosition - touchToWorldPosition) 
 touchToWorldPosition = currentWorldPosition 

      return the Updated Position 
Obtain the pose matrix which describes the position and 
orientation of a model in 3D space.  
poseMatrix=trackable.getPose()*Matrix.Translate(Position) 
Use the pose matrix to update the state of  3D transformations 
of the home interior models 

 transform.position  =  PositionFromMatrix(poseMatrix) 
 transform.rotate_left =CurrentModel.Rotate(Vector.up* 
 rotateSpeedAmplify * Time.deltaTime) 

 transform.rotate_right=CurrentModel.Rotate(-Vector.up* 
 rotateSpeedAmplify * Time.deltaTime 

   transform.localScale  =  PositionFromMatrix(poseMatrix) 
return model 
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(a) Vertical Plane (b) Horizontal Plane

Figure 3 – Plane detection 

4.1 Spawning virtual models in real scene 

Once the plane is detected, the 3D model to be rendered is 
instantiated and deployed in the real scene. The Lean API 
handles different transformations and gestures as shown in 
Figure 4 where the white icon depicts that the 3D model can 
be captured as an image while the red dot indicates the 
recording action of the interior models while they are stacked 
in the scene which are stored in the native gallery of the 
mobile device. Transformations (scaling and rotation) 
carried out on the models are shown in Figure 5. 

4.2 Realistic 3D view of the featured models 

It is not enough if users can only view the item from one 
angle, thus the user should be able to calibrate the 3D model 
with the information given to place the item correctly. Users 
can also move around the interiors to get a clearer picture on 
how it would look like from multiple perspectives. Figure 6 
shows how a model would look in real scene during folding 

and unfolding so that it avoids the need for the user to 
manually go to the store and try it out. 

(a) Bed 1 (b) Bed 2

(c) Cupboard (d) Chair

Figure 4 – Sample Home Interior Models in real 
world view 

(a) Scale (b) Rotate

Figure 5 – 3D transformations 

Algorithm 2: Dimension_Scanning 
Input first and second Hitresults anchor from AR 
Raycasting. 
Create an anchor as hit results does not happen in the same 
frame 
  startAnchor = 
session.addAnchor(hitResult.getHitPose()); 
Obtain the location of first and second anchors 

 Pose startPose = startAnchor.getPose(); 
     Pose endPose = hitResult.getHitPose(); 
Clean up the anchor since the tracking gets updated 
session.removeAnchors(Collections.singleton(startAnch
or); 
startAnchor = null; 
Compute the difference vector between the two hit 
locations   

 dx = startPose.tx() - endPose.tx(); 
 dy = startPose.ty() - endPose.ty(); 

    dz = startPose.tz() - endPose.tz(); 
Compute the straight-line distance. 

 distance = (float) Math.sqrt(dx*dx + dy*dy + dz*dz); 
return distance 
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(a) Top view (b) Side view (c) Front view

Figure 6 – Multi-perspective view of home interior models 

Since marker-less tracking is being deployed, the virtual 
object is placed in the geometry created by SLAM which 
takes in the camera feed and creates a 3D mesh of the 
environment. So, the software remembers the environment 
as a 3D model. Even if the camera loses its sight, on coming 
back, the virtual object will still be found at the same location. 
When multiple objects are placed in the scene, occlusion 
occurs which is handled dynamically. Figure 7 shows the 
real-world view when multiple models are spawned. Here, 
the blue symbol indicates the list of 3D home interior models 
that can be positioned and transformed in the scene 
accordingly. 

(a) Plants, soccer ball,  (b) Chair, bookcase, night
 rug   stand 

Figure 7 – Spawning multiple models in real scene 

The dimensions of the home interior models such as length, 
width and height are measured in inches and displayed as 
shown in Figure 8 where the white line indicates the start and 
end of the measurement and displays the value along with it. 
Anchors are used to hold the hit results obtained from AR 
Raycasting while pose updates to track the physical feature 
across the reshaping since hit results do not happen in the 
same frame. 

4.3 Response time evaluation 

The developed application is executed in an android 
smartphone (Redmi Note 8) with 4GB RAM and 
Snapdragon 665 Processor with 6.30 inch display. When the 
app gets deployed, the corresponding deployment time of the 
model gets generated in a CSV file at runtime. Table 1 shows 
the mean response time obtained from three different spatial 
locations before and after applying the SLAM algorithm. 
SLAM does instant tracking of feature points (point clouds) 
by dynamically updating the three-dimensional feature 
points. 

(a) Diagonal length (b) Length and width

Figure 8 – Dimension scanning 

Table 1 – Average response time of home interior models 

Model_Name Mean_Response 
_Time 

(before SLAM) 

Mean_Response 
_Time 

(after SLAM) 
Plant 0.94828 0.41224 
Soccer ball 0.74901 0.36415 
Rug 0.79299 0.39041 
Pillow 0.88311 0.49107 
Armchair 0.97388 0.58739 
Wooden Bookcase 1.62302 0.98908 
Couch 1.22955 0.74487 
Bed 1.58708 0.95165 
Chair 0.90057 0.58805 

The deployment time of sample home interior models for 
three different spatial locations using AR Foundation is 
shown in Figure 9. Figure 10 depicts the response time of the 
same interior models by using a combined approach of AR 
Foundation with SLAM technique.   

The mean response time before applying instant tracking 
depicts an increased latency when the system is implemented 
using AR Foundation. By combining AR Foundation with 
Lean Touch recognition and by dynamically handling the 
occlusion using SLAM technique, instant tracking of 3D 
feature points is achieved, thereby latency gets minimized as 
shown in Figure 11.
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Figure 9 – Home interior models with high latency 

Figure 10 – Home interior models with minimized latency 

Figure 11 – Deployment latency 
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4.4 Interaction metrics 

The heatmap visually displays user’s behavior in an app. It 
depicts where users click the most. A red spot points to an 
area of maximum touch by the user, while a blue spot shows 
the lowest level of interaction. Thus, this color spectrum 
provides information on a system’s usefulness of touch 
gesture and the quality of user interface. Figure 12 shows a 
few screenshots of heatmaps generated for the application. 
The data generated from the CSV file contains tap counts, 
number of clicks, drags, swipes for each person uniquely by 
using a key called index, age, pressure parameters which are 
used for heatmap analysis. Parameters such as start screen 
position, last screen position depict the screen position value 
of the finger in pixels.  

(a) (b)  (c) 

Figure 12 – Heatmap analysis

5. CONCLUSION ANF FUTURE WORK

The home interior designing can be deployed where the user 
selects the interiors with the required style and by choosing 
the room type. Interior designs are automatically generated 
in many different optimized ways for the chosen room type. 
This makes it easy for the user to virtually see how the 
interiors would look at different locations and the user can 
select the design that they desire for the chosen room. In 
addition to personalized recommendation, the newly-
generated design can be aimed to match with the existing 
furniture and colors in a target room. For this purpose, the 
application can collect images of the target room at the start 
time of a design session and can stream them to a server 
where they are analyzed. The system model described in this 
paper can be a candidate technology of virtual and 
augmented reality services being standardized in ITU-T 
Study Group 16.  
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ABSTRACT  

Digital transformation is affecting most industries. A large 
spectrum of applications is expected to be deployed in future 
industrial networks, with emerging industrial applications 
that include smart grid, flexible manufacturing, remote 
mining and others. The support of these applications by the 
underlying network infrastructures raises critical network 
challenges: demands for large-scale deterministic 
networking, increased network security, reliability and 
privacy support, as well as flexible addressing and routing 
capabilities, requiring fundamental advances in terms of 
networking technologies, with consequent needs of further 
network research and standardization efforts.   
This paper aims to provide an overview of critical network 
challenges to be addressed in order to satisfy requirements 
of future industrial network applications. Networking 
technology areas whose advances are fundamental in order 
to address the identified challenges are introduced. 
Requirements for network research and standardization are 
highlighted.   

Keywords – Flexible addressing, industrial applications, 
industrial networks, intrinsic security, privacy, semantic 

routing, time determinism  

1. INTRODUCTION

Future advances in networking technologies will be driven 
by future applications.  

Digital transformation is affecting most industries, for 
instance, enabling industrial manufacturing through novel 
means for virtual and augmented reality or transforming 
education through full-view holographic multimedia. And 
the communication requirements of such digitalization are 
seen to accelerate the already changing focus from human-
oriented communications to machine-oriented 
communications. 

A large spectrum of applications is expected to be deployed 
in future industrial networks [1]:   

 Machine-to-machine communications for industrial and
robotic automation are at the heart of the next industrial
revolution commonly referred to as "Industry 4.0" [2] [3]
[4].

 Holograms, haptics, and other sensory data will provide
immersive and "real" user experience, enhancing the
experience when media is consumed and facilitating
interactions of users.

 Failsafe network services enabling mission-critical
applications such as self-driving vehicles and drones, all
communicating with one another and their environment,
will allow the infrastructure to rapidly adapt and react to
unexpected events.

 Diverse applications, in their deployment environments,
will be able to leverage different types of network
communications, not only land communications, but also
air, space and sea communications. As examples, remote
mining applications and emergency/disaster recovery
applications, supported by integrated space-air-land
networks, will operate in difficult environmental contexts 
such as deserts, mountains, polluted areas and disaster
areas.

 New applications consuming networking services will
flourish, many of them driven by Artificial Intelligence
(AI) and depending on myriads of data feeds; they might
also involve novel mixes of humans, machines, and IT
systems communicating with one another.

 Accountability, in the form of evidence that actions were
taken in delivering a service in conformance with the
agreement, will be key as often stringent service
requirements directly impact operational and
maintenance costs.

 While many future applications will be characterized by
their need for high precision networking services, other
classes of applications will be distortion tolerant, with an
expectation for varying degrees of distortion tolerance.

Further research and standardization efforts on networking 
technologies are required, driven by the vision of utilizing 
networking technologies in the many facets of future 
industries and society enabled by digital transformation. The 
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goal of these efforts, addressing different aspects of 
networking including requirements, architecture and 
protocols, is to enrich the network with new capabilities, 
such as, but not limited to, large-scale time-deterministic 
transmission, flexible addressing and routing, and increased 
security and privacy, which can address the challenges of 
emerging and future industrial applications.  

Section 2 of this paper introduces some emerging industrial 
applications expected to be largely deployed in future 
industrial networks (in the context of a wide spectrum of 
relevant application scenarios, the selected ones are aimed   
to highlight key network requirements), and it identifies 
critical network challenges for their support.  Section 3 
describes some fundamental advances in terms of 
networking technologies which are expected to address those 
challenges, specifically time determinism, flexible 
addressing and routing, and intrinsic security and privacy. 
Section 4 summarizes the corresponding needs in terms of 
network research and standardization efforts. Section 5 
concludes stressing the need to progress as soon as possible 
research and standardization in order to address the network 
challenges raised by emerging and future industrial 
applications. 

2.  APPLICATION SCENARIOS AND 
NETWORK CHALLENGES  

2.1 Emerging industrial applications  

2.1.1 IoT-enabled industrial and robotic applications  

The industrial and robotic applications enabled by Internet 
of things technologies have different performance and 
reliability requirements than traditional information 
technology applications.  Connecting back offices to factory 
floors, performing integration from device level till business 
level, supporting autonomous operation and control of 
industrial processes, the networks for IoT-enabled industrial 
and robotic applications require real-time, secure and 
reliable factory-wide connectivity, as well as inter-factory 
connectivity on a large scale in the future.   

Low end-to-end latency (from sub-ms to 10 ms) and small 
jitter (at 1µs level) are necessary to meet closed loop control 
requirements of factory automation and machine control, as 
well as very precise synchronization and spacing of 
telemetry streams and control data (deterministic latency), 
which facilitate, for example, precise operation of robotic 
effectors along multiple degrees-of-freedom.  

Additionally, as any break or suspension in the production 
line of some industrial and robotic applications can be 
extremely costly, very high service availability [5] and 
security are required.  

Finally, the ongoing cloudification in this domain, implying 
virtualization and migration to edge and cloud of network 
functions, stresses even more the network requirements, in 

terms of latency, jitter, security and reliability in large-scale 
networks. 

Key network requirements include:  

 Low latency (from sub-ms to 10 ms [6], [5]) 

 Time synchronization (deterministic latency) 

 Small and bounded jitter (sub-µs level)  

 High security and reliability [5] 

 Large-scale deterministic networking support  

2.1.2 Smart grid applications  

Traditional power grids are gradually evolving towards a 
universal IP bearer network, with only one IP network 
carrying both production and office services in future smart 
grids.  

Differential protection is an important mechanism to protect 
transmission lines. Differential protection schemes assume a 
very low telecommunication delay between both relays, 
often as low as 5 ms. 

 

Figure 1 – Differential protection 

Additionally, teleprotection channels, which are differential, 
must be synchronous, which means that any delays on the 
transmitting and receiving paths must match each other. 
Current standards [7] define a maximum jitter lower than 250 
µs, otherwise the protective relays may trigger a tripping 
unexpectedly. 

Key network requirements include:  

 Low latency (5 ms) 

 Small and bounded jitter (250 µs)  

2.1.3 Haptic communication-enabled applications   

Tactile networking applications are concerned by two types 
of haptic feedback, one referring to things that can be felt 
when touching a surface (e.g., such as pressure, texture, 
vibration, temperature), and the other one referring to forces 
(e.g., gravity, pull) that act on muscles, joints, and tendons in 
an "actuator" such as an arm. Haptic communications, 
providing a medium to transport the sense of touch (tactile) 
and actuation (kinesthetic) in real time, can accentuate true 
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immersive steering and control in remote environments 
along with novel immersive audio/video feeds.  

Haptic communications are expected to form the backbone 
of Industry 4.0 [4], along with other application domains 
where stringent ultra-low latency is coupled with novel 
immersive audiovisual feeds, such as telehealth, online 
immersive gaming and remote collaboration.  

Figure 2 – Remote surgery 

Extremely low latency [8] (on the order of 5 ms or even less 
for a round-trip time under 10 ms and even as low as 1 ms in 
some cases [9], time budgets are slightly longer for 
audiovisual feedback), zero packet loss (mission critical 
applications cannot tolerate packet retransmission due to 
latency concerns), guaranteed high bandwidth (for visual 
feed support) and strict synchronization (multiple data feeds 
from hybrid sensory inputs and possibly arising from 
different locations have to be rendered and acted on in unison 
[10]) are required. 

As far as latency, quantified exact latency requirements must 
actually be met as, otherwise, not only the quality of 
experience for users deteriorates, but the applications may 
become unusable.  
It is worthwhile to note that, due to the physical limitation of 
the light speed, requirements on networking infrastructure 
may be also imposed for efficient handling of the additional 
application functions, compute, and content close to the 
network edge.   

Key network requirements include: 

 High bandwidth (especially important in case of remote
monitoring)

 Ultra-low and deterministic latency (from 5 ms to sub-ms 
level for instantaneous haptic feedback in tactile cases
[11], [12])

 Synchronization (significantly shorter than delay) [12]

 High security and reliability, privacy (for critical
applications, e.g., those involving human lives and high-
value machinery)

 Prioritization (based on streams’ immediate relevance
and criticality)

2.1.4 Integrated satellite-terrestrial network-enabled 
applications  

It is expected that, in the future, applications will benefit of 
seamlessly integrated space and terrestrial networks, 
leveraging interconnected Low Earth Orbit (LEO) satellites 
and other non-terrestrial networking nodes and platforms. 
Advantages of such network integration include ubiquitous 
network access at a global scale, enriched network paths for 
better data delivery performance, ubiquitous edge caching 
and computing services. And future mobile devices will be 
able to directly communicate with the locally accessible 
LEO satellite over the head, but without necessarily relying 
on traditional ground station infrastructures.  

Consider the IP addressing issue on extremely numerous 
LEO satellites with their constellations, interworking 
challenges with the terrestrial networks arise given the 
dynamic interconnection of space IP addresses to different 
terrestrial domains with different IP prefixes. The direct 
connectivity of mobile devices with local satellites will also 
require a cost-efficient addressing scheme avoiding address 
translation operations.  

Additionally, the routing, within the satellite networks as 
well as between them and the terrestrial networks, is 
impacted by the novel IP addressing framework. An 
integrated routing scheme supporting these emerging 
applications is highly recommended.  

Figure 3 – Integrated satellite-terrestrial network 

Key network requirements include: 
 Flexible addressing [13]

 Integrated routing framework

 Holistic path control policies

 Coordinated management and admission control
mechanisms

 Novel requirements at the satellite side (bandwidth
capacity, admission control, edge computing and storage) 
[14]

2.2 Associated critical network challenges 

Emerging industrial applications will not only require 
abundant bandwidth and ubiquitous connectivity, networks 
will also need to provide new capabilities that are not 
supported today. Often large-data transmission is no longer 
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the first target and the assumption that "large bandwidth is 
equal to high quality" is no longer universally applicable. 

Current internetworking infrastructure provides network 
services that are fundamentally built on the basis of "best 
effort". While differentiated services allow for the 
prioritization of traffic and the reservation of resources, and 
while the transport-layer protocol can add reliability via 
retransmission schemes, all of these mechanisms are 
associated with significant trade-offs and limitations. In 
order to support new applications, it is needed to move 
beyond best effort and support a new concept of "high 
precision": high precision in terms of quantifiable latency 
guarantees on a large-scale basis, in terms of synchronization 
of packet flows across multiple communication channels and 
communicating parties, in terms of behavior in light of 
congestion and resource contention.  

Three of the application scenarios described in Section 2 
illustrate that precise timing and latency of packet delivery, 
coupled with the ability to provide precise control of that 
latency, is a critical challenge of future industrial 
applications. Technologies for support of time determinism 
on a large scale (as described in Section 3) are essential to 
enable networking services quantifying precise latency 
objectives given various constraints (such as required 
throughput and acceptable loss). 

The integrated satellite-terrestrial network-enabled 
application scenario, exemplifying the diversity of 
applications and their deployment environments, highlights 
the critical challenge of integrated and flexible addressing 
and routing mechanisms. Technologies for flexible 
addressing and routing (as described in Section 3) are 
essential to leverage in a uniform and seamless way different 
types of network communications, as well as to meet user 
and application requirements via appropriate (semantics-
based, constraint-based) customization of packet routing. 

Two of the application scenarios described in Section 2 
illustrate that, in case of critical applications such as those 
involving human lives and high-value machinery, high 
security, privacy and reliability are critical. Technologies for 
intrinsic security and privacy (as described in Section 3) are 
essential to address inherent security, privacy and 
trustworthiness vulnerabilities of current IP-based networks.  

3. FUNDAMENTAL NETWORKING 
TECHNOLOGY ADVANCES  

This section illustrates three networking technology areas 
whose advances are fundamental to address the critical 
network challenges identified in Section 2.  

3.1 Time determinism  

Section 2 has described various future industrial network 
applications requiring the support of communication 
services that adhere to stringent quantifiable latency 
objectives. These communication services are also referred 

to as "in-time" and "on-time" services, with respect to the 
latency objectives that are imposed on the packets that 
deliver those services. It is necessary not only to engineer 
and optimize the network for "low" latency: the “actual 
latency” needs to be measured and the latency objectives (the 
“required latency”) provided as a specific parameter for the 
service [1].  
As far as the in-time services, they are services that ensure 
delivery of packets with a required latency that is not to be 
exceeded (delivery at any time before or until the latency 
deadline). On the other hand, the on-time services are 
services that ensure the arrival of data within a specific time 
window. They impose both a maximum latency that is not to 
be exceeded and a minimum latency (for on-time services, 
there are additional challenges with respect to in-time 
services as the network needs to be able to buffer packet or 
defer their delivery when needed).  
As far as the end-to-end latency, it is the aggregate of 
multiple component latencies, including latency due to 
packet physical propagation and processing for queuing, 
packet serialization, and packet processing.  

 

Figure 4 – In-time vs on-time services 

Time-deterministic capabilities need to be applied both 
within and beyond single islands of communication, catering 
to the increased rigorous QoS of emerging applications. 
Large-scale layer-3 networks should support the coexistence 
of deterministic services and best-effort services.  

There is a need to enable time-deterministic capabilities at 
Layer 3 (Network layer) for large-scale support, extending 
the radio capabilities back through the IP-based backhaul 
network and then across the IP-based core network/Internet.  

It is necessary to devise suitable data plane extensions with 
accompanying control plane solutions (providing centralized, 
distributed and hybrid control signaling). Frequency 
synchronization may be utilized to remove the need for tight 
time synchronization between routers. 

3.2 Flexible addressing and routing  

The increasingly varied expectations of the services and 
service level objectives that can be required from networks 
places pressure on service providers to be aware of the type 
of services being delivered, and to have access to sufficient 
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information about how individual packets should be treated 
to meet user and application requirements. 

Semantic addressing caters to an increasing number of 
services that utilize the data plane of the network, with the 
goal to bring the routing to key services “closer” to the basic 
data plane operations. The driver behind supporting such 
varying semantics is that digital communication networks 
are not limited to those operating based on locator-based 
addressing and routing solutions of the Internet, but instead 
use sector-specific packet forwarding solutions that may use 
service or content identifiers, sensor/host identifiers, path 
identifiers or others, towards the Internet integration of those 
vertical networks that are currently not integrated.  

Different techniques have been proposed to modify the 
default IP forwarding behaviors (such as least-cost path) and 
extend the semantics of IP addresses by assigning additional 
meanings to some parts of the address, or by partitioning the 
address into a set of   subfields that give scoped addressing 
instructions [15]. The alternative semantics could be applied 
to a network overlay [16], or directly embedded into the 
address field, which is the case in some limited domains [17] 
such as LoRaWAN deployments [18] (with their own 
challenges in terms of ensuring the perimeter of the domains, 
and connecting domains across the Internet).    

New semantics can be deployed for new capabilities, better 
QoS, higher flexibility, and efficiency. As an example of 
efficiency, embedding service information into the 
addressing scheme used for packet delivery [19] can allow 
fast redirection to the “optimal” endpoint without requiring 
Domain Name System (DNS)-level operations as is the case 
today. New semantics also enable incremental deployment 
of new technologies on limited domains, for innovative 
solutions that may or may not penetrate the whole Internet at 
a later stage. 

Although not explicitly related to the application scenarios 
described in Section 2, flexible length addressing caters to an 
increasing number of specialized network deployments: 
driven by the long-standing recognition of IP header 
overhead, it is about moving to a variable length address 
approach [20] that can be efficiently supported alongside the 
global reachability, while ensuring the future extensibility of 
the hierarchical addressing used by the routing 
system. Solutions with a flexible length addressing can allow 
for localized forwarding based on short purpose-oriented 
addresses (with significant savings - e.g., for IoT networks), 
while enabling interconnection through a hierarchy of 
addressing that also supports the semantic addressing across 
domains. 

By allowing extensible scopes for an address, new 
functionality can be introduced into the network layer 
without the need for lengthy standardization of each 
extension.  

Semantic routing (i.e., the process of routing packets that 
contain IP addresses with additional semantics [15]) and 

constraint-based routing can utilize the flexible addressing in 
providing scoped semantic actions on flexible addresses, 
those actions enriched by constraints that may be defined by 
service and network providers alike. Semantic routing 
capabilities can enable the provisioning of services without 
explicit mapping services albeit possibly existing alongside 
current name resolution systems, such as the DNS. Latency 
reductions of such routing solutions are expected, e.g., by not 
relying on said explicit mapping services, as well as being 
able to accommodate routing changes due to fast changing 
availability of compute and storage resources throughout the 
network. 

3.3 Intrinsic security and privacy   

Additional security mechanisms are needed beyond those 
that are provided by traditional transport mode IP security.  

Intrinsic security and privacy capabilities address inherent 
security, privacy and trustworthiness vulnerabilities of 
current IP-based networks, including source address 
spoofing, privacy leak, trust model weakness, and 
Distributed Denial of Service (DDoS) attacks, which were 
not considered as one of the original “seven design 
principles” [21]. Capabilities have to maximally protect user 
privacy, consolidate distributed trust basis, and build secure 
and trustable networks, in order to meet the privacy 
protection requirements represented by GDPR [22] and the 
security and trustworthiness requirements of industry-wide 
interconnection. The STRIDE security model [23] can offer 
an approach from an architectural point of view [19].  

A key security aspect from the network point of view 
concerns the need to verify if a packet is authorized to enter 
into the network and if it is sufficiently integrity protected. 
Mechanisms for authorization and integrity protection must 
be developed to meet the line rate performance as services 
delivered can be time sensitive. Homomorphic forms of 
encryption may need to be devised in which network 
operations can be performed in privacy-preserving manner 
on encrypted packet headers and tunneled packets without 
exposing any of their contents [1].  

A security mechanism to verify, authorize, and ensure packet 
integrity may also be used with respect to network 
trustworthiness, including verification of the trustworthiness 
of the network nodes handling the packets as well as 
verification of the trustworthiness of the packets themselves. 

Privacy protection enabling mechanisms include 
anonymization, opaque user data, secure storage and flow 
anonymization. Appropriate mechanisms have to address 
relevant issues of current networks: most of the information 
in today’s packet headers is in the clear and therefore 
observable by eavesdroppers; the packets stored in routers’ 
buffers are not secured; today it is possible with Deep Packet 
Inspection (DPI) telemetry to determine the type of traffic; 
users are not able to reconstruct what happened to their 
packets and data. 
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It is essential to prevent the common tracking at application 
level due to the locator-based addressing being used at the 
routing layer, addressing the needed locator and identity split 
as well as the denial-of-service potential that the reliance on 
locator-based addressing brings. 

The decoupling of the locator addressing from the user 
identification at routing level (and usage of ephemeral 
routing identifiers) can make long term tracking of users 
impossible. Denial-of-service prevention can be also enabled 
through removal of the coupling of user identity to the 
ephemeral locator based on signaling [1]. 

Additional mechanisms need to be specified to sufficiently 
ensure the privacy and confidentiality of the network layer 
information with respect to end-to-end services that need to 
be delivered across the administrative boundary of the 
originating host.  

4. THE NEED OF FURTHER NETWORK 
RESEARCH AND STANDARDIZATION IN 

SUPPORT TO FUTURE INDUSTRIAL 
APPLICATIONS  

Further research studies and standardization efforts are 
required in terms of network technologies to enhance the 
network with new capabilities addressing the network 
requirements of emerging and future industrial applications.  

With respect to the three networking technology areas 
identified in Section 3, this section provides an overview of 
the relevant research studies and/or standards development 
efforts up to present time, highlighting their limitations 
towards the identified requirements.  

As far as the network support of time-deterministic 
capabilities on a large scale, it is presently not addressed by 
the main concerned standardization activities:   

 The IEEE Ethernet standard has been enriched with the 
Time-Sensitive Networking (TSN) [24] [25] set of 
updates aiming to empower standard Ethernet with time 
synchronization and deterministic communication 
capabilities. From the viewpoint of latency control, TSN 
can be considered as an Ethernet layer 2 variation of the 
IntServ service [26] supporting the enhancements of 
802.1QCH (cyclic queuing) for deterministic shaping 
without per-flow state on transit nodes, and 802.1CB 
(frame replication and elimination for reliability) for pro-
active path protection.  

TSN aims to provide a deterministic service inside a 
LAN over a short distance, and is thus not routing-
capable. TSN does not aim to provide on-time guaranteed 
service over large-scale networks and over longer 
distances. Like IntServ, TSN is geared towards Constant 
Bit Rate (CBR) traffic, while future applications may 
have highly Variable Bit Rates (VBR).  

 The deterministic networking architecture (DetNet) [27] 
proposed by the IETF DetNet Working Group aims to 

ensure a bounded latency and low data loss rates within 
a single network domain.  

Making use of three distinct techniques, the DetNet 
architecture aims to provide per-flow service guarantees 
in terms of maximum end-to-end latency (called bounded 
delay in DetNet) and bounded jitter, packet loss ratio, and 
an upper bound on out-of-order packet delivery. Some 
options considered in DetNet may in the future also be 
able to provide bounded delay-variation between packets 
of flows.  
Scalability remains a challenge as DetNet does not 
change the existing data plane, and is actually limited by 
it, specifically constraining the study to autonomous 
system-internal mechanisms. Data plane scalability 
issues concern the need to keep track of per-flow state 
and to implement advanced traffic shaping and packet 
scheduling schemes at every hop. 
Like IntServ, DetNet targets CBR reservations.  

Further research is needed, but not limited to enabling the 
development of technologies that can be both effective in 
ensuring deterministic latency for all types of traffic (not just 
at constant bit rates) and scalable to support a large number 
of simultaneous flows. 

As far as the network support of flexible addressing and 
routing, there is evidence that further research studies and 
standardization efforts are needed too:    

While it is recognized that semantic addressing may help to 
facilitate addressing and routing within networks, scalability 
challenges arise from providing the definition of those 
semantics, and the interconnection among such networks and 
the Internet. Several techniques have been proposed to 
improve the default IP forwarding behaviors in order to 
better meet the application requirements [28], however those 
solutions have been developed in a fragmented way, with 
interoperability issues between limited domains or between 
individual routers, and the possibility of increased fragility 
or even security and privacy leakage. As far as the 
Information-Centric Networking (ICN) technology area, it is 
now reaching maturity, but limited semantic-based 
networking support is enabled (Content Routing and Name 
Data Networking based reachability), and the technical 
discussion into the deployment and operation of ICNs still 
continues in IETF.  
 A more holistic approach is needed for architectural 

patterns and common building blocks based on semantic 
routing [29].  

 As illustrated in Section 3, flexible length addressing can 
also bring value in a number of application scenarios. 
While being currently implemented in an increasing 
number of limited domain deployments, it has not yet 
found its way in   standardization. 

 Changes to the IP address semantics and support of 
flexible length addressing imply challenges to the routing 
system [28]. Routing advances should devise an 
integrated, flexible, hierarchical addressing scheme for 
the routing layer, enabling backwards compatibility with 
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IPv6 but also allowing for intra-domain short length 
addresses and the integration of vertical-specific name 
resolution/mapping systems, such as semantic 
addressing. Routing evolution may require clean-slate 
solutions, hybrid solutions, extensions to existing routing 
protocols, or potentially no changes [28]. Additional 
critical requirements for future   addressing and routing 
solutions are security and privacy, as well as routing 
protocols customization to the needs of the applications 
[29].  

 Further studies, among others, should explore new
routing technologies and protocols inside limited
domains for delivery of  new capabilities and better QoS,
enabling application-level innovation and precluding
pollution between domains. On the other hand, it is
recognized that any new addressing and routing system
will need to coexist with legacy gear, then requiring a
robust standardization effort [29].

As far as the network support of intrinsic security and 
privacy capabilities addressing the vulnerabilities of current 
IP-based networks as described in Section 3, outstanding 
issues have been addressed by various initiatives, although 
not complemented yet by relevant standardization efforts.  

The Secure Access Secure Edge (SASE), proposed by 
Gartner at the end of 2019, combines security functions with 
Software Defined Wide Area Network (SD-WAN) 
capabilities to support the dynamic secure access needs of 
organizations and enterprises [30]. Those security and 
network functions are offered as services implemented in 
software making them flexible and easy to be deployed and 
operated. However, the software implementation might also 
lead to relative low performance, not suitable for some 
applications with strict QoS requirements. Enabling the IP-
based networks with some security functions like device 
authentication, access control, DDoS attack protection, etc. 
could complement the software implementation of the SASE. 
The emerging in-network computing technologies providing 
additional computation power in order to satisfy diverse 
application and network requirements, could be used to 
realize those security and network functions without 
sacrificing the forwarding performance.  

As far as privacy protection, in current IP-based networks the 
payload is typically protected at application level by using 
various encryption mechanisms like HTTPS, but the IP 
overhead, which may contain valuable personal information, 
is still exposed for packet routing purpose. Several 
companies and organizations have begun to explore this 
issue and some initial solutions have been provided.  

For instance, Gnatcatcher proposed by Google provides a 
near-path NAT to effectively hide the source IP addresses of 
the end users, while iCloud Private Relay from Apple uses a 
chain of two proxies in order to ensure that source and 
destination are not linkable. Gnatcatcher and iCloud Private 
Relay are taking a similar approach for hiding end users’ 
personal data, consisting in deploying proxies close to end 

users. The Onion Router (TOR) goes one step further: 
besides using proxies to anonymize the source and 
destination IP addresses, it recruits randomly more relay 
nodes along the way in order to protect the transmission path, 
but this brings in return delay to the whole communication. 
The TOR approach, although affordable for applications 
such as Internet surfing, email checking and video watching, 
doesn’t work for applications demanding highly interactive 
communications. Making the communications in the IP-
based networks anonymous could be a possible solution.  

While some initial efforts on supporting intrinsic security 
and privacy in IP-based networks have been observed, the 
related standardization is still in its infancy. The need for 
further research studies and standardization efforts is 
recognized, including mechanisms for: 
 countering source address spoofing, privacy leak, trust

model weakness, and Distributed Denial of Service
(DdoS) attacks;

 maximizing user privacy protection, consolidating
distributed trust basis, and building secure and trustable
networks;

 verifying, authorizing and integrity protecting the
packets entering the network;

 verifying the trustworthiness of network nodes and
packets themselves;

 protecting privacy, including anonymization, opaque
user data, secure storage and flow anonymization;

 preventing common tracking at application level;
 ensuring privacy and confidentiality of the network layer

information with respect to cross-domain end-to-end
services.

5. CONCLUSION

The network challenges raised by emerging and future 
industrial applications need to be addressed by relevant 
network technology advances. 

Building on the illustration of a few, but significant, 
industrial application scenarios and the related requirements 
on the underlying network infrastructure, three networking 
technology areas have been presented whose advances are 
fundamental to addressing the identified network challenges. 

An overview of relevant research studies and/or standards 
development efforts up to present time has then highlighted 
their limitations towards the identified network requirements. 

It is necessary to progress as soon as possible further research 
studies and standardization efforts to enable new network 
capabilities which can address the requirements of emerging 
and future industrial applications. As usual, standardization 
is expected to be critical in order to ensure stability, scalability 
and interoperability of potential solutions. 

As far as standardization is concerned, the authors believe 
that ITU-T has a key role to play in the context of concerted 
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and comprehensive international standardization efforts for 
the development of networks in support to emerging and 
future industrial applications.  
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ABSTRACT

With the advancement of the information age, the risk of
information security keeps increasing. Randomness is the
core of network and information system security, and it is
the basic support of the entire network trust system. In
this paper, we introduce the concept of Device-Independent
Quantum Random Number Generator (DIQRNG), which
provides randomness with the highest security level. To better
integrate with Information and Communications Technology
(ICT) systems, we propose the principle and architectural
framework of a randomness beacon based on DIQRNG. It is a
public service that can be applied in multiple scenarios, such
as contract signing and confidential disclosure. Its related
application cases are also currently being studied in the ITU
QIT4N focus group.

Keywords - Device-independent, randomness, security,
trust.

1. INTRODUCTION

Random numbers are the cornerstone of modern
cryptography-based information security systems. In modern
cyberspace, where encryption algorithms and access policies
are public information, encryption devices may need to be
trusted. The security of the entire system depends heavily on
the efficiency and quality of Random Number Generation
(RNG). Randomness is critical to many aspects of life,
ranging from lotteries to digital cryptography. All these
applications rely on the unpredictability of random numbers.
However, this property cannot be guaranteed in the course
of classical mechanics. For example, in computer science,
random numbers are generated by a certain algorithm and
a string of random number seeds [1]. They only appear
to conform to a uniform distribution, when in fact they are
highly autocorrelated and predictable. Such pseudo-random
numbers can cause security risks in the above-mentioned
applications. Although classical random numbers are difficult
to predict, they essentially follow the laws of classical physics
and are deterministic processes. As long as you know the
initial state of the system, coupled with powerful computing
power, the result of a classical random number generator is
theoretically computable, which means it is not unpredictable.
In quantum mechanics, the measurement process can break
the coherence of the quantum state on a certain measurement
basis vector, thus producing a randomness equivalent to

quantum coherence. In turn, quantum coherence can be
quantified by inherent randomness [2]. Quantum randomness
based on this intrinsic property of quantum physics is
considered as a truly unpredictable random resource, unlike
classical random numbers.
There are many kinds of Quantum Random Number
Generators (QRNGs) based on different mechanisms and
implementation methods. In general, a good quantum random
number generator should have a low cost and achieve a
high random number generation rate. However, only the
device of the random number generator can be trusted, the
output random number sequence can only have randomness of
"information theory security". If the device is manipulated
by an eavesdropper, the output may not be truly random.
For example, when a quantum random number generator
is supplied by a malicious manufacturer, copies a long
random string to a large hard disk, and outputs the numbers
sequentially from the hard disk, the manufacturer can always
predict the output of the device. In practice, it is not easy to
prove whether the quantum process is working as one would
expect. Noise or faults may easily interrupt the process,
causing the actual internal working state to deviate from the
ideal situation. Therefore, it is difficult to assess whether
sufficient entropy is being generated.
The quantum theory provides us with a reasonable solution
to obtain certified randomness without making any a priori
assumptions about the internal workings of the device, which
is the implementation of the "loophole-free" Bell test [3, 4].
For this reason, random number generators based on this
technique are called device-independent quantum random
number generators. Even if the physical device is controlled
by others, we can still generate real and unpredictable
random numbers. Due to the violation of the loophole-free
Bell’s inequality, we can estimate a lower bound on the
true randomness, even if the output of this random number
generator is mixed with classic noise. This kind of highly
secure random source can be regarded as an important
resource in modern cyberspace security
This paper is organized as follows. Section 2 introduces
the related work. Section 3 introduces the concept
of device-independent quantum random number generator,
including the technical principle and the protocol. Section
4 presents randomness beacon, which is an application of
DIQRNG. It also describes in detail its working architecture
and two different use cases. Section 5 concludes this paper
and discusses the future standardization on DIQRNG.
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2. RELATED WORK

A quantum random number generator generates a sequence of
random numbers using the inherent randomness in quantum
mechanics. Therefore, the generated quantum random
numbers are intrinsically random and can be called true
random numbers. A quantum process to generate quantum
noise can be decomposed in two steps: the quantum state
preparation and the quantum state measurement. Therefore,
the generic functional architecture of a quantum entropy
source is defined in Recommendation ITU-T X.1702 [5]. It
also introduces a common method to estimate and validate
the entropy of a noise source under evaluation, and a common
method to specify randomness extractors when they are part
of the implemented system.
However, the quantum random number generator faces
many practical issues in the applications, such as device
imperfections, component deviation, classic noise, side
channels, adversary attacks, etc. Without the assumption
about the inner workings of the devices, the outputs may not
be genuinely random and unpredictable. Typical QRNGs
require a detailed characterization of their operation to
ensure the quality of their output, and thus could be called
device-dependent QRNGs. Ensuring the conditions are met
places a significant burden on the user. So far, various
QRNG schemes have been proposed and demonstrated, and
a variety of commercial products have been on shell. The
randomness from a device-dependent QRNG relies on the
accurate characterization of its devices. However, device
imperfections and inaccuracy may lead to wrong entropy
estimation and bias in practice, which highly affects the
genuine randomness generation and may even induce the
disappearance of quantum randomness in extreme cases.
In order to effectively solve the problems of device
imperfections and inaccuracy, different QRNG protocols
have been proposed recently to obtain certified genuine
randomness even when devices are untrusted and
uncharacterized, e.g., DIQRNG and semi-DIQRNG.
The DIQRNG protocol produces certified randomness
based on the violation of Bell’s inequality without
trusting the quantum devices. However, the DIQRNG
requires efficiency-loophole-free Bell tests, which makes
the experimental implementation rather challenging and
inefficient. In practice, there is a trade-off between
system security and performance. By adding a few
reasonable assumptions to the devices, the DIQRNG becomes
much more practical, which is called semi-DIQRNG.
The device of QRNG is mainly divided into two
parts: source and measurement. Therefore, there
are two typical semi-DIQRNGs: Source-independent
Quantum Random Number Generator (SI QRNG)
and Measurement-Device-Independent Quantum Random
Number Generator (MDI QRNG), depending on which part
is untrusted. To date, the fastest semi-DIQRNG has been
proposed is the SI QRNG at 17 Gbps [6], and the rate
can satisfy the requirements of most applications. This
suggests that semi-DIQRNG has the potential for large-scale
applications.

DIQRNG requires a more complex and larger system
to implement loophole-free Bell tests, thereby providing
higher security. The DIQRNG has been implemented in
the laboratory for any quantum or classical physics-based
strategy, random numbers are unpredictable [7, 8, 9].
However Bell’s inequality itself requires randomness input,
a random seed is necessary in such a random number
generator. Therefore, such a process should be more of a
random expansion process. Randomness expansion generates
a longer sequence of random numbers from a short random
number, which is feasible in quantum mechanics, but is not
allowed in classical mechanics due to the deterministic nature
of classical algorithms [3, 10, 11]. With the development
of cutting-edge single-photon detection techniques, and
theoretical protocols [12, 13, 14, 15, 16, 17], loophole-free
Bell test experiments based on entangled photons have
the opportunity to implement the randomness expansion
[18, 19, 20].

3. DEVICE-INDEPENDENT QUANTUM RANDOM
NUMBER GENERATOR

The DIQRNG is based on a loophole-free Bell test
experiment. A typical Bell test involves multiple separated
measurement devices. Each of them has more than one
measurement setup and they are selected randomly. If some
correlation of the measurements is broken, which is called a
violation of Bell’s inequality, quantum entanglement between
these devices can be demonstrated, and the measurements can
be used to generate theoretically secure informational random
numbers.
In proving that Bell’s inequality is violated, three loopholes
need to be closed: the locality loophole, the detection
loophole, and the freedom-of-choice loophole. Physicists
can interpret the experimental results according to classical
physics with these loopholes open, so it is impossible to
prove that the generated randomness comes from quantum
effects. To close the locality loopholes, we need the
measurements of different devices to satisfy the non-signaling
conditions. The measurement devices should not have the
opportunity to communicate with each other. One way is
to precisely control the measurement process and time to
ensure that the spatial-like relations between measurement
events are satisfied, thus ensuring that the measurement
events are independent of each other. The other way is
to block the communication between measurement devices
by electromagnetic shielding. Obviously, the former is
more thorough in closing the loophole, while the latter is
easier to implement. Closing the detection loophole requires
analysis of all measurement results without any post-selection
processing. As shown in [21], the detection efficiency must
exceed the threshold to ensure a violation. The free choice
of the vulnerability requires that the measurement setup
options are chosen individually and randomly. This loophole
cannot be closed perfectly, and most people use a space-like
independent quantum random number generator to close it.
The recent progress of loophole-free tests of Bell inequality
provides a way to implement DIQRNG, the implementation
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Figure 1 – The schematic demonstration of the DIQRNG.

of the loophole-free Bell inequality test has very high
requirements for the measurement of entangled sources and
quantum states. Although entangled atomic systems are
expected to violate Bell’s inequality significantly [22, 23],
the current event rate of these systems during experiments
is very low and it is almost impossible to obtain sufficient
experimental statistics in a reasonable time frame. Another
technological route is the entangled photon-based system
[7, 8, 9, 26, 27, 28, 29] with a high event rate, which makes
it possible to implement DIQRNG.

3.1 DIQRNG setup

Figure 1 shows the schematic diagram of DIQRNG. This
system should include three parts: entanglement source,
quantum measurement, and quantum random extraction. The
entanglement source distributes the prepared entangled pairs
to two measurement stations. The measurement stations
need to randomly select a measurement basis vector to
measure the received photons. The two measurement
events need to satisfy a space-like relationship to ensure
that the two events are independent of each other. The
measurement results are used as raw data and the final
random bits are extracted by an anti-quantum extractor. Using
a high-performance entanglement source and an efficient
random entropy evaluation theory, the randomness of the
output can be greater than the random seed, thus enabling
randomness expansion. Only the randomness expansion can
make the value of DIQRNG practical.

3.2 DIQRNG protocol

Currently, there are two protocols: Entropy Accumulation
Theory (EAT) [24] and Quantum Probability Estimation
(QPE) [25], which can effectively implement DIQRNG and
also resist quantum side channel attacks. Taking QPE as
an example, the process of DIQRNG is shown in Table 1.
The process can be divided into three main steps. The first
step is to determine the parameters, especially the Quantum
Estimation Factor (QEF) which plays an important role in
randomness evaluation. It can be used to calculate the
iterator for estimating the generated randomness in real
time during the randomness generation process. If the
iterator exceeds a threshold, randomness evaluation can be
achieved. The second step is to generate the randomness.

Table 1 – Procedure for device-independent quantum
randomness source

Step 1. Setting parameter.
1) Assign the least target amount of entropy 𝑘𝑒𝑥𝑝 (bits) to be
generated;
2) Assign the security parameters;
3) Under the QPE framework, determine a valid randomness
witness for later randomness evaluation.
Step 2. Randomness generation experiment.
1) Run the Bell test experiment;
2) Use the QPE method to evaluate the generated randomness
in a real-time manner;
3) If the randomness evaluation succeeds, goto Step 3.
Otherwise, abort the protocol.
Step 3. Randomness extraction.
Apply a quantum-proof strong extractor to the raw data of the
Bell test and obtain near-uniform random bits under the given
security parameter.

The raw data containing quantum randomness is obtained
using a loophole-free Bell test. The final step is randomness
extraction. With the security parameter of 𝜖𝑒𝑥𝑡 = 2−100,
quantum randomness can be extracted using a quantum-proof
extractor to obtain a uniform number of random bits, the exact
value of which is determined according to practical needs.
Otherwise, the protocol will be aborted.

3.3 The technological maturity of DIQRNG

The prototype of DIQRNG has been developed in
the laboratory. At present, the generation rate of
device-independent quantum random numbers can achieve to
more than 10000bits/s [18], and there is still much room for
improvement in the future. However, due to the high threshold
of the DIQRNG technology, the large size of the equipment
and the high cost, it is difficult to carry out large-scale
promotion. In terms of the technology, DIQRNG is ready
to serve the public. Combined with the Internet, beacon
services are provided as a public service to help strengthen
information security in cyberspace.

4. RANDOMNESS BEACON

Randomness beacon [30] is an important use case
that combines random number generation techniques and
networking. It can be understood as a platform that
periodically distributes a trusted source of random entropy
to most users. Randomness beacons need to satisfy three
requirements: unpredictability, autonomy, and consistency.
Unpredictability means that the value of a random bit cannot
be predicted before it is generated. Autonomy requires that
the source of randomness to be able to resist any external
attempts to change the random outcome. Finally, consistency
requires that a group of users can receive the same sequence
of random bits. DIQRNG can ensure the unpredictability
of the random sources and avoid malicious manipulation
of quantum devices from outside, so it is most suitable for
random beacon’s entropy source.
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Figure 2 – The schematic demonstration of a complete chain
of trust.

4.1 Architecture of randomness beacon

The output of a random beacon to the public is often referred
to as a pulse, and it consists of randomness with a timestamp.
In the last decade, much progress has been made in beacon
formats and methods for extracting randomness from entropy
sources [32, 33]. According to the NIST beacon format and
protocol, a random beacon outputs a pulse containing 512
random bits, timestamp, signature, and hash link every 60
seconds. It contains several components: the beacon pulse
engine, the DIQRNG source, the time server, the security
module, and the web server. The beacon pulse engine
generates the corresponding signed beacon pulses based on
the timestamp and random value. In order to achieve a
complete random distribution system, security must be also
implemented in randomness distribution. It needs to use
RSA and Post Quantum Cryptography (PQC) algorithm to
provide the signature in security module. Each pulse has a
timestamp and digital signature, and contains the hash value
of the previous random number block to prevent tampering
of the generated data.

As shown in Figure 2, the PQC signature algorithm and the
RSA signature algorithm can be used for dual authentication
during the beacon signaling from the server to the user. The
local DIQRNG source can provide the random numbers for
the public and private keys required for RSA and PQC. The
public key is open to all and the message is signed with
the private key. So that a complete chain of trust from the
entropy source to the user is achieved. This trust chain is
built on a number of foundations. The trustworthiness of
the entropy source comes from the correctness of quantum
mechanics, and the security of the beacon signal transmission
comes from the identity authentication based on PQC and
RSA. Even different randomness beacon servers owned by
different countries or institutions can build a randomness
beacon together. Users do not need to trust a particular
country or institution, we only need to trust that different
countries or institutions will not join together to deceive the
public.

4.2 Beacon usecase

4.2.1 Contract signing

Contract signing is an important use case for stochastic
beacon services [30]. Consider a commodity provider, Alice,
who wants to sell a commodity to Bob at a certain price. If
Bob accepts the quoted price, then Alice and Bob commit to
a contract and execute the transaction. A common situation is
that Alice and Bob cannot get together and wish to negotiate
over the Internet. If, in the absence of special protection,
they communicate directly with each other, a situation may
arise in which Alice signs a contract denoted by 𝐶 and sends
it to Bob, but Bob delays signing it. This leads to an unfair
situation where Bob can use this delay to find other providers.
Compared to Bob, Alice become a passive one.
To overcome this dilemma, a trusted third party can be
involved. A usual third party is an intermediary who plays
the role of a trusted notary, and this is done primarily by the
post office. Alice and Bob should first send the contract they
signed to the third party. Only when he gets the two copies,
he sends them to Alice and Bob, who then commit to the
contract. However, this approach is highly centralized. In
addition, since the transaction would be handed over directly
to an intermediary, its liability could be problematic, as errors
could occur.
In the field of block chain, the atomic swap protocol [31] is
also proposed to address such problems. The random beacon
service based on DIQRNG provides an alternative solution,
as shown in Figure 3. Alice and Bob should communicate
directly with each other and start communication at an initial
time 𝑡0. Alice and Bob should each choose a random
number 𝑖0𝐴 and 𝑖0𝐵. They should agree on a random number
𝑖0 = (𝑖0𝐴 + 𝑖0𝐵)𝑚𝑜𝑑𝑘 and send each other a signature of
𝑆𝐴(𝐶, 𝑖0, 𝑡0) and each sign with their own signature that can
be verified by the other party. After this, before the time
𝑡0 + Δ𝑡, s/he exchange signed contracts including 𝑖0. For an
honest party, he/she stops if the other party does not send
the required information in the corresponding period, or if
the random number they agree on during 𝑡0 + 𝑓Δ𝑡 starting
at 𝑡0 + 𝑓Δ𝑡 matches the random number generated by the
randomness beacon at 𝑡0 + 𝑓Δ𝑡. Alice is considered to be
committed to the contract at 𝑡0 + 𝑓Δ𝑡 time only if Bob can
provide the following three items:
1) Produce Alice’s signed contract.
2) Produce Alice’s signed message (𝑖, 𝑡0 + 𝑓Δ𝑡).
3) Produce the beacon-signed message (𝑖, 𝑡0 + 𝑓Δ𝑡).
The requirements for Bob to be committed to contract are
the same in the case that the names of "Alice" and "Bob" are
interchanged. In addition, the randomness beacon service
will always generate a signed random number at 𝑡0+ 𝑓Δ𝑡 ( 𝑓 =
0, 1, 2, · · · ) time. If the range of the random number is [0, 𝑘−
1], then the expected time for honest parties to commit to the
contract will be 𝑘Δ𝑡. On the other hand, if one party (Bob)
intends to cheat Alice, he will not send Alice the contract
he signed during [𝑡, 𝑡 + Δ𝑡]. The only scenario in which
he might succeed (he generates the information in the claim
presented above, which convinces the adjudicator that Alice
should commit to the contract) is that the random number
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Figure 3 – Schematic diagram of contract signing based on randomness beacon.

generated by the beacon coincides at 𝑡 + Δ𝑡 with the random
number 𝑖 at 𝑡 that they agreed upon. The probability of
this event occurring is 1/𝑘 . This is a smart contract signing
agreement that allows to avoid one of the parties to override
their commitment with a small probability of failure 1/𝑘 ,
depending on the range of random numbers generated by the
randomness beacon service.
With a proper design of the randomness beacon service and
potential improvements to the smart contract, the failure
probability can be reduced and the efficiency can be increased.
In addition, the service provider of a stochastic beacon
does not have access to any contract and does not receive
information about the transaction. She/he only broadcasts
one-way signed random numbers to the public. Thus, her/his
liability is limited and can support decentralized Internet
protocols.

4.2.2 Confidential disclosure

A randomness beacon protocol can solve the problem of
confidential disclosure in the absence of a trusted third party
[30]. Consider the case where Alice, the custodian of a
personal document database, agrees to disclose a confidential
content 𝐷𝐼𝑆 to Bob. We assume that Alice is responsible
for the authenticity of 𝐷𝐼𝑆, and Bob agrees to keep it
confidential. Let 𝐷𝐼𝑆 denote the actual string of secrets,
referred to by the number 𝐷𝐼𝑆. Alice must be sure that when

she discloses the secret to Bob, she will get his receipt 𝐷𝐼𝑆.
As shown in Figure 4, the randomness beacon service
repeatedly generates a random number 𝑖 𝑓 𝐵𝑁 , a series of
encryption keys (𝑝 𝑓 1, · · · , 𝑝 𝑓 𝑘) and a decoding key 𝑑 𝑓 =

𝑑 (𝑝 ( 𝑓−1)𝑖 𝑓 𝐵𝑁
with period𝐷𝑒𝑙𝑡𝑎𝑡, and broadcast the signature

message (𝑝 𝑓 1, · · · , 𝑝 𝑓 𝑘 , 𝑑, 𝑡0+ 𝑓Δ𝑡) at 𝑡0+ 𝑓Δ𝑡, where f is the
number of repetitions ( 𝑓 = 0, 1, 2, · · · ). Alice and Bob start
communication at the initial time 𝑡0. To execute the protocol,
Alice encodes 𝐷𝐼𝑆 with Bob’s public key B, plus her own
encryption key 𝐾 , producing the result 𝑀 = 𝐸𝐾 (𝐸𝐵 (𝐷𝐼𝑆)).
They agree on a random number 𝑖0, which Alice uses to
select the 𝑖0𝑡ℎ encryption key in (𝑝01, · · · , 𝑝0𝑘) issued by
the beacon at 𝑡0 time. Alice encrypts her decryption key
𝑑 (𝐾) with the key 𝑝0𝑖 , i.e., 𝐸𝑝0𝑖 (𝑑 (𝐾)). After Bob sends the
signed receipt 𝑆𝐵 (𝑑𝑖𝑠, 𝑖0, 𝑡0+/𝐷𝑒𝑙𝑡𝑎𝑡) to Alice (the signature
can be verified by the other party), she then sends the signed
message of the cryptodecoding key 𝑑 (𝐴) to Bob along with
𝑑𝑖𝑠, 𝑖0 and 𝑡0. They also repeat the procedure with a 𝐷𝑒𝑙𝑡𝑎𝑡
cycle. For the honest party, if the other party does not send
the required messages in the corresponding period, or if the
random number 𝑖 𝑓 and the key 𝑝 𝑓 𝑖 they use during 𝐷𝑒𝑙𝑡𝑎𝑡
starting at time 𝑡0 + 𝑓Δ𝑡, which matches the random number
𝑖 𝑓 𝐵𝑁 , the decoding key 𝑑 (𝑝 𝑓 𝑖) issued by the beacon at the
time 𝑡0+ 𝑓Δ𝑡. For the latter case, Bob can decode 𝐸𝑃 𝑓 𝑖

(𝑑 (𝐴))
to obtain 𝑑 (𝐴), and then decode 𝑀 by 𝑑 (𝐵) and 𝑑 (𝐴) to
obtain 𝐷𝐼𝑆.
Bob is considered committed to receive in 𝑡0+ 𝑓 /𝐷𝑒𝑙𝑡𝑎𝑡 time
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Figure 4 – Schematic diagram of Confidential Disclosure based on Randomness beacon.

only if Alice can provide the following three items:
1) Produce Bob’s signed reference value 𝑑𝑖𝑠 of 𝐷𝐼𝑆.
2) Produce Bob’s signed message (𝑖 𝑓 , 𝑡0 + 𝑓Δ𝑡).
3) Produce the beacon-signed message (𝑖 𝑓 , 𝑡0 + 𝑓Δ𝑡).
Alice will also pass the secret 𝐷𝐼𝑆 as specified unless Bob
can provide both of the following two items:
1) Produce Alice’s signed message of encrypted decoding key
𝐸𝑝 𝑓 𝑖

(𝑑 (𝐴)).
2) Prove that the decoding key 𝑑 (𝐴) is not for the encryption
key 𝐴.
Moreover, the randomness beacon service always generates
a signed random number with encryption key and decoding
key at time 𝑡0 + 𝑓Δ𝑡. If the range of the random number is
[0, 𝑘−1], the expected time for honest parties to complete the
disclosure will be 𝑘Δ𝑡. On the other hand, if Alice intends
to cheat Bob, she will not send her signed cryptodecoding
key to Bob during [𝑡, 𝑡 + Δ𝑡]. The only possible scenario
in which she could succeed is that the random number
and decoding key generated by the messenger at 𝑡 + Δ𝑡

overlaps with the minimum random number 𝑖 𝑓 and the key
𝑝 𝑓 𝑖 that they used most recently at 𝑡. Therefore, she can
generate the information in the request presented above,
which convinces the adjudicator that Bob has committed
to receive, evading providing Bob with 𝐷𝐼𝑆. This event
occurs with probability 1/𝑘 . However, if Bob intends to
deceive Alice by not sending her his signed receipt, this will
immediately lead to the termination of the agreement. More
importantly, if Alice can anticipate the beacon message, she
will manipulate her random number 𝑖 to coincide with the

random number generated by the beacon and not send her
signed cryptodecoding key to Bob in the meantime, thus
successfully cheating. It is important to ensure that the
beacons satisfy unpredictability and autonomy.

5. CONCLUSION AND STANDARDIZATION
PROGRESS

In this paper, we propose the concept of DIQRNG with higher
security for the security of ICT services and information
infrastructure integration, in preparation for the future
cybersecurity facing more powerful computing capabilities.
We introduce an architectural framework as an entropy source
for randomness beacons and depict the complete trust chain.
In order to apply DIQRNG to a wider range of scenarios,
we can combine it with networks. We also present contract
signing and confidential disclosure as an example in detail.
It is foreseeable that DIQRNG, as a public random resource,
will have a greater development in future ICT infrastructure.
Currently, many standardization organizations, including
ITU, have noticed the importance of standardization of
quantum random numbers. ITU has published the standard
architecture [5] for quantum noise random number generators,
and QIT4N focus groups have conducted standardization
studies on DIQRNG and randomness beacon use cases. It
is necessary to expand the scope of these standards to find
more use cases that reflect the availability and reliability
of DIQRNG, and to plan ahead for addressing the security
of random numbers in future ICT infrastructures. In
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addition, global collaboration with relevant standardization
organizations is needed to further stimulate quantum
randomness activities.
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ABSTRACT 

Human activity recognition has emerged as a challenging 
research domain for video analysis. The major issue for 
abnormal activity recognition in a streaming video is the 
presence of the large spatio-temporal data along with the 
constraints of communication networks affecting the quality 
of received data for analysis. In this paper, we propose a 
deep learning-based system to identify abnormal human 
activities using a combination of Skeleton Activity 
Forecasting (SAF) and a Bi-LSTM network. The generated 
skeleton joint points of a human subject are used for the pose 
estimation. The skeleton tracking and regions of interest 
points are estimated on a streaming video from an IP 
networked camera. The extracted interest points and their 
corresponding features are optimized and used to classify 
them as normal, abnormal or suspicious actions. The 
proposed system complies with Recommendation ITU-T 
H.627 “Signalling and protocols for a video surveillance
system” and has been experimented and evaluated over
benchmarked data sets for the recognition of human actions.
The system performance attains a precision of 85.6% and an
accuracy of 97.2% in recognizing different actions.

Keywords – Action recognition, activity forecasting, deep 
learning, human skeleton, video stream 

1. INTRODUCTION

According to a global market research report by 
MarketsandMarkets [1], the worldwide video surveillance 
market is projected to grow from $45.5 billion in 2020 to 
$74.6 billion by 2025. The growing concern about 
home/office safety and security, and a rise in affordability of 
IP-based camera systems are the main reasons behind the 
explosive growth in video surveillance systems. The 
automation of human action recognition in video streaming 
systems will lead to a new level of user experience in 
creating a peripheral, as well as indoor, security system, as 
an IP-based distributed networked system solution allows 
anytime, anywhere access of services. 

Human activity recognition is a challenging time series 
classification task that aims to detect simple or complex 
activities in the real world. It is developed in the framework 

of continual surveillance of human behavior [2]. The 
complexity of problem remains for many reasons like 
distance from the camera and changes in viewpoint, the 
complexity of the background, and sometimes discontinuity 
in the streaming video feed despite the important growth in 
sensing and capturing capability in visual surveillance 
systems. 

The state-of-the-art system in human recognition lacks 
sufficient intelligence to handle a large number of activities 
resulting from the motions of human subjects that are hard to 
capture and represent in terms of frames. When annotated 
data is sparse and hard to obtain hand-crafted features, the 
deep-learning models can be adopted [3]. The patterns of 
dynamics of local motions are required to be learned, and for 
local atomic action patterns, dense trajectories help to extract 
spatio-temporal patterns. However, for high level actions, 
Long Short-Term Memory (LSTM) neural networks are 
desirable. 

Although the application of deep-learning techniques in 
visual action recognition helps to enhance the required 
machine intelligence, the deployment of algorithms limits its 
usage in real-time applications. The human joint key points-
based system approaches are efficient as it deals with the 
selected temporal-spatial features. If some joint points are 
occluded, it requires prediction to sustain the detection and 
recognition process. The joints could be predicted using key 
points to obtain a heat map and are connected using a 
bipartite graph [4]. However, use of temporal information 
improves the results of pose estimation for multi-person 
video stream. 

In streaming video, a prediction mechanism in the data 
analysis process needs to be incorporated to cope with the 
absence of input data in time sequence due to the prevailing 
constraints of the communication networks. Predictions are 
reliable if the model observes more data and unreliable if it 
predicts far into the future. A weakly supervised model 
generates pseudo-representations for future frames and are 
forecasted to future symbolic action sequences using 
attention mechanisms without any assumption about length 
of the sequence. When predicting future actions it emits an 
end-of-sequence token and relies on decoders to generate 
future action labels [5]. Some methods require precise 
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temporal annotations during training at the frame level and 
assume the number of future frames and predicts labels for 
future frames.  

In traditional methods, extracted features are influenced by 
noisy data and pattern-based human activity recognition 
methods extract problem-specific features only. A 
combination of a Convolutional Neural Network (CNN) and 
LSTM solves a cumbersome tuning process but loses some 
information when the input sequence is long. Therefore, 
multiple feature fusions based on CNN and LSTM along 
with an attention mechanism [6] are used to obtain more 
information avoiding the influence of noise data. However, 
this method involves a large calculation and implementing a 
recognition system on the streaming data is more difficult to 
achieve the desired results considering real-time constraints. 

The proposed system utilizes deep learning-based techniques 
to improve performance accuracy for the recognition of 
abnormal activities in an indoor environment, The major 
contribution of the work is skeleton activity forecasting for 
predicting the future pose and motion of the individual, and 
classifying activities as normal, abnormal or suspicious 
activities on a streaming video. Our system model designed 
to leverage deep-learning techniques has been developed to 
meet the requirements specified in Recommendation ITU-T 
H.627 - “Signaling and protocols for a video surveillance
system” [6].

The rest of the paper is organized as follows. The 
architectural details of the proposed system is presented in 
Section 2, and algorithm development is described in Section 

3. In Section 4, the implementation detail for performance
evaluation and experimental results are discussed; and this is
followed by the conclusion in Section 5.

2. PROPOSED SYSTEM

The architecture of the proposed action recognition system 
is shown in Figure 1. The skeleton of a human subject is 
generated from the streaming video. A centroid method is 
used to differentiate the key points of each individual in the 
video frame. The skeleton sequence is used to extract the 
features of the joints and body displacement, and it is 
optimized using a Linear Discriminant Analysis (LDA) 
technique for the dimensionality reduction. The classifier 
model is trained using an optimal feature code sequence 
which identifies the action classes. If the videos pauses due 
to the large delay in communication network, an activity 
forecasting module helps to predict the future pose and 
motion. 

The estimated skeleton of the human obtained using skeleton 
tracking is carried out by the pose estimation method. The 
joint coordinates of the human skeleton is provided by the 
pose estimation method as a set of points. This method 
consists of a depth regression module and a 2-D pose 
estimation module. It predicts the depth values and 2-D joint 
locations. The heat map provides the maximum probable 
point for each joint from all the predicted values. Each map 
signifies a 2-D probability distribution of one joint. Using the 
heat map all the joints of the human subject are estimated and 
these joint values are used for further processing. 

Figure 1 – System architecture 
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2.1 Pose estimation 

The pose estimation technique forecasts and tracks the 
location of an individual person or object. This is carried out 
by looking at a combination of the pose and therefore the 
orientation of a given person. It is typically performed by 
identifying, locating, and tracking a number of key points on 
the person’s skeleton estimated data. Considering each 
skeleton with N joints, including head, neck, arms and legs, 
every joint position is interpreted in the image coordinate 
with coordinate values of x and y, so there is a total of 2N 
points for each skeleton. The Part Affinity Fields (PAFS) are 
used to associate the joints of an individual [7]. These values 
are concatenated and used as the skeleton information of the 
human subject for each frame processed. 

2.1.1 Centroid method 

A unique Identification (ID) is assigned to each centroid after 
computation, then new centroids are computed in the next 
frame. The Euclidean distance between the centroids of the 
current and former frames are correlated based on the 
minimum distance [8]. If the correlation is found, the new 
centroid is updated with the ID of the old centroid of the 
same color. If the correlation isn’t found then the new 
centroid is given a unique ID and a different color. If the 
person goes out of the frame for a set amount of frames, the 
ID is removed. 

In a video frame with multiple objects, tracking each 
individual object requires a technique to distinguish between 
different key points. The centroid method is used to 
differentiate the key points of each individual. The centroids 
are computed using the formula (1). 

𝐺 𝑥,𝑦 𝑥   𝑥  ⋯  𝑥 /𝑖 , 𝑦   𝑦  
⋯  𝑦 /𝑖    (1) 

where xi and yi represents the x and y coordinates of the ith  
key point on joints of an individual. 

2.2 Activity forecasting 

Activity forecasting methods have been developed to cope 
with the unavailable data for the analysis due to network 
issues in the communication channel of the surveillance 
system. During the streaming of the video, if the videos 
pause for a few seconds, then the future pose and motion of 
the individual is predicted. It is trained using Vector Auto-
Regression (VAR) with the videos from human activity data 
sets. The forecast takes the form as given in Equation (2) 

  𝑌 𝑏  𝑏 𝑋 𝑏 𝑋 ⋯ 𝑏 𝑋     (2) 

where b0  is the intercept, and b1, b2,..., bn  are coefficients 
which represents the contribution of independent variables 
X1, X2 ,..., Xn. 

2.2.1  Vector auto-regression 

A multivariate time series has numerous time-dependent 
variable [9]. Each variable relies not only on its past values 
but also has some dependency on other variables. This 
dependency is employed for forecasting future values. 

Each variable in a VAR model is a linear function of the past 
values of itself and old values of all the other variables. The 
two-time dependent variables are image array data (y1) and 
key points (y2). These variables influence each other. To 
compute y1(t), the past values of y1 and y2 are used. Similarly, 
for calculating y2(t), past values of both y1 and y2 are used.  

𝑦 𝑡 𝑎 𝑤 ∗ 𝑦 𝑡 1 𝑤 ∗ 𝑦 𝑡 1
𝑒  𝑡 1                                                                        (3) 

𝑦 𝑡 𝑎 𝑤 ∗ 𝑦 𝑡 1 𝑤 ∗ 𝑦 𝑡 1
𝑒 𝑡 1                                                                        (4) 

where a1 and a2 are the constant terms, wi
11, wi

12, wi
21, and 

wi
22 for i = 1, 2, are the coefficients, and e1(.) and e2(.) are the 

error terms. 

2.3 Bi-LSTM 

In Bidirectional Long Short-Term Memory (Bi-LSTM), the 
output at any time is not only dependent on the past frames 
within the sequence, but also on the future frames. The two 
LSTM are stacked on top of every other, where one LSTM 
goes within the forward direction and another in the 
backward direction. The combined output is then calculated 
based on the hidden layers of both LSTMs [10]. The 
architecture of a basic unit of LSTM used in Bi-LSTM is 
shown in Figure 2. 

Figure 2 – A basic unit of LSTM used in Bi-LSTM  

The general architecture of Bi-LSTM utilized in the 
proposed method has the external structure of the training 
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phase, where the input data is fed to the bidirectional LSTM, 
and the hidden states of forward pass and backward pass are 
combined within the output layer. The validation and cost is 
computed after the output layer and weights and biases are 
altered through back-propagation. 20% of the data is 
separated from the data set for validation and cross entropy 
is used for error calculation of the validation data. Stochastic 
optimization with a learning rate of 0.001 is used for cost 
minimization. 

3. SYSTEM PARAMETERS AND ALGORITHMS

3.1 Feature extraction 

Considering a large amount of data generated from the video 
stream, the initial set of data needs to be reduced to more 
manageable groups for processing in order to minimize the 
response time. The pre-trained network is treated as an 
arbitrary feature extractor in deep learning-based systems, 
which allows us to propagate forward the input image, 
stopping at pre-specified layer, and outputs of that layer are 
taken as features. 

The skeleton data of the first N frames are combined as a 
sliding window of size N. For feature extraction the skeleton 
data is preprocessed and used, and then sent into a classifier 
to attain the end recognition result. Similarly, to achieve a 
real-time recognition framework, along the time dimension 
of the video, the window is slid frame by frame and for each 
video frame it outputs a label for the action. 

The computation of the body displacement is a significant 
parameter in action recognition which is obtained by 
dividing the displacement of the neck by height. The joint 
positions are normalized using the body height. A total of 
206 dimensional features are extracted from each frame of 
the video. 

3.2 Feature selection 

A total of 13026 feature samples with 206 dimensions are 
extracted. These features corresponding to the normalized 
joint points include displacement of the body, height, 
locations. For optimization of the features, the 
dimensionality reduction or feature selection methods are 
applied and reduced into 34 dimensions before classification 
(Figure 3). 

                                     

  34 Dimensions 

Figure 3 – Feature selection 

3.2.1 Linear discriminant analysis 

The higher the number of features makes it harder to process 
the training set and further processing. However, most of 
those features are correlated, and hence redundant. The final 
concatenated feature vector from the previous step is the 
input to the LDA algorithm and the vector with reduced 
dimensionality is the output. A range of parametric values of 
the LDA is examined during the evaluations and the best 
value of a corresponding parameters is stored for testing. The 
non-important parts with fewer variations are removed and it 
is used to maintain the dominant trend that have more 
variation of the data [11]. The feature sets of a reduced 
dimension of 34 on 13026 number of samples is the resultant 
feature vector, which are ready for classification.  

3.3 Skeleton generation  

From each video frame, the neural network-based system 
detects a human skeleton (joint positions), and then for each 
frame in the input video stream, the skeleton is utilized as 
raw data to extract features which detect the human subject 
and results in generating a skeleton for frame as detailed in 
Algorithm-1. A continuous sequence of skeleton information 
is generated for a video stream. 

Algorithm 1: Skeleton_Generation 
  Input: Video stream 
Initialize numbering for joints 
Declare pose_pairs 
for each frame in video: 
     for i in range (len(BODY_PARTS)): 

 Generate heatmap 
 Find x,y coordinates 

    if multiple person detected 
         Compute centroid value 
for pair in pose_pairs: 
     Draw ellipse for pose_pair coordinates 
     Draw lines between pose_pair coordinates 

3.4 Classifier implementation 

The Skeleton Activity Forecasting (SAF) and Bi-LSTM 
network (SAF+Bi-LSTM) is implemented for multi-class 
classification i.e., N classifiers are constructed for n number 
of classes. The ith Bi-LSTM is trained with the ith class data 
such that positive samples are labeled and all the rest become 
negative samples. The test sample is run against all the n Bi-
LSTMs and the result of the multi-class is analyzed for the 
recognition of action. The Bi-LSTM is trained on the 
concatenated skeleton feature vector and it is based on the 
maximum value among the n classifiers. The different 
classes pose sequences are trained on the n Bi-LSTM 
classifiers. 

The deep neural network is implemented with three hidden 
layers and dropout layer. The X feature vector that is the 
concatenation of the extracted skeletal features along with 
the Y target vector is taken by the network to learn the non-
linear function for classification. Back propagation is used 

 13026 Samples 
 206 Dimensions 

Spatio-temporal key 
points 

LDA Bi-LSTM 
Classifier 

Body displacement 
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by the network and is trained using gradient descent. 
Algorithm-2 presents the training method for SAF+Bi-
LSTM. Multiple action classes are classified by using these 
neural networks. 

The output function used by the Bi-LSTM classifier is a 
SoftMax. The implementation is carried out with 3 hidden 
layers having 100 nodes in each layer. The input in the first 
layer of the network is the feature vector. The input is 
processed in the next layer and each node in the layer 
connects a weight to every node in the following layer. After 
the data is processed, the network changes the associated 
weight.  

Algorithm 2: SAF+BiLSTM_Train 
for X, Y in the training dataset: 
     n_components=min(num_features_from_lda=D, 
X.shape[1])

lda=LDA(n_components=n_components,
whiten=True) 
     lda.fit(X) 
     X_new = self.lda.transform(X) 
     clf.fit(X_new, Y) 
Initialize train_data with the X_new 
for each skeleton sequence in X_new: 
    Append pose label to the data  
    if video pauses due to delay 
      Compute the current time dependent variables 

 𝑦 𝑡 𝑎 𝑤 ∗ 𝑦 𝑡 1 𝑤 ∗ 𝑦 𝑡 1 𝑒 𝑡 1  
 𝑦 𝑡 𝑎 𝑤 ∗ 𝑦 𝑡 1 𝑤 ∗ 𝑦 𝑡 1 𝑒 𝑡 1  

       Create SAF+BiLSTM model, Initialize the 
classifier 

 clf = BiLSTMClassifier (batch 
_size, timestamp, features) 
    Do the following until model converges:  
    for every pose_sequence in train_data:  

 predicted_score = model (sequence_list)  
 Use mean square error function to compute loss 

 in predicted_score  
         Perform gradient descent through 
backpropagation  
         Update model weights and biases  
return model 

4. RESULTS AND DISCUSSIONS

The MSR Action Recognition Dataset [12], MPII Human 
Pose Dataset [13] and IIT-B Corridor Dataset [14] are used 
to train and evaluate the model. The Python programming 
language is used for code development of the proposed 
system including the web server to support video streaming. 
In an experimental setup, the video stream is obtained from 
an IP-based CCTV camera. The OpenCV library in Python 
was used to capture and process the video stream. The 
SAF+Bi-LSTM is designed with a Tensorflow backend in 
Python using Keras library. The Pickle module in Python is 
used to serialize the trained learning model. 

4.1 Skeleton generation based on pose estimation 

The human skeleton is generated by using human pose 
estimation which is trained on the MPII data set. From each 
video frame, it detects a human skeleton (joint positions) and 
then the extracted skeleton features are utilized as raw data 
to perform classification. Figure 4 shows a frame of a typical 
video captured for the skeleton generation using the open 
pose estimation method. 

4.2 Activity forecasting 

Vector Auto-Regression (VAR), which is a multivariate 
forecasting algorithm, is used to perform activity forecasting. 
When a video pauses for a few seconds due to delay, the 
future pose and motion of the human activity is predicted as 
shown in Figure 5. 

a) Transmitting video b) Receiving video

Figure 4 – Skeleton generation 

Figure 5 – Future pose prediction 

4.3 Activity classification 

The SAF+Bi-LSTM model classifies the human activity 
from a streaming video. The model classifies the actions as 
abnormal when it identifies a fight, or suspicious activities 
such as when a person leaves a bag unattended for a long 
time. Figure 6 shows detection of such activity from a 
streaming CCTV video. 
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a) Abnormal b) Suspicious

Figure 6 – Activity classification 

4.4 Precision / Recall in action classification 

The performance of the classifier is measured by using 
various metrics such as precision, recall, F1, and support. An 
important measure to identify how the classifier performs 
action recognition is precision. The ability of a classifier is 
measured using precision which only identifies the correct 
instances of each action class, can be calculated using 
Equation (5). 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛  
 

 
   (5) 

The ability of a classifier to find all correct instances per 
class is measured using recall which is calculated using 
Equation (6). 

    𝑅𝑒𝑐𝑎𝑙𝑙  
 

 
  (6)

The weighted harmonic mean of precision and recall, 
normalized between 0 and 1 for every action of the action 
class, is measured using F1 score. Precision and the recall are 
inversely proportional to each other. The F score of 1 
indicates a perfect balance. When both high recall and 
precision is important, a high F1 score is beneficial. The 
number of actual occurrences of the class is the support. 
Table 1 shows the performance measure for the action 
classification. 

Table 1 – Performance metrics 

Class Precision Recall F1-score Support 

Normal 0.83 0.89 0.86 5519 

Abnormal 0.87 0.91 0.89 2361 

Suspicious 0.87 0.9 0.88 1306 

A Precision-Recall Curve (or PR Curve) is a plot of the recall 
(x-axis) and the precision (y-axis) for different probability 
thresholds. When classes are very imbalanced, precision-

recall curves are used, which assess the classifier’s quality. 
The trade-off between precision, a measure of result 
relevancy and recall are exhibited by precision-recall curve. 
A large area under the curve indicates both high recall and 
precision. As shown in Figure 7, the test result of the 
proposed system model achieves the average precision score 
of 0.856, which is micro-averaged over all the action classes. 

4.5 Action classification accuracy 

To measure how well the classifier maps the action label and 
the action is performed by a subject, classification accuracy 
is used. The fraction of correct predictions predicted by the 
model is termed as accuracy. 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦
   

   
                (7)

Figure 7 – Precision-recall plot 

The classification accuracy for the action recognition can be 
directly calculated using true positive, true negative, false 
positive and false negative values of the action classes as  

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦  (8) 

where TP is True Positives, TN is True Negatives, FP is 
False Positives, and FN is False Negatives. In the local 
indoor environment, the video stream captured from the 
entrance till the complete exit of the subject is considered 
during the experiment. The training and testing accuracy of 
Sequential CNN (SCNN), Direct Bi-LSTM (DBiSTM), and 
the proposed SAF+Bi-LSTM is shown in Figure 8. Table 2 
lists the measurement of accuracy of three different methods 
(SCNN, DBiLSTM, SAF+Bi-LSTM) considered here. 
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Figure 8 – Training and test accuracies 

Table 2 – Accuracy comparison 

S. No. Method Accuracy % 

 1 Sequential CNN 93.5 

 2 DBiLSTM 95.7 

 3 SAF + Bi-LSTM 97.2 

5. CONCLUSION

The hybrid system for an action recognition system is built 
using a combination of SAF and Bi-LSTM. The VAR is used 
for activity forecasting, and feature extraction techniques 
were oriented towards improving the recognition of actions 
happening across the spatial and temporal region of video 
sequences. The activity forecasting helped in sustaining the 
system functioning in streamed video while coping with 
pause/missing data. The system model was trained on 
different actions using the MSR action data set. The skeleton 
data of the video sequence was used to build the feature 
vector which was reduced using LDA to improve the 
efficiency of the classification. The system performance was 
evaluated on two different data sets of the MSR Action and 
IIT-B Corridor data set. The SAF+Bi-LSTM model’s 
accuracy and precision suggests that multiple feature-based 
models help in achieving higher accuracies. The proposed 
system achieved 97.2% accuracy in action recognition. It can 
be standardized under Recommendation ITU-T H.627 
“Signalling and protocols for a video surveillance system”.  
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ABSTRACT 

This paper describes the basic characteristics of IoT-
domotics, and proposes an IoT-domotics reference model 
based on IoT-domotics entities, including service, IoT-
domotics gateway, IoT-domotics devices and physical 
entities, and networks. Then, based on the IoT-domotics 
reference model, this paper analyzes the security and privacy 
risks of the IoT-domotics for different IoT-domotics entities. 
Considering the characteristics of the IoT-domotics, this 
paper also proposes the security control principles of the 
IoT-domotics, and gives the corresponding security and 
privacy controls, aiming to provide technical support for 
IoT-domotics security and promote the security application 
of IoT-domotics technology. Finally, this paper compares the 
supporting control schemes implemented by some 
researchers to demonstrate the advantages and 
disadvantages of existing IoT-domotics security control 
schemes. 

Keywords – IoT-domotics, security, privacy 

1. INTRODUCTION

IoT-domotics is an IoT system composed of networks, 
devices, services and users typically used in the domicile or 
as electronic wearables. Devices are usually available to the 
consumer through retail purchase, and according to ISO/IEC 
TR 22417:2017 Information technology -- Internet of things 
(IoT)-IoT use cases [1]. Domicile denotes the private, hence 
a highly customizable area where someone lives, alone or 
with guests or cohabitants. Thus, it includes dedicated 
infrastructure aimed at supporting those individuals, such as 
healthcare and wellness systems, building control systems, 
smart metering and systems for entertainment or gaming. 

IoT-domotics is not only the most prominent and successful 
area in IoT, but also an important application that connects 
IoT technology and the physical space, and is the important 
carrier to realize the interaction between the virtual network 
world and the real world. The emergence of IoT-domotics 
brings convenience to users and greatly improves human life, 
but there are also many security problems hidden behind it. 

Vulnerabilities of smart device emerge one after another. 
Smart devices pose threats to the security and privacy of 
individuals, businesses, and society [2,3]. In 2019, one of the 
world's hottest home security hardware products, the Ring 
smart doorbell and camera, exposed security vulnerabilities. 
A large number of users complained that their private lives 
were transmitted to the Internet by hackers, and even hackers 
used the camera to greet the baby in the cradle [4]. 
Researchers discovered a popular smart lock vulnerability, 
which attackers can use to remotely open the door and break 
into the house [5]. 

Smart speakers, as a voice control terminal, is more 
vulnerable to attack [6]. After several years of heated 
performances by various artificial intelligence vendors such 
as Amazon, Google, Ali, and Baidu, the smart speaker 
market finally ushered in a total explosion in 2019. But on 
the security issue, whether it is a Tesla electric car or a smart 
speaker, once it receives attention by the information 
security community, it will eventually be inevitable to escape 
the curse of "death in heat". Although the likelihood of 
malicious actors accessing an individual smart speaker is low, 
cases of Echo recordings being accidentally played to 
strangers have made headlines [7].  

Smart toys are no longer "fun". Connected smart toys are 
still unsafe [8]. In December last year, security researchers 
discovered that various child-specific connected toys have 
many inherent security problems, such as the lack of 
authentication for device pairing, and the lack of encryption 
for networked accounts. At the 2019 Black Hat Conference 
in the United States, researchers showed the security test 
results of the LeapPad Ultimate children's education tablet, 
indicating that the tablet has many security issues, including 
allowing bad actors to track devices, send messages to 
children, or launch man-in-the-middle attacks. 

The security and privacy of IoT-domotics have a bearing on 
the normal operations of in-domicile services, privacy and 
safety of residents, and the security assurance of 
infrastructures that are linked directly or indirectly with 
devices or services. Stakeholders including users, service 
providers, device manufacturers, network operators and 
industry supervisors are becoming increasingly concerned 
by the security and privacy issues of IoT-domotics.  
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2. IOT-DOMOTICS REFERENCE MODEL 

The IoT-domotics reference model in this document is as in 
Figure 1. An entity-based representation of IoT-domotics 
includes physical entities, IoT-domotics users, IoT-domotics 
devices, IoT domotics gateway, networks and services for 
operation and management, application and service, as well 
as access and communication. The specific representation of 
each entity is as follows. 

 

Physical entity is a discrete, identifiable and observable part 
of the physical environment. Examples of physical entities 
are living organisms (e.g. human beings, pets or plants), 
natural objects (e.g. water, air or temperature) and man-made 
objects (e.g. a room, a door, a curtain, etc.) 

IoT-domotics users are subdivided into human end user, 
digital user, controlling device and controlling software. 

IoT-domotics devices (e.g. smart camera, smart TV, smart 
door lock, smoking detector, etc.) interact with the physical 
entity and/or act based on the IoT-domotics user’s command 
through devices such as sensors and actuators.  

IoT-domotics gateway realizes the connection between the 
local network and the wide area access network. 

Network mainly includes local area network, wide area 
network and other networks, among which, local area 
networks refer to short-range networks which connect 
various kinds of IoT-domotics devices with low energy 
consumption, such as ZigBee, Bluetooth, WiFi, 3G/4G/5G, 
etc, wide area networks connect devices with applications 
and management platforms, other networks refer to Personal 
Area Networks (PANs), etc. 

Service subsystems mainly contains the operation & 
management subsystem, application & service subsystem, 
access & communication subsystem. 

3. SECURITY AND PRIVACY RISKS OF 
IOT-DOMOTICS 

Based on the IoT-domotics reference model, the security and 
privacy risks of the IoT-domotics from different IoT-
domotics entities are given in Table 1. 

Table 1 — Security and privacy risks of IoT-domotics 

IoT-
domotics 
Entities 

Security Risks Privacy Risks 

Service 
Sub-
systems 

  Lack of security warning 
mechanism 
  Web application has security 
vulnerabilities 
  Access control flaw 
  Lack of effective authentication 

  No authorization 
or accurate 
authorization 

Gateway 

  Lack of a security management 
mechanism for IoT-domotics 
devices 
  Insecure firmware 
  Lack of an effective 
authentication mechanism 
  Unable to protect the IoT-
domotics intranet from external 
threats 
  Insecure chips 
  The hardware interface 

  Not authorized 
by the user 
  The PII stored 
locally in the IoT-
domotics gateway 
is not encrypted 
  Missing or 
insufficient access 
control mechanism 

Devices 
and 
Physical 
Entities 

  Lack of child protection 
mechanisms 
  Lack of fault tolerance 
mechanism 
  Application security is 
insufficient 
  Improper authentication 
mechanism 
  The firmware lacks a hardware 
protection mechanism 
  Exposure of chip information 
  Lack of hardware anti-
tampering and anti-reverse 
protection mechanisms 

  Not authorized 
by the user 
  Lack of effective 
access control 
mechanism 
  Application 
security is 
insufficient 
  Improper 
authentication 
mechanism 
  The firmware 
lacks a hardware 
protection 
mechanism 

Networks 

  Network protocol not encrypted 
  The network protocol is cracked 
  Replay attack 
  Network traffic analysis attack 

  Network 
eavesdropping and 
traffic analysis 
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3.1 Security risks  

3.1.1 Security risks for service subsystems 

Lack of security warning mechanism: Lack of a security 
monitoring mechanism for domotics devices, unable to 
collect operating data (such as operating status, network 
traffic, port operation, etc.) of IoT-domotics devices to 
analyze possible security threats. 

Web application has security vulnerabilities: An attacker 
can use SQL injection to steal the content of the cloud 
database, and then obtain the user account and password, so 
as to check user privacy and illegally manipulate the user's 
smart home equipment and other illegal activities. 

Access control flaw: The access control mechanism of the 
existing platform has the problem of too coarse granularity 
of the permission model. The application can obtain 
excessive authorization that exceeds the user's expectations, 
which may threaten the user's life and property [9].  

Lack of effective authentication: No appropriate 
authentication mechanism is designed for IoT-domotics 
devices to be shared. Malicious applications installed by the 
owner of the IoT-domotics devices access the platform 
service without valid authentication. Unable to effectively 
authenticate counterfeit IoT-domotics devices. 

3.1.2 Security risks for IoT-domotics gateway 

Lack of a security management mechanism for IoT-
domotics devices. Failure to provide appropriate security 
management strategies based on the diversity and differences 
of IoT-domotics devices. Lack of monitoring, abnormal 
warning, and port threat shielding capabilities for the 
operating status of IoT-domotics devices connected to the 
IoT-domotics gateway. Lack of network isolation and access 
control mechanism for connected IoT-domotics devices 

Insecure firmware: The firmware has security 
vulnerabilities, such as PIN code vulnerabilities, WiFi 
vulnerabilities, weak password vulnerabilities, buffer 
overflow vulnerabilities, CSRF vulnerabilities, remote code 
execution vulnerabilities, etc. Leakage of sensitive firmware 
data, such as backdoor account numbers, hard-coded 
passwords, encryption keys, encryption algorithms, sensitive 
URLs, etc. Lack of access control mechanism for third-party 
applications to access system APIs. The integrity and source 
legality of the firmware installation package were not 
verified during the update. 

Lack of an effective authentication mechanism to prevent 
unauthorized devices from accessing the IoT-domotics 
network. 

Unable to protect the IoT-domotics intranet from 
external threats. Lack of the function of hiding the IP 
address of IoT-domotics devices to avoid IP address leakage. 
Does not support protection and disposal capabilities for 
DDoS attack source traffic. Lack of detection, warning and 

interception capabilities for malicious URL/IP and zombie 
worm files. 

Insecure chips, such as chips using Meltdown and Spectre 
vulnerabilities 

The hardware interface(such as console interface, serial 
port, debugging interface, etc.) physically invaded. 

3.1.3 Security risks for IoT-domotics devices and 
physical entities 

Lack of child protection mechanisms. Lack of security 
protection mechanisms in the case of interoperability, such 
as pets, children accidentally touching the buttons, causing 
health threats. Washing machines, microwave ovens and 
other devices lack control mechanisms to prevent children 
from operating. 

Lack of fault tolerance mechanism. IoT-domotics devices 
fail to effectively recognize user instructions, resulting in 
unexpected abnormal activation or unsafe operation.  

Application security is insufficient. No obfuscation and 
hardening of the code. No support update package 
verification mechanism. No weak password or default 
password detection reminder function.  

Improper authentication mechanism: Failure to 
authenticate or use weak authentication. 

The firmware lacks a hardware protection mechanism, 
for example, IoT-domotics devices are deployed in the IoT-
domotics. The owner of the IoT-domotics devices may be an 
attacker. If the firmware of the IoT-domotics devices are not 
protected by hardware, the attacker can easily export the 
firmware for analysis. 

Exposure of chip information, for example, chip model and 
chip interface on PCB. 

Lack of hardware anti-tampering and anti-reverse 
protection mechanisms. No tamper detection switches, 
sensors or circuits are designed to be added to the IoT-
domotics devices. 

3.1.4 Security risks for networks 

Network protocol not encrypted. If data transmission 
adopts clear text protocol transmission, it will greatly 
increase the risk of information leakage. For example, some 
smart cameras use the unencrypted RTSP protocol for video 
transmission. The attacker only needs to copy the address to 
a player that can support the RTSP protocol to obtain the 
current camera's shooting image. 

The network protocol is cracked. Pairing and discovery 
protocols may leak information about devices in the 
domotics [10]. An attacker can easily analyze the user login 
process of an IoT-domotics device, crack the business logic 
relationship between the user account and the IoT-domotics 
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device, and then can modify the device ID to control other 
users' devices horizontally and beyond authority. 

Replay attack. Some protocols did not consider security 
factors at the beginning of design, which may lead to replay 
attacks. 

Network traffic analysis attack. The attacker can analyze 
the network traffic generated by the device to obtain 
sensitive information such as the user's home environment or 
privacy. 

3.2 Privacy risks 

3.2.1 Privacy risks for service subsystems 

No authorization or accurate authorization. In the IoT-
domotics scenario, the business ordered by an IoT-domotics 
user will be used by other IoT-domotics users, and the users 
will be able to collect Personally Identifiable Information 
(PII) [11] by default without knowing it. Collection of 
children’s PII without the authorization of the child’s 
guardian. 

3.2.2 Privacy risks for IoT-domotics gateway 

Not authorized by the user. The built-in applications of an 
IoT-domotics gateway lack a user interaction interface, 
which cannot well show the privacy policy and obtain IoT-
domotics users authorization. 

The PII stored locally in the IoT-domotics gateway is not 
encrypted. The account password is stored in plain text. 

Missing or insufficient access control mechanism. Lack of 
access control and authentication mechanism for the USB 
peripheral interface of the IoT-domotics gateway causes the 
application to have unrestricted access to the NAS device 
through the USB peripheral interface of the IoT-domotics 
gateway to obtain pictures and files. 

3.2.3 Privacy risks for IoT-domotics devices and physical 
entities 

Not authorized by the user. The application may not be 
able to show the user its privacy policy and obtain IoT-
domotics users authorization. Smart TVs, cameras, voice 
speakers, microphones and other devices and applications 
have default monitoring and collection of PII in the 
background. 

Lack of effective access control mechanism. The installed 
third-party application can access the PII stored in the IoT-
domotics device. Family members can access other family 
members' PII when using an IoT-domotics device. 

Network traffic is intercepted and eavesdropped on. 
When the wearable device starts the Bluetooth broadcast, the 
attacker can indirectly locate the location of the end user 
through monitoring. Devices with RFID tags are scanned, 
located and tracked. Privacy information is seen and stolen. 

The security level of hardware does not meet the security 
requirements of storing biological information, for 
example, a trusted execution environment or special security 
chip is not used. 

There are no hardware control privacy options, such as 
buttons to turn off the built-in microphone and camera of the 
IoT-domotics device. 

3.2.4 Privacy risks for networks 

Network eavesdropping and traffic analysis. By analyzing 
the sensor traffic, an attacker can access the original location 
data by locating the transmission device and eavesdropping 
on the location information transmission channel without 
authorization, and obtain personal privacy information 
related to the location information through computational 
inference. 

4. SECURITY AND PRIVACY CONTROLS 
FOR IOT-DOMOTICS 

4.1 Principles for IoT-domotics controls 

Considering the characteristics of the IoT-domotics, before 
giving a specific analysis of the privacy and security controls 
of the IoT-domotics, the following principles are important 
for IoT-domotics controls. 

Different levels of security for different services. There are 
natural physical boundaries between the domotics 
environment and outside environment, and the security 
requirements are often different inside and outside the 
physical boundaries. 

Easy security settings for users. The security settings of 
devices and services in the domotics environment should be 
user-friendly. Complicated and expensive solutions would 
hinder the application of security measures. 

Failsafe domotics devices. In case of a failure, domotics 
devices must be set in a state that cannot cause harm to the 
inhabitants or the building. A failing system must not block 
the use of other devices.  

Restricted access to content services. According to 
whether the accessed content is suitable for minors, different 
levels of permissions of the delivered content should be set. 

Consideration for children. The independence of children's 
privacy should be fully respected. Children's privacy should 
only be processed with the consent or authorization of the 
child's guardian. 

Scenario-specific privacy preferences. Depending on 
whether the service is applied only with inhabitants in a 
domotics environment, the intensity of privacy protection is 
often different. 

Based on the above principles, security and privacy controls 
of IoT-domotics are considered, as in Table 2. 
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Table 2 — Security and privacy controls of IoT-domotics 

IoT-
domotics 
Entities 

Security controls Privacy controls 

Service 
Sub-
systems 

  Monitoring and prewarning 
  Security of web application 
  Security of data storage 
  User authentication 
  Application authentication 
  Device authentication 
  Access control 

  Inform users of 
privacy policy 
  Transmission 
security of private data 

Gateway 

  Firmware security 
  Security management for 
IoT-domotics devices 
  Support for device 
authentication 
  Protection of network 
  Enhance the security of 
hardware 

  Enhance the privacy 
protection of firmware 
  Enhanced WiFi 
management function 
  Provide privacy 
management tools 
  Provide hardware 
privacy protection 

Devices 
and 
Physical 
Entities 

  Security protection based on 
devices classification 
  Security of device firmware 
  Web service security of 
devices 
  Security of application 
  Connection security of IoT-
domotics devices 
  Data transmission security 
  Enhance the security of 
hardware 

  Transparency of PII 
in data life cycle 
  Privacy protection 
of applications 
  Privacy security of 
device connection 
  Enhance the privacy 
protection of hardware 

Networks 
  Secure communication 
protocol 

  Privacy security of 
transmission in 
network 

4.2 Security controls 

4.2.1 Security controls for service subsystems 

Monitoring and prewarning. Design monitoring and 
prewarning mechanism, through the collection and analysis 
of threat information of IoT-domotics devices and systems. 
Establish a unified management platform for collection, 
analysis and control, and establish a notification and 
prewarning mechanism for all kinds of security emergencies 
that may occur. Set up technical and management team to 
manage and analyze the monitored information. 

Security of web application. Set up security baseline, 
formulate security specifications against tampering and 
Trojan horse, and put forward monitoring, protection and 
disposal mechanisms and requirements. Carry out regular 
inspections with the help of automatic inspection tools and a 
check list. Web protection measures such as setting firewalls 
are adopted, and web threat scanning, source code evaluation 
and penetration testing are carried out irregularly to find 
system vulnerabilities, and update the system in time.  

Security of data storage. The security of data storage 
should be considered when data such as IoT-domotics 
business and user data are stored in a service subsystem. 
Adopt different security storage mechanisms according to 
the data degree of secrets. Support the security storage of the 
key, for example, store the key in the encryption machine. 
Provide data integrity protection, provide an integrity 
detection mechanism for sensitive data. Provide a data 
backup and recovery function.  

User authentication. In the IoT-domotics scenario, family 
members will use the same device to access services. So 
build an IoT-domotics user identification system and assign 
a unique identity which is necessary. Provide a weak 
password periodic detection function, and a password 
transmission process needs encryption. Password reset and 
retrieve operations should strictly check the identity 
relationship before and after the request. 

Application authentication. The identity authentication 
function of an application accessing a service subsystem 
platform and services needs to be designed and implemented. 
Each application is assigned a unique identity. The 
legitimacy of the access application is authenticated, and the 
authenticated legitimate application can perform subsequent 
service calls. In the process of application authentication, it 
is forbidden to transfer the key in plaintext or after 
transformation with a weak algorithm to prevent the key 
from being pushed out in reverse. 

Device authentication. The authentication function of IoT-
domotics devices accessing a service subsystem platform 
and services needs to be designed and implemented. Each 
IoT-domotics device is assigned a unique device key, which 
is bound to the IoT-domotics device ID, and key 
management functions such as key generation, distribution, 
storage and update are realized. The legitimacy of the access 
device is authenticated, and the authenticated legitimate 
device can perform the subsequent service. 

Access control. The service subsystem should design and 
implement a fine-grained authority management mechanism. 
According to different applications, different business access 
rights are granted. Different business access rights are 
granted according to different device types. 

4.2.2 Security controls for IoT-domotics gateway 

Firmware security. In the process of firmware upgrade, the 
function of an encrypted transmission and authentication 
request is added, and the encrypted key is protected. Hide the 
pin and model information of the chip, disable the debug 
interface, and open the corresponding permissions. Set the 
read protection of the main control chip to prevent the 
firmware from being extracted. Add a safe start-up 
mechanism to prevent the start-up program from being 
tampered with or interrupted.  

Security management for IoT-domotics devices. The 
security management function of an IoT-domotics gateway 
for IoT-domotics devices should be designed and 
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implemented to ensure the security protection of the intranet. 
With the function of security audit, it can keep and audit the 
operation status, records, user behavior and configuration 
information of the terminal. Different security risks of the 
IoT-domotics devices should be set authority division, 
according to the authority division to develop access control 
strategy. 

Support for device authentication. The authentication 
function of an IoT-domotics gateway for IoT-domotics 
devices should be designed and implemented to prevent 
unauthorized devices from accessing the network. Establish 
a strict identity authentication mechanism and access control 
function. Filtering function for unknown protocol. Block the 
abnormal access of known protocols. Encryption and 
integrity protection of authentication data to prevent replay 
attacks. 

Protection of network. Establish a virus and network 
intrusion prevention mechanism, such as deployment of 
firewall software, anti-virus software, intrusion prevention 
software. Provide a network intrusion alarm function, and 
timely remind IoT-domotics users of security prevention and 
treatment. 

Enhance the security of hardware. Use or develop security 
chips to prevent vulnerabilities such as Meltdown and 
Spectre. The processor system adds a safe boot mechanism 
to prevent the boot program from being tampered with or 
interrupted. Close unnecessary physical debugging 
interfaces or increase interface access control permissions. 
Hide chip information to increase the difficulty of 
identifying sensitive chips and components. 

4.2.3 Security controls for IoT-domotics devices and 
physical entities 

Security protection based on devices classification. 
Classified security protection measures should be 
implemented for IoT-domotics devices according to 
hardware resources and processing capacity. In addition, it is 
necessary to establish corresponding security measures 
according to the hardware performance and business 
category of IoT-domotics devices. 

Security of device firmware. The same as the firmware 
security measures in IoT-domotics gateway security. 

Web service security of devices. Verify the user input 
parameters (controllable data) to prevent the risk of 
command injection. The service program strictly certifies 
and verifies the input data set. Turn off unnecessary services 
and ports, such as telnet and ftp services. 

Security of application. For the source code of the 
application, the necessary security protection, such as 
confusion processing, tamper proof, white box encryption 
and other measures are taken. For important resource files 
stored locally, select secure encryption algorithm for 
encryption and integrity protection, to prevent theft and 
tampering. The integrity and source validity of the 

application package are verified by applying a protection 
signature. 

Connection security of IoT-domotics devices. Protect 
network port security, disable port forwarding or close port 
when not needed. The WiFi automatic connection function 
of an IoT-domotics device is turned off by default. Use the 
corresponding technology to ensure the security of RFID 
communication between reader and tag. Strengthen the 
security of pairing and connection. When pairing, add a key 
verification link. when connecting, use mutual 
authentication to ensure the connection security. 

Data transmission security. Through the establishment of a 
secure channel between IoT-domotics devices and the 
communication networks, the reliability guarantee 
mechanism of information transmission is established. 
Strengthen data transmission encryption operation. On the 
basis of eliminating plaintext transmission, further 
strengthen data filtering, authentication and other encryption 
operations to ensure the correctness of data transmission. 

Enhance the security of hardware. The same as the 
hardware security measures in IoT-domotics gateway 
security. 

4.2.4 Security controls for networks 

Secure communication protocol. The communication 
protocol needs to meet the security requirements of the IoT-
domotics system in terms of transmission rate, coverage, 
security, power consumption and compatibility. Use a high 
intensity encryption algorithm, key exchange technology and 
device certification to enhance the security of the protocol. 

4.3 Privacy controls 

4.3.1 Privacy controls for service subsystems 

Inform users of privacy policy. When IoT-domotics users 
register and log in for the first time, pop-up windows, 
hyperlinks and other obvious ways are used to remind users 
to read the privacy policy. Tell how PII is collected, stored, 
used, transmitted, shared and destroyed. Provide full 
autonomy, for example, have the option to agree and 
disagree with the selection. 

Transmission security of private data. Privacy encryption 
technology should be used to enhance the security of PII in 
the process of transmission. 

4.3.2 Privacy controls for IoT-domotics gateway 

Enhance the privacy protection of firmware. The IoT-
domotics gateway vulnerabilities should be detected and 
reinforced and upgraded. The security measures 
implemented may include: Perform necessary vulnerability 
detection before the IoT-domotics gateway leaves the factory, 
repair the remaining vulnerabilities and backdoors. Encrypt 
the firmware upgrade package. 
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Enhanced WiFi management function. The WiFi 
management function mechanism should be designed and 
implemented. For unfamiliar devices that are connected to 
the IoT-domotics gateway for the first time, the IoT-
domotics gateway manager will determine whether to allow 
the access of unfamiliar devices, and provide the IoT-
domotics gateway manager with information that can easily 
view the access of IoT-domotics devices and manage the 
access of IoT-domotics devices.  

Provide privacy management tools. Security management 
tools are equipped for privacy protection and management to 
prevent new privacy from being illegally collected and used. 
Flexible management and control of devices connected to the 
gateway. Users can use common gateway management tools 
to detect gateway vulnerabilities and upgrade firmware, as 
well as other security management services.  

Provide hardware privacy protection. The hardware 
control mechanism of privacy security should be designed 
and implemented, for example, using security chips with 
TEE or SE modules. Chip design, privacy protection circuit 
and other security measures. 

4.3.3 Privacy controls for IoT-domotics devices and 
physical entities 

Transparency of PII in data life cycle. Inform IoT-
domotics users of the privacy policy in an easy to understand 
way, and provide IoT-domotics users with effective consent 

and opt out functions. The collection, storage, transmission 
and use of sensitive information must be authorized by IoT-
domotics users. 

Privacy protection of applications. The privacy driver 
should be embedded in the firmware. At the same time, the 
application should adopt the principle of minimization when 
collecting personal information. Before storing or using PII, 
it is necessary to de-identify or desensitize the data. 

Privacy security of device connection. Privacy security of 
domotics device connection should be designed and 
implemented. Use mature network privacy security 
technology to reduce the risk of privacy security. High 
security network chips and modules are used to minimize the 
impact of technical vulnerabilities on IoT-domotics users. 

Enhance the privacy protection of hardware. Provides 
hardware control privacy options to prevent any background 
program access. Provide device operation status indication 
options. Provide camera hiding function when the device 
stops running. 

4.3.4 Privacy controls for networks 

Privacy security of transmission in network. The same as 
privacy controls of security controls for networks. 

5. SUPPORTING CONTROL SCHEMES  

Table 3 — Supporting control schemes comparison 

Existing 
Supporting 

schemes 

Control 
schemes 

Targeted 
entities 

Targeted risk  Technology theory Advantage Disadvantage 

[12,13] 

 Access control 
 Application 
authentication 
 Security of 
application 

 Service 
subsystems 
 Devices and 
Physical Entities 

 Access control 
flaw 
 Lack of 
effective 
authentication 

Increase the 
granularity of authority 
management 

 Effectively identify 
unauthorized 
operations  
 Fill up the existing 
system authority 
management defects 

Depends on platform 
characteristics 
requires special 
architecture 

[14] 
Secure 
communication 
protocol 

Networks 
The network 
protocol is 
cracked 

Increase the internal 
safety mechanism 

Enhance protocol 
confidentiality and 
integrity 

Need for multi-party 
collaboration to develop a 
unified standard 

[15,16] 

 Network traffic 
is intercepted 
and 
eavesdropped 

 Networks 
 Devices and 
physical entities 

Network traffic 
analysis attack 

Packet encapsulation 
traffic shaping 

Effectively fight 
against information 
leakage 

Increase communication 
delay and load, increase 
traffic noise 

[17,18] 
Firmware 
security 

 Gateway 
 Devices and 
physical entities 

Insecure 
firmware 

Program component 
permissions and 
memory address space 
isolation control flow 
integrity protection 

Effectively defend 
against traditional 
firmware 
vulnerabilities 

Performance and 
adaptability are reduced, 
which affects the real-time 
performance of the system 
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The previous section mainly proposed more comprehensive 
and detailed security controls for different types of security 
threats from different entities in IoT-domotics. Next, the 
control scheme will be analyzed and as proposed in this 
paper implemented by some of the researchers to 
demonstrate the advantages and disadvantages of some 
existing control schemes, as in Table 3. Among them, 
Fernandes [12] and Tian [13] each proposed fine-grained 
platform access control schemes. Jia [14] designed a new 
pairing protocol to enhance the confidentiality and integrity 
of the protocol. Trimananda [15] and Apthorpe [16] each 
proposed traffic feature hiding technology schemes. The 
firmware security scheme is also presented in the paper [17] 
[18]. 

6. CONCLUSION  

IoT-domotics, as an important carrier connecting virtual and 
reality, breaks the constraints of space and creates a 
convenient and comfortable lifestyle for users. However, due 
to the various types of applications, large-scale equipment, 
complex interaction processes, and diverse application 
environments, IoT systems inevitably face various security 
threats during the development process. Comprehensive 
control of security and privacy risks is an important part of 
supporting the long-term development of IoT-domotics. 

In the future, with the continuous integration of IoT-
domotics with blockchain, edge computing, 5G and other 
technologies, related security research will also continue to 
expand and become an important pillar of the development 
of IoT-domotics. 
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ABSTRACT 

5G MEC is a new model for 5G network architecture that 
moves cloud computing capabilities and IT service 
environments to the edge of mobile communication networks, 
providing nearby services for users. This establishes a 
carrier-class service environment with high performance, 
low latency, and high bandwidth. 5G MEC enables new 
applications by moving core network functions to the network 
edge. However, it also brings new security challenges and 
increases security supervision difficulty. This paper proposes 
5G MEC security protection policies for operators and 5G 
industry customers by drawing on successful industry 
practices. The goal of these policies is to help industry 
customers implement the three sync requirements 
(synchronous planning, synchronous construction, and 
synchronous maintenance) on security while developing 5G 
MEC applications, as well as guiding the industry to improve 
MEC security capabilities. 

Keywords – 5G, MEC, security 

1. INTRODUCTION

5G MEC provides nearby MEC services near to the source 
of user service data, meeting the industry's basic 
requirements on low latency, high bandwidth, security, and 
privacy protection. MEC is mainly deployed in aggregation 
equipment rooms and on campuses due to the latency, cost, 
and enterprise data security requirements of different 
services. This means that there are two typical MEC 
deployment scenarios: WAN MEC and LAN MEC.

Figure 1 – MEC deployment scenarios 

1.1 WAN MEC scenarios 

WAN MEC ensures low latency services through two-way 
latency below 1 ms over 100 km of transmission. This 

indicates that the 5G public network based on WAN MEC 
has the capacity to offer 5G network services to a variety of 
vertical industries. The MEC deployment in aggregation 
equipment rooms with security control is the mainstream 
WAN MEC solution for operators, considering factors such 
as application interconnection, O&M complexity, and device 
costs. WAN MEC mainly applies to OTT connections on 
public networks, group connections on public networks, 
URLLC private networks, and private line connections. 

Figure 2 – WAN MEC scenario 

1.2 LAN MEC scenarios 

For industries that are highly sensitive to security and 
privacy protection, MEC can be deployed on campus to 
ensure data within campus. Typical LAN MEC scenarios 
include manufacturing, petrochemicals, education, 
healthcare campuses and factories. LAN MEC deployment is 
suitable for URLLC services. It can also support local traffic 
offload of enterprise service data, providing local network 
pipes for    campus customers. In addition, enhancing isolation 
and authentication capabilities can prevent unauthorized 
access to the enterprise intranet from public networks, helping 
build 5G private networks for enterprises.

Figure 3 – LAN MEC scenario 
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Table 1 – Table of acronyms and abbreviations
2. RELATED WORK

5G MEC has gained intensive discussions and wide 
investigations in recent years [1-4]. In fact, conventional 
security protection solutions do not cover edge scenarios, 
while 3GPP and other international standards organizations 
are still working on edge computing standards [5-9]. For 
better understanding the MEC security, there is some 
research on MEC system deployment, edge cloud, MEC 
performance and so on. In [10], a 5G MEC gateway system 
is proposed to realize local wireless communication in a 
factory. The work of [11] introduces the implementation of 
the basic platform capability streaming technology of edge 
cloud at present, and gives a practical case analysis and 
architecture description of the common application scenarios 
of edge cloud, such as security monitoring and industrial 
Internet. The study of [12] analyses the potential deployment 
scheme and typical application scenarios of edge computing 
services, specifies the security threats and requirements 
specific to the edge computing services in 5G and thus 
provides the security guidelines for the operator to safeguard 
its applications. The study of [13] proposes to design the 
future 5G networks by the integration of all three 
technologies. It is believed that spectrum efficiency, energy 
efficiency, and overall throughput will be greatly improved 
by using device-to-device which is a technology that allows 
terminals to communicate directly by reusing cell resources 
under the control of the system. The study of [14] explains 
5G uses MEC to deploy applications to the data instead of 
sending all data to a centralized data center, thereby ensuring 
real-time applications. According to [15], MEC offers 
resource-constrained, distributed, and real-time performance. 
Therefore, analyzing MEC threats and proposing MEC 
security protection should consider these factors. 

3. 5G MEC SECURITY THREATS

5G MEC has an abundant of computing, communication, and 
storage resources. It can therefore provide sensitive data 
storage, communication applications, and computing 
services for many enterprises. However, once the attackers 
control the edge nodes and perform lateral or vertical attacks, 
it will seriously damage the confidentiality, availability and 
integrity of applications, communications, and data. This 
signals new security threats to users and our society. At the 
same time, MEC nodes are usually deployed in unattended 
equipment rooms with multiple operators and owners 
throughout the security life cycle that also brings further 
challenges to physical security protection and security 
operation and management. 

3.1 Threats to network service security 

In mobile edge architecture, there are a large number and 
various types of access devices, along with multiple security 
zones [16]. This increases security risks, exposing networks 
to DDoS attacks. Since 5G MEC is deployed at the network 
edge, it is easier for attackers to access MEC node hardware. 
Attackers can access network ports through unauthorized 
connections and obtain data transmitted over the network. In 
addition, MEC systems are still under the threat of 
conventional network attacks. 

Acronyms and 
Abbreviations 

Full Name 

AMF Access and Mobility management Function 
AUSF Authentication Server Function 
API Application Programming Interface 
AKA Authentication and Key Agreement 
AAA Authentication, Authorization, Accounting 
BBU Building Base band Unit 
CGN Carrier Grade Network address translation 
CDN Content Delivery Network 
C-RAN Centralized Radio Access Network 
CPE Customer Premises Equipment 
CE Customer Equipment 
DC Data Center 
DDoS Distributed Denial of Service 
EMS Element Management System 
EAS Edge Application Server 
eMBB enhanced Mobile Broadband 
E2E End-to-End 
FlexE Flex Ethernet 
GE General Equipment 
IoT Internet of Things 
LCS Live Communications Server 
MEC Multiaccess Edge Computing 
MEP Multiaccess Edge computing Platform 
mMTC massive Machine Type Communication 
LAN Local Area Network 
NRF Network Repository Function 
NFV Network Functions Virtualization 
O&M Operation and Maintenance 
OTT Over-The-Top 
OS Operating Systems 
PCF Policy Control Function 
RAN Radio Access Network 
RHUB Remote radio unit Hub 
pRRU pico Remote Radio Unit 
URLLC Ultra-Reliable Low Latency Communication 
UPF User Plane Function 
UDM Unified Data Management 
SMF Session Management Function 
SPN Slicing Packet Network 
TDM Time Division Multiplexing 
VM Virtual Machine 
V2X Vehicle to Everything 
VNF Virtual Network Function 
WAN Wide Area Network 
5GC 5G Core network 
3GPP 3rd Generation Partnership Project 
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3.2 Threats to hardware environment security 

Different from core networks that are deployed in the central 
equipment room with well-established physical security 
measures, MEC nodes may be deployed in unattended or 
customer equipment rooms, with complex environments and 
weak protection and security measures. This exposes MEC 
nodes to devices power-off, network broken, and other 
security risks caused by natural disasters. It also makes them 
even more vulnerable to physical contact attacks. 

3.3 Threats to virtualization security 

Containers or VMs are the main deployment method. 
Attackers can tamper with container or VM images, exploit 
vulnerabilities in host OSs or virtualization software to 
launch DDoS attacks against containers or VMs, and exploit 
container or VM escape to attack the host or its other 
containers or VMs [17]. 

3.4 Threats to MEP security 

5G MEP is deployed based on virtualization infrastructure. 
It provides interfaces for application discovery and 
notification. Attackers or malicious applications can have 
access service interfaces on the MEP without authorization. 
They can intercept or tamper with communication data 
between the MEP and applications, and launch DDoS attacks 
on the MEP. Attackers can also use malicious applications to 
access, steal, tamper with, and delete sensitive privacy data 
on the MEP. 

3.5 Threats to application security 

MEC nodes connect with a large number of heterogeneous 
UEs and carry applications for multiple industries. These 
UEs and applications communicate through diverse 
protocols, mostly connection-oriented and reliable, but are 
not as secure as conventional communication protocols. 
Therefore, attackers can exploit vulnerabilities such as 
unauthorized access, exploit software vulnerabilities, abuse 
privileges, forge identities and other risks. At the same time, 
there may be multiple third-party applications deployed on 
the MEP, leading to potential unauthorized access security 
risks. Third-party applications may also exhaust MEC 
system resources, making them unavailable. 

3.6 Threats to capability exposure security 

MEC provides a platform to carry applications. To facilitate 
application development, MEC needs to provide a series of 
open APIs for users to access MEC-related data and 
functions. These APIs facilitate application development and 
deployment, which in turn makes them targets for attackers. 
If there are no effective authentication and authorization 
methods, or API security is not fully tested or verified, 
attackers may access through bogus terminals, exploit 
vulnerabilities, or launch side-channel attacks to achieve 
unauthorized API invoking, unauthorized access, or user data 
tampering. 

3.7 Threats to management security 

Management security threats mainly include unauthorized 
access by malicious insiders and the use of weak passwords. 
Since MEC is deployed in distributed mode, operators have 
to manage and maintain several MEC nodes. To make the 
process less labor-intensive, operators reply on remote O&M. 
In this case, if upgrades and patching are not done on time, 
attackers may exploit vulnerabilities to launch attacks. 

3.8 Threats to data security 

5G MEP can collect and store data of an interconnected 
device, including application data, user data, and the like. 
Such data may be destroyed or leaked. Data destruction may 
occur when 5G MEP is destroyed or attacked, important data 
is not backed up, or no data recovery mechanism is available. 
The 5G MEP platform can obtain and process the sensitive 
privacy data of users during service development. If this data 
is not classified and managed by level, encryption or 
anonymization methods are not deployed, or data is opened 
up and shared in a non-compliant manner, this may cause 
security risks (such as data leakage) [18]. 

Figure 4 – MEC security threats 

4. 5G MEC SECURITY PROTECTION

4.1 5G MEC security protection architecture 

There are different ways to deploy the UPF and MEP, 
depending on the specific requirements of each industry. For 
WAN MEC, customers do not usually have particular 
requirements on deployment location of MEC. Therefore, 
UPF and MEP can be deployed in operators' aggregation 
equipment rooms with security control to provide services 
for users. For LAN MEC, customers have highly sensitive 
data, so they require operators to deploy UPF and MEP on 
campus. This enables the customers to have control over the 
infrastructure, ensuring sensitive data stays within campus. 

For both WAN and LAN MEC, customers may require the 
edge UPF to also forward their service data traffic along with 
the MEP. The level of surface exposure of operators' 
networks depends on the MEC deployment mode. Therefore, 
it is essential to determine MEC security requirements in 
relation to its deployment mode and customer service 
requirements. Security solutions should be designed 
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accordingly, providing secure operating environments and 
security services for industry customers while ensuring the 
security of operators' networks. 

The 5G MEC security system includes infrastructure security 
(hardware and virtualization security), network service 
security, MEP security, application security, capability 
exposure security, and management security, as shown in 
Figure 5. 

Figure 5 – 5G MEC security protection architecture 

4.2 5G MEC security protection requirements 

4.2.1 Network service security 

Network service security includes networking security 
requirements and UPF security requirements. 

• Networking security requirements: In addition to the
UPF and MEP, 5G MEC requires the deployment of
third-party applications. In this context, there are four
basic networking security requirements: three-plane
isolation, security zone division, internet security access
and UPF traffic isolation. 5G MEC networking security
is closely related to the locations of the UPF, MEP, and
applications, and depends on the MEC deployment
mode.

• UPF security requirements: Since core network
functions are deployed at the 5G network edge along
with the UPF, the core network faces increased security
risks. To counter these, the UPF deployed at the edge of
the 5G network should provide carrier-class security
defense capabilities. The UPF should comply with
3GPP security standards and industry security
specifications. The UPF deployed at the network edge
should interoperate with mainstream core network
devices and their interfaces should be compatible. UPF
security requirements include network security and
service security. The UPF should support the following
network security requirements: isolation of different
security zones, built-in interface security functions and
traffic control of signaling data. The UPF should support
the following service security requirements: defense
against DoS attacks initiated by mobile terminals,
protocol control, detection of bogus mobile terminal
addresses and UPF traffic control.

4.2.2 Hardware environment security 

Hardware environment security includes physical 
environment security, asset management requirements, and 
device hardware security. 

• Physical environment security: The equipment room of
MEC systems should be equipped with an electronic
access control system at the entrance/exit to control,
identify, and record people entering/leaving the
equipment room. The cabinets should have an electronic
anti-dismantle function, and anytime a cabinet is opened
or closed, this should be recorded and audited. MEC
systems should be trusted and protected against
unauthorized access.

• Asset management requirements: The infrastructure
should have physical asset and asset fingerprint
management capabilities.

• Device hardware security: The MEC server is booted and
runs securely with the TPM hardware root of trust,
ensuring the secure boot chain and preventing backdoors.

4.2.3 Virtualization security 

Virtualization security includes host security technical 
requirements, image security, virtualization security, 
container security. 

• Host security technical requirements： Unnecessary
devices or functions must be disabled on hosts;
unnecessary system components must not be installed;
and unnecessary applications or services must not be
enabled.

• Image security ： VM images, container images,
snapshots etc. should be securely stored to prevent
unauthorized access. The infrastructure should ensure
the integrity and confidentiality of these images. The
virtualization layer should support VM image integrity
verification. The infrastructure should support the use of
protected images to create VMs and containers.

• Virtualization security ： To prevent data theft or
malicious attacks between VMs and ensure that
resources of a VM are not affected by other VMs, the
hypervisor should be able to isolate resources of
different VMs on the same physical server, including
vCPU scheduling isolation, storage resource isolation
and intranet isolation.

• Container security: Container security should cover the
entire life cycle of containers, and security protection can
be implemented during development, deployment, and
operation.

4.2.4 MEP security 

MEP security includes MEP system security, MEC service 
authorization, service authentication and authorization 
during application switching, and UE access security. 

• MEP system security: In the MEC architecture, the MEP
is deployed based on the virtualization infrastructure,
which is required to provide security
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assurance. Specifically, security hardening needs to be 
performed on the host OS, virtualization software, and 
guest OS, and virtual network isolation and data security 
mechanisms need to be provided inside the MEP. The 
MEP provides application discovery and notification 
interfaces to external systems, and therefore interface 
and API invocation security are essential. Access to the 
MEP should be authenticated and authorized to prevent 
unauthorized access by malicious applications. 

• MEC service authorization: Mobile network operators 
need to authorize UEs to use MEC services, and only 
authorized users can use MEC services. If operators are 
not the ones to deploy 5G MEC services, the MEC 
service provider should also adopt a similar 
authorization mechanism to prevent unauthorized access. 

• Service authentication and authorization during 
application switching: Applications may select different 
EASs due to factors such as UE mobility or load 
balancing. Necessary context needs to be securely 
transferred from the source EAS to another server (EAS 
or cloud application server) to ensure user service 
continuity. Application switching can be triggered by the 
EAS, edge enabler server, UE-side application client, or 
UE-side enabler client. 

• UE access security: UE access security is the process of 
identifying UEs that are trying to access the operators' 
core networks and MEC to determine whether UEs 
should be permitted or denied access based on preset 
policies. A large number of heterogeneous UEs may 
access MEC. These UEs communicate through various 
protocols, and their computing capabilities and 
architectures vary greatly. 

 
4.2.5 Application security 

 
MEC applications have different service types, such as 
operators' value-added services and third-party vertical 
industry services. Different types of services have different 
security requirements and capabilities. Third-party vertical 
industry applications impose particularly high security risks 
to the MEC environment. It is essential to isolate applications 
with different service types and monitor security during 
inter-application access. Besides, security management is 
required for applications throughout their life cycle. 

 

Figure 6 – MEC application security 

MEC applications are deployed on the NFV infrastructure as 
virtualized network functions. When MEC applications are 

deployed on a VM or container, the virtualization 
infrastructure should be able to isolate the vCPU, virtual 
memory, and I/O resources used by the MEC applications 
from those used by other VMs or containers. It should also 
ensure the integrity and confidentiality of application images 
and image repositories, as well as performing access control. 
For details, see the security requirements of the virtualization 
layer and containers. 

 
4.2.6 Capability exposure security 

 
MEC applications should be able to invoke operators' 
network capabilities, such as user location and quality of 
service information, to achieve business values. In response, 
operators' networks need to expose network capabilities to 
applications, thereby providing better services to MEC 
applications. However, despite its benefits, this network 
exposure also leads to new security threats. As such, it is 
essential to securely manage, publish, and expose APIs. 
MEC applications that function as API invokers should be 
authenticated and authorized to ensure the security of MEC 
network capability exposure. 

 
4.2.7 Management security 

 
Management security includes security event management, 
user behavior management, important data management, 
platform baseline management, life cycle management, 
situational awareness capability building. 

 
• Security event management: Traces security events in 

the MEC system, improves the utilization of alarm logs, 
and generates warnings for security events. Security 
event management collects alarm logs of physical, 
virtual, application-layer security devices and reports 
them to the situational awareness system for analysis 
and security warning. 

• User behavior management: Traces users' operations 
and issues warnings of risks caused by manual 
operations. Approval procedures are established and 
implemented for system changes, importance operations, 
physical access, system access, and other activities. A 
universal access portal allows us to centrally manage the 
hosts, VMs, cloud management platforms, MEC 
platform managers and users of third-party applications. 

• Important data management: Traces important data flow 
paths to prevent data leakage. The transfer of important 
data, such as information about users, configurations, 
images and software packages, is recorded to form a data 
flow path. In the case of a data breach, evidence can be 
provided for incident tracing. 

• Platform baseline management: Ensures the reliability 
and security protection capabilities of the MEP. A 
baseline check is performed on hosts, VMs, physical and 
software packages, ensuring the security of the platform 
and upper-layer applications, reducing security risks, 
and improving the level of security protection. 

• Life cycle management: Manages the life cycle of 
devices that access MEC, periodically updates all MEC 
nodes over remote connections, maintains and manages 

Connecting physical and virtual worlds

– 89 –



 

patch and firmware updates, and promptly fixes 
vulnerabilities. Equipment vendors should be able to 
provide sustainable vulnerability system governance 
and emergency response capabilities. 

• Situational awareness capability building: Implements 
situational awareness of edge-cloud collaboration 
through unified security situational awareness and 
collaborative defense capability building. Central cloud 
intrusion detection technologies can be applied to MEC 
nodes to detect malicious software and attacks. 

 
4.2.8 Data security 

 
It is essential to ensure the security of data stored on MEC 
nodes and transmitted in complex and heterogeneous MEC 
networks in WAN and LAN MEC scenarios. Important data 
that ensures service running should be identified among the 
large amount of data stored, ensuring its secure backup and 
restoration to prevent service interruption due to data 
destruction. In addition, it should back up important data to 
a remote site. Functions such as backup data consistency 
check and backup location query should be supported. 

 
Another security risk is privacy data leakage of MEC users. 
To address this, privacy protection technologies such as 
lightweight encryption, data aggregation, differential 
privacy-based data protection, and federated learning are 
required. In addition, data can be classified and managed 
based on data types during data routing. Data related to user 
privacy should be tagged and isolated at the data ingress of 
each MEC node by firewalls. At the same time, all 
unnecessary services and ports should be disabled based on 
the minimization principle. Then, the important tagged data 
should be provided with integrity, confidentiality, and anti- 
copy protection. 

 
5. CASE STUDIES FOR 5G MEC SECURITY 

 
5.1 Smart grid 

 
5.1.1 Overview 

 
MEC deployed for smart grids needs to match the traffic 
direction of power services to avoid traffic detours, in 
addition to satisfying service latency and isolation 
requirements. Specifically, MEC is deployed at the province, 
city and district/country levels (aggregation and upper layers) 
based on the characteristics of power grid services, with 
large-scale implementation at the province and city levels. 
This makes smart grid a typical WAN MEC security scenario. 

 
5.1.2 Smart grid security 

 
Power grid security is critical to the national economy and 
people's everyday life. Therefore, as a typical WAN MEC 
scenario, smart grid has strict security requirements. 
According to the document requirements of China 
government, power grid services should comply with general 
security principles: security zoning, dedicated networks, 
horizontal isolation, and vertical authentication. 

• Security zoning: The power grid business is mainly 
divided into the production control area and management 
information area. For production control area services, a 
massive number of network nodes are scattered and full 
network coverage is required through the whole phases, 
which is a WAN scenario. In this case, the 5G network 
needs to provide high security isolation, low latency, 
high-frequency forwarding, high-precision timing and 
other capabilities. The user-plane UPF is connected to 
the dedicated MEC in the power production control area. 
For management information area, it contains video 
services in the management zone and dedicated LAN 
services. Video services belong to WAN scenarios and 
require the user-plane UPF to be connected to dedicated 
MEC in the power management information area. 
Dedicate LAN services belong to LAN scenarios and 
require the 5G network to provide high uplink 
bandwidth and local data processing capabilities. The 
user-plane UPF is connected to the dedicated MEC in 
the power management information area. 

 

 

Figure 7 – Overall framework of the 5G slices for power grid 

 
• Dedicated networks: Dedicated networks are used for 

physical or logical isolation. Physical isolation between 
production control area services and other services: If 
some production control area services use the wireless 
communication network, network devices and terminals 
in uncontrollable state for communication, and their 
security protection level is lower than that of other 
systems in the production control area, secure access 
zones should be set up, and security isolation, access 
control, authentication, and encryption measures should 
be taken. Logical isolation between different services in 
an area: multiprotocol label switching VPN, security 
tunneling, permanent virtual circuit, and static routing 
technologies can be used to build subnets for logical 
isolation. 

• Horizontal isolation: Horizontal isolation serves to 
isolate main sites in different areas. Compared with 
legacy networks, 5G public networks have a brand new 
E2E network slice isolation solution when carrying 
electric power services. With MEC and slicing, 5G can 
provide E2E physical and logical isolation for services. 
At the physical isolation layer, the air interface uses 
resource blocks based on orthogonal dimensions of time, 
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frequency，and space domains to transmit data. The 
transport network uses FlexE-based hard isolation to 
have exclusive timeslots similar to TDM; services can 
be carried over network slices based on time division, 
and services on different FlexE slices do not affect each 
other. The core network uses NFV to allocate 
independent physical server resources to the power grid. 

 

Figure 8 – Differences between 5G and legacy networks in 
carrying electric power services 

• Vertical authentication: There are some dispatching 
centers, power plants and substations that require special 
protection because their data is highly sensitive. In this 
case, their data should pass through dedicated vertical 
encryption and authentication devices or encryption and 
authentication gateways and related facilities. This 
implements bidirectional identity authentication, data 
encryption, and access control. Vertical encryption and 
authentication devices authenticate and encrypt WAN 
communication, protecting the confidentiality and 
integrity of the data in transmission, as well as ensuring 
secure filtering. In addition to all the functions provided 
by encryption and authentication devices, the encryption 
and authentication gateways should also be able to 
process power systems' data communication 
application-layer protocols and messages. 

 
5.2 Smart factory 

 
5.2.1 Overview 

 
A smart factory is a typical LAN MEC scenario. The overall 
project covers component material inspection, AR-assisted 
component assembly, status monitoring and analysis during 
equipment trial, and AR-based remote guidance for the 
maintenance of any identified issues. The project 
preliminarily implements equipment trial and manufacturing 
throughout the process, achieves secure production, and 
improves the efficiency of research and production. To meet 
service requirements, the smart factory network architecture 
consists of 5G UEs, 5G base stations, a 5G transport network, 
and 5G core network. In addition, the MEC local breakout 
mode is deployed to implement low-latency and high-
bandwidth access to local network resources and ensure that 
data is not transmitted out of the factory. In this case, the 
equipment complies with 3GPP specifications and meets the 
carrier-class reliability of 99.999% or higher. 

5.2.2 Smart factory security 
 
• UE access security: A CPE equipped with a SIM card 

initiates a registration procedure to the 5G network, and 
then initiates a registration authentication procedure to 
the control plane of the 5G core network through the 5G 
base station and 5G transport network. During this 
process, the identity of the SIM card is authenticated (in 
compliance with the 5G AKA mutual authentication 
standard) to prevent unauthorized access to the 5G 
network. Since operators provide the authentication 
capabilities of SIM cards, if enterprises need to 
independently authenticate and manage enterprise UEs, 
they can deploy AAA services to perform secondary 
authentication on enterprise UEs. This ensures that only 
authorized users and UEs are allowed to access the 
campus network. 

• Communication network confidentiality and integrity 
protection: One the one hand, the 5G air interface 
security and transmission security mechanisms are used 
to implement E2E segment-based confidentiality and 
integrity protection on 5G networks. 5G air interface 
security ensures confidentiality and integrity of radio 
interfaces between 5G UEs and base stations. 
Transmission security ensures confidentiality and 
integrity from the base station to the UPF and from the 
UPF to the enterprise intranet. Operators and enterprises 
can deploy IPsec to ensure confidentiality and integrity 
of the transport network. On the other hand, enterprises 
deploy security capabilities of CPEs and border security 
gateways to ensure security of communication links at 
the application layer such as creating a dedicated tunnel 
for local transparent transmission and deploying E2E 
encryption and integrity at the application layer. 

 
 

Figure 9 – E2E encryption and integrity protection 

• Enterprise network border isolation: To ensure border 
security of the 5G and enterprise networks, a firewall 
can be deployed between the UPF and the core switch 
on the enterprise network. The firewall provides refined 
access control policies to reduce the attack surface, 
traffic and behavior analysis capabilities, and malware 
defection. The firewall adopts a security policy of least 
privilege, so incoming traffic enters the untrust zone. 
The security policy is configured based on protocols and 
allows only Internet key exchange and IPsec traffic to 
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pass through. The firewall forwards outgoing traffic 
through the trust zone, with the destination being the IP 
address and port number of the server connected to the 
5G CPE. This minimizes the attack surface and 
implements refined access control. Logs are generated if 
there are firewall configuration changes, traffic blocking 
by security policy, and abnormal traffic blocking. They 
are then sent to the security management center for 
compliance and audit purposes. The firewall provides a 
UI with the read-only permission to read configurations, 
query historical packet loss records and perform primary 
security troubleshooting. 

• Security management and audit: The log audit system 
deployed at the security management center collects 
system security events, user access records, system run 
logs, system operating status, and other information from 
the border firewall in a centralized manner. First, it 
standardizes, filters, and merges data, as well as 
analyzing alarms. Then, the system uniformly stores and 
manages the data in the form of logs. This facilitates the 
comprehensive auditing of information system logs, 
helps administrators troubleshoot faster, and provides 
objective evidence for fault tracking and recovery. 

 
6. CONCLUSION 

 
MEC is a new model to extend computing capabilities to the 
edge, with the support of networks. It involves the network, 
edge cloud, and edge applications, which together provide 
services in close proximity to users to reduce latency, save 
bandwidth through local computing, ensure security through 
data isolation, and reduce costs through computing 
offloading. 5G offers native support for MEC, which is 
ultimately an effective means to improve E2E user 
experience for new services. In future, as MEC continues to 
gain popularity, we shall ensure a secure 5G MEC 
environment. On the one hand, we need to collect and 
analyze these threats of 5G MEC and take the security 
protections to deal with them. On the other hand, we will 
make greater contributions to 5G MEC applications in each 
area, such as smart city, smart transportation and so on. 
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A TECHNOLOGY FOR EMPOWERING NOVICE PRACTITIONERS AROUND THE 

WORLD WITH SECURITY MATURITY CAPABILITIES 
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ABSTRACT 

The evolution of security over several decades by advanced 
countries has generated vast amounts of valuable security 
knowledge (“Knowledge”) contained in standards, 
regulations and guidance (“Frameworks”) published in the 
form of documents and spreadsheets. Knowledge captured in 
this form is very difficult to consume and adapt, especially 
by novice practitioners. If this barrier could be removed, it 
would release its enormous locked-in value to the rest of the 
world who desperately need it. A model and enabling 
software application (“Technology”) is proposed for novice 
practitioners to quickly ingest existing, readily available 
knowledge contained in frameworks; thereby enabling easy 
access, search, visualization, navigation, and consumption 
of the frameworks and their maps. This technology will be 
made available as open source to the world. 

Keywords – Security control expressions, security control 
frameworks, security control objectives, security 

vulnerability expressions 

1. TACTICAL SECURITY CHALLENGES

The body of knowledge contained in frameworks in 
documents and spreadsheets can be characterized as follows: 

 In words: Security control objectives (Objectives) are
worded descriptions of some “security value to be
delivered to some value creation” in general agnostic
terms, with definitions. These objectives are not the
actual implemented, environment-specific control. As
a result, many frameworks, encompassing identical
objectives, are worded differently, created from
different perspectives for different purposes with
varying degrees of expertise. This range of objective
subjectivity requires substantial effort to reconcile and
then to choose the “right” one. If mandated, it is one of
the right ones. Others may be more useful in terms of
their articulation.

 In frameworks: Different frameworks are not only
worded differently but are structured differently. They
differ radically in the way they decompose
control/protection concepts and their underlying scope.
Authoritative frameworks and guidance are issued by
Standards Development Organizations (SDOs) and

regulatory authorities and are developed by consensus 
and frequently under political governance processes. 

 Many frameworks, similar objectives and
correctness: Even with attempts to normalize
definitions across SDOs, there are still many differing
definitions of similar security objectives. This raises the 
question, which one is correct? The challenge of
correctness or selecting the “correct” one among the
many choices is there is no intellectual/scientific basis
for promulgating one framework more correct than
another.

 Many frameworks, different objectives and
completeness: There are many highly specific security
control frameworks that fall in scope when objectives
are committed to. No one framework can be considered
complete in relation to the specific digital system
requiring protection as one has no knowledge of the
other; therefore, there is no guarantee that all potential
vulnerabilities will be identified. This is a critical
challenge for high assurance protection, overseeing the
one obscure vulnerability ultimately responsible for a
compromise. The information contained in frameworks
represents a significant amount of fragmented and
unorganized valuable security knowledge that
practitioners must suffer the burden of researching,
interpreting, reconciling, and validating the
applicability and then the efficacy of an implemented
security control.

 Inherent framework reference limitation: When a
spreadsheet of rows and columns is used to present a
framework and the mappings with other objectives in
other frameworks, one framework is the anchor
reference (on the “left” of the spreadsheet). The
framework mappings to other objectives are provided
in columns. It is now easy to find all the mappings’
identifiers to other frameworks for a given objective of
the anchor framework. However, having the objective
identifier still requires finding the applicable
framework, finding the objective, and relating it back
to the anchor objective. This is a painful process and
the ability to compare objective descriptions in
different frameworks is a challenge.
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 Figures 1, 2 and 3 illustrate the spreadsheet anchor 
framework limitation to mappings using the Cyber Risk 
Institute (CRI) framework, Financial Services Sector 
Coordinating Counsel (FSSCC) framework, and NIST 
800-53 r4 in spreadsheets with maps located in the 
extreme right columns of the spreadsheet. 

 

 

Figure 1 – CRI framework and mapping 
 

 

Figure 2 – FSSCC framework and mapping  

 

Figure 3 – NIST 800-53 framework and mapping  

It is impossible with the inherent limitation of spreadsheets 
to choose an objective from a non-anchor mapped 
framework (on the right of figures 1-3) and see how it relates 
to the other frameworks in the spreadsheet. This is because 
of the one-to-many data architecture limitation of 
spreadsheets.  

If the same framework and mappings were stored in a 
relational database, a many-to-many data architecture, any 
framework could easily serve as the “anchor” framework, 
and all the mapping relationships of any objective of any 
framework could easily be visualized and analyzed. 
Therefore, spreadsheets are not the tool of choice to support 
the critical work of mapping between control frameworks. 

 Inter-framework mapping: Finding and documenting 
the relationships between objectives in frameworks 
(mapping) is important because a given organization 
may be governed by and accountable to multiple 
frameworks in their authorities, concurrently. If an 
expert who thinks in terms of Framework-A needs to 
talk to another expert who thinks in terms of 
Framework-B, A-to-B mapping are essential. From a 
data architecture perspective, the relationships between 
today’s frameworks are complex. Many-to-many 
relationships are natural dominant species as opposed 
to simpler one-to-one or one-to-many relationships. 
Spreadsheet tools are popular and simple to use but they 
are not effective in modeling many-to-many 
relationships – mappings. 

 Decomposition: The process of objective 
decomposition is complex and critical to the notion of 
scope and gaps. What is it exactly that I must do given 
the uniqueness of my environment? That will not be 
found in the objective description. Today, frameworks 
provide a single parent decomposition of objectives to 
more refined sub-objectives down 2 or 3 levels. All 
frameworks naturally contain coverage gaps unique to 
the “blind spots” or scope constraints of its authors. 

 Today, performing decomposition in spreadsheets is 
challenging. For example, objective: data 
confidentiality naturally yields many security control 
requirements (“Requirements”), e.g., Data-in-Transit, 
Data-at-Rest, Data-in-Use security; and each of those 
yield many security control specifications 
(“Specifications”), e.g., structured and unstructured 
Data-at-Rest security. Ultimately the decomposition 
process will yield a very large number of relationships 
between actual implemented assets and actual delivered 
security mechanisms. It is currently not possible to 
perform this process with ease and precision. 

 The challenge of identifying and closing objective 
scope gaps increases dramatically when two objectives 
from two frameworks are compared. In contrasting two 
objectives, the control overlaps and control gaps are not 
obvious. The process of decomposition towards 
increasing “singular uniqueness,” is a process towards 
identifying unique and unambiguous threat-target-
security relationships. 

 In Silos: a general principle in organizational security 
is groupings by Threat/Red Team/Incident 
Response/Detective controls; Security/Blue 
Team/Preventive controls; Policy/Program 
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management and budgeting; and Internal/external audit 
and compliance. The last and most critical group 
involves the digital systems and value creation 
processes. Relations with this group with others in 
security are often contentious. The result is often a 
poorly defined target understanding, the one element 
that unifies everyone. These specialization silos do not 
communicate well and do not coordinate 
interdependencies well. The result of this friction is the 
very weak interoperability and correlation confidence 
between threats-to-targets, a clear understanding of the 
resulting risk from likelihood and impact assessments, 
and the fiduciary requirement to reduce residual risk to 
acceptable levels. 

2. IMMEDIATE CAPABILITY ENHANCEMENT 

The technology provides the immediate ability for an expert 
or a novice practitioner to ingest “any and all” existing and 
future frameworks and their mappings from the body of 
knowledge, consume and adapt these frameworks and 
mappings for their own purposes.  

Figure 4 illustrates the NIST CSF 1.1 mapping of an external 
control (Orange Pentagon) to FSSCC framework objectives 
as internal controls (Blue Circle) in the technology platform. 
Objectives and their mappings to other frameworks are 
clearly visible. 

 

Figure 4 – FSSCC-to-NIST CSF in technology 

The benefits of the frictionless freedom to see and travel 
through both the existing public body of knowledge and an 
organization’s customized state-of-security posture, 
provides the freedom to customize. The capability to select 
and “see” or visualize any reference anchor framework, and 
immediately see the objectives at all de-compositional levels 
and their provided maps to other frameworks is a game 
changer. Change the reference framework on demand, and 
see a new world defined by the new anchor framework but 
involving the same maps. The capability to “travel” or 
navigate like an MRI, to any “area of concern,” and travel 
down for higher precision levels to find context specific 
knowledge allows an effortlessly focus on analysis and not 
information searching and manipulation. 

Figure 5 illustrates the higher ability in “bi-view” to create 
two parallel but independent views to compare two anchor 
frameworks and their maps. On the left in blue using the 
FSSCC framework as the reference anchor with CSF 1.1 
Maps. On the right in orange comparing the same two 

frameworks observed in reverse. This capability clearly 
illustrates control coverage gaps between the two 
frameworks. 

With the ability to navigate and visualize any aspect of one’s 
state of security to increasing levels of precision, one can 
focus on analysis and design and not searching and 
converting form to consume. 

 

 

Figure 5 – FSSCC-to-NIST CSF in technology 

The author has been engaged with the World Economic 
Forum (“WEF”) Center for Cybersecurity and its publication 
entitled “Systems Cyber Resilience: Secure and Trusted 
FinTech.” [1] as indicated by their citation in Contributors 
on page 33. 

“With thanks to: Ghiyazuddin Mohammad, Alliance for 
Financial Inclusion (Malaysia); Jacques Francoeur, ITU-T 
Study Group 17: Security; The Monetary Authority of 
Singapore; Troy Leach, CTO Payment Card Industry 
Security Standards Council; Curtis Dukes and Phyllis Lee, 
Center for Internet Security; Josh Magri and Alan Carroll, 
Cyber Risk Institute.” 

“Consortium members asked, how can less mature 
FinTech companies connect with very mature 
organizations while maintaining a level of cybersecurity 
risk that is understood by all parties, accepted and 
manageable?” 

“The Consortium’s recommendations support the scaling 
and adoption of frameworks that provide clear and 
actionable cybersecurity guidelines to FinTechs to 
enhance the security of the wider financial services supply 
chain.” 

Several of the reports key challenge conclusions and 
recommendations can be addressed by the technology. It is 
important to understand that the technology is knowledge 
and framework agnostic, being able to process any 
framework. This even includes privacy controls. 

The following section will describe the model and 
foundation of the technology platform. 

3. SECURITY VULNERABILITY EXPRESSIONS 

Security vulnerability expressions (“Vulnerability 
Expressions”) capture the natural one-to-one relationships 
(mappings) between threats-to-value asset vulnerabilities, 
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for which policy objective commitments-to-protecting value 
assets are made; for which security mechanisms-to-mitigate 
threats-to-vulnerabilities must be implemented; and tested 
with the intent to collect sufficient evidentiary artifacts to 
meet assurance requirements. 

The author will indicate five prior ITU publications related 
to the technology. Vulnerability expressions were not 
previously published and constitute new material. 

3.1 Unified security model 

It is assumed that the reader has reviewed and understood the 
Technical Report entitled “Unified Security Model, a neutral 
integrated system approach to cybersecurity” [2] published 
by ITU-T Standardization, Study Group 17 Security, in 
2020. Additional directly related ITU publications which 
include related work can be found in references [3] through 
[7]. The author is aware of similar relational thinking work 
published in ISO/IEC 27034-5-1 Application Security 
Series Part 1-5, Application Security Control structure using 
graphs in XML schema.  

The foundation of vulnerability expressions is based on the 
Unified Security Model (USM), which is in turn founded on 
a simple 4 digital force model (Figure 6). The USM 
represents “all matters security” by these 4 digital forces 
engaged in 3 force “influences” relationships, as follows: 

 

Figure 6 – 4 digital force model 

Start: When a new cybersecurity universe is born, it is empty. 
A Value Creation Force is born, represented by the color 
gold in the center of Figure 6. Where there is value, there will 
be risk. Consequently, a Value Risk Force is born, 
represented by red. The 1st Force Influence is Risk Force 
“threatens” Creation Force, or conversely Creation Force “is 
threatened by” Risk Force. The owner of the Value Force 
will seek to minimize the loss to value and invest in its 
preservation. A new Value Preservation Force is born, 
represented by blue. The 2nd Force Influence is Creation 
force “is protected by” the Preservation Force, or conversely 
Preservation Force “protects” Creation Force. The owner of 
the value who has invested to minimize loss through the 
investment of value preservation, will seek assurances of the 
efficacy of the preservation. A new Value Assurance Force 

is born, represented by orange. The 3rd Force Influence is 
the Preservation Force “is validated by” the Assurance Force, 
or conversely Assurance Force “validates” Preservation 
Force. 

A security control, in its most elemental form is a worded 
statement of “security value to-be-delivered-to value 
creation.” It is a matter of perspective. Figure 7 illustrates the 
notion that delivery of security is from the perspective of 
security operations and receiving protection is from the 
perspective of value creation. If one assumes that “Security 
Delivered is not necessarily the same as Protection Received” 
(Figure 7), a simple relationship emerges by which the 
deliver versus receive value must be validated through 
testing and verification. This fundamental assumption of 
inequality is the genesis of the expression model. 

 

Figure 7 – Security versus protection 

3.2 Security control expression model 

The 4 digital forces of Figure 6 are represented by 6 security 
actors, each having specific roles and properties designed on 
enabling the digital force (Figure 8) they represent. 

The Security Control Expression (“Expression Model”) is a 
high-level relationship model of 6 actors engaged in 5 
relationships, representing 4 digital forces, described as 
follows:  

 

Figure 8 – Actors representing forces 

The Value Creation Force is represented by two value 
actors: Value Process and Value Asset. Value Risk Force is 
represented by 1 risk actor: Threat Vector. Value 
Preservation Force is represented by 2 security actors: 
Internal Control and Security Asset. Value Assurance 
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Force is represented by 1 compliance actor: External Control. 
The 6 actors fall into 2 groups (Figure 8): Internal/External 
actors and Passive/Active, as follows. 
Internal actors: It is assumed that the organization has full 
control over value creation and preservation, that is control 
over 2 Value Creation actors (Value Asset, Value Process) 
and 2 Value Preservation (Internal Control, Security Asset) 
actors. External actors: It is assumed that the organization 
has no control over Value Risk (Threat Vectors) and Value 
Assurance (External Control), that is the evolution of the 
threat and regulatory space.  
Active actors: Actors who are directly involved in the attack: 
Threat Vector, Value Asset and Security Asset actors. 
Passive actors: Actors who are not directly involved in the 
attack: Value Process, Internal Control and External Control 
Actors. Passive actors (Value Process and Internal Control, 
External Control) determine the resource level available to 
active actors (Threat Vector, Value Asset, Security Asset) to 
mitigate. 

 

Figure 9 – Security control expression model 

The 5 relationships between the 6 actors illustrated in Figure 
9 define the security control expression by a series of 
sequence interdependent relationships as follows: 

1st Actor relationship: For one Value Process there are 
many enabling Value Assets. Value Assets “enable” Value 
Processes, or conversely a Value Process “is enabled by” 
Value Assets.  

2nd Actor relationship: Threat Vectors threaten Value 
Assets or conversely Value Asset “threatened by” Threat 
Vector. Internal Control is the internal policy protecting the 
Value Asset.  

3rd Actor relationship: Internal Control “Policy Protects” 
Value Assets or conversely Value Assets “are protected by” 
Internal Controls. The Threat Vector likelihood and impact 
severity on the Value Asset enables one to make policy 
decisions as to appropriate risk reduction investments.  

4th Actor relationship: Security Assets execute security 
techniques that deliver security value to Value Assets and 
fulfill Internal Control requirements. Security Assets 
“implement” Internal Controls or conversely Internal 
Controls are implemented by Security Assets.  

5th Actor relationship: Internal Controls validate the 
compliance requirements of External Controls. Internal 
Controls “validate” External Controls or conversely External 
Controls “are validated by” Internal Controls. 

These actor relationships can be observed in Figure 4 and 
Figure 5. 

The expression model established the “horizontal” 
relationships between actors which can be cited as follows: 
“Value Assets enable Value Processes, threatened by Threat 
Vectors, mitigated by Security Assets, fulfilling Internal 
Controls, and evidenced for compliance to External Control 
requirements.” The expression model (Figure 9) can 
represent all scenarios of threat-to-target; and corresponding 
policy protection commitments; security delivery 
mechanisms; evidence of compliance to the required 
assurance level.  

Currently, objectives contained in frameworks on the same 
security topic are similar but different using different words 
to describe what security value is to be delivered to value 
creation. Since security controls and security control 
expressions are both statements of this type, these statements 
are agnostic to whether it is mandated by regulation “Shall 
Do”, recommended by standard “Should do”, funded by 
management “Committed to”, or delivered by a vendor’s 
products and services “Can do.” The ability to normalize 
across these stakeholders improves clarity. 

In Figure 10, the expression model is compared directly to 
the fundamental word-based model of a security control, that 
is a requirement to deliver some form of security value to 
some form of value creation. 

 

Figure 10 – Control objective versus expressions  

Figure 11 divides the expression model (Figure 9) down the 
middle into 3 actors on the right (Value Process, Value Asset 
and Threat Vector), representing Business Impact Analysis 
and 3 actors on the left (Internal Control, Security Asset and 
External Control), representing protection design and 
compliance validation. Expression models contain 2 core 
simplifying symmetries (Figure 11): 
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Figure 11 – Security control expression symmetry 

Asset symmetry: There is no IT asset difference between a 
Security Asset and Value Asset as they both are represented 
by “people, process, and technology” that deliver security 
and business value, respectively. The IT asset difference 
being in the purpose of the application, nature of data and 
type of host. 

Control symmetry: There is no difference between Internal 
Control and External Control actors as they are both 
statements defining Security Value to be delivered to some 
Value Creation. The distinction is External Controls in a 
framework originate from authoritative sources and should 
not be altered while Internal Controls are intended to be 
customized to the target. This symmetry enables the adoption 
and customization of the vast knowledge contained in 
External Control frameworks for internal application. The 
use distinction is assigned as a “tense” prefixing the Security 
Control Expression as – “Committed To” (Internal), “Should 
Do” (Standards) and “Shall Do” (Regulations). 

3.3 Security vulnerability expression models 

The actual attack occurs, and therefore must be modeled and 
addressed at a much greater level of environment-specific 
detail and therefore precision. Namely, at the specific threat 
exploit – to unique vulnerability – and specific mitigating 
countermeasure level. The singular anchor of all security 
vulnerability expression models is the Value Asset and its 
vulnerabilities. The expression model (Figure 9) can be 
adapted to increasing levels of precision by increasing the 
target level of detail. The more general the target definition, 
the more general and objective-like the model and resulting 
outcome. The more specific the target definition, the closer 
one arrives at a modeling of potential vulnerability and their 
countermeasures. The target must ultimately be defined to 
the “singular” target component vulnerability (Software, 
Data, Host) level to determine which appropriate 
countermeasures are required. 

Illustrated in Figure 12, there are 3 vulnerability expression 
model types, each with increasing precision as follows: 

 The Value Asset Type Vulnerability Expression 
(Figure 12 Top) is intended to represent Value Assets 
at more general level by “types,” for example, 
databases and servers. This provides the basis to 
analyze threat types to value asset types. For example, 
threats to structure databases or even threats to Oracle 
databases as a type. 

 The Value Asset Vulnerability Expression (Figure 12 
Middle) is intended to represent actual value assets at a 
more specific characterization compared to value asset 
types. For example, Oracle database version xxx.xx. 
This provides the basis to analyze specific threats to 
specific value assets unique to a specific environment 
implementation. 

 The Value Asset Component Vulnerability 
Expression (Figure 12 Bottom) is intended to represent 
the value asset in its elemental form of software, data, 
or host component.  

Once these expressions are captured end-to-end and from 
right-to-left (Target: threat to, Policy of, Security of, 
Compliance of) they represent persistent vulnerability 
mitigating knowledge at different levels of precision that can 
capture, made available and easily consumed.  

Defining both Value Asset and Security Asset by its base 
generic components of Software, Data, and Host (Figure 13 
bottom), value asset vulnerability can now be differentiated 
by Software, Data, or Host vulnerabilities. Assets have no 
contextual awareness as to whether they are performing a 
value creation function or a security value function. 

 

Figure 12 – Vulnerability expression models 

The ability to start out more general and qualitative and 
evolve naturally to more specific and quantitative, and to 
have it connected through inheritance, is a significant 
improvement in the ability to measure at higher precision 
levels and to aggregate results for automatically reporting 
purposes. 

2021 ITU Kaleidoscope Academic Conference 

– 98 –



4. TECHNOLOGY PLATFORM 

Section 2, Figure 4 and Figure 5 outlined the immediate 
benefits of the freedom of visualization and navigation of 
frameworks and their mappings. The technology platform 
provides many other capabilities including the ability to 
create rulers and measure controls for different perspectives 
such as efficacy and coverage. The technology provides the 
ability to easily conduct protection design analysis and make 
the enhanced security design recommendations.  

5. CONCLUSION 

The removal of the burden of visualization and navigation of 
any framework, combined with the ability to access the body 
of knowledge with ease and from any reference framework, 
provides the capability to orchestrate security and 
compliance as one. The removal of the burden allows for the 
creation of an internal security control framework 
customised to the specific nature of what needs protection 
and derived from the best available external knowledge. 

The technology platform also allows for current work habits 
mentioned in Section 1 silos, allows for independent and 
asynchronous work to be conducted, yet all integrated in the 
back end. The sequential interdependency inherent in 
expressions (Figure 9) defines a sequence of 1 through 5 
where larger numbered relationships are dependent on the 
completion of smaller numbered relationships. 

The ability to make available the vast security knowledge in 
expression form with an enabling technology to easily enable 
novice practitioners around the world to consume, analyze, 
and adapt is potentially transformational. 

It is the intent of the author to publish technology code as an 
open source “security control management system” for 
community enhancement that can enable and support novice 
security practitioners in the emerging world and least 
developed countries. 
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ABSTRACT  

We present a novel way to support business organizations’ 
decision-making in the context of analysis of network data 
sets. For such a purpose we built a mixed-reality, multi-user 
platform, which we named Aroaro and can be deployed on 
different virtual reality and augmented reality devices.  In 
Aroaro, users can experience data visualization, either 
individually or as part of a team. With a set of lab tasks 
designed to lead lab subjects to analyze the network 
information while immersing into the rich virtual 
environment, our approach belongs to the nascent area of 
immersive analytics. We assume a business unit has already 
procured some network data set and been tasked with 
problems that need to reveal information about the 
network’s connectivity properties. This paper is concerned 
with how a business unit achieves problem solving (decision-
making) when relying on immersive analytics. Our approach 
combines a high-quality virtual environment such as Aroaro, 
its data visualization engine and the analytics afforded by 
concepts of network centrality in a network. We report on 
preliminary results of having lab subjects experience two 
visualization environments: a 3D visualization system on a 
2D-flat screen and our mixed-reality, multi-user platform for 
network data visualization. 

Keywords – Augmented reality, data visualization, 
immersive analytics, multi-user, mixed-reality platform, 

network data set, virtual reality. 

1. INTRODUCTION

We present a novel way to support business organizations 
decision-making in the context of business analysis that 
requires managers to deal with network connectivity 
information stored in the format of a network data set. Our 
approach relies on a mixed-reality, multi-user platform 
where one or more individuals can visualize the data set 
while immersing themselves in a different kind of experience. 
We have developed the software that allows the virtual and 
augmented reality versions of the platform to be used by 
interested parties. We call our immersive platform Aroaro, a 
Maori language word for “presence”. 

Having experimented with a handful of free-to-access 
environments, we decided to build our own application for 
the visualization of data sets on a range of diverse devices. 
The two main types of data are tabular data sets and network 
data sets, and on each we seek to explore how decision 
makers able to visualize the data that describes the 
connectivity characteristics of a network so that they can 
provide answers to questions posed as decision-making 
problems. Our approach contemplates decision makers 
facing two visualization options: data displayed on a 2D 
interface –such as a computer screen, or data displayed on an 
immersive 3D environment like the one presented here.   

In terms of the components necessary to achieve the above-
described approach we set ourselves into a demanding 
pathway as we had to conceive, build, and test the immersive 
software platform on three different device types: virtual 
reality for Head-Mounted Displays (HMDs), and augmented 
reality for both HoloLens and Android-based smartphones. 

Next, we moved beyond tabular data sets to explore the 
higher complexity of network structures. Users of Aroaro 
data visualization tools have a wide range of options for 
visualizing tabular data sets, but as rich as they may become, 
tabular data sets do not necessarily convey information about 
existing relationships or link between the entities, also 
known as nodes. A network data set, on the other hand, 
necessitates two data files: the node set and the link set. It is 
the latter that contains the connectivity information of a 
network. This paper is only concerned with network data set 
visualization. 

We envision a business unit that has already procured some 
network data set of its interest and has been tasked with 
problems that make it select one or more nodes. Let us 
provide more context to the latter claim. Assuming the 
network data set describes a network of individuals, such as 
the case of an Internet-based social network, the decision-
making team needs to find, according to some predefined 
criteria, which subjects are the most important. Their 
objective, perhaps, is to reach out to those individuals who, 
because of their importance, can help the business propagate 
a message on its behalf. 
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Tasks like the one described above can be met when the 
appropriate technical measurements are understood and used. 
We have chosen to use network centrality and opted for four 
well-known centrality measurements that use only the 
connectivity information provided by the link set. In general, 
there is not a great deal of agreement about one of the four 
measurements being better than the others to determine what 
the most important nodes are. The values provided by those 
measurements may not usually determine unequivocally a 
most important node as their values may lead to conflicts 
whereby one node may have the highest value for one 
measurement, but a different node may display the highest 
value for another.  

It is situations like this that lead us to pose that when 
analytics cannot unambiguously deliver the grounds for a 
decision, immersive data visualization can kick in to help. 
The sections below explain how we achieve such goal. 

The paper unfolds as follows. In Section 2 we provide some 
brief highlights of the literature on immersive analytics. 
Section 3 presents the system architecture and describes its 
functions, giving a brief about the philosophy behind 
Aroaro’s architecture. Foundations on immersive analytics 
are presented in Section 4 where opportunities afforded are 
discussed and further pinpointed in the context of network 
data visualization. The subject of Section 5 is the description 
of our decision-making case in an immersive network data 
visualization environment, and the reporting of results 
obtained from lab experiments with participating subjects. 
Finally, conclusions are presented in Section 6.  

2. RELATED WORK   

An immersive virtual environment allows a user to 
experience virtual and augmented reality devices by wearing 
a device in such a way that their sight and hearing engage 
with a representation of the world that is totally created by 
the device’s installed software or an altered view of the real 
world. There is already a diverse literature on virtual reality 
and augmented reality technologies applied to immersive 
environments for visualization. However, literature on 
collaborative visual analysis on abstract data in immersive 
environments is almost non-existent.  

We focus here on developments that have adopted HDMs. 
Kwon et al [1], investigating the effectiveness of graph 
visualization, report a superior performance of 3D 
visualization with an Oculus Rift over 2D graph 
visualization. Different authors, investigating collaboration 
in information visualization, highlight its importance to data 
visualization, in general, and big and complex data, in 
particular [2], [3], [4].  

Cordeil et al. [5] note the increasing adoption of HMDs due 
to their technical advancements, which allow the authors to 
carry out a comparison between a centralized automatic 
virtual environment, or CAVE, and the environment 
afforded by an HMD. Their work poses the question of the 
adoption of HMDs focusing on three aspects, namely, 

resolution, presence, and freedom of movement as the 
criteria for comparison between a CAVE and an HMD-based 
environment. The paper focuses on immersive collaborative 
analysis of network connectivity. Invited subjects are asked 
to perform tasks while visualizing a network. The tasks 
consist of counting the number of triangles and finding the 
shortest path between given nodes. The task is to be 
performed in a collaborative manner by two subjects [6]. 
HMDs were found to allow users to achieve their tasks faster 
than when the CAVE was used, and there were no notable 
differences in terms of accuracy and communication.  

3. VR/AR AROARO ARCHITECTURE  

Our current XR environment, known as Aroaro, began by 
exploring how a distributed XR, Augmented and Virtual 
Reality (AR, VR) teaching and learning environment could 
be used in a business school. This work then transitioned to 
a more specialized focus: data exploration. To this end we 
developed a multi-user space where a group of people can, 
either remotely or co-located, synchronously or 
asynchronously, meet and share information orally or by 
presenting written reports. As Aroaro expanded we 
refocused its purpose on a data visualization platform to 
allow users to perform visualization and analysis of data. The 
latter aligns with a novel area of research known as 
immersive analytics [7]. The one purpose of Aroaro’s 
immersive analytics engine is quality decision-making.  

Figure 1 depicts the building blocks and supporting software 
elements of the Aroaro client.   

 

Figure 1 – Aroaro’s architecture 

Aroaro supports peer-to-peer clients with a cloud relay. The 
system is built using the Unity 3D engine and it contains 
within the client an SQLite database for data storage. The 
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Microsoft Mixed-Reality Toolkit is used to provide client 
services. Data sets, currently .csv and .json formats,  are 
supported allowing connection to cloud and local databases 
and API services. As Figure 1 shows, Aroaro links to several 
cloud services, which mainly provide access to data. Data is 
reached directly on the machine Aroaro runs on, i.e., a PC or 
HMD for the VR application, or HoloLens for the AR 
application.  

A cloud relay, Photon, enables multiple users to work on the 
same tasks and interact with objects in the same virtual space 
at the same time. Users from distant, different places can be 
present in the same collaboration space viewing the same 
visualizations from different viewpoints and communicating 
synchronously with speech or asynchronously with shared 
notes.  

Microsoft Azure Cognitive Services are used for speech to 
text, enabling users to avoid awkward typing on a virtual 
keyboard. Messages sent to the server are returned to the user 
with an interpretation of the text. Complementing Azure, 
Aroaro uses PlayFab as the back-end tool to provide user 
management. It is also used to store scene objects.  

Aroaro currently runs on HoloLens 1, HoloLens 2, Windows 
Mixed Reality and Android with iOS and Oculus Quest soon 
to be released. An alpha version of Aroaro for Android is 
available at https://aroaro.auckland.ac.nz/aroaro-on-android/. 
HoloLens 2 is a particularly welcome enhancement to 
HoloLens 1, which can track the movement of hands and 
eyes allowing the user to virtually move the objects by using 
the fingers.  

Heroku is used to host the code that calculates network 
measures such as centrality and other degree-based node 
properties. Using a cloud-based approach with Heroku 
allows Aroaro to offload the processing from the XR client.  

4. IMMERSIVE ANALYTICS  

According to Dwyer et al. [8], Immersive Analytics (IA) is 
“the use of engaging, embodied analysis tools to support 
data understanding and decision making.” Immersive 
analytics builds upon several features such as data 
visualization, visual analytics, virtual reality, computer 
graphics, human-computer interaction to support data 
understanding, and either individual or collaborative 
decision-making. IA is a new technology that uses head-
mounted VR/AR or hand-held equipment to provide new 
kinds of display and interaction technologies such as sensor 
technologies as well as machine learning [9]. 

4.1 Opportunities afforded by IA 

We find it adequate to introduce IA to Aroaro as it offers 
opportunities beyond traditional analytics such as those 
identified in [7]: situated analytics, embodied data 
exploration, collaboration, spatial immersion, multi-sensory 
presentation and engagement. Let us highlight how Aroaro 
takes on some of these opportunities.  

1. Aroaro is a multi-user environment, in which tools for 
collaboration have been incorporated. Collaboration can 
happen either synchronously or asynchronously. A team of 
decision makers can meet in Aroaro from geographically 
distant places. If the session happens with all members being 
simultaneously in the virtual environment, then interaction 
will occur in a synchronous manner. Decision makers can 
also rely on individual immersive analytics and leave their 
annotations on virtual or real objects of interest so that other 
team members can continue their tasks later.   

2. Aroaro’s virtual reality facility provides a user with total 
spatial immersion and in doing so it is hoped users gain 
better understanding of the data. User interaction with 
network data happens as the user “flies into the network”, 
while being able to explore the object with a sense of 
unconstrained space. The environment is a full 3D 
visualization of Aroaro’s interpretation of abstract data 
contained in a network data set.   

3. Multi-user experience requires a means of communication 
within the virtual space offered by Aroaro. Similar to 
presence under a collaborative environment, the ability to 
hear other decision makers’ voices can correspond to either 
synchronous or asynchronous modes. In Aroaro, multi-
sensory capability is embodied into the audio tool, which 
contemplates the ability for users to leave recordings on 
designated objects in the virtual space for their collaborators 
to listen to some time later.   

4. The combination and utilization of features that take 
advantage of the opportunities listed above facilitate a higher 
level of engagement. This is of particular importance to 
decision-making supported on network data visualization, 
which is the business task of interest studied in this paper.   

Increasingly, more business activities and processes as well 
as human organizations and business structures can be 
described as networks. Increasingly too, organizations need 
access to information contained in the connectivity 
properties of a network, as recorded in a network data set. It 
is important to realize this type of data set is inherently richer 
and more complex than a data set where, a priori, there is no 
seeming relation between the entities/subjects/names that 
make up the data set.  

Aroaro has been endowed with a facility that allows the user 
to display the connectivity information inherent to a network 
data set as a graph that “floats on the virtual space”. We have 
chosen to use known measurements of node centrality, which 
are pre-computed when the network data set is stored in 
Aroaro for the first time. Such measurements constitute the 
building blocks of the analysis to be carried out by decision 
makers able to access the network data visualizations module 
of Aroaro.  

4.2 IA in the context of network data visualization 

We argue network information is becoming of heightened 
strategic importance to many business organizations. 
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Management may use a visualization method to put network 
data closer to decision-making and facilitate the 
interpretation of analytics applied to network data.  

The context of the problem presented here refers to the 
assumption that a particular business organization has access 
to a network data set, which may be its own or a third party’s. 
Let us consider a specific scenario where such a business 
organization finds it of outmost importance to its commercial 
activities to identify the most important members of the 
network. 

We approach the question of who is most important in a 
network by exclusively using information about network 
connectivity, that is, the bilateral relationships between 
nodes or members of the network. We appeal to known 
measures of network centrality, more specifically 
quantitative descriptors associated with a node, such as 
degree, betweenness, closeness and eigenvector. These are 
defined as follows: 

Degree centrality tells us about how much a node can 
directly influence other nodes. Quantitatively the degree of a 
node in a network is the number of its neighbors, that is, the 
number of nodes that share a link with it. 

Closeness centrality gives an estimate of the power of a node 
to spread information efficiently through the network. This 
is a measure of indirect influence, unlike the degree.  
Closeness is measured as the average inverse distance of the 
node to all other nodes. When a node´s closeness is high its 
distances to all other nodes are typically shortest. 

Betweenness centrality tells us about the influence a node 
has over the flow of information in the network. A node’s 
betweenness is measured by the fraction of shortest paths 
between any two nodes of the network that contain said node. 
This measurement is akin to estimating the amount of control 
a node may exert on the flow of information within the 
network.  

Eigenvector centrality tells us about the influence of 
a node in a network as a measure of the influence of its 
neighbors as well. A high eigenvector value means that the 
node is connected to many nodes who themselves have high 
eigenvector values.  

On its own each measurement can be used to rank the nodes 
of a network. Factoring out the fact that ties may appear, the 
rank is unambiguous, and the most important node can be 
determined. However, considered together, even if only two 
of them, the measurements may not determine 
unambiguously what the most important node is. This is 
because not all rankings produced return the same order. It is 
certainly observed that nodes with a low degree tend to rank 
low on the other measurements rankings as well as high 
degree nodes tend to rank high on the other rankings. But as 
we narrow down our search for highly connected nodes, we 
may encounter difficulties in deciding which node to choose 
as being the most important. 

5. DECISION-MAKING IN A MIXED-REALITY, 
NETWORK DATA VISUALIZATION 

ENVIRONMENT  

We argue that displaying the data on an immersive graphical 
network representation enriches not only the interaction but 
the quality of the analysis, with potential for better decisions.  

Experiments were aimed at both individuals and teams. In 
this paper we report on experiments performed with 
individuals exclusively. Experiments consisted of explaining 
the purpose of the experiment to the invited lab subject, in 
the first place, and then continued with a demonstration of 
the devices and platforms over which the experiment would 
unfold. 

Lab utilization of a conventional 2D flat screen for data 
visualization does not raise any concern regarding any 
effects on the subject’s wellbeing. On the other hand, getting 
the subject accustomed to wearing an HMD in the short time 
needed for experimenting turned out to be more challenging. 
Also, since negative reactions to wearing such devices 
cannot be anticipated, our lab protocol contemplated 
provisions for affected subjects to stop at any time and take 
a rest, or to completely cancel the session. 

The experimental stage of our work aimed to elicit answers 
on three related and increasingly more complex aspects. In 
the first place, we wanted to investigate which environment, 
an immersive XR environment or a 2D flat screen 
visualization facility, allowed a decision maker to respond 
faster to the questions. Next, we wanted to know which 
environment would enable more effective decision-making. 
Last, our research interest focused on whether engagement 
with one environment led a decision maker to make better 
decisions than those made while engaging with the other 
environment.  

The first issue refers to the time a decision maker took to 
answer each question, finishing a task or making a selection 
while engaging with each visualization tool.  

The second issue is supported on the subject’s reaction to the 
environment usability and the easiness with which tasks 
were performed.  

Finally, for the third issue observation and analysis of the 
responses to standard and more demanding questions 
allowed us to judge their quality and deal with the quality of 
decision-making. 

It needs to be said too that investigating whether, in the 
context of network data visualization, group decision-
making occurs faster and more effectively as well as better 
decisions are achieved in one environment rather than the 
other is one of our major research objectives. This endeavor, 
though, is not part of this paper. 
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5.1 Experiment design 

The task at hand was the determination of the most important 
members of a network, given that network information was 
available in two distinct ways. First, network members, 
represented by nodes, had been classified as either 
“influencers” or “regular members”; besides, each node also 
contained demographic information. Second, network 
relationships were represented by links. The network data set 
was made up by a node data set and a link data set.  

The network data set was used as the object to be displayed 
and visualized by the subjects on both, the immersive 
platform, Aroaro, as well as the 2D desktop network data 
visualization tool, Gephi1. Both Aroaro and Gephi were fed 
the same network data set. Figure 2 shows a picture of the 
network visualized by a decision maker using an HMD 
running Aroaro client. Figure 3 is a screenshot of a desktop 
computer screen that runs Gephi with the same network data 
set displayed in Figure 2. 

Demographic information for each node was available and 
would be displayed on a label by simply activating it from 
the user´s menu. The values of centrality measurements, 
discussed in Section 4.2, for the node could also be seen on 
the label. A subject could then use the information on the 
label to answer the questions. Subjects were informed and 
trained on manipulating the visualization tools to gain a 
different visual perspective when they considered it 
necessary as, for instance, in their judgement a node´s label 
information would have fallen short of being enough for 
answering the question.  

 

Figure 2 – Sample network in Aroaro’s VR space 

To study what environment, either a VR-based environment 
or a 2D desktop-based visualization facility, would allow 
subjects to make faster, more effective and/or higher-quality 
decisions, a within-subject study was conducted with 15 
participants. Participants were randomly divided into two 
groups. The experiments were conducted on individuals. 

 

1  https://gephi.org/ Gephi claims to be a “leading visualization and 
exploration software for all kinds of graphs and networks.” 

Every participant was read a story which asked them to 
impersonate a mid-manager in charge of advising a 
marketing campaign. From this point on this section will 
refer to any experiment participant as a “decision maker”. A 
decision maker in the context of our experimental work 
makes decision on her/his own. Group decision-making was 
not part yet of the experimental phase reported here. 

 

Figure 3 – Sample network visualized in Gephi 

As repetition of the questions for a single decision maker in 
both environments was to be avoided, the question sets for 
the two platforms were not identical. Indeed, questions in 
one set were of the same kind corresponding to questions on 
the other set, with respective phrasings being different. Three 
questions were deemed Low Cognitive-Effort (LCE) 
questions. These questions were cognitively uncomplicated 
and helped us record response times both in Aroaro and 
Gephi for each participant and their level of understanding 
of the basic postulate of a centrality measurement. An LCE 
question did not entail a cognitive effort beyond what was 
already required from participants in terms of understanding 
how a graph is a graphical representation of the information 
about connectivity contained in a network.  

The other questions, deemed High Cognitive-Effort (HCE) 
questions, were cognitively more complex, referring to 
choices over the network nodes (understood as members of 
the fictitious social network coded in the network data set). 
These questions required participants to engage in 
visualization of the corresponding data set to make decisions 
based on multiple attributes and measurements of its 
component nodes.  

The decision maker needed to make twelve decisions (split 
into two groups of six) to support the fictitious marketing 
campaign by using both platforms. To remit any order effect, 
the first group of decision makers used Aroaro first, and the 
other group used Gephi first. Decision makers were shown 
the way each tool interprets and displays a network data set, 
taught the meaning of degree centrality, closeness centrality 
and betweenness centrality, and assisted with preliminary 
tests to recognize nodes.  
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Figure 4 – Aroaro highlighted node properties 

In Figure 4, a node is shown just like a decision maker would 
see it in Aroaro’s VR space by means of an HMD. Users 
could select the information to be displayed associated with 
each node. Similarly, Figure 5 shows how a node is viewed 
by a decision maker that uses Gephi. Both figures highlight 
the viewed node’s neighbors.  

 

Figure 5 – Node properties in a Gephi network view 

How a decision maker would interact with Aroaro to display 
information about the network nodes is shown in Figure 6, 
where components of the menu can be seen. 

 

Figure 6 – User controls which node’s information to 
display by means of a menu 

An instance of the type of situations a decision maker faced 
when answering a HCE question is found in Figure 7. The 
figure shows two nodes that centrality analytics found to be 
of high importance but which are unable to suggest which 

node to pick. The decision maker then needed to inspect 
attributes of the nodes’ neighbors to support their final 
choice.    

We considered that, in alignment with best practices, the 
decision makers’ response times to questions would have to 
be recorded. Answers were also recorded as they would be 
used as proxies to indicate the level of success in the effort 
spent by a decision maker.  Lastly, we recorded the reasons 
decision makers expressed for their decision. The quality of 
answers to HCE was evaluated into 3 levels: low (1), 
acceptable (2) and outstanding (3), whereas the quality of 
answers to LCE questions was recorded as right (1) or wrong 
(0).  

 

Figure 7 – Two nodes compete for the decision maker’s 
attention in Aroaro 

For each group, a prior questionnaire and a post-
questionnaire were given to the decision maker. A prior 
questionnaire collected typical information about a lab 
subject: age, gender, and education degrees, besides 
information more acquainted with the subject’s skills such as 
prior VR/AR experience, and vision conditions. A post-
questionnaire recorded the participants’ experience on 
maneuverability of, task effectiveness and satisfaction with 
Aroaro and Gephi.  

5.2 Observations and preliminary results 

All participants provided answers for all six questions in 
Aroaro’s VR immersive environment and almost all 
participants made decisions for all six questions using a 2D 
desktop platform in Gephi. Two participants failed to make 
a final decision for one HCE question in Gephi; the problem 
required participants to consider multiple attributes and 
discover hidden relationships. Most participants responded 
to easy questions quickly with a high quality of decisions on 
both the immersive platform and 2D desktop platform, but 
more participants made better decisions or discovered new 
insights beyond what they had been trained for, besides 
appealing to common sense, in an immersive environment 
for more complicated problems. A handful of participants 
made decisions that were beyond expectations of quality for 
complex questions on the 2D desktop platform. Some 
participants spent a longer time to answer one set-up 
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question on an immersive platform, but then showed obvious 
improvement in later questions. 

Figure 8 is a chart that shows the average time spent by the 
participants on each question and platform. For the first three 
questions (LCE), participants spent typically more time in 
Aroaro. In contrast, on the next three questions (HCE) 
participants on Gephi took longer on average. Participants in 
Aroaro spent slightly more time on Q4 compared to the 
corresponding question, Q10, in Gephi on average. They 
spent much less time on Q5 and Q6 in Aroaro compared to 
Q12 and Q11 in Gephi on average.  

 

Figure 8 – Average time spent on each question 

As Figure 9 attests, on average the answers to HCE questions 
on Aroaro have a higher quality index than their counterparts 
on Gephi. On average, the LCE responses on Arorao have a 
slightly higher quality index than LCE responses on Gephi. 
The reader is reminded that HCE answers were coded as low 
(1), acceptable (2) and outstanding (3), whereas LCE 
answers were coded as right (1) or wrong (0).  

 

Figure 9 – Average quality of answers per question type 

Participants seemed to have performed better on Gephi when 
they worked first in Aroaro. This, however, did not seem to 
be the case for Aroaro. Even when Gephi was the first 
platform, participants in Aroaro had lower performance 
compared to when Aroaro was first used. This can be seen in 
Figure 10. For both platforms, when they were used in the 
second round, response quality on them was slightly better. 
However, responses in Aroaro always displayed a higher 
quality no matter if Aroaro was used in the first round.  

 

Figure 10 – Average quality scores and first system used 

In the post-questionnaire, the immersive platform, Aroaro, 
was reported to be more enjoyable than the alternative by 
fourteen participants. Only one participant liked the 2D 
desktop better. All participants enjoyed making decisions in 
the immersive platform, but only one participant expressed 
an enjoyable experience on the 2D desktop platform. The 
questionnaire indicated that most participants felt the 
immersive platform is easier to use for decision-making than 
the 2D desktop platform.  

Participants’ perceptions of their experience with the two 
visualization environments seem to suggest a difference 
between the easiness and comfort about their decisions on 
each platform. It seems that subjects were able to develop a 
higher perception of usefulness when immersed in Aroaro, 
which suggests the potential for immersive virtual spaces to 
help decision makers overcome cognitive roadblocks in the 
process of discovering associations, relations and features of 
the data.  

6. CONCLUSIONS 

This paper reports on the design and creation of a mixed- 
reality, multi-user software platform, which is used as an 
immersive environment for network data visualization, 
among other data set choices, to support more effective and/ 
or higher-quality decision-making in a business context.  

The system’s architecture relies on an in-house, designed, 
and coded core that uses the services of several external 
coordination, data management and cloud storage tools. It 
provides the facilities for hosting mixed-reality applications. 
One such application, the subject of our current work, is 
meant to support business decision-making in the context of 
analysis of information contained in a network data set. 

Lab experiments were designed to accommodate two 
visualization platforms, one being our own immersive 
mixed-reality platform with a network data visualization 
module and another being a 2D flat-screen display, which lab 
subjects used to answer a set of questions posed within the 
context of a fictitious marketing campaign. Our goal is to 
discover the differences exhibited by the utilization of the 
two platforms. 
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The results obtained thus far can be considered as 
preliminary results. We believe they are robust enough to 
point in the right direction and be used in hypothesis 
formulation, but not statistically significant to draw 
definitive conclusions. 

In terms of responsiveness, participants spent less time 
making decisions posed through HCE questions in Aroaro 
than the alternative. Further, the quality of decisions, 
measured by scores on the answers provided, was higher 
when the participants experienced Aroaro’s VR environment 
than their using the alternative. This result is less obvious for 
LCE questions and more appreciable for HCE questions. 
Participants seemed to have performed better on Gephi when 
they worked first in Aroaro. However, when Gephi was the 
first platform used, participants in Aroaro had lower 
performance compared to when Aroaro was first used. 

Results cannot yet deliver hard quantitative evidence of 
superior performance of one visualization tool over the other. 
However, it is encouraging to observe most users report our 
platform is easier to use than the alternative. Also, it is noted 
that as users could explore the virtual environment and feel 
comfortable discovering its features, they also get more 
curious about the object of visualization. The latter suggests 
what is reported in earlier immersive analytics experiments 
that the richness of the environment invites exploration.  

Next steps will deliver reports on a quantitative assessment 
of the answers provided by lab subjects, which will allow us 
to effectuate a comparison between 3D data visualization on 
a 2D flat screen and a totally immersive system. Finding 
whether, where and how immersive virtual reality 
environments turn out to be superior on one or more metrics 
than alternative non-immersive methods may turn out to be 
the key for a convincing business adoption case of this novel 
decision-making tool. Finally, picking on some still 
unresolved challenges on collaborative visualization [9], we 
will extend our work to multi-user, team decision-making. 
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ABSTRACT 

Augmented Reality (AR) games appear to have had a 
massive growth in the era of the Fourth Industrial Revolution 
(IR 4.0). Locative AR games require the usage of big spaces 
for gamers to move around. Nevertheless, there is a question 
of whether public spaces are suitable for the spatial 
intervention of locative AR games players. Spatial 
intervention may become an issue among the public 
regarding accessibility, permeability, openness, centrality, 
and sense of security. This paper assesses the public 
perceptions of the spatial intervention of public spaces by 
locative AR games players. Researchers conducted this 
research by using both qualitative and quantitative 
approaches. The primary data was obtained based on 
observation and survey questionnaires, whilst the secondary 
data was collected using desk research. The findings of this 
research could help city authorities to consider formulating 
new design criteria of public spaces that are safe for both AR 
games’ players and the public. 

Keywords – Augmented reality, AR games, digital society, 
IR 4.0. spatial intervention 

1. INTRODUCTION

The emergence of locative Augmented Reality (AR) games 
in the modern world have affected how communities interact, 
and how people use public spaces. AR games encourage the 
players to play outdoors, explore local public spaces and 
interact with the community. Nevertheless, some people 
consider the utilization of public spaces for locative AR 
games has become an intervention to the original function of 
the public spaces. 

In the case of public parks, it is observed that AR gamers 
have territorialized public parks for locative AR players to 
be in the AR world.  In Kuala Lumpur, the capital city of 
Malaysia, among the most common public parks that are 
usually used for locative augmented reality games are Kuala 
Lumpur City Center (KLCC) Park, Uptown Damansara (UD) 
Park, and a Residential Park in Wangsa Siaga Residences 
(WSR). In addition, it is observed that some youngsters also 
like to play locative AR games within universities’ campuses. 

Nevertheless, the spatial intervention of locative AR games 
players in public spaces has become an issue. Public parks 
are crowded with digital zombies gathering around to play 
the locative AR games. Therefore, this research assesses the 
spatial interventions of the locative AR games players in 
public spaces by seeking public perceptions of the 
intervention. 

2. LITERATURE REVIEW

2.1 Augmented reality 

AR is a digital visualization technology that provides 
interactive experiences. In AR, the physical objects or 
elements in the real world are enhanced by computer-
generated perceptual information across multiple sensory 
modalities. There are three (3) essential features of an 
augmented reality system, the combination of natural and 
virtual worlds, real-time interaction, and accurate 3-
dimensional registration of virtual and real objects [1]. These 
features are the essential functions that define how AR works. 
Progressing together with IR 4.0, AR is listed as one of the 
products of the future. 

Almost everything in our physical world has started to be 
attached or enhanced with augmented reality. Zuckerberg, 
the founder of Facebook, states that he believes that 
immersive reality will become a part of daily life for billions 
of people throughout the globe [2]. Consequently, AR has 
become a must-know knowledge because it affects both 
human behaviors and physical spaces. AR technology could 
also provide virtual information on human senses, hence 
improving the human-environment relationship. Miller [3] 
asserts that AR is designed to be used in public places. Hence 
understanding the effects of AR on non-verbal behavior is 
deemed critical. 

2.2 Augmented reality games 

In gaming platforms, AR is embedded to change the 
perception towards computer games. AR features in online 
computer games brings forth an unorthodox way of playing 
a game, where the players need to move to play the game 
physically. Having an active movement is considered 
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significant for the physical well-being of a person in modern 
society. Although AR technology is new for computer 
gaming and quite different from typical video games, there 
are a lot of AR games that are considered user-friendly. The 
gadget needed for such AR games could only be a mobile 
phone device.  

Feldman [4], in his article AR Gaming Is a Work in Progress 
- But There Are Still Some Good Games, lists 9 AR games
that have struck the world. The games are Pokémon Go,
Stack AR, Splitter Critters, Shadows Remain, Arise,
Conduct AR!, My Tamagotchi Forever, Follow Me Dragon
and The Machines. Berger, a Wharton marketing Professor,
states that AR games are popularized due to the trending
game - Pokémon Go. Pokémon Go is a simple game but
remarkable, and it encourages the players to explore places
outside of their neighborhoods [5]. According to Batchelor
[6], Pokémon Go is the fastest-growing mobile game in
terms of revenue. Nevertheless, Pokémon Go is not the first
AR game but its predecessor, Ingress or Ingress Prime, is the
AR game that started the trend. Generally, AR games
enhance perceptions and views of the physical world in
various aspects of life. The application of the technology is
evolving, and it can be accessed easily using mobile phone
apps.

2.3 Locative augmented reality games 

Location-based or locative AR games use actual locations 
with specific coordinates and geographical elements as the 
digital game environment. Location-based games can be 
defined as a game activity that evolves according to players’ 
location [7]. Locative AR games use players’ physical and 
geographical locations through a Global Positioning System 
(GPS) sensor module as an input for generating the game 
level or access to location-specific information, including 
maps, weather and location-based services [8]. The game 
uses real-world weather information and integrates them 
with the digital world of AR. Based on observation, it is 
discovered that the digital image of maps in various types of 
locative AR games appears different. Figure 1 shows the 
digital image of maps of different locative AR games played 
at the exact location, at the campus of International Islamic 
University Malaysia (IIUM). 

Figure 1 – Digital images of maps of various locative AR 
games 

Locative AR games allow players to visualize the virtual 
object that merges with the physical world. The games are 
designed to let players physically move around by following 
the immersive images they see on their gadgets' screens.  The 
first locative AR game named ARQuake was introduced in 
2000, and it was the extended version of a desktop game 
called Quake [9]. In this early version of the locative AR 
game, players had to use a transparent Head-Mounted 
Display (HMD), placed on their head, with an internal half-
silvered mirror that combines images from an LCD with the 
player's vision of the world. Using this equipment setup with 
a wearable computer, the players could move around and 
walk on streets whilst visualizing virtual objects that are not 
visible to other people's bare eyes. 

The latest inventions of locative AR games allow players to 
be independent of heavy equipment, and all they need is just 
a mobile handphone and internet access. Hence, everybody 
who has a smartphone could be an AR game player. 
Scientists are currently working hard to make AR application 
usage more convenient in the future by developing smart 
contact lenses that are equipped with the necessary micro 
components [10]. Even though the effort has not been 
realized yet, the emboldening goal has somehow been 
demonstrated on mass media. For example, a Korean drama 
titled the Memory of Al Hambra had featured locative AR 
games as the main subject of the drama plots [11]. 

2.4 Problem statement 

Undoubtedly, the locative AR gameplay has affected how 
people behave in public spaces: such as parks and squares. 
Public parks and squares are not feasible for players to play 
the locative AR games because most city authorities have not 
considered providing special places for locative AR 
gameplay.  This spatial intervention of locative AR games in 
public spaces could become an issue when the parks are 
crowded with players gathering around to play the locative 
AR games. Consequently, the issues are raised when the 
other users of public spaces feel bothered by the presence of 
players and noises created by the players. Figure 2 shows 
how a public walkway has been excessively used by locative 
AR games players, raising spatial intervention. 

Figure 2 – Overcrowded public walkway at KLCC park 
(photo by: MirulMirul) 
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The rapid emergence of the locative AR games players at 
certain public parks creates a disturbance as players conquer 
the facilities provided for the public. The players come to the 
places to play AR games, yet they are not engaging with any 
other facilities and physical activities [12]. The act of 
conquering the public spaces for AR gameplay is considered 
an intervention.  Often, the players of these games could be 
seen roaming around to achieve the game goals without 
concern for the people around them.  This behavior creates 
an awkward environment where players walk and run around 
with phones cuffed on their hands, whilst other visitors of 
public spaces feel annoyed with the situation. Besides, the 
locative AR games evoke numerous safety issues in the 
public space. Countless news reports show driving, biking, 
or walking incidents related to people playing AR games, 
like Pokemon GO [13]. Since locative AR games have 
gained rapid popularity, research in this field is deemed 
necessary to assess the public perceptions of spatial 
intervention in public spaces. 

3. RESEARCH METHODOLOGY 

This research was conducted by using both qualitative and 
quantitative approaches. For the qualitative research 
approach, researchers embarked on desk research and 
observation. The observation was conducted at several 
public parks often visited by locative AR games players, 
such as at KLCC Park, UD Park, WSR Park, and IIUM 
campus. The obtained data from observation and desk 
research was then used to form the framework of the research.  

Whereas, for the quantitative research approach, survey 
questionnaires were distributed to both AR games players 
and non-players to attain their insights on the intervention of 
public spaces by locative AR games players. A survey 
questionnaire was distributed online from 21 June 2020 until 
the 13 July 2020. The questionnaire was given to two target 
groups: the players and the non-players (the general public), 
who used public parks. The respondents were approached 
using social media platforms, such as Facebook and Twitter. 
For Twitter, the participants were approached based on the 
related keywords about the locative AR games they have had 
mentioned in their accounts. Once they agreed to participate, 
they were then given the URL link of the questionnaire 
survey via either Facebook, Twitter, WhatsApp, or Telegram. 

A brief description of the research was written on the first 
page of the survey questionnaire and then followed by 
Section A. Section A focused on the demographic of the 
respondents, both players and non-players. The respondents 
were then asked if they play any locative augmented reality 
games before proceeding to the next section. 

Questions in Section B are formulated for the locative AR 
games players to respond. This section sought respondents' 
understanding and perception of the relevant issues.  
However, since the players may have a bias towards their 
preferences, the result of Section B will not be presented in 
this article. 

Section C is the Non-Players' Section. This section inquired 
the opinions of the non-player, the general public, who have 
had the experience of the situation in public places used by 
locative augmented reality gamers. The questionnaire asked 
the public about the emergence of the crowd of players using 
the same physical public space with them. Lastly, both 
groups of respondents were asked for their suggestions of 
how to solve and improve the public space environment used 
for the locative augmented reality games. 

This research has inevitable limitations. Originally, 
fieldwork to collect the primary data of survey 
questionnaires was planned to be conducted on sites of the 
three (3) selected public parks: KLCC Park, UD Park, and 
Uptown Damansara, and WSR Park. Nevertheless, the 
Movement Control Order (MCO) issued due to the spread of 
the Covid-19 pandemic had changed the plan into 
undertaking an online survey. This change proved beneficial 
to researchers because it allowed more users of public parks 
to participate in the online survey. 

4. ANALYSIS OF RESEARCH 

4.1 Section A: Demography 

A total of 210 respondents participated in the online survey. 
In Section A, five (5) questions were asked to know the 
background of the respondents. The information gathered 
was on 1) gender, 2) age, 3) race or nationality, 4) occupation, 
and 5) status of player/non-player. Based on the collected 
data, 77.8% of the respondents are male, while the rest of 
22.2% are female. Figure 3 shows the division of male and 
female respondents. 

 

Figure 3 – Division of male and female respondents 

The age range of the respondents is categorized into five (5) 
groups. The categories are: 20 years old and below, from 21 
to 30 years old, from 31 to 40 years old, from 41 to 50 years 
old, and 51 years old and above. The majority of the 
respondents fall among those whose age ranges are between 
21 and 40 years old (84%). Table 1 shows the age ranges of 
the respondents. 

Connecting physical and virtual worlds

– 113 –



Table 1 – Age range of the respondents 

Age Range Number of the 
respondents 

Percentage (%) 

20 years old and below 13 6.3 
21 -30 years old 124 58.9 
31-40 years old 54 25.6 
41-50 years old 17 8.2 
51 years old and above 2 1.0 
Total 210 100 % 

The respondents’ backgrounds are varied because the online 
survey makes it possible to reach respondents from different 
parts of the world to participate in the survey. Most of the 
respondents are Malaysians, with 64.3% Malay, 28.5% 
Chinese, and 2.9% Indian. The rest of the respondents, 4.3%, 
are from other races and nationalities such as Indonesian, 
Filipino and Arab. It is expected to have Malaysians as the 
majority of the respondents because this research was based 
on public parks in Kuala Lumpur, the country's capital city. 
Another reason, the researchers also had limited numbers of 
contacts who are non-Malaysians. Figure 4 shows the 
percentage of respondents based on their race and 
nationalities. 

 

Figure 4 – Percentage of respondents based on their races 
and nationalities 

In addition, the survey result shows that the majority of the 
respondents are working in private sectors, which is 49.8%, 
followed by 33.3% students, 11.6% are self-employed 
respondents, and 5.3% are those who work in government 
sectors. For question no. 5 in Section A, the respondents 
were also asked to participate as players or non-players. The 
result shows that 86.5% of them are players and the rest are 
non-players. 

4.2 Section C: Perception of non-player respondents 

Section C is for researchers to determine the public or non-
players’ perception of the locative augmented reality games 
in public spaces. The total respondents who considered 
themselves as non-players are 28 only (n=28). They used 
public spaces and were aware of the gameplay of locative 
AR games in the same space they visited. 

 

In this section, six (6) questions were asked. The questions 
are listed as follows:   
1. Are you aware of the AR games that have been played 

in public spaces? 
2. Do you feel comfortable with the environment of 

Locative Augmented Reality Games in public space? 
3. Based on the answer to question 2, please elaborate on 

your answer. 
4. In your opinion, what is the problem or disturbance of 

the environment in public spaces created by the locative 
AR game players? Kindly tick the relevant answers.    

5. Based on the evaluation in question 4, do you think it is 
suitable to play a Locative AR Game in a public space? 

6. Based on your answer to question 5, please state the 
reason.  

The first question was asked to understand the public 
knowledge of the existing games that have been played in 
public spaces. All 28 respondents were aware of the AR 
games played in public spaces based on the survey results. 
They agreed that Pokemon GO is the most played game, 
being played in the public space. As shown in Figure 5, the 
second well-known game acknowledged by the respondents 
is Minecraft Earth, followed by The Walking Dead: Our 
World, Harry Potter: Wizards Unite and Ingress Prime. 

 

Figure 5 – The well-known locative augmented reality 
games 

The second question was addressed to get public opinions on 
comfort concerning the environment of the existence of 
locative AR gamers in public spaces. 46.2% of the 
respondents were comfortable with the shared environment 
with the players. However, 26.9% of the respondents 
answered "No" to the question, and another 26.9% simply 
said "maybe". The percentages are shown in Figure 6. 

The third question was addressed for respondents to 
elaborate on the answers given in question 2. The 
respondents who answered "yes" for question 2 stated that it 
was fun and happening to see the crowd of people playing in 
the public spaces. They also highlighted that playing AR 
games helps keep the body physically healthy by playing 
outdoors.  In addition, they recognized those public parks are 
shared places, so everyone has the right to play in the public 
space. 
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Figure 6 – Comfort of shared environment of locative 
augmented reality games in public spaces 

The respondents who answered either “no” or “maybe” 
totaled 56.8%. They emphasize that it would become 
uncomfortable if the players caused a disturbance and 
distracted people’s movement. They perceived that most AR 
games players were not aware of their surroundings since 
they only focused on playing the games. Some respondents 
were annoyed to see the crowd of players in the public space, 
engaging with their mobile phones for the whole time. The 
respondents suggested that the AR game players should play 
at home instead. Limited social interaction among the 
players and the public had also become an issue for the 
public.  

Hence the reasons behind the answers were varied due to the 
different public perceptions. Less than half of the 
respondents accepted the gameplay in the public spaces, as 
long as it did not disturb others. Meanwhile, more than half 
of the respondents perceived that AR games players should 
not have gameplay in the public space as it had caused 
disturbance to other users. 

Question no 4 sought to get the public's opinion on the 
problem or disturbance of the environment in public spaces 
created by the locative AR game players. This question 
required respondents to tick the most relevant perception 
they have.   Most respondents chose the safety of both 
players and the public as the primary concern in the public 
space. Three stated reasons are equally considered as the 
second vital concern: 1) the interaction between the players 
and the public, 2) the crowd of players, and 3) the trespassing 
of the player in public space. The noise produced, and the 
space conquered by the players became the third disturbance 
of the environment in a public space, with 12 frequent 
selections each. The heavy traffic created by the players and 
the interaction among themselves both at the fourth place and 
finally, the time of playing the games in the public park was 
one of the main problems in public perceptions. Figure 7 
shows the level of disturbance concerns that respondents 
perceived regarding the locative AR games played in public 
areas. 

 

Figure 7 – The disturbance produced by the players in 
public space 

Based on the collected responses, the respondents were 
asked about the suitability of the gameplay of locative 
augmented reality games in public spaces. As shown in 
Figure 8, 69.6% of the respondents agreed that the games 
were suitable for being played in public spaces, and 30.4% 
disagreed. 

 

Figure 8 – The suitability of locative augmented reality 
games in public spaces 

Finally, the respondents were asked to suggest a measure to 
improve the existing public spaces for locative AR games. 
One of the respondents suggested that public spaces should 
have separated pedestrian walkways for AR players to 
subdivide the circulation from the primary pathways. Other 
respondents added that locative AR players should have their 
own designated public space for gameplay. The parks should 
have boundaries to keep players away from the public. 
Respondents also thought that the park authority should 
announce and control the events of AR games so that the 
public knew what was happening in the public space during 
gameplay events. Having proper announcements and control 
were important, especially for public safety, traffic 
arrangement, and lessening disturbance to others. 

One of the respondents thought that the locative AR games 
should have their designated stadium because it is in great 
demand. More and more players are interested in locative 
AR games, and they need a place with the essential facilities 
for locative AR games players. The respondent added that 
even though the public space is open for everyone to use, but 
when it comes to safety, the appearance of too many AR 
game players can harm both players and non-players. Hence, 
having designated spaces for the players might be a solution. 
Meanwhile, another respondent suggested that locative AR 
games should be introduced to the public to understand the 
gamers better. 
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5. CONCLUSION 

This research has assessed the public perceptions of the 
spatial intervention of public spaces by locative AR games 
players. This research shows that the locative AR games 
have indeed intervened in the public space and affected the 
visitors of the spaces. The public mainly was concerned with 
the following issues: safety of both players and the public, 
interaction between the players and the public, the crowd 
generated by the games, and the trespassing of the player in 
public spaces. Besides, the public also thought that the AR 
game players intervened in their space by making noise, 
creating heavy pedestrian traffic, and interacting with 
gamers only. Some respondents also felt uneasy having 
players coming to public spaces at the same time as other 
visitors.  

Although this small-scale research could not generalize an 
idea, the findings are deemed essential for city authorities' 
consideration. Since the appearance of AR game players in 
public spaces had been considered a disturbance, city 
authorities should be concerned about developing designated 
parks for locative augmented reality games. The parks 
should be designed for the AR game’s architecture, with 
specific characters that enhance the games experiences 
without intervening in the existing public spaces. Concurrent 
to the progress of IR 4.0, in the coming future, city 
authorities should develop a new typology of public spaces 
or parks with the provision of locative AR games facilities.  

Hopefully, the findings of this research could be used by  city 
authorities to govern the design and usage of public spaces 
for new urban digital playgrounds. The responsible parties 
could also conduct public participatory research so that 
detailed attributes for developing future public parks could 
be recommended as guidelines. 
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ABSTRACT

Mosquitoes are the deadliest animal on the planet, infecting
about 700 million people each year and causing over one
million deaths, accounting for 17% of all infectious illnesses
worldwide. We are still fighting the three most deadly
mosquito species, Anopheles, Aedes, and Culex, 124 years
after Sir Ronald Ross made the first pivotal discovery.
Mosquitoes are difficult to detect manually since they are
small and fly rapidly. The auditory categorization of
mosquito wing beats may be used to detect them using
machine learning. This article discusses an Arduino Nano
BLE 33 Sense–based prototype that collects audio data from
mosquito wing beats and utilizes TinyML to automatically
classify mosquito species. With 88.3% accuracy, the TinyML
system developed by Edge Impulse based on the HumBug
project mosquito wing beats dataset recognizes mosquito
types. To conduct this research, the frequency of mosquito
wing beats was graphically represented as a feature using a
spectrogram. Furthermore, live mosquito detection studies
using the low–cost Arduino Nano BLE 33 Sense yielded
excellent results. During testing, the model had an accuracy
of 88.3% and a loss of 0.26. The use of machine learning
to solve the challenge of manual mosquito type identification
is efficient and has the potential to have a large impact on
vector–borne illness management. The model may still be
fine–tuned to get more accurate results with reduced latency.
In addition, the deployment went as expected.

Keywords - Acoustic Classification, Arduino Nano BLE 33
Sense, Edge Impulse, machine learning, mosquito

1. INTRODUCTION

The mosquito is possibly the only predator in human history
to have survived formillennia, inflicting death and destruction
through a variety of vector–borne illnesses, particularly
malaria[1]. In reality, the mosquito was discovered to be the
world’s deadliest animal, killing over 700,000 people each
year[3], according to a list of the world’s deadliest creatures.
Sir Ronald Ross discovered that Anopheles mosquitoes were
responsible for the spread of the malaria parasite on August
20, 1897. Every year on 20 August, World Mosquito Day
is celebrated to honor this pivotal finding in the fight against
malaria.
Table 1 shows a list of vector–borne illnesses caused by the
mosquito species listed above, namelyAnopheles, Aedes, and

Culex, as seen in Figure 1.

Figure 1 – Anopheles, Aedes, and Culex mosquitoes 
Source: http://www.bigstockphoto.com

Table 1 – Vector–borne diseases, according to the mentioned 
mosquito species[2]

Vector Disease caused Type of pathogen
Aedes Chikungunya Virus

Dengue Virus
Lymphatic filariasis Parasite
Rift Valley fever Virus
Yellow Fever Virus
Zika Virus

Anopheles Lymphatic filariasis Parasite
Malaria Parasite

Culex Japanese encephalitis Virus
Lymphatic filariasis Parasite
West Nile fever Virus

Aedes aegypti mosquitos, according to a WHO study, are
excellent vectors of potentially serious illnesses such as
dengue fever, chikungunya fever, yellow fever, and Zika
virus[4]. It has been hypothesized that Aedes aegypti is a
possible vector of Venezuelan Equine Encephalitis virus[5],
and vector competence tests have revealed that Aedes aegypti
may transmit West Nile virus.

Another WHO report says that malaria is a life–threatening
parasitic illness spread by bites from infected female
Anopheles mosquitoes. Malaria affected an estimated 229
million people globally in 2019. It was estimated that
409,000 people died from malaria, the same year[6]. The
malaria–carrying Anopheles mosquito might be a source of
additional brain tumor viruses. The connection between
malaria outbreaks in the United States and reports of brain
tumor incidence by state provides evidence of a correlation
between anopheles and brain tumors[7].
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Culex mosquitoes, usually known as common house
mosquitoes, are the primary vectors of West Nile fever, St.
Louis encephalitis, and Japanese encephalitis, as well as viral
illnesses of birds and animals. Culex mosquitoes can also
spread lymphatic filariasis, a parasitic illness, and tularemia,
a bacterial disease. With the exception of extreme northern
latitudes, Culex mosquitos are found across the world in
tropical and temperate climates. They are found both indoors
and outside and feast on humans and animals at night[8].

In most developing countries, the conventional technique
of identifying mosquitoes or mosquito breeding places
includes single or several laboratory analyses of larva samples
collected from various locations by the municipality. As
a result, the result is delayed sometimes, and manpower is
required. Delay in obtaining results might be harmful to
the community. The local community’s low involvement
in battling mosquito breeding places may be due to a
lack of situational knowledge about mosquito population
in a location. It should be automated to be successful,
primarily to minimize false reporting and to reduce the
work required to gather mosquito incidence data. However,
the difficulty in obtaining these mosquitoes may be to
blame for the lack of mapping data. The identification
procedure in developing countries requires manual capture
and identification. Hence, it necessitates people and time
resources. To successfully combat mosquito–borne disease
vectors, thorough and up–to–date data on their mapping
is required. Thus, low–cost surveillance systems that can
identify mosquito populations are required[9, 10].

This paper explores the possibility of identifying Anopheles,
Aedes, and Culex mosquitoes using tiny machine learning
(TinyML) algorithms and audio data collected from
smartphones. The technique for identifying the mosquito
from its sound is to compare the smartphone–recorded
wing beat sound to a database of mosquito wing beat
recordings. The dataset gathered by https://humbug.ox.ac.uk/
was re–sampled to 16 kHz to train the Convolutional Neural
Networks (CNN) model. Using a spectrogram, the frequency
of mosquito wing beats was visualized as a feature. After
evaluation, the model had a precision of 88.3 percent and a
loss of 0.26. Thismodel is then uploaded to theArduinoNano
33 BLE Sense, which is connected to an OLED screen. The
Arduino Nano 33 BLE Sense combines a small form factor
with a variety of environmental sensors such as an IMU,
microphone, gesture, light, proximity, barometric pressure,
temperature, and humidity. I2C pins are used to connect the
OLED to the Arduino. TinyML and TensorFlow Lite may be
used to run AI on it. When a mosquito is identified from its
wing beat, the screen displays a photograph of it. This whole
system may be integrated into a wearable or portable gadget
that can help detecting mosquitoes in our environment.

2. EDGE IMPULSE

With integrated machine learning, Edge Impulse allows
developers to design the next generation of intelligent
device solutions[11]. Database acquisition, impulse design,

Mel–Filterbank Energy (MFE), Neural Network (NN) 
classifier, model t raining, t esting, and deployment were all 
performed using Edge Impulse.

2.1 Database acquisition

In order to train the Convolutional Neural Networks (CNN) 
model, the database acquired by https://humbug.ox.ac.uk/
was re–sampled to 16 kHz. This database was created to help 
people in Sub–Saharan Africa to detect and identify mosquito 
species. The training and testing data comprises three labels: 
Anopheles, Aedes, and Culex, with a total training duration 
of 9 minutes and 17 seconds and a total testing duration of 
2 minutes and 14 seconds. The following figures (Figure 
2a & Figure 2b) illustrates the training and testing database 
respectively.

(a) Training database

(b) Testing database

Figure 2 – Train and test database

2.2 Impulse design and model training

An impulse takes raw data, uses signal processing to extract
features, and then uses a learning block to classify new data.
There are four blocks in impulse including, Input, MFE,
Neural Network, and Output. The input block contains the
time series data in raw form with audio as axes, as shown
in the figure 3. The Window size parameter specifies how
long each data window should be in milliseconds. Each raw
sample is split into several windows. The Window increase
parameter sets the offset of each successive window from the
first[11].

Figure 3 – Time series data
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Window size: The length of a single window utilized during
training is measured in milliseconds. When the model is
trained, this much data is required to classify. It determines
the amount of the data thatwill be processed per classification,
in milliseconds. For instance, in this scenario, the wing beat
of a mosquito is heard, most likely for one second, then it will
be processed for 180 milliseconds.

Window increase: Multiple windows of the sample are
produced if the training data is larger than the window
size. (For example, the mosquito wing beat is heard for
5 seconds, while the window length is one second.) The
step is determined by the ‘window increase’. For a 5000ms
long sample, the windows will be: 0–180ms, 1180–1360ms,
2360–2540ms, 3540–3720ms, 4720–4900ms = 5 windows
with a window size of 180ms and a window increase of
1000ms.

The Audio MFE block, which extracts time and frequency
characteristics from a signal, is the second block. In the
frequency domain, however, it employs a non–linear scale
known as the Mel–scale. It works effectively with audio
data, primarily for non–voice recognition applications where
the sounds to be categorized are easily distinguishable by
the human ear[11]. The raw audio data of a mosquito’s
one–second wing beat is shown in the following images,
together with the window size (Figure 4a) and spectrogram
of that window (Figure 4b).

(a) Raw audio sample

(b) Spectrogram

Figure 4 – Raw sample and spectrogram

Mel–filterbank energy features and their meaning:[11]

• Frame length: A time frequency matrix is produced
whilemaking a spectrogram. Thematrix’s time columns
are all frame length long (in seconds, so 20ms with
default configurations).

• Frame stride: The step between successive frame in
seconds. This is the same as ‘window increase’ above,
but for the spectrogram’s time columns.

• Filter number: The number of triangular filters applied
to the spectrogram

• FFT length: The Fast Fourier Transform size

• Low frequency: Lowest band edge of Mel–scale
filterbanks

• High frequency: Highest band edge of Mel–scale
filterbanks

• Window size: The size of sliding window for local
cepstral mean normalization, which corresponds to a
number of samples.

To extract frequency bands, triangle filters are used on
a Mel–scale once the spectrogram is computed. Filter
number, Low frequency, and High frequency parameters
are used to determine the frequency band and number of
frequency characteristics to be retrieved. Listeners consider
the Mel–scale to be a perceptual scale of pitches that are
equal in distance from one another. The aim is to extract
more characteristics (filter banks) in lower frequencies and
fewer in higher frequencies, thus it works best on sounds that
can be differentiated by the human ear[11]. The following
figure shows the Mel–filterbank energy features set for this
model training (Figure 5).

Figure 5 – Mel–filterbank energy features

The plot of all the data in the data set is shown below
(Figure 6). The MFE block’s spectrograms will be sent into a
neural network architecture that is very excellent at learning
to detect patterns in data. The feature explorer displays a
3D representation of the whole data set, with each data item
color–coded according to its label. All of the characteristics
from audio files are reduced down to only three, and then
grouped based on similarity; this is a fantastic approach to
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see whether the data set contains any incorrect items, and to
see if it’s acceptable for machine learning[11].

Figure 6 – Visualizing the data using feature explorer

The next stage is to begin training a neural network with
all of the data that has been processed. Neural networks
are algorithms that can learn to detect patterns in their
trainingmaterial. They are roughly structured after the human
brain[11]. TheMFEwill be fed into the neural networkwhich
is made up of layers of virtual “neurons," which can be seen
in the Figure 7; it will try to map it to one of three classes:
Anopheles, Aedes, and Culex.

Figure 7 – Neural network configuration

The first layer of neurons receives an input, in this example
an MFE spectrogram, and filters and modifies it according to
each neuron’s internal state. The output of the first layer is fed
into the second, and so on, progressively changing the original
input into something completely new. The spectrogram input
is converted into simply two values in this scenario, via four
intermediary layers: the chance that the input represents the
keyword, and the likelihood that the input represents ‘noise’
or ‘unknown.’

The internal state of the neurons is gradually adjusted and

refined throughout training so that the network transforms
its input in precisely the appropriate ways to generate the
proper output. This is accomplished by sending a sample
of training data into the network, determining how much
the network’s output differs from the correct answer, and
changing the neurons’ internal states to increase the likelihood
of a correct response being produced next time. This results
in a trained network when repeated thousands of times[11].

20 percent of the training data is put aside for validation at
the start of the training. This means that rather than being
used to train the model, it is instead utilized to assess its
performance[11]. The validation results are displayed in the
last training performance Panel (Figure 7), which provides
important information about the model and how effectively it
is operating.

Accuracy refers to the proportion of correctly identified audio
windows on the left–hand side of the panel (Figure 8). The
higher the score, the better, however near–perfect accuracy
is uncommon and generally indicates that the model has
over–fit the training data. The confusion matrix is a table
showing the balance of correctly versus incorrectly classified
windows[11]. The accuracy for Aedes, Anopheles, and Culex
in this example is 92.9 percent, 80.3 percent, and 91.9 percent,
respectively, according to the confusion matrix shown below.
The feature explorer in the Figure 8 shows the classified and
mis–classified data from the training set, in the form of green
and red dots accordingly.

Figure 8 – Last Training Performance Panel

2.3 Model testing

The previous step’s benchmarks demonstrate that the model
is doing well on its training data, but it’s critical to test the
model on new, untested data before deploying it in the real
world. This will guarantee that the model does not learn to
over–fit the training data, which is a common problem[11].
If a model is more complicated than another that fits equally
well, it is said to be over–fit[12]. There are a number of ways
to avoid over–fitting a model, including data augmentation,
regularization, and many more, however they are beyond the
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scope of this research. The test set data is data that the model
has never seen before and may be used to evaluate whether
the model works on the unseen data. The following figure
illustrates the model test results, i.e., model’s performance on
the testing data (Figure 9).

Figure 9 – Model testing results

2.4 Model deployment

The model may be deployed to Arduino Nano 33 BLE
Sense once the impulse has been created, trained, and
evaluated. This allows the model to function without
an Internet connection, with little latency and battery
consumption. Edge Impulse can compile the whole impulse,
including the MFE algorithm, neural network weights, and
classification code, into a single Arduino library[11]. Edge
Impulse has previously calculated on–device performance
for a low–power micro–controller (Cortex–M4F @ 80MHz),
with inferencing time of 337 milliseconds, peak RAM
consumption of 9.2 kb, and flash usage of 43.4 kb to evaluate
one second of data, as shown in the figure 10.

Figure 10 – On–device performance

Because the MFCC/MFE/spectrogram computation takes a
long time (500ms for a 1000ms window on some targets),
only one classification per second is achievable (some more
time is required to call the classifier).That is not possible since
there is a risk of missing events that happen half in one second
and half in the next. To counteract this, the spectrogrammight
be computed in smaller slices (for example, 250ms slices),
stitched together, and then classified. Because the time spent
on the spectrogram slice is about 125ms + the time to classify
(say 50ms), each 250ms window can now be categorized, and
the chance of missing an event is now nil.

3. HARDWARE IMPLEMENTATION

The hardware implementation is done using the Arduino
Nano 33 BLE Sense development board and a 0.9 inch OLED

display. The Arduino and OLED are connected via I2C pins.
Arduino uses these pins to display the binary image of the
mosquito on the OLED display as illustrated schematically
below (Figure 11).

Figure 11 – Circuit schematic

The flow of the code and ML model on the Arduino board is
described in Figure 12. The first block, or input, is provided
by the Arduino board’s on–board microphone. When the
board is turned on, it is configured to record the sound
constantly. The spectrogram is represented by the second
block. The spectrogram, or equivalent pictorial data, is
transformed from the input audio stream and given to the
model through the feature extraction block. The feature
extractor extracts features from spectrograms or pictures that
have been given to it. It can currently extract 680 features
from the spectrograms of all audio recordings.

Figure 12 – Diagram of the model’s flow on Arduino

These features are then input into the pre–trained model,
which processes them via six layers: a 40–column reshape
layer, an 8–filter 2D convolution layer, a dropout layer with a
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rate of 0.5, a 16–filter 2D convolution layer, a dropout layer
with a rate of 0.7, and a flatten layer at the end. Each layer is
significant in its own way.

The model’s output layer provides three options: Anopheles,
Aedes, or Culex. This output is based on how the model
has processed the input audio signal. Model compares the
features of the input audio to those of the data used in training.
If the input signal fits into one of these three categories, the
model has an accuracy of 88.3 percent in predicting the type
of mosquito. The Arduino is programmed to display a picture
of the detected/predicted mosquito along with its name on the
OLED screen.
The following is an image of the developed prototype, which
displays the binary image of the mosquito upon detection.

Figure 13 – Prototype displaying the binary image of 
mosquito

4. LIMITATIONS

The limitations of the proposed solution are: (1) The sound 
of a mosquito or its wing beat is very low in amplitude 
and cannot be identified b y t he d evice u ntil i t i s c lose to 
the Arduino Nano 33 BLE board’s microphone. (2) To 
adequately listen to mosquito wing beats, the surrounding 
environment must be quite quiet.
One of these drawbacks can be addressed by designing 
an application–specific microphone t hat r esponds s olely to 
mosquito wing beats and ignores other frequencies.

5. CONCLUSION

The goal of this study and experiment was to determine the 
type of mosquito in our surroundings just by listening to their 
wing beats. The type of mosquito may be recognized from 
its wing beats using machine learning and Edge Impulse on 
a tiny embedded system made up of Arduino Nano 33 BLE 
Sense, based on the technique and approach described. This 
discovery might be beneficial in identifying additional sorts of 
tiny yet hazardous insects and animals in our environment in 
the future. It might be beneficial in identifying and protecting 
unknown or endangered and/or rare animal or bird species.

REFERENCES

[1] Medicines for Malaria Venture:
https://www.mmv.org/newsroom/image-
slideshows/world-mosquito-day-2020

[2] Vector-borne diseases: https://www.who.int/
news-room/fact-sheets/detail/vector-borne-diseases

[3] Caraballo H, King K. Emergency department 
management of mosquito-borne illness: malaria, 
dengue, and West Nile virus. Emerg Med Pract. 2014 
May;16(5):1-23; quiz 23-4. PMID: 25207355. 
https: //pubmed.ncbi.nlm.nih.gov/25207355/

[4] Regional Committee for Europe, 68th session. (2018). 
Sixty-eighth Regional Committee for Europe: Rome, 
17–20 September 2018: implementation of the 
Regional Framework for Surveillance and Control 
of Invasive Mosquito Vectors and Re-emerging 
Vector-borne Diseases 2014–2020: lessons learned 
and the way forward. World Health Organization. 
Regional Office for Europe. https://apps.who.int/iris/
handle/10665/338986

[5] Larsen JR, Ashley RF. Demonstration of Venezuelan 
equine encephalomyelitis virus in tissues of Aedes 
Aegypti. Am J Trop Med Hyg. 1971 Sep;20(5):754-60. 
doi: 10.4269/ajtmh.1971.20.754. PMID: 5106526.

[6] Malaria: https://www.who.int/news-room/fact-sheets/
detail/malaria

[7] Steven Lehrer, Anopheles mosquito transmission of 
brain tumor, Medical Hypotheses, Volume 74, Issue 
1, 2010, Pages 167-168, ISSN 0306-9877, 
https://doi. org/10.1016/j.mehy.2009.07.005

[8] Mosquito-Borne Diseases: https://www.bcm.edu/
departments/molecular-virology-and-microbiology/
emerging-infections-and-biodefense/mosquitoes

[9] Mukundarajan H, Hol FJH, Castillo EA, Newby C, 
Prakash M. Using mobile phones as acoustic sensors 
for high-throughput mosquito surveillance. Elife. 2017 
Oct 31;6:e27854. doi: 10.7554/eLife.27854. PMID: 
29087296; PMCID: PMC5663474.

[10] Marcelo Schreiber Fernandes, Weverton Cordeiro, 
Mariana Recamonde-Mendoza, Detecting Aedes 
aegypti mosquitoes through audio classification 
with convolutional neural networks, Computers 
in Biology and Medicine, Volume 129, 2021, 
104152, ISSN 0010-4825, https://doi.org/10.1016/j. 
compbiomed.2020.104152

[11] Edge Impulse Documentation:
https://docs.edgeimpulse.com/docs

[12] Douglas M. Hawkins Journal of Chemical Information
and Computer Sciences 2004 44 (1), 1-12 
https://doi. org/10.1021/ci0342472

2021 ITU Kaleidoscope Academic Conference 

– 122 –

https://www.mmv.org/newsroom/image-slideshows/world-mosquito-day-2020
https://www.mmv.org/newsroom/image-slideshows/world-mosquito-day-2020
https://www.who.int/news-room/fact-sheets/detail/vector-borne-diseases
https://www.who.int/news-room/fact-sheets/detail/vector-borne-diseases
https://pubmed.ncbi.nlm.nih.gov/25207355/
https://pubmed.ncbi.nlm.nih.gov/25207355/
https://apps.who.int/iris/handle/10665/338986
https://apps.who.int/iris/handle/10665/338986
https://www.who.int/news-room/fact-sheets/detail/malaria
https://www.who.int/news-room/fact-sheets/detail/malaria
https://doi.org/10.1016/j.mehy.2009.07.005
https://doi.org/10.1016/j.mehy.2009.07.005
https://www.bcm.edu/departments/molecular-virology-and-microbiology/emerging-infections-and-biodefense/mosquitoes
https://www.bcm.edu/departments/molecular-virology-and-microbiology/emerging-infections-and-biodefense/mosquitoes
https://www.bcm.edu/departments/molecular-virology-and-microbiology/emerging-infections-and-biodefense/mosquitoes
https://doi.org/10.1016/j.compbiomed.2020.104152
https://doi.org/10.1016/j.compbiomed.2020.104152
https://docs.edgeimpulse.com/docs
https://doi.org/10.1021/ci0342472
https://doi.org/10.1021/ci0342472


SESSION 6 

MACHINE LEARNING FOR NEXT GENERATION WIRELESS NETWORK 

S6.1 Wireless channel scenario recognition based on neural networks 

S6.2 A review of network slicing in 5G and beyond: Intelligent approaches and challenges* 

S6.3 Reinforcement learning for scheduling and MIMO beam selection using CAVIAR 

simulations* 





WIRELESS CHANNEL SCENARIO RECOGNITION BASED ON NEURAL NETWORKS 

Xiaojing Xu1, 2; Ruimei Li1, 2; Hua Rui1, 2; Wei Lin1, 2; Xiangfeng Liu1, 2; Wei Cao2 

State Key Laboratory of Mobile Network and Mobile Multimedia Technology1, ZTE Corporation2, China 

ABSTRACT 

Wireless channel scenario recognition plays a key role in 
improving the performance of mobile communication 
systems. This paper combines wireless channel 
characteristics extracted using expert experience and 
neural networks, and proposes a wireless channel scenario 
recognition framework based on neural networks. Firstly, 
the wireless propagation environment is analyzed, and 
some wireless channel characteristics are extracted, such 
as the frequency domain fading factor, multipath power 
delay distribution, time domain energy peak response ratio 
and time correlation characteristics. Secondly, the 
combined algorithm model using the wireless channel 
characteristics and neural networks are proposed. Finally, 
after simulation verification, the new method has a greater 
improvement in the recognition accuracy than the 
traditional threshold algorithm. 

Keywords – Channel characteristics, neural network, 
scenario recognition, wireless channel 

1. INTRODUCTION

In a wireless communication system, the wireless channel 
has a huge impact on the entire system. Due to the complex 
and changeable nature of the channel environment, the 
signals under different channel scenarios have obvious 
differences in signal energy, time delay and channel 
response. If different channel scenarios can be accurately 
identified, the receiver can adopt the optimal algorithm and 
configuration parameters to match the channel. So, the 
wireless channel scenario recognition is of great 
significance to improving the performance of the wireless 
communication system. 

As the most popular field in recent years, machine learning 
has been widely used in data mining, pattern recognition, 
image processing, natural language processing, unmanned 
driving, etc. The combination of machine learning and 
wireless communication has also attracted the attention of 
many scholars, and there have been many attempts, such as 
Artificial Intelligence (AI)-based modulation recognition [1] 
[2], AI-based channel estimation and detection [3], AI-
based channel coding and decoding [4], AI-based channel 
modeling [5] and AI-based wireless channel scenario 

recognition, etc. This paper mainly focuses on the research 
work of combining machine learning and wireless channel 
scenario recognition. 

In [6], a machine learning method is proposed for indoor 
environment classification based on real-time measurement 
of radio frequency signals, which mainly distinguishes the 
four scenarios of indoor high, medium, and low scattering 
and open space. The statistical characteristics of Received 
Signal Strength Indication (RSSI) values are used in [7] to 
distinguish indoor Line-Of-Sight (LOS)/Non-Line-Of-Sight 
(NLOS) channel scenarios. In [8], a new Convolutional 
Neural Network (CNN) algorithm for ultra-wideband 
channel classification is proposed, which is aiming at 
indoor office LOS/NLOS. In [9], a LOS/NLOS channel 
identification method based on machine learning is also 
proposed for ultra-wideband indoor positioning systems. 
The combination of angle information and support vector 
machines can significantly improve the accuracy of 
LOS/NLOS channel scene identification in [10]. A machine 
learning-based intelligent vehicle communication scene 
recognition model is proposed in [11], and the results show 
that the recognition accuracy rate is above 98% in four 
typical scenarios, including urban areas, highways, tunnels, 
and vehicle obstacles. A machine learning technology for 
LOS/NLOS recognition in Internet of Vehicles is developed 
in [12], which mainly used the power angle of the channel 
impulse response as channel characteristics for training and 
recognition. The distinction of high-speed railway wireless 
channel scenarios is studied in [13] and [14], and is also 
used machine learning or deep learning. The power spectral 
density of the channel autocorrelation function is extracted 
in [15], and is combined with the deep belief network to 
identify the wireless channel scenarios.  

The current research mainly focuses on the indoor channel 
scenario, Internet of Vehicles channel scenario and high-
speed railway channel scenario. In 4th-Generation (4G) or 
5th-Generation (5G) commercial mobile communication 
systems, dense urban scenarios and rural or suburban 
scenarios are also the main communication scenarios. If the 
different channel scenarios in these communication 
scenarios can be identified, the receiving algorithm can 
make adaptive adjustments based on the identified wireless 
channels to improve the performance of 4G or 5G 
communication systems. For example, the receiver can 
select a filter with an appropriate window length for 
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channel estimation according to the delay spread of the 
wireless channel multipath, and then improve the receiving 
performance. If the base station can distinguish the different 
speeds, the period of the uplink Sounding Reference Signal 
(SRS) can be adapted according to the user’s speed. The 
Demodulation Reference Signal (DMRS) also can adjust 
adaptively the number of pilots according to the speed. The 
recognition of LOS/NLOS channel scenarios can be used 
for positioning or as a priority reference for Multi-User 
Multiple-Input Multiple-Output (MU-MIMO) user pairing. 
Then this paper mainly studies the wireless channel 
scenario recognition in 4G or 5G dense urban areas and 
rural or suburban areas. The neural network is used to 
realize wireless channel scenario recognition. The main 
contributions are summarized as follows: 

1. Extract key wireless channel characteristics, including 
frequency domain fading characteristic, multipath power 
delay distribution, channel peak response ratio in time 
domain and time correlation characteristics. These 
characteristics are easy to calculate, which has high 
engineering application value. 

2. Propose a wireless channel scenario recognition 
framework based on neural networks, which can not only 
distinguish LOS/NLOS scenarios, but also identify different 
speeds and different multipath delay spreads. 

3. The performance of the traditional threshold algorithm 
and the neural network classifier is compared, and the 
recognition results of the neural network classifier under 
different channel feature composition structures and 
different Signal-to-Noise Ratio (SNR) are given. 

2. WIRELESS CHANNEL FEATURE 
EXTRACTION 

As mentioned in Section 1, the receiving algorithm can 
make adaptive adjustments based on the identified wireless 
channels to improve system performance. The wireless 
channel scenarios that are mainly studied and distinguished 
in this paper are: (1) LOS or NLOS, (2) Different speeds: 
low speed, medium speed and high speed, (3) Multipath 
delay spread: low and high. 

Choosing information-rich, discriminative features is the 
key to an effective classification algorithm. In this section, 
Channel Impulse Response (CIR) is used to calculate 
wireless channel characteristics. Because only LOS/NLOS, 
different multipath delay spread and different speeds are 
distinguished in this paper, there is no distinction in spatial 
dimension, so we choose frequency domain fading factor δ, 
multipath power delay distribution P, channel power peak 
response ratio γ  in the time domain, channel time 
correlation value β and its angle φ as the wireless channel 
characteristics; the characteristic set of the wireless channel 
can be defined as χ = [δ, P, γ,β,φ, y] , where y is the 
classification label of the wireless channel scenario. 

2.1 Frequency domain fading factor 

The time dispersion and frequency domain selective fading 
of the wireless channel are all produced by the 
superposition of multipath signals with different time 
delays. The two effects exist at the same time, the time 
dispersion is reflected in the time domain, and the 
frequency selective fading is reflected in the frequency 
domain. The frequency selective fading is to filter the 
transmitted signal, and the different frequency components 
of the signal have different fading amplitudes. When the 
transmitted signal bandwidth is narrow enough, all 
frequency components almost experience the same fading, 
and which is non-frequency selective fading. When the 
signal bandwidth is relatively large, the different frequency 
components have different attenuation coefficients, which 
is frequency selective fading. 

In this paper, the power variance of the channel impulse 
response in the frequency domain is used to characterize the 
frequency selective fading. Assuming that in the 5G NR 
system, the transmitted signal occupies NRB resource blocks 
in the frequency domain. After the channel estimation in 
the receiver, the CIR on subcarrier k  at the moment t  is 
h(k, t). There are 6 pilot subcarriers on one Resource Block 
(RB), and then the signal power on resource block RBi at 
the moment t is calculated by Equation (1). 

P(RBi, t) = 1
6
∑ |h(k, t)|25
k=0                   （1） 

At the momentt, the average power of the signal on the 
occupied frequency domain bandwidth is calculated by 
Equation (2). 

P�(t) = 1
NRB

∑ P(RBi, t)NRB−1
RBi=0                  （2） 

At the moment t , the normalized power variance is 
calculated by Equation (3). 

δ(t) = 1
NRB

∑ �P(RBi, t) − P�(t)�2NRB−1
RBi=0 P�(t)�   （3） 

2.2 Multipath power delay distribution 

Time dispersion and frequency domain selective fading 
exist simultaneously. The frequency domain feature is 
extracted in Section 2.1, and the time dispersion feature is 
extracted in this section. Time dispersion is usually 
characterized by the average delay spread and the root 
mean square delay, as in [11] and [13]. However, in order 
to obtain the average delay spread and the root mean square 
delay, it is necessary to estimate accurately the delay and 
the power of each propagation path, and which is a 
challenge for a commercial communication system. In this 
paper, a multipath power delay distribution is calculated 
based on the CIR in the time domain. There is no need to 
separate each propagation path, which reduces the 
complexity of implementation. 
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Assuming that the CIR on subcarrier k at the moment t is 
h(k, t)  in the 5G NR system, where the value range of 
subcarrier k  is k = 0,1,2, . . . ,6NRB − 1 . Using the Inverse 
Fast Fourier Transform (IFFT), we can obtain the CIR 
h(τ, t) in the time domain as Equation (4). 

h(τ, t) = IFFT(h(k, t), NIFFT)              （4） 

Where NIFFT is the IFFT-point. The CIR energy in the time 
domain is calculated by Equation (5). 

P(τ, t) = |h(τ, t)|2                        （5） 

Assuming that the transmitted signal has one antenna port, 
and then P(τ, t)  has only one peak. Then we pick out 
several energy points near the peak as Equation (6) 

P(i, t) = Ϝ[P(τ, t)], i = 0,1,2, . . . , NP − 1     （6） 

where Ϝ[ ∙ ] represents the windowing operation around the 
peak. How many energy points before and after power peak 
in the time domain should we take? In a 4G or 5G system, 
the Cyclic Prefix (CP) is added to alleviate the Inter-
Symbol Interference (ISI) caused by the multipath delay. 
Therefore, the multipath delay spread is mostly distributed 
within the CP length. So NP is not less than the CP length.  

In order to combine with a neural network, Equation (6) 
needs to be normalized as Equation (7). 

P�(i, t) = P(i,t)
max�P(i,t)�

i = 0,1,2, . . . , NP − 1         （7） 

Then P�(i, t)  can characterize the energy distribution of 
multiple delay propagation paths, and it is also the channel 
characteristic in the time domain in this paper. The larger 
the number of IFFT points, the higher the resolution of 
multiple delay paths, and the smaller the number of IFFT 
points, the lower the resolution of multiple delay paths. 

2.3 Channel power peak response ratio in time 
domain 

When there are obstacles between the transmitter and 
receiver, the wireless signal can only reach through the 
scattering, diffraction and reflection paths. This kind of 
propagation environment is called NLOS. But if there is a 
direct path, it is called LOS. The signal strength value is 
used to distinguish LOS/NLOS in [6] and [7]. In [10], some 
parameters such as Rician-K factor, kurtosis of the received 
power, skewness of the received power and angle 
information are used as the basis for distinguishing 
LOS/NLOS. Here the high-order characteristics of the 
signal power are needed to calculate for the kurtosis and the 
skewness, and which is extremely challenging for hardware 
implementation. In this paper, the channel peak response 
ratio in the time domain is used as the basis for 
distinguishing LOS/NLOS. 

The power distribution of multiple time-delay propagation 
paths is obtained by Equation (6), and the channel peak 
response ratio in the time domain can be obtained by 
Equation (8): 

γ(t) = max�P(i,t)�

∑ P(i,t)NP−1
i=0

                          （8） 

The peak path can be considered as the main path, where 
the power ratio of the main path signal to the received 
signal is calculated. For the LOS propagation environment, 
the channel power peak response ratio will be relatively 
large, close to 1. For the NLOS propagation environment, 
the channel power peak response ratio will be relatively 
small, and the richer the multipath, the smaller the value. 

2.4 Channel time correlation characteristic 

The time-varying characteristics of the channel are caused 
by the relative motion between the mobile station and the 
base station. The Doppler spread and the correlation time 
are the two parameters of the channel frequency dispersion 
and the time-varying characteristic. The Doppler spread is 
used as a channel feature to distinguish different scenarios 
in [14]. In this paper, we use CIR correlation characteristics 
in the time domain to distinguish different speeds of mobile 
station. 

Assuming that h(k, s, t) is the CIR on subcarrier k and pilot 
symbol s at the moment t. Here k is the subcarrier index, 
and k = 0,1,2, . . . ,6NRB − 1 . Here s  is the symbol index, 
and s = 0,1. Then the time correlation value of CIR on two 
pilot symbols can be calculated by Equation (9). 

β(t) = 1
6NRB−1

∑ �conj�h(k, s = 0, t)� ∙ h(k, s = 1, t)�6NRB−1
k=0   (9) 

The CIR power on the two pilot symbols is obtained by 
Equation (10) and Equation (11) respectively. 

P1(t) = 1
6NRB−1

∑ |h(k, s = 0, t)|26NRB−1
k=0        （10） 

P2(t) = 1
6NRB−1

∑ |h(k, s = 1, t)|26NRB−1
k=0        （11） 

In order to combine with a neural network, the time 
correlation value of the CIR needs to be normalized, as in 
Equation (12). 

βnorm(t) = real[β(t)]2

P1∙P2
                     （12） 

The correlation value can characterize the channel change 
caused by speed, and the phase of the correlation value can 
also characterize the Doppler frequency offset, which can 
be obtained by Equation (13). 

φ(t) = angle�β(t)�
π

                         （13） 
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In this paper, βnorm(t)  and φ(t) are chosen as the time 
correlation characteristics of a wireless channel to 
distinguish different speeds. 

3. ALGORITHM MODEL 

When the User Equipment (UE) moves slowly, the channel 
changes experienced by the signal are relatively slow. At 
this time, the uplink SRS period can be configured with a 
long period, and the number of uplink DMRS symbols can 
also be configured less. When the UE’s speed increases, the 
channel changes faster, and the base station needs a shorter 
SRS period and more uplink DMRS symbols to track the 
rapid change of the channel. In view of the different delay 
spreads of multipath signals, the base station can use filters 
with different window lengths to remove noise and 
interference, and improve the accuracy of channel 
estimation. Selecting the UE’s signal under the LOS 
channel scenario for positioning will improve the accuracy 
of positioning. The identification of a LOS/NLOS channel 
scenario also provides a novel idea for the optimization of a 
MU-MIMO pairing strategy. Considering these applications, 
there are nine types of wireless channel scenarios to be 
identified in this paper, as shown in Table 1. Here, low 
speed means <= 30km/h, medium speed means 30-60km/h, 
and high speed means greater than 60km/h. low delay 
spread means that the multipath delay spread does not 
exceed 586ns, and high delay spread means that the 
multipath delay spread does not exceed 2178ns. 

Table 1 – Measurement wireless channel scenarios 

Label Index Channel Scenario 

1 LOS, Low Speed 
2 LOS, Medium Speed 
3 LOS, High Speed  
4 NLOS, Low Delay Spread, Low Speed 
5 NLOS, Low Delay Spread Medium Speed 
6 NLOS, Low Delay Spread, High Speed 
7 NLOS, High Delay Spread, Low Speed 
8 NLOS, High Delay Spread Medium Speed 
9 NLOS, High Delay Spread, High Speed 

Considering the hardware cost, a commercial base station 
generally uses the traditional threshold judgment method 
for channel scenario recognition. However, wireless 
channel recognition is a complicated problem, and the 
traditional algorithm may not achieve satisfactory 
performance. Therefore, it is necessary to study AI-based 
algorithms for channel scenario recognition. In this paper, 
two algorithms are used for wireless channel scenario 
recognition: the first is to perform the traditional threshold 
comprehensive decision on the extracted channel 
characteristics for channel scenario recognition, and the 
second is to use the combination of wireless channel 
characteristic sets and neural networks for channel scenario 
recognition. 

3.1 Threshold comprehensive decision algorithm 

The threshold comprehensive decision algorithm uses the 
CIRh(t)to extract a wireless channel characteristic set χ� =
[δ, P, γ,β,φ], and then make a threshold judgment for each 
characteristic, and finally make a comprehensive decision 
based on the judgment results to distinguish the channel 
scenarioy� in Table 1. Figure 1 shows the block diagram of 
the threshold comprehensive decision algorithm. 

computer 
channel 

characteristics

Threshold decision

Comprehensive 
Decision

 h(t) 

 δ ≫ ηδ  

Threshold decision

Threshold decision

Threshold decision

Threshold decision

 P ≫ ηP  

 β ≫ ηβ  

 γ ≫ ηγ  

 φ ≫ ηφ  

 y� 

 δ 

 P 

 β 

 γ 

 φ 

Figure 1 – Block diagram of wireless channel scenario 
recognition using threshold comprehensive decision 

3.2 Algorithm model based on neural network 

The wireless channel scenario recognition algorithm based 
on neural networks has two stages: offline training stage 
and online recognition stage. The training stage is 
supervised learning. Firstly, the wireless channel 
characteristic set χ = [δ, P, γ,β,φ, y] is extracted using the 
CIR h(t), where y is the channel scenario label. Then the 
channel characteristic set χ = [δ, P, γ,β,φ, y] is input into 
the neural network for training. After the hyper-parameter 
tuning, a classifier is obtained as the online recognition 
model. The online recognition stage: firstly, get the real-
time CIR h(t), and then use the same method to obtain the 
channel characteristic set, and input it into the trained 
neural network model, and lastly perform online 
recognition to obtain the wireless channel scenario y�. 

 y� 

neural 
network

computer channel 
characteristics

Channel Scenario h(t) 
Channel Scenario h(t) 
Channel Scenario h(t) 
Channel Scenario h(t) 

Channel Scenario h(t) 
...

Train dataset

 h(t) 
 h(t) 
 h(t) 
 h(t) 
 h(t) 

...

Test dataset

computer channel 
characteristics

 χ = [δ, P, γ,β,φ] 

neural 
network

Channel Scenario

Update network parameters

Training Phase

Identification Phase

 χ = [δ, P, γ,β,φ, y] 

 

Figure 2 – Block diagram of wireless channel scenario 
recognition using neural network 

In this paper, the neural network used to distinguish 
different wireless channel scenarios has 4 layers: one input 
layer, two hidden layers, and one output layer. The neurons 
of the hidden layer use the relu activation function. The 
neurons of the output layer use the softmax activation 
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function. The optimizer adopts the stochastic gradient 
descent algorithm. 

4. SIMULATION

Table 2 gives the simulation parameters for wireless 
channel scenario recognition. 3.5G Hz is the global main 
stream frequency band, and the 30k Hz subcarrier spacing 
is also a common configuration in 5G systems. In order to 
calculate the time correlation characteristics of the pilot 
signal, this paper chooses the configuration of two pilot 
symbols. Since the channel characteristics of the spatial 
dimension are not involved in this paper, the number of 
physical antennas of the base station and the UE are 2 and 1 
respectively. Due to space limitations, this section only 
presents the distribution curve of wireless channel 
characteristics and the performance of the two classification 
algorithms when the UE occupies 50 resource blocks. 

Table 2 – Simulation parameters 

Parameter Value 

Carrier frequency 3.5GHz 
Subcarrier spacing 30kHz 

Sample rate 1/(4096×30e3) 
Antenna number of base station 2 

Antenna number of user 
equipment (UE) 

1 

Allocated resource block of UE 50 
Pilot signal overhead 2 symbols 

The simulation models nine wireless channel scenarios 
proposed in Table 1, respectively using 4G and 5G channel 
models. These channel models are defined by a 3rd 
Generation Partnership Project (3GPP), such as the 
Extended Pedestrian A model (EPA), Extended Vehicular 
A model (EVA) and the Extended Typical Urban model 
(ETU), Clustered Delay Line (CDL) and Tapped Delay 
Line (TDL). Where CDL-A, CDL-B, CDL-C, TDL-A, 
TDL-B and TDL-C are used to simulate NLOS channel 
scenarios, CDL-D, CDL-E, TDL-D and TDL-E are used to 
simulate the LOS channel scenarios. 

4.1 Distribution curve of channel characteristics 

In order to better understand the influence of channel 
characteristics on the classification of channel scenarios, we 
give the distribution curve of each channel characteristic for 
nine wireless channel scenarios.  

Figure 3 shows the Cumulative Distribution Function (CDF) 
curve of the frequency domain fading factor. It can be seen 
that when the multipath delay spread increases, the value of 
this factor also increases, which reflects the influence of 
time dispersion on frequency domain selective fading. 
Figure 4 shows the multipath power delay distribution. 
When the multipath delay spread increases, the multipath 
power distribution becomes more scattered. Figure 5 shows 
the channel power peak response ratio in the time domain. 

It can be seen that this ratio is relatively large for the LOS 
channel scenario, and is relatively small for the NLOS 
channel scenario, which can basically distinguish 
LOS/NLOS scenarios.  

Figure 3 – CDF of frequency domain fading factor 𝛅𝛅(𝐭𝐭) 

Figure 4 – Multipath power delay distribution 𝐏𝐏(𝐢𝐢, 𝐭𝐭)in the 
time domain 

Figure 5 – CDF of channel power peak response ratio 𝛄𝛄(𝐭𝐭) 
in the time domain 

Figure 6 – CDF of channel time correlation value 𝛃𝛃𝐧𝐧𝐧𝐧𝐧𝐧𝐧𝐧(𝐭𝐭) 
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Figure 7 – CDF of the angle 𝛗𝛗(𝐭𝐭) for channel time 
correlation value 

Figure 6 and Figure 7 show the channel time correlation 
normalization factor and its phase. Along with the speed 
increases, the correlation value gradually becomes smaller 
and the phase gradually becomes larger, which can 
distinguish different speeds to a certain extent. 

4.2 The results of threshold comprehensive decision 

This section presents the classification results of the 
threshold comprehensive decision algorithm. The CIR h(t) 
is obtained when SNR is 20dB. The threshold used in the 
algorithm is shown in Table 3. 

Table 3 – Threshold value for threshold comprehensive 
decision algorithm 

Threshold Value 

ηδ 0.24 
ηP 0.10 
ηβ 0.65 

ηγ 0.96, 0.89 

ηφ 0.003, 0.01 

Figure 8 shows the confusion matrix of the threshold 
comprehensive decision algorithm. Categories 1-9 
correspond to the nine wireless channel scenarios in Table 1. 
It can be seen that the recognition accuracy of the first 4 
channel scenarios is fair, above 89%, but the recognition 
accuracy of other channel scenarios is very low. Different 
multipath delay spreads and different speeds under NLOS 
channels are almost indistinguishable. The threshold 
comprehensive decision algorithm has low implementation 
complexity and is easy to implement in hardware, but the 
classification performance is not satisfactory. 

4.3 The results of neural network classifier 

A neural network is a supervised classifier, and it needs a 
training data set to train the network before it can be used 
for classification. In this paper, 10000 samples are obtained 
respectively for the nine wireless channel scenarios in 
Table 1, and the total number of training data is 90000 
samples. In addition, 5000 test samples are prepared for 

each channel scenario to evaluate the recognition 
performance of the trained model. The recognition 
performance given in this section is the verification 
performance for test set. 

 

Figure 8 – Confusion matrix of threshold comprehensive 
decision 

The simulation in this section uses the wireless channel 
characteristic set χ = [δ, P, γ,β,φ, y] proposed in Section 2, 
where the frequency domain fading factor δ , multipath 
power delay distribution P , and channel power peak 
response ratio γ in the time domain are calculated on two 
receiving antennas and two pilot symbols. The time 
correlation value β  and φ  is derived from the two pilot 
symbols, and is averaged on the two antennas. In this 
section, we take the CIR of 256 subcarriers in the frequency 
domain and do a 256-point IFFT to change it to a time 
domain. Assuming that the L1 points are taken before the 
peak and the L2  points are taken after the peak, then the 
window length is L1+L2+1. Here the window length of the 
multipath power delay distribution has two explorations: (1) 
channel feature 1 is  L1=18 and L2=36, and the window 
length is 55. (2) channel feature 2 is L1=9 and L2=26, and 
the window length is 36, as in Table 4. For channel feature 
2, we have done further processing: every 4 points are used 
as an interval, so there are nine intervals for the 36 points, 
and the energy ratio between the total energy of each 
interval and the energy sum of all 36 points is calculated; 
finally we can obtain 9-point multipath delay energy 
distribution. So, the total length of the channel 
characteristic set in channel feature 2 is 46, as in Table 4. 

Table 4 – The length of multipath power delay distribution 

Channel 
Feature 

The length of 
multipath 

power delay 
distribution 

The length 
of window 

L1+L2+1 

The length of 
channel 

characteristicsχ 

1 L1=18, L2=36 55 226 
2 L1=9, L2=26 36 46 

Figure 9 shows the confusion matrix obtained by using 
channel feature 1 when SNR=20dB. The recognition 
accuracy of each channel scenario is above 90%, which is 
significantly improved compared to the recognition 
performance of the threshold comprehensive decision 
algorithm in Section 4.2. The recognition accuracy rate of 
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LOS/NLOS is above 99%, and the distinction of high and 
low multipath delay spread under NLOS is also above 99%. 
The recognition accuracy rate of different speeds is slightly 
reduced, but they are all above 90%. Figure 10 shows the 
confusion matrix obtained by using channel feature 2 when 
SNR=20dB. The recognition accuracy of LOS/NLOS is 
basically unchanged, but the distinction between high and 
low multipath delay extension under NLOS drops to 95%. 
The speed recognition accuracy rate also dropped to 86.6%. 
In contrast, the window length and the resolution of the 
multipath delay spread distribution will affect the accuracy 
of scenario recognition. Appropriately increasing the 
window length and the multipath resolution will improve 
the accuracy of recognition. Although the recognition 
accuracy of channel feature 2 is lower than that of channel 
feature 1, the length of the channel characteristic set of 
channel feature 2 is much shorter than that of channel 
feature 1, so the computing power of the neural network 
can be reduced to 1/3 of channel feature 1, which also 
reduces the complexity of hardware implementation. 

 

Figure 9 – Confusion matrix of channel feature 1 based on 
neural network 

 

Figure 10 – Confusion matrix of channel feature 2 based 
on neural network 

Table 5 shows the recognition accuracy of channel feature 1 
under different SNRs. As the SNR decreases, the 
recognition accuracy of each channel scenario also 
decreases, especially when the multipath delay spread is 
relatively large under NLOS channel scenarios. The 
recognition accuracy of different speeds is the worst with 
71.68% for SNR=0dB. 

 

Table 5 – Accuracy of channel feature 1 based on BP 
neural network under different SNRs 

SNR/dB 20 15 10 5 0 

channel 
scenario 1 

99.38% 99.35% 99.31% 98.86% 97.11% 

channel 
scenario 2 

99.68% 99.52% 99.47% 99.31% 93.80% 

channel 
scenario 3 

98.53% 98.42% 98.25% 97.67% 92.49% 

channel 
scenario 4 

98.14% 98.10% 98.04% 97.85% 97.72% 

channel 
scenario 5 

93.81% 93.80% 93.16% 93.04% 92.84% 

channel 
scenario 6 

96.17% 96.04% 95.41% 93.90% 88.21% 

channel 
scenario 7 

93.76% 92.70% 89.11% 84.14% 79.34% 

channel 
scenario 8 

90.66% 86.81% 82.88% 77.80% 71.68% 

channel 
scenario 9 

96.83% 96.76% 95.45% 90.64% 81.93% 

5. CONCLUSION 

In this paper, we propose a wireless channel scenario 
recognition algorithm for 4G/5G dense urban areas and 
rural or suburban areas. The recognition algorithm is based 
on the neural network, and the wireless channel 
characteristics are extracted as the training data set, and the 
back propagation algorithm is used for training, and then 
the neural network model for wireless channel scenario 
recognition is obtained. Through simulation verification, it 
is proved that this method has a greater performance 
improvement than the traditional threshold algorithm. 
Under high SNR, the minimum recognition accuracy can 
reach 90.66%. But as the SNR decreases, the accuracy of 
channel scenario recognition will also decrease. In addition, 
the composition structure of the wireless channel 
characteristic set will also affect the recognition accuracy, 
such as the window length and resolution of the multipath 
delay spread distribution. The wireless channel 
characteristics proposed in this paper are simple to calculate, 
easy to implement, and have high engineering application 
value. 

However, there are still some limitations in our work. For 
example, the recognition accuracy under low SNR needs to 
be further improved; and a system simulation needs to be 
constructed to verify the improvement of system 
performance based on wireless channel scenario 
recognition. Nevertheless, we wish that our work can 
provide new insights and motivation for the study of 
wireless channel scenario recognition in 4G/5G commercial 
systems. 
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ABSTRACT 

Artificial intelligence has the ability to provide simple 

solutions to complex problems by analyzing huge volumes of 

data in a short amount of time with appropriate accuracy. 

With the emergence of slicing technology, Fifth Generation 

communication networks(5G) are becoming more complex 

due to supporting a large number of new connected devices 

and new types of services. Concerning this complexity, 

intelligent techniques can become beneficial in these 

networks. In this paper after a brief review of network 

slicing through a new functionality model including design, 

deployment, monitoring and management of slices, the need 

for automation of network operations in network slices is 

discussed. Our investigation of recent research has shown that 

artificial intelligence and machine learning have a clear 

potential to become one of the most important enablers in the 

5G   network and beyond. 

Keywords – 5G, artificial intelligence,    machine 

learning, network slicing, SDN 

1. INTRODUCTION

Fifth Generation (5G) systems are designed to support a 

wide range of services and devices, and mobile networks will 

have to support more traffic in the near future. It is also 

expected to enable high speed data transfer in these 

applications. Existing networks are filled with a wide range 

of integrated and dedicated hardware. Due to the high rigid 

nature of these traditional architectures, it is difficult to 

introduce new services in these networks [1]. 

Fifth generation networks are predicted to be essential for a 

huge range of needs. The stark differences between the main 

applications of these systems indicate that the diverse 

applications of 5G networks cannot be supported by current 

network architectures [2]. Existing networks with 

conventional designs are not flexible and scalable to satisfy 

these diverse requirements. Therefore, we need other 

solutions to take advantage of the vast applications of 5G 

networks. In this regard, new technologies have been 

exploited to alter network implementation and operation 

functions, fitting a 5G network, to minimize the total cost of 

network infrastructure and to maximize system performance 

and efficiency. In order to do that, network slicing has been 

proposed to support extensive network services. Network 

slicing is made possible by Software Defined Network 

(SDN) and Network Function Virtualization (NFV) 

technologies. By dividing a single physical network into 

several logical networks, each can provide services tailored 

to a distinct application. Fifth generation network slices are 

flexible and highly adaptable and they can handle a variety 

of services simultaneously on the same network 

infrastructure. 

In slicing, a single physical infrastructure is divided into 

slices. Network slices are defined as logical End-to-End 

(E2E) networks, each of which with independent control 

and management, provides one or more types of services 

related to its users. Due to the customization of slices, users 

receive the services with good quality, increasing the 

revenue of the operators. To introduce network slicing, it 

is necessary to redesign the traditional mobile networks and 

to do that, a huge   amount of data must be processed 

periodically, increasing network management complexity. 

Therefore, traditional human-derived approaches will no 

longer be useful and artificial intelligence must be put to use 

to automate slice management in 5G network [3]. 

The main purpose of this article is to review the studies 

conducted in the field of intelligent 5G network slicing to 

identify the remaining challenges and open issues to address 

potential future research opportunities. 

2. NETWORK SLICING IN 5G

Mobile devices have become an essential part of our daily 

lives, making the mobile network infrastructure an important 

issue. Fifth Generation (5G) mobile systems are designed to 

support a wide range of services and devices. These services 

with different features increase the volume of information 

and data along with the number of devices in the network. 

The current architecture is not flexible enough to support 

diverse new services presented in 5G networks. Moreover, 

with day to day growing services and consumer demands, the 

need for faster connectivity and higher speed data transfer 

intensifies and that cannot be achieved by traditional 

network architecture. On the other hand, network slicing in 

5G can provide multiple logical networks on the same 

physical infrastructure, lowering the initial cost of network 

setup [4]. Figure 1 depicts a general view of 5G network 

slicing. Network slicing is the technology that enables 

having different virtual networks on one physical base. 
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Figure 1 – Sliced 5G network with different virtual slices 

on one physical infrastructure 

Each slice can be used for different services and use cases. 

Network slicing creates a virtualized network with logical 

components which can provide use case requirements. This 

logical network is flexible and adjustable in case of new 

requirements. With introducing the concept of slicing, new 

functionalities come along, slice creation and management 

for instance. For this purpose, we have different functions 

created to manage the whole process from slice creation to 

end use [5]. SDN and NFV together would allow us to take 

control of these slices and to alter them when required 

without having to deal with physical infrastructure in the 

network. Moreover, 5G network slicing allows slices to be 

isolated, increasing the network’s revenue. This way, 

operators get to offer different type of services with different 

demands [4]. 

2.1 5G network service categories 

A 5G network is expected to support the vast majority of use 

cases and services. Due to the varying requirements, 5G 

networks need to be sliced. Slicing should be properly 

exploited in 5G networks to provide use cases to the 

acceptable slices. Network slicing must be flexible and 

dynamic to adjust to the changing requirements of use cases. 

According to a study by the International 

Telecommunication Union (ITU), the main applications for 

5G networks fall into three categories where there are 

different and diverse needs. Different use cases require 

different features, such as ultra-high bandwidth, very low-

latency, ultra-reliability and massive IoT. These categories 

are as follows: 

• Massive Machine Type Communication (mMTC):

Massive IoT or mMTC [6] uses the sliced 5G network to

connect different embedded sensors all over the world.

Smart cities can be a good example of this category.

• Enhanced Mobile Broadband (eMBB): Enhanced mobile

broadband use cases are mainly related to VR videos.

• Ultra-Reliable and Low Latency Communication

(URLLC): URLLC use cases are mainly about remote

control of critical devices [5].

2.2 Network slicing concept and principles 

The main purpose of providing 5G systems is to support a 

wide range of different services and meet users’ 

requirements. To achieve this goal, a network is needed that 

has different features depending on the service. Reaching 

this network requires fundamental changes to the current 

mobile network architecture to add flexibility and scalability. 

For these purposes, the fifth-generation network uses 

technologies such as Software Defined Networks (SDNs) 

and Network Function Virtualization (NFV) to provide a 

wide range of diverse services on a common physical 

infrastructure. In different applications of fifth generation 

networks, there are different requirements that cannot be 

implemented by a rigid architecture. Network slicing 

customizes each slice for each service by devoting the right 

resources to each slice. The service associated with each 

network slice determines the resources required for that slice. 

Network slicing is done based on the necessary 

characteristics that we need in each slice [7]. These features 

are as follows: 

• Isolation: Isolation is an essential feature in any slice to

ensure the safety of users of that slice. One way of

isolation is to separate the physical resources and not to

share them. However, this method leads to inefficient use

of network resources. Another solution is to virtualize

resources with a shared physical resource. The third way

is to determine the policies to access a shared resource [8].

• Customization: This feature ensures that the resources

dedicated to each slice delivers the services to the tenants

of that slice.

• Programmability: This feature helps individuals to control

the resources available in their slices.

• Automation: With this feature, slicing is done

automatically without manual intervention. This is done

with the help of information that the user sends about the

capacity, latency and slicing schedule information.

• Flexibility: The flexibility of the slices depends on the

resources allocated to each slice which can be done by

changing the use of slice resources or changing resource

policies. Another issue here is the ability to change the

amount and type of resources allocated to each slice when

necessary. In this case, we need the agreement of both

parties; Because by changing this feature, the performance

of other slices using these resources is also affected [9].

2.3 5G network slicing architecture 

Here we discuss the two most studied architecture in 5G 

networks: NGMN and 5G-PPP. NGMN architecture 

consists of 3 layers: service instance layer, network slice 

instance layer, resource layer. The service layer indicates 

the types of services, whether it is an end-user service or a 

business service. In this architecture, service instance 

provides services and all services can be either presented by 

network operators or by a third party. A network instance is 

made by the operator of the network, using a network slice 

blueprint. The requirements of each service instance are 

considered by the network slice instance. The slice network 

instance might be originated from one subnet or another 

instance [1]. The 5G-PPP architecture provides a more 

detailed architecture of the fifth-generation network. 

However, it has the same basics as NGMN. This 

architecture defines 5G network slices as a 5-layer network: 

infrastructure, network functions, management layer, 

business performance 
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layer, and service layer. In this architecture, we have three 

similar layers and two new layers, management layer and 

business layer [2]. 

 

2.4 Key technologies in network slicing 

 

There are a number of technologies which are used in 

network slicing. Here we elaborate on two of the most 

effective technologies in network slicing performance. 

1. SDN (Software Defined Network) 

A Software Defined Network (SDN) is a structure made for 

adding flexibility to the architecture of networks by 

abstracting the control phase of network devices [10]. The 

SDN architecture consist of three layers: application plane, 

data plane and control plane. The controller has an ability to 

unify network management and other functions. SDN also 

has two interfaces between these layers. The Southbound 

API is a connector that distributes information between the 

controller and data plane. The Northbound API is a 

connector that transfers information between the controller 

and application plane [11]. 

 

2. NFV (Network Function Virtualization) 

Network Function Virtualization (NFV) is separating the 

network functions from hardware parts of the system. It also 

implements these functions as independent software in 

Virtual Machines (VMs). In this way, we can efficiently use 

data centers, being on a virtual infrastructure. The NFV 

framework consists of three main components: [11] 

• Virtual Network Functions (VNFs): software 

implementations of network functions. These virtual 

functions can be exploited in NFVI [12]. 

• Network Function Virtualization Infrastructure (NFVI) is 

both the hardware and software parts of the NFV 

environment. NFV infrastructure is also responsible for 

connecting the covered locations. 

• Network Functions Virtualization Management and 

Architectural Framework (NFV-MANO Architectural 

Framework) is a set of all functional blocks used for data 

transfer [10]. 

3. ARTIFICIAL INTELLIGENCE IN 5G 

NETWORK 

 
For designing, deploying, and managing a network slice, 

huge amounts of data must be analyzed. Processing this huge 

load of data is hard for any human being, that’s where 

artificial intelligence comes to the picture. Intelligent 

algorithms have the ability to automate network slicing 

operations and they can perform effectively for design, 

deployment, operation and management and configuring 

system parameters [13]. 

 
Machine learning has the ability to analyze huge amounts of 

data and learn the system behavior and predict future events 

in a short period of time. Intelligent techniques address the 

challenges faced in network automation. These algorithms 

extract useful information from a huge amount of complex 

data and choose the best decisions based on this information 

[14]. So, with the help of these intelligent techniques such as 

machine learning algorithms, we can have an adaptive and 

flexible network that can adjust to the changes in users’ 

needs. Machine learning algorithms are mainly divided to 

three groups of supervised, unsupervised and reinforcement 

learning [15]. 

• Supervised learning: This group of techniques are trained 

based on a set of data with desired input and output. 

• Unsupervised learning: These techniques train 

themselves with unlabeled data where the learning agent 

finds the pattern between inputs and outputs with no 

feedback. 

• Reinforcement learning: In these algorithms, the learning 

agent receives a reward from its current action from the 

environment and it aims to maximize the reward based on 

the previous actions and related rewards. 

Machine learning algorithms are widely used in network 

functions and they are used for designing, deploying, 

operating and managing. They have the ability to detect 

patterns that humans may not notice [16]. 

 

4. AI BASED NETWORK SLICING FUNCTIONS 

 

In this section different functions of network slicing are 

presented from the standpoint of implementing AI and 

machine learning techniques. The overall view of the relation 

between network slicing functions in the proposed model can 

be seen in Figure 2. The mentioned functions are design, 

deployment (resource provisioning and allocation), 

operation and management in terms of performance 

management (admission control), fault management and 

security. Table 1 presents a comparative view of different 

exploited machine learning techniques for network slicing 

functions along with the algorithms and key features. 

 

4.1 Design 

 

The first step to have an efficient network is to plan and 

design. Network slices should be designed somehow to 

answer distinct service needs defined in 5G network. To 

achieve this, a vast amount of data should be processed and 

analyzed. This data includes user needs and requirements, 

working environment and service goals [16]. 

 

4.2 Deployment (resource provisioning and allocation) 
 

In the next step after designing an efficient network, the 

amount of computing and network resources should be set 

by VNO (Virtual Network Operator) to support the service 

needs. Network resource provisioning and allocation is to 

allocate the available resources of the network to the valid 

slices efficiently. It should also adapt the designed resource 

allocation to the dynamic behavior of network slices, 

keeping an eye on the capacity to avoid capacity outage. 

After the admission control and accepting number of 

requests for slices, sufficient resources should be allocated 

to each slice. One of the major tasks in network slice 

management is adaptive resource allocation to the admitted 

slices this step. In this regard, network operators should 

determine the resources that should be dedicated to each 

slice in order to use the 
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Figure 2 – The relationship between artificial intelligence 

and orchestration functionalities 

 

capacity efficiently and minimize the operation costs. The 

main challenge here is to keep a balanced allocation where 

none of the following happens: 

 

1. Under Provisioning: If less resources are allocated to a 

slice than needed, a Service Level Agreement (SLA) 

set with the tenant would be violated. 

2. Over Provisioning: if more resources than required are 

allocated to a slice, extra resources remain unused, 

making it a waste of resource and money [17]. 

To find the proper state of resource allocation, future requests 

for each slice should be predicted and also required resources 

for each service should be determined, which is a complex 

task for operators and we cannot address them individually 

[18]. While traditional solutions aren’t helpful for this 

purpose, artificial intelligence is useful to solve both aspects 

of resource management and orchestration. In order to do 

that, we can implement a Convolutional Neural Network 

(CNN) in which respective costs of SLA violations (under 

provisioning) and the costs wasting the resources (over 

provisioning) is considered as a loss function to minimize 

[19]. The policies which determine the allocation of 

resources between slices should adapt to the dynamic and 

changing behavior of the network slices. Take a situation 

where we have emergency requests and other services for 

example. In this situation, when we have numerous requests 

coming to the network, due to the sharing of our limited 

resources between these two services, the higher priority is 

given to the former services [16]. The main purpose of these 

two first steps is to classify service requirements, predict 

network trends and user behavior and configure network 

parameters. The machine learning techniques used to do 

these tasks are support vector machine, gradient boosting 

decision tree, spectral clustering and reinforcement learning. 

Classifying a new service into one of the 3 categories (eMBB, 

mMTC, and URLLC) should be done based on given factors 

and for this goal, other supervised and unsupervised 

techniques can be used too. Moreover, to determine proper 

network parameters, reinforcement learning is usually 

helpful. Conclusively, with the help of these techniques and 

algorithms, we can design and construct an efficient sliced 

network which can adjust to new services and use cases [16]. 

4.2.1 Resource allocation approaches 
 

Considering the functions mentioned above, there are two 

types of approaches for decision-making available: 
 

1) Policy-based: In this approach, a list of prices for slices 

and resources are provided by the Mobile Network 

Operator (MNO) and the final decision is made 

considering the current state of the system and the 

network’s policy. 

2) Auction-based: Here, there is no fixed price for the 

slices or resources. Instead, the MNO provides a list of 

available slices and resources, and tenants can request 

a service with an offer bid. Then, the MNO chooses 

between the tenants and provide the winner tenant 

with the requested slice or resource [20]. 

 

4.3 Operation & Management 

 

In today’s network architecture, humans play a vital role in 

the stage of management and operation and by automating 

network functions, network costs decrease significantly. In 

order to manage a network successfully, monitoring is an 

inseparable function to implement in all steps of network 

management and is an integral part of network management 

functions. The following information is obtained by 

monitoring. System reports, traffic analysis, resource status 

spectral clustering, K-mean clustering, support vector 

machine and deep neural network are ML techniques that 

can be used for this task. The main purposes of these 

functions are categorizing system operation and forecasting 

resource utilization [16]. Network slicing management can 

be put into several tasks. These tasks are performance 

management, fault management and security. 

 

4.3.1 Performance management 
 

The first step in controlling the performance of a network is 

admission control. Admission control is about determining 

whether a network can accept the upcoming slice requests 

and provide the accepted requests with its requirements or 

not. Having limited resources, admission control becomes a 

vital role in slice management. According to the 3GPP (3rd 

Generation Partnership Project) standardization of network 

slicing, tenants (the communication service client) send 

requests for specific services and then based on some fixed 

factors, the cost is calculated and paid. Having vigorous 

resource sharing, the network would not be able to meet 

Key Performance Indicators (KPIs), resulting in a decrease 

in the network revenue since the required services are not 

provided. On the other way around, rejecting most of the 

incoming requests, the network would lose many 

opportunities to gain profit. Therefore, one profound action 

to be taken in this phase is to establish a balance between key 

performance indicators and resource sharing [17]. Another 

point worth mentioning is that meeting the right KPIs needs 

complete slice isolation, making it more complicated to find 

the equilibrium point. In order to overcome this issue, 

admission control should have the information about the 

dynamic behavior of slices along with 
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Table 1 – AI-based network slicing functions algorithms 

 

Function Algorithm Key Features Reference 

F.1. Design Support vector machine, Gradient 

boosting decision tree, Spectra clustering 

Q-learning 

Analysis of user requirements as well 

as environment factors 

[16] 

Hybrid learning algorithm, NN glowworm swarm-based DHOA [21] 

F.2. Deployment (Resource 

provisioning & allocation) 

Supervised learning: 

3D-CNN 

DEEPCOG, a cost prediction 

algorithm for reallocation decisions 

[19] 

Lasso regression (provisioning) 

RNN, DNN, RL, Sparse regression 

Allocating resources through a 

process consisting 4 functional blocks 

[22] 

Reinforcement learning: RL, DQL Embrace the deep relation between 

user requests and resource allocation 

[23] 

Reinforcement learning: RL  
Outperforms the three deterministic 

heuristics 

[24] 

Reinforcement learning: RL Model free and scalable [25] 

Reinforcement learning: RL, QL Model free and robust [26] 

Reinforcement learning: Ape-X, a DRL 

method 

A one-slice-by-one-agent basis 

resource management 

[27] 

discrete normalized advantage functions 

(DNAF) + DQL 

Exploiting a deterministic policy 

gradient descent (DPGD) 

[28] 

Reinforcement learning: QL Maximizing the profit of tenants 

while considering the QoS 
[29] 

Reinforcement learning: DRL Improves latency performance [30] 

Reinforcement learning: RL A two-stage network slice resource 

allocation algorithm 
[31] 

Reinforcement learning: DRL Dynamic resource allocation [32] 

Reinforcement Learning: DRL Generative adversarial network based 

deep distributional Q network 
[33] 

Reinforcement learning: RL Collaborative relationship between 

node mapping and link mapping 

[34] 

Reinforcement Learning: DRL A dynamic two-tier slice allocation 

scheme 
[35] 

Reinforcement learning: exponential RL An auction-based resource allocation [36] 

Reinforcement learning: QL Maximizing network utility [37] 

F.3.1. Operation & management: 

Performance management 

Reinforcement learning: QL Inter-slice control with enablers [38] 

Reinforcement Learning: DRL adaptive to system changes, useful for 

large networks 
[17] 

Reinforcement learning: RL Aims for network lasting profitability [25] 

Reinforcement learning: Value-based RL Maximizing mobile network 
operator’s revenue 

[26] 

Reinforcement learning: RL Maximizing network efficiency [24] 

F.3.2. Operation & management: 

Fault management 

Logistic regression, Bayesian networks, 

Principal component analysis, 

independent component analysis 

Analysis of system behavior and 

capable of locating the faults 

[16] 

F.3.3. Operation & management: 

Security 

Supervised Learning: DNN Finding the threats and isolating the 

harmed areas 
[16] 

Machine learning real-time and offline attack detection [39] 

Supervised Learning: DL a self-adaptive system for anomaly 

detection 
[40] 

Supervised Learning: DL Designing a quarantine slice towards 

5g secure slicing 
[4] 
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the current situation of the network and its expected future to 

make the best decision for the best outcome. Computational 

methods need to have complete data on the system’s 

variables; instead, intelligent methods have the ability to 

consider all variables and find the equilibrium point where 

a KPI is met while having the maximum revenue possible [41]. 

Deep Reinforcement Learning (DRL) is a perfect candidate for 

this problem, considering all variables in the network and 

learning its behavior to determine the best decision for 

reaching the desired outcome. Deep reinforcement 

techniques operate as follows: 

• When a new request arrives, the system takes an action to 

maximize the long-term award. This action can be either 

accepting or rejecting the request. 

• After taking the action, the algorithm evaluates the action 

and the award by interacting with the system and then the 

information from the evaluation is used to retrain the 

network. 

• When noticing a change in system behavior, the 

algorithm should be retrained to adapt to the new 

behavior [17]. 

 

4.3.2 Fault management 

Fault management is another paramount function in slice 

automation. Fault management tasks are as mentioned below: 

• Analyzing the system activities and classifying into two 
groups of normal and flawed 

• Recognizing usual and unusual user behavior and traffic 

• Detecting the precise location of error 

• Trying to fix the flaws 

Principal component analysis, independent component 

analysis, logistic regression and Bayesian networks are 

algorithms that are used for fault management in networks. 

All these techniques try to detect faults in the network’s 

operation and predict unusual behavior in the future. 

Furthermore, unsupervised learning techniques are useful 

for intrusion detection and spoofing attacks [16]. 

 

4.3.3 Security 

Security is a major issue in 5G network slicing. For having a 

secure network, there are 3 subfunctions that need to be 

carried out and the system can achieve an approving level of 

security with the help of artificial intelligence in these 

subfunctions. These main security system subfunctions are: 

• Analyzing the traffic, service requests and status of slice 

•  Spotting security vulnerabilities and detecting attacks in 

the slice 

• Taking the proper action against threats and attacks 

Artificial intelligence has a worthwhile impact in analyzing 

the network traffic as well as detecting attacks and making 

the right move against the attacks and to handle the 

vulnerabilities in the system. However, the main role of 

artificial intelligence in security is in analyzing the traffic, 

service requests and status of each slice. One of the effective 

actions against attacks is quarantining the contaminated slice. 

In this way, we get to restrict the attack and its following 

damage to other slices without having to shut down the 

system completely. Intelligent algorithms have also shown 

to be beneficial for implementing this technique. With the 

purpose of providing security in the network, deep neural 

network and principal component analysis algorithms are 

utilized and the goal is to learn the behavior of users and 

devices in order to detect malicious behavior and intrusion 

in the network [16]. 

 

5. CHALLENGES AND OPEN ISSUES 

 

Due to the daily advances of technology and industry, there 

are still a number of challenges and research topics that need 

to be addressed to ensure the proper functioning of the sliced 

5G networks. Communication networks are undergoing a 

major evolutionary transformation to meet the needs of a 

large number of users and connected devices, and to enable 

the operation of newly introduced services in an adaptive 

manner. Establishing isolation between network slices is 

very important and it is possible to achieve complete 

isolation with today's technologies. But with complete 

isolation, network efficiency decreases significantly, not 

being able to share the limited resources of ours. Therefore, 

one of the challenges in this area is exploiting intelligent 

techniques for finding the attainable degree of isolation for 

each slice based on its use cases. As mentioned, the isolation 

of the slices is of great importance. Not only because of 

resource sharing, but also for the security of slices. In a 

poorly isolated slices network, damage and attack in one 

slice will harm other slices too, causing a huge disaster in the 

network’s operation. Therefore, the challenge here is to find 

a solution considering the necessity of slice isolation 

alongside the need of resource sharing. These issues and 

challenges need to be addressed in order to provide a good 

efficient model for 5G networks and beyond. 

 
6. CONCLUSION 

 

In this paper, we presented the 5G network slicing concept 

and its standards, use cases and architecture. Moreover, we 

discussed the critical role of AI and machine learning 

techniques for automation of network slicing functions and 

mentioned some of the intelligent algorithm used for each 

function. With the help of AI-based solutions, we can 

address complex problems emerging in different slicing 

functions such as designing, resource management and fault 

management. Considering the high potential of artificial 

intelligent techniques, we can conclude that the challenges 

mentioned above, maintaining a balance between isolation 

degree of slices and resource sharing, can be addressed by 

exploiting ML and DL techniques. Moreover, since beyond 

5G networks have higher data rates and a vast number of 

new emerged use cases, these challenges become more 

severe. Therefore, the learning algorithms-based solutions 

will get deeper and more complex. 
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ABSTRACT

This paper describes a framework for research on 
Reinforcement Learning (RL) applied to scheduling and 
MIMO beam selection. This framework consists of asking 
the RL agent to schedule a user and then choose the index 
of a beamforming codebook to serve it. A key aspect of this 
problem is that the simulation of the communication system 
and the artificial intelligence engine is based on a virtual 
world created with AirSim and the Unreal Engine. These 
components enable the so-called CAVIAR methodology, 
which leads to highly realistic 3D scenarios. This paper 
describes the communication and RL modeling adopted in 
the framework and also presents statistics concerning the 
implemented RL environment, such as data traffic, as well as 
results for three baseline systems.

Keywords - 5G, 6G, beam selection, MIMO, mmWave, RL

1. INTRODUCTION

Reinforcement Learning (RL) is a learning paradigm suitable 
for problems in which an agent has to maximize a given 
reward, while interacting with an ever-changing environment. 
This class of problem appears in several points of interest 
in 5th Generation (5G) and 6th Generation (6G) mobile 
networks, such as: congestion control [1], network slicing [2], 
resource allocation [3], and the 5G Physical Layer (PHY) [4]. 
However, the lack of freely available data sets or environments 
to train and assess RL agents is a practical obstacle that delays 
the widespread adoption of RL in 5G and future networks.

To address this challenge, some works explore the use of 
virtual worlds to generate data sets by creating environments 
for communications in general [5], and Artificial Intelligence 
(AI) / Machine Learning (ML) applied to 5G/6G [6], 
leveraging the fact that 5G and beyond systems will benefit 
from rich contextual information to improve performance 
and reduce loss of radio resources to support its services 
[4, 7, 8]. So, the key idea in this paper is to use realistic 
representations of deployment sites together with physics 
and sensor simulations, to generate a virtual representation 
that combined with the communication network simulator, 
enables training RL agents for tasks such as beam selection.

UAV

Figure 1 – CAVIAR simulation scenario, depicting the 
radiation pattern (in light green) corresponding to the chosen 
beamforming codebook index to serve a drone (at the right).

Systems such as IEEE 802.11ad are usually designed for 
worst-case scenarios and, in most situations, continuously 
send signals that do not carry information (overhead) [9]. 
This overhead may represent a significant p arcel o f the 
channel capacity, and decreasing it is a fundamental problem 
that can enable systems to improve the usage of physical 
resources (e.g., with lower latency and higher bit rates)
[10, 11, 12].

In this work, the beam selection and user scheduling 
problems are posed as a game that must be solved with 
RL. The game is based on a simulation methodology 
named Communication Networks, Artificial Intelligence and 
Computer Vision with 3D Computer-Generated Imagery 
(CAVIAR), with a preliminary version proposed in [13]. 
The CAVIAR simulation integrates three subsystems: the 
communication system, the AI and ML models, and finally 
the virtual world components. In this paper, the problem is 
based on simulating a communication system immersed in 
a virtual world created with AirSim [14] and Unreal Engine [15].

More specifically, the goal is to schedule and allocate 
resources to Unmanned Aerial Vehicles (UAVs), cars and 
pedestrians, composing a scenario with aerial and terrestrial
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Figure 2 – CAVIAR simulation overview.

User Equipment (UE). The RL agent is executed at the
Base Station (BS) and periodically takes actions based on the
information captured from the environment, which includes
channel estimates, buffer status, and positions from a Global
Navigation Satellite System, such as GPS. The RL agent
receives a reward based on the service provided to the
users. The training occurs “offline”, without rendering the
3D scenes, but it is possible to render the output in a
post-processing step and generate a video.

This work is organized as follows. In Section 2 we discuss
CAVIAR simulations in general and the specific RL problem
addressed in this paper. Sections 3 and 4 describe the
communication and machine learning models, respectively.
Simulations results are presented in Section 5, while Section
6 concludes the paper.

2. CAVIAR SIMULATIONS

As proposed in [6] and shown in Figure 2, the CAVIAR
framework incorporates three subsystems: AI/ML, virtual
world, and wireless communications. In the following
paragraphs we describe the framework, focusing first on the
overall description of the methodology and then on how
it was realized in the user scheduling and beam selection
environment.

RL tasks can be continuous or episodic; this last category
assumes the context adopted in this work. Figure 3
exemplifies the CAVIAR data generation pipeline: the data
set is provided as a set of Comma-Separated Values (CSVs)

files, which are named episodes, containing the trajectory
data of all moving objects within a simulation. To generate it,
a waypoint file, which is a text file with reference points, must
be executed by AirSim. During its execution, the information
from the mobile elements is stored in the episode. Each
episode lasts about three minutes, with a sampling interval
of ten milliseconds, and is composed by columns related to
position and orientation for pedestrians and cars, with the
addition of acceleration, linear, and angular velocities for
UAVs. To use the episode files to obtain information from
Multiple-Input Multiple-Output (MIMO) channels and data
traffic, one must execute themwithin the CAVIAR simulation
environment.

Waypoint
generator

Unreal/AirSim

Episodes

Simula�on
environment

- MIMO channels 
- Combined channel magnitudes 

- Data traffic 

Figure 3 – CAVIAR data generation.

2.1 Overall CAVIAR description

As previouslymentioned, Figure 2 displays an overview of the
expected components in a CAVIAR simulation. In summary,
the blocks encompassing the proposed simulation strategy
can be described as follows: the Communications Engine
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handles all information regarding the communication aspect
of the simulation, such as data traffic, buffer and channel
information. In the CAVIAR simulations, channels can be
pre-computed and the communication simulation decoupled
from the physics engine, as often used in AI/ML applied to
beam selection [7, 4].

The 3D assets used in theEnvironment and asMobile entities,
such as UAVs, cars, buildings, etc, are either created or
obtained online, as described in [4]. They compose the
simulation environment as fixed or mobile objects, whose
eventual movements and interactions are managed by the
Mobility engine and by the Physics engine of the virtual
world subsystem, respectively. The Sensors engine output
constitutes the input to the AI/ML frontend engine.

The AI/ML engine receives signals and communication
parameters that were simulated in the virtual-world
environment and suggests actions that are then implemented
by the Orchestrator, that also considers parameters from the
Communications engine and Environment. An example of an
action in the context of beam selection would be sending to
the base station a list of codebook indices to try and avoid a
full beam sweeping.

2.2 CAVIAR simulation for user scheduling and beam
selection problems

For the user scheduling and beam selection problems, the
Communications engine used by CAVIAR simulations was
defined by geometric channel models, further described in
Section 3. The Physics engine and the Mobility engine are
handled by Unreal Engine and AirSim, and finally, for the
AI/ML engine, we assume an RL environment. Upon having
the episodes available, the environment can be executed
to allow an agent to assume the role of a BS, scheduling
and serving the users with a specific beam chosen from its
codebook. The episodes can be used to train and test agents,
as well as store the outputs in a CSV file, which can be used
as it is or reproduced graphically in Unreal, as described in
Figure 4.

Waypoint
generator

Unreal/AirSim

Episodes

Simula�on
environment

RL agent
training

RL agent  
test

Rendering

Agent output file 
(scheduled user and

codebook index) 

Figure 4 – CAVIAR simulation flow.

Using a virtual scenario provided by CAVIAR, three mobile
entities: a pedestrian, a car, and a UAV are simulated in
order to generate a data set of urban mobility. This data
is organized in episodes that contains spatial information

(position, orientation, acceleration, etc.) of each mobile
entity. For this problem, the samples are collected at
every 10ms and they contain information of 37 entities (34
pedestrians, 2 cars, and 1 UAV).

As shown in Figure 4 the spatial data generated by the
virtual scenario is the input for the CAVIAR simulation
environment, more specifically, the communication engine,
which is responsible for computing the radio channels and
other parameters related to the telecommunication system,
such as buffer size, etc. The output of the communication
engine along with the spatial data is the input for an RL
agent, that is trained to choose, in each time slot, a user to
serve, and the beam that should be used.

3. COMMUNICATION MODEL

The simulation environment incorporates not only the
RL-related functions required by the OpenAI Gym
Application Programming Interface (API), but also the
functions related to the communication system. This section
will describe the adopted communication model.

We assume downlink transmission using a carrier frequency
fc = 60 GHz and a bandwidth of 100 MHz. The BS serves
three distinct receivers or UEs, which are located at a car, at
a UAV and used by a pedestrian. The BS has an individual
buffer with a size of 1 Gb for each receiver. We assume that
each packet has 8188 bytes. When the buffer of a specific
user becomes full, the newly arrived packets are dropped.

The MIMO system corresponds to an analog architecture
using a Uniform Planar Array (UPA) with Nt antenna
elements at the BS, and receivers with UPAs with Nr

antennas. Therefore, the MIMO channel between the BS
and a given user is represented by a Nr × Nt matrix H. The
codebooks are obtained from Discrete Fourier Transform
(DFT) matrices and denoted by Ct = {w̄1, · · · , w̄Nt } and
Cr = {f̄1, · · · , f̄Nr }. They are used at the transmitter and
the receiver sides, respectively. When modeling the beam
selection, the chosen beam pair [p, q] is represented by a
unique index i ∈ {1, 2, · · · , M}, where M ≤ NtNr . Each
index p (or q) generates a specific radiation pattern, as
depicted in Figure 5 for a Nt = 64.

For the i-th index, the equivalent channel is calculated as:

yi = w∗iHfi, (1)

and the optimal beam index î is given by

î = arg max
i∈{1, · · · ,M }

|yi |. (2)

We do not take noise into account in order to isolate the
impact of the beam selection procedure.

Ray Tracing (RT) was used in [4], to generate realistic
communication channelsH. For this paper, we have not used
RT but a simpler procedure based on the geometric MIMO

Connecting physical and virtual worlds

– 143 –



Figure 5 – Example of radiation pattern for specific beam
index with an 8 × 8 UPA.

channel model [16]. The reason for this choice is that we first
want to evolve the AI/ML engine such that newer versions
allow rendering in (near) real-time, along the training of the
RL agent. Right now, we are not able to render each scene
and the agent choices, but CAVIAR-v2 is being developed
with this goal. We will later work in the CAVIAR-RT-v1,
where RT stands for support to ray tracing.

The simplified H currently represents a Line-of-Sight (LoS)
channel. A narrowband channel model [16] is used, but
wideband models can be readily incorporated in case their
extra computational cost is not an issue. For simplicity, the
users have a single antenna (Nr = 1) while the BS has a 8× 8
UPA (Nt = 64).

The geometric channel model [16] is adopted with L = 2
Multipath Components (MPCs):

H =
√

NtNr

L∑̀
=1

α`ar (φ
A
` , θ

A
` )a
∗
t (φ

D
` , θ

D
` ). (3)

The parameters in Eq. (3) are obtained as follows. The
phase of the complex-gain α` is obtained from a uniform
distribution with support [0, 2π]. For generating the
magnitude |α` |, first the distance d between the BS and
the given receiver is used to calculate the received power
via the Friis equation [17]. The path loss is obtained from
this equation and determines |α` |, which decreases with
d. The elevation φ` and azimuth θ` angles, for departure
(e.g. φD` ) and arrival (e.g. φA

` ) are obtained from the
orientation provided by the LoS path. The nominal LoS
angles are slightly changed by adding to them Gaussian
random variables with zero-mean and variance of 1 degree.
These angles are used to compose the steering vectors at and
ar .

3.1 Traffic model

The users’ data traffic is defined as Poisson processes with
time-varying mean λu[t] for user u. We specified two

different network load scenarios representing a light and
heavy network traffic to simulate the traffic variations along
with the scenes. The simulation alternates light and heavy
traffic in each 1000 scenes. The total throughput of the
heavy scenario is bigger than the lighter one. Each user
has a specific traffic magnitude defined as a percentage of
total throughput in accordance with Table 1, enabling the
differentiation of applications. Figure 6 shows the histogram
of traffic throughput for each user in Gbps. Each user presents
the heavy and light traffic behavior. The incoming traffic for
each user is buffered when there is buffer space available,
otherwise the excess of packets are tail-dropped. The packets
are also dropped when they occupy the buffer for more than
10 seconds.
Table 1 – Network load information for light and heavy
scenarios.

Network load Total throughput UAV (%) Pedestrian (%) Car (%)
Light 0.48 Gbps 50% 20% 30%
Heavy 0.96 Gbps 50% 20% 30%

Figure 6 – Histogram of packets traffic received by the BS
for each user.

4. MACHINE LEARNING MODEL

4.1 Evaluation of RL agents

To evaluate the RL agent, the return G over the test episodes
is used. The return Ge for episode e is

Ge =

N e
s∑

t=1

re[t], (4)

where Ne
s is the number of scenes in episode e. The

corresponding reward re[t] at discrete-time t is a weighted
sum of transmitted and discarded packets given by

re[t] =
Ptx[t] − 2Pd[t]

Pb[t]
, (5)

where Ptx[t], Pd[t], and Pb[t] correspond, respectively, to the
total amount (summation for all users) of transmitted, dropped
and buffered packets at time t. The reward re[t] is restricted
to the range −2 ≤ re[t] ≤ 1. At each time t, a single user can
be served, but Pb[t] accounts for the number of packets in all
three buffers. Hence, re[t] = 1 only if all buffered packages
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of the scheduled user are transmitted, while the buffers of the
other two users were empty.

4.2 Possible inputs to RL agents

The inputs (also known as states or observations) can
be selected both from information provided in CSV files
(position (x,y,z), velocities, etc.) or obtained from the
environment, such as the buffer state and channel information
for specific beam index previously chosen.

More specifically, the RL agent can use: the UEs geographic
position in X, Y, Z, with the origin of the coordinate system
being on the BS RL agent. Also, the UEs orientation in the
three rotation coordinates: the front and side roll angles, as
well as its rotation over its own axis. Besides that, there are
also dropped, transmitted and buffered packets. Finally, the
last two other available input features for the agent are the bit
rate and the channel magnitude at each step of the simulation.

Note that we assume the BS (more specifically, the RL agent)
does not know the best index î. In practice, this would require
a full beam sweep, which is assumed to be unfeasible in our
model due to stringent time requirements. Similarly, given
that the RL agent chose user u and beam index j at time t,
it learns only the magnitude |yj | and the spectral efficiency
Su,t, j for this specific user and beam index at time t.

The channel throughput Tu,t, j = Su,t, jBW is obtained by
multiplying the spectral efficiency by the bandwidth BW and
indicates themaximumnumber of bits that can be transmitted.
An empirical factor is used to adjust Tu,t, j in order to define
the network load, such that, for the given input traffic, some
packets have to be dropped.

Algorithm 1 summarizes the steps for executing an already
trained RL agent.

Algorithm 1: High-level algorithm of the RL-based
scheduling and beam selection problem.
Initialization for a given episode e;
while t ≤ Ne

s do
1) Based on the number of bits in the buffers of
the users and other input information, RL agent
schedules user u and selects beam index i;
2) Environment calculates combined channel
magnitude |yi | and corresponding throughput Ti;
3) The number of transmitted bits is

Ri = min(Tu,t, j ;bu) ;
4) Update buffers;
5) Receive new packets;
6) Eventually drops packets;
7) Environment calculates rewards and updates its
state;
8) Update buffers again;

end

4.3 Experiment description

We developed an experiment using CAVIAR for the problem
of scheduling and beam selection. Given that a complete
episode file contains information about all moving objects in
a scene (all pedestrians, cars, etc.), we simplified the data
generated by the simulation assuming that the beam selection
RL agent, named B-RL, only uses data from the three served
users (uav1, simulation_car1 and simulation_pedestrian1).

Figure 7 – Channel maximum throughput when using always
the best beam index î and a simple scheduling strategy that
chooses users sequentially (1-2-3-1-2-3...), in a round-robin
fashion.

The following results are extracted from an Advantage Actor
Critic (A2C) agent from the Stable-Baselines [18], trained
with default parameters. The states of the agent are defined by
seven features: X, Y, Z, packets dropped, packets transmitted,
buffered packets and bit rate. The action space is composed
by a vector with two integers: a numeric identity of the
user being allocated at the specific timestamp, that can range
between [0, 2]; and the codebook index of the beam to be
used to serve it, which is an integer from the range [0, 63].
Finally, the reward used Eq. (5).

Because theRL agentwas designed to play the role of a simple
example and not optimize performance, two other agentswere
developed: B-Dummy and B-BeamOracle. The B-Dummy
agent assumes random action choices for both the scheduled
user and which beam index to use. The B-BeamOracle agent
follows a sequential user scheduling pattern (1-2-3-1-2-3,...)
in a round-robin fashion, and always uses the optimum beam
index î for the selected user. In Figure 7 we characterize the
channel maximum throughput of this experiment when using
B-BeamOracle.

5. EXPERIMENT RESULTS

The CAVIAR environment was used to generate 70 episodes,
fromwhich 50 were used for training the RL agent, and 20 for
testing. We present results for the three agents: B-Dummy,
B-BeamOracle and the RL-based A2C agent.

In Figure 8, it is possible to verify the switching at every 1000
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Figure 8 – Reward obtained by the B-BeamOracle agent for
a given episode. The traffic load switches every 1000 time
steps between “heavy” and “light”.

samples, between the “heavy” and the “light” data traffic.
The sequential scheduling proves to be sufficient to attend
the demand in light traffic situations, however, for intense
traffic moments, even using the best beam index î, without
proper scheduling, the performance of the reward tends to be
negative.

Figure 9 – Histogram of the total sum of rewards achieved in
the test episodes.

Figure 9 shows a reward histogram for different agents along
20 test episodes. As expected, the B-BeamOracle presents
the best performance, while the B-RL achieves performance
close to the B-Dummy, which simply uses random actions.
One reason for the bad performance of B-RL is the choice
of its input parameters. None of the seven features help
the agent to directly learn the user and beam index used
in its previous decision. Better modeling of the agent can
substantially improve its performance.

6. CONCLUSION

This paper presented a framework for research on RL
applied to scheduling and MIMO beam selection. Using
the framework, we provided statistics of an experiment in
which an RL agent faces the problems of user scheduling and
beam selection. The experiment allowed us to validate the
designed environment for RL training and testing. Future
development will focus on rendering the 3D scenarios while
training the RL agent, as well as using more realistic channels
via ray tracing.
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Session 1: Enabling future wireless communication systems1 

S1.1 Proposal for a user-centric RAN architecture towards beyond 5G 

 
Kosuke Yamazaki, Takeo Ohseki, Yoshiaki Amano, Hiroyuki Shinbo, Takahide Murakami and 

Yoji Kishi (KDDI Research, Inc., Japan) 

 
In this paper, we propose a "user-centric Radio Access Network (RAN) architecture" towards 

Beyond 5G. In a Beyond 5G mobile networks, connectivity to the network with sufficient quality 

should always be provided to users who demand that various quality requirements be met 

anytime and anywhere in the physical space. To achieve this, it is necessary to eliminate the 

degradation of radio quality at the cell edge, which requires the installation and cooperation of a 

much larger number of base stations in higher density. Furthermore, to overcome the imbalance 

in communication quality between the uplink and downlink still found in 5G, it is also necessary 

to eliminate the limitation of user terminals by virtually increasing the number of antennas and 

expanding transmission power for the number of antennas of user terminals and the power 

consumption of user terminals. On the other hand, a new RAN management is expected to 

provide users with their respective radio access capability through flexible cooperation of the 

base station around them. In this paper, we describe in detail the specific technical issues and our 

approach to realize the user-centric RAN architecture. 

S1.2 Towards a robust new radio compatible with XR* 

 
Yuzhou Hu, Jiajun Xu, Xiaoying Ma, Mengzhu Chen, Hong Tang and Jun Xu (State Key 

Laboratory of Mobile Network and Mobile Multimedia Technology, ZTE Corporation, China) 

 
Extended Reality (XR), an umbrella abbreviation for Cloud Gaming/Augmented Reality/Virtual 

Reality, is supposed to deliver the commercial outlook for 5G networks. This paper discusses the 

challenges incurred by this service due to its inherent stringent requirements from a data rate, 

reliability and latency perspective. To address the challenges, a novel priority-based adaptive 

preemption/cancellation strategy is proposed to guarantee the new radio quality of service under 

both the multi-streams XR service and XR in concurrent transmission with other services 

scenarios. Simulation results demonstrate that a scheduler devised based on the principle of the 

proposed strategy is quite useful from a capacity perspective. In the meantime, a synthesis of the 

industrial consideration and vision is provided featuring the ongoing the 3rd Group Partnership 

Project Release-17 XR study item 

S1.3 A design of NB-IoT random access preamble receiver for large frequency offset 

 

Chenchen Zhang (State Key Laboratory of Mobile Network and Mobile Multimedia Technology, 

ZTE Corporation, China); Nan Zhang, Wei Cao and Kaibo Tian (ZTE Corporation, China); 

Zhen Yang (State Key Laboratory of Mobile Network and Mobile Multimedia Technology, ZTE 

Corporation, China) 

 
In the fifth generation (5G) and beyond, the satellite communication system is expected to 

support Narrowband Internet of Things (NB-IoT). However, the residual frequency offset in a 

channel may be large because of the large velocity of the satellites. In a legacy narrowband 

internet of things system, the users are assumed to have low velocity, and the random access 

preamble consists of single-subcarrier orthogonal frequency-division multiplexing symbols. 

With a large frequency offset, the power of the preamble leaks into adjacent subcarriers, which 

will cause severe performance degradation. In this paper, the influence of the leaked power is 

theoretically investigated, based on which a novel random access receiver is proposed to alleviate 

the performance degradation. The adjacent subcarriers are actually coherently combined to take 

advantages of the leaked power. The weights in combination are designed to suppress the 

interference of other users when the frequency offset is large. Numerical results show that the 

proposed receiver has good performance in preamble detection. 

 

1 Papers marked with an “*” were nominated for the three best paper awards. 
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S1.4 Optimal pilot sequence design for machine learning based channel estimation in FDD massive 

MIMO systems* 

 Hayder AL-Salihi, Mohammed Al-Gharbawi (Iraqi Communications & Media Commission, 

Iraq); Fatin Said (King's College London, United Kingdom (Great Britain)) 

 
In this paper, we consider the problem of channel estimation for large scale Multiple-Input 

Multiple-Output (MIMO) systems, in which the main challenge that limits the functionality of 

massive MIMO is the acquisition of precise Channel State Information (CSI). We introduce an 

efficient channel estimation approach based on a block Sparse Bayesian Learning (SBL) that 

exploits the temporal common sparsity of channel coefficients. Furthermore, an optimal pilot 

approach to reduce the pilot overhead is derived. The optimal pilot is obtained by minimizing 

the Mean Square Error (MSE) of the proposed SBL estimator using Semi-Definite Programming 

(SDP). Simulation results demonstrate that the SBL-based approach is more robust than 

conventional methods when fewer training pilots are used. 
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Session 2: Networking requirements and solutions for IoT and industrial applications 

S2.1 Optimizing packet transmission for ledger-based points transfer system in LPWAN: Solutions, 

evaluation and standardization 

 Xin Qi, Keping Yu and Toshio Sato (Waseda University, Japan); Kouichi Shibata (Skeed Co., Ltd., 

Japan); Eric Brigham, Takanori Tokutake, Rikiya Eguchi, Yusuke Maruyama, Zheng Wen, 

Kazuhiko Tamesue, Yutaka Katsuyama, Kazue Sako and Takuro Sato (Waseda University, Japan) 

 
Low Power Wide Area Network (LPWAN) is a long-range low-power wireless communication 

network. Its features, such as wide network coverage and low power consumption of terminals, 

make it suitable for large-scale deployment of IoT applications. The points transfer system, 

especially points transfer system in LPWAN, as a typical third-party payment application, is being 

closely attended by both industry and academia. Recent studies have shown that distributed ledger 

technology, because of its characteristics such as high confidentiality, non-tampering, and 

decentralization, is a good solution to problems such as low-security performance due to 

centralized storage for a points transfer system. However, the distributed ledger will generate a 

large amount of data traffic in recording the transactions of network participants, which is a 

challenge for resource-constrained IoT devices. To address these issues, we propose an optimized 

packet transmission mechanism for a ledger-based points transfer system in LPWAN. Simulation 

results show that our proposed mechanism can well reduce the packet transmission of the whole 

system and meet the requirements of LPWAN. Moreover, we update the reader with information 

about distributed ledger and standardization-related activities in this paper. 

S2.2 Enhancing the system model for home interior design using augmented reality 

 
Dhananjay Kumar and Panchalingam Srinidhy (Anna University, India); Ved P. Kafle (National 

Institute of Information and Communications Technology, Japan) 

 
Home interior design is often a challenging and time-consuming task due to several mismatches 

between the selection of interiors in a shop and their composition in a target room. One of these 

mismatches is a lack of knowledge in relation to the target room and to other interiors when an 

item is seen in a shop. In this paper, we propose to design and develop a system model by which 

users can virtually try out various settings of home interiors by using marker-less Augmented 

Reality (AR). To minimize the latency of the system, we apply the hybrid approach of combining 

an AR framework with a Simultaneous Localization And Mapping (SLAM) algorithm, where the 

3D feature points are updated dynamically, thereby avoiding occlusion when multiple interiors are 

placed on the real-world view. Dimension scanning is deployed to provide accurate live-size 

scaling to the real-world environment whereas transformations are handled efficiently by means 

of a touch gesture recognition. The proposed system model for home interior design can be easily 

implemented as a mobile application. The performance evaluation through experiments shows that 

with the SLAM algorithm, the average response time of the proposed system improves by 43%. 

The proposed system is intended to meet the requirements of virtual and augmented reality services 

specified by ITU-T Study Group 16. 
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S2.3 Future industrial networks: Requirements, challenges, research and standardization needs 

 Marco Carugi (Huawei Technologies European Research Center, France) and Zhe Lou (Huawei 

Technologies European Research Center, Germany) 

 
Digital transformation is affecting most industries. A large spectrum of applications is expected to 

be deployed in future industrial networks, with emerging industrial applications that include smart 

grid, flexible manufacturing, remote mining and others. The support of these applications by the 

underlying network infrastructures raises critical network challenges: demands for large-scale 

deterministic networking, increased network security, reliability and privacy support, as well as 

flexible addressing and routing capabilities, requiring fundamental advances in terms of 

networking technologies, with consequent needs of further network research and standardization 

efforts. This paper aims to provide an overview of critical network challenges to be addressed in 

order to satisfy requirements of future industrial network applications. Networking technology 

areas whose advances are fundamental in order to address the identified challenges are introduced. 

Requirements for network research and standardization are highlighted. 
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Session 3: Contributions to security 

S3.1 Strengthen the security of cyberspace with device-independent quantum randomness 

 
Ming-Han Li (CAS Quantum Network Co., Ltd., China); Qiang Zhang (Jinan Institute of Quantum 

Technology, China) 

 
With the advancement of the information age, the risk of information security keeps increasing. 

Randomness is the core of network and information system security, and it is the basic support of 

the entire network trust system. In this paper, we introduce the concept of Device-Independent 

Quantum Random Number Generator (DIQRNG), which provides randomness with the highest 

security level. To better integrate with Information and Communications Technology (ICT) 

systems, we propose the principle and architectural framework of a randomness beacon based on 

DIQRNG. It is a public service that can be applied in multiple scenarios, such as contract signing 

and confidential disclosure. Its related application cases are also currently being studied in the ITU 

QIT4N focus group. 

S3.2 Abnormal activity recognition using deep learning in streaming video for indoor application 

 Dhananjay Kumar and Srinivasan Ramapriya Sailaja (Anna University, India) 

 
Human activity recognition has emerged as a challenging research domain for video analysis. The 

major issue for abnormal activity recognition in a streaming video is the presence of the large 

spatio-temporal data along with the constraints of communication networks affecting the quality 

of received data for analysis. In this paper, we propose a deep learning-based system to identify 

abnormal human activities using a combination of Skeleton Activity Forecasting (SAF) and a Bi-

LSTM network. The generated skeleton joint points of a human subject are used for the pose 

estimation. The skeleton tracking and regions of interest points are estimated on a streaming video 

from an IP networked camera. The extracted interest points and their corresponding features are 

optimized and used to classify them as normal, abnormal or suspicious actions. The proposed 

system complies with Recommendation ITU-T H.627 "Signalling and protocols for a video 

surveillance system" and has been experimented and evaluated over benchmarked data sets for the 

recognition of human actions. The system performance attains a precision of 85.6% and an 

accuracy of 97.2% in recognizing different actions. 

S3.3 Research on security and privacy for IoT-domotics 

 Jinxue Cheng and Xiaoming Lu (China Mobile (Hang Zhou) Information Technology Co. Ltd, 

China); Qin Qiu (China Mobile Communications Group Co. Ltd, China); Qing Lu (China Mobile 

(Hang Zhou) Information Technology Co. Ltd, China) 

 
This paper describes the basic characteristics of IoT-domotics, and proposes an IoT-domotics 

reference model based on IoT-domotics entities, including service, IoT-domotics gateway, IoT-

domotics devices and physical entities, and networks. Then, based on the IoT-domotics reference 

model, this paper analyzes the security and privacy risks of the IoT-domotics for different IoT-

domotics entities. Considering the characteristics of the IoT-domotics, this paper also proposes the 

security control principles of the IoT-domotics, and gives the corresponding security and privacy 

controls, aiming to provide technical support for IoT-domotics security and promote the security 

application of IoT-domotics technology. Finally, this paper compares the supporting control 

schemes implemented by some researchers to demonstrate the advantages and disadvantages of 

existing IoT-domotics security control schemes. 
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Session 4: Policies and ontology for security management 

S4.1 Collaborative 5G multiaccess computing security: Threats, protection requirements and scenarios* 

 Gang Zhao,  Feng Zhang, Le Yu, Hongyang Zhang, Qin Qiu and  Sijia Xu (China Mobile, China) 

 
5G MEC is a new model for 5G network architecture that moves cloud computing capabilities and 

IT service environments to the edge of mobile communication networks, providing nearby services 

for users. This establishes a carrier-class service environment with high performance, low latency, 

and high bandwidth. 5G MEC enables new applications by moving core network functions to the 

network edge. However, it also brings new security challenges and increases security supervision 

difficulty. This paper proposes 5G MEC security protection policies for operators and 5G industry 

customers by drawing on successful industry practices. The goal of these policies is to help 

industry customers implement the three sync requirements (synchronous planning, synchronous 

construction, and synchronous maintenance) on security while developing 5G MEC applications, 

as well as guiding the industry to improve MEC security capabilities. 

S4.2 Security vulnerability expressions: A technology for empowering novice practitioners around the 

world with security maturity capabilities* 

 
Jacques Francoeur (Security Inclusion Now, USA) 

 
The evolution of security over several decades by advanced countries has generated vast amounts 

of valuable security knowledge ("Knowledge") contained in standards, regulations and guidance 

("Frameworks") published in the form of documents and spreadsheets. Knowledge captured in this 

form is very difficult to consume and adapt, especially by novice practitioners. If this barrier could 

be removed, it would release its enormous locked-in value to the rest of the world who desperately 

need it. A model and enabling software application ("Technology") is proposed for novice 

practitioners to quickly ingest existing, readily available knowledge contained in frameworks; 

thereby enabling easy access, search, visualization, navigation, and consumption of the 

frameworks and their maps. This technology will be made available as open source to the world. 
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Session 5: Augmented reality and machine learning for future spatial applications and services 

S5.1 Building a distributed XR immersive environment for data visualization* 

 Fernando Beltrán and Jing Geng (University of Auckland, New Zealand) 

 
We present a novel way to support business organizations' decision-making in the context of 

analysis of network data sets. For such a purpose we built a mixed-reality, multi-user platform, 

which we named Aroaro and can be deployed on different virtual reality and augmented reality 

devices. In Aroaro, users can experience data visualization, either individually or as part of a team. 

With a set of lab tasks designed to lead lab subjects to analyze the network information while 

immersing into the rich virtual environment, our approach belongs to the nascent area of 

immersive analytics. We assume a business unit has already procured some network data set and 

been tasked with problems that need to reveal information about the network's connectivity 

properties. This paper is concerned with how a business unit achieves problem solving 

(decisionmaking) when relying on immersive analytics. Our approach combines a high-quality 

virtual environment such as Aroaro, its data visualization engine and the analytics afforded by 

concepts of network centrality in a network. We report on preliminary results of having lab 

subjects experience two visualization environments: a 3D visualization system on a 2D-flat screen 

and our mixed-reality, multi-user platform for network data visualization. 

S5.2 Assessment of spatial intervention of public spaces by locative augmented reality games players 

 

Fadzidah Abdullah and Mohd Faredzuan Mohd Noor (International Islamic University Malaysia, 

Malaysia); Mohd Raziff Abdul Razak (British Malaysian Institute, University Kuala Lumpur, 

Malaysia) 

 
Augmented Reality (AR) games appear to have had a massive growth in the era of the Fourth 

Industrial Revolution (IR 4.0). Locative AR games require the usage of big spaces for gamers to 

move around. Nevertheless, there is a question of whether public spaces are suitable for the spatial 

intervention of locative AR games players. Spatial intervention may become an issue among the 

public regarding accessibility, permeability, openness, centrality, and sense of security. This paper 

assesses the public perceptions of the spatial intervention of public spaces by locative AR games 

players. Researchers conducted this research by using both qualitative and quantitative 

approaches. The primary data was obtained based on observation and survey questionnaires, whilst 

the secondary data was collected using desk research. The findings of this research could help city 

authorities to consider formulating new design criteria of public spaces that are safe for both AR 

games' players and the public. 
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S5.3 Identification of deadliest mosquitoes using wing beats sound classification on tiny embedded 

system using machine learning and edge impulse platform 

 Kirankumar Trivedi and Harsh Shroff (Vishwakarma Government Engineering College, 

Ahmedabad, India) 

 
Mosquitoes are the deadliest animal on the planet, infecting about 700 million people each year 

and causing over one million deaths, accounting for 17% of all infectious illnesses worldwide. We 

are still fighting the three most deadly mosquito species, Anopheles, Aedes, and Culex, 124 years 

after Sir Ronald Ross made the first pivotal discovery. Mosquitoes are difficult to detect manually 

since they are small and fly rapidly. The auditory categorization of mosquito wing beats may be 

used to detect them using machine learning. This article discusses an Arduino Nano BLE 33 Sense-

based prototype that collects audio data from mosquito wing beats and utilizes TinyML to 

automatically classify mosquito species. With 88.3% accuracy, the TinyML system developed by 

Edge Impulse based on the HumBug project mosquito wing beats dataset recognizes mosquito 

types. To conduct this research, the frequency of mosquito wing beats was graphically represented 

as a feature using a spectrogram. Furthermore, live mosquito detection studies using the low-cost 

Arduino Nano BLE 33 Sense yielded excellent results. During testing, the model had an accuracy 

of 88.3% and a loss of 0.26. The use of machine learning to solve the challenge of manual mosquito 

type identification is efficient and has the potential to have a large impact on vector-borne illness 

management. The model may still be fine-tuned to get more accurate results with reduced latency. 

In addition, the deployment went as expected. 
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Session 6: Machine learning for next generation wireless network 

S6.1 Wireless channel scenario recognition based on neural networks 

 

Xiaojing Xu, Ruimei Li, Hua Rui, Wei Lin and Xiangfeng Liu (State Key Laboratory of Mobile 

Network and Mobile Multimedia Technology, ZTE Corporation, China); Wei Cao (ZTE 

Corporation, China) 

 
Wireless channel scenario recognition plays a key role in improving the performance of mobile 

communication systems. This paper combines wireless channel characteristics extracted using 

expert experience and neural networks, and proposes a wireless channel scenario recognition 

framework based on neural networks. Firstly, the wireless propagation environment is analyzed, 

and some wireless channel characteristics are extracted, such as the frequency domain fading 

factor, multipath power delay distribution, time domain energy peak response ratio and time 

correlation characteristics. Secondly, the combined algorithm model using the wireless channel 

characteristics and neural networks are proposed. Finally, after simulation verification, the new 

method has a greater improvement in the recognition accuracy than the traditional threshold 

algorithm. 

S6.2 A review of network slicing in 5G and beyond: Intelligent approaches and challenges* 

 
Ghazal Rahmanian, Hadi Shahriar Shahhoseini and Amir Hossein Jafari Pozveh (Iran University 

of Science and Technology, Iran) 

 
Artificial intelligence has the ability to provide simple solutions to complex problems by analyzing 

huge volumes of data in a short amount of time with appropriate accuracy. With the emergence of 

slicing technology, Fifth Generation communication networks(5G) are becoming more complex 

due to supporting a large number of new connected devices and new types of services. Concerning 

this complexity, intelligent techniques can become beneficial in these networks. In this paper after 

a brief review of network slicing through a new functionality model including design, deployment, 

monitoring and management of slices, the need for automation of network operations in network 

slices is discussed. Our investigation of recent research has shown that artificial intelligence and 

machine learning have a clear potential to become one of the most important enablers in the 5G 

network and beyond. 

S6.3 Reinforcement learning for scheduling and MIMO beam selection using CAVIAR simulations* 

 

João Paulo Tavares Borges, Ailton Pinto de Oliveira, Felipe Henrique Bastos e Bastos, Daniel 

Takashi Né do Nascimento Suzuki and Emerson Santos de Oliveira, Jr. (Universidade Federal do 

Pará, Brazil); Lucas Matni Bezerra (Universidade Estácio de Sá, Brazil); Cleverson Veloso 

Nahum (Universidade Federal do Pará, Brazil); Pedro dos Santos Batista (Ericsson Research, 

Sweden); Aldebaro Barreto da Rocha Klautau, Jr. (Universidade Federal do Para, Brazil) 

 
This paper describes a framework for research on Reinforcement Learning (RL) applied to 

scheduling and MIMO beam selection. This framework consists of asking the RL agent to schedule 

a user and then choose the index of a beamforming codebook to serve it. A key aspect of this 

problem is that the simulation of the communication system and the artificial intelligence engine 

is based on a virtual world created with AirSim and the Unreal Engine. These components enable 

the so-called CAVIAR methodology, which leads to highly realistic 3D scenarios. This paper 

describes the communication and RL modeling adopted in the framework and also presents 

statistics concerning the implemented RL environment, such as data traffic, as well as results for 

three baseline systems. 
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