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Foreword
Chaesub Lee

Director
ITU Telecommunication Standardization Bureau

The ITU Kaleidoscope academic conference has gained a reputation for providing an in-depth
discussion on matters relevant to the ITU membership. This year, in collaboration with the World
Health Organization (WHO), Kaleidoscope 2019: ICT for Health: Networks, standards and
innovation provided a forward-looking perspective on the future developments for better healthcare
delivery.

Kaleidoscope is ITU’s flagship academic event. Now in its eleventh edition, the conference supports
productive dialogue between academics and standardization experts. | wish to thank the Georgia
Institute of Technology for stimulating this dialogue and providing the space for such engagement in
the hosting of Kaleidoscope 2019 in Atlanta, Georgia, USA.

The research presented at this conference focused on how information and communication
technologies (ICTs) are set to further revolutionize the heath sector, looking into the technical aspects
such as digital health strategies, smart technologies and access networks for healthcare, as well as
issues of safety, security and data protection. The various sessions, including the special panel
designed by the WHO Department of Evidence and Intelligence for Action in Health, highlighted
how we can use ICT developments to ensure that the goal towards universal, quality health coverage
is achieved. These discussions also aided in the understanding of how ITU’s work on standardization
can advance the digitization of the health sector.

| would like to express my great appreciation to the Kaleidoscope community and the larger ITU
Academia membership for their enduring support to this series of conferences. With over
160 academic and research institutes now members of ITU, the Kaleidoscope series is certain to
continue growing in strength.

My sincerest thanks go to WHO for collaborating with us on Kaleidoscope 2019, to our host, the
Georgia Institute of Technology, Atlanta, Georgia; our technical co-sponsors, the Institute of
Electrical and Electronics Engineers (IEEE), the IEEE Communications Society and The Lancet
Digital Health. 1 would also like to thank our academic partners and longstanding ITU members,
Waseda University, the Institute of Image Electronics Engineers of Japan (I.1.E.E.J.), the Institute of
Electronics, Information and Communication Engineers (IEICE) of Japan, the Chair of
Communication and Distributed Systems at RWTH Aachen University, the European Academy for
Standardization (EURAS), and the University of the Basque Country.



| would especially like to thank the members of the Kaleidoscope 2019 Technical Programme
Committee (TPC) and the members of our Steering Committee: Michael Best, Georgia Tech;
Christoph Dosch, IRT GmbH; Kai Jacobs, RWTH Aachen University; Mistuji Matsumoto, Professor
Emeritus Waseda University; Sameer Pujari, WHO; Rupa Sarkar, The Lancet Digital Health; Mostafa
Hashem Sherif, USA (also TPC Chair) and Daidi Zhong, Chongging University. | would also like to
thank the distinguished General Chairman of Kaleidoscope 2019 and Executive Vice Director of
Research at Georgia Tech, Chaouki Abdallah.

A,
 Chaesub Lee

Director
ITU Telecommunication Standardization Bureau



Chairman’s message
Chaouki Abdallah

General Chairman

The use of innovative applications and advanced information
and communication technologies (ICTs) are set to continue to
affect the health sector globally, providing significant
developments and ensuring that communities around the world
are capable of providing necessary and efficient healthcare.

Georgia Institute of Technology is proud to provide a space for the presentation and discussion of
essential research towards this year’s ITU Kaleidoscope academic conference on ICT for Health:
Networks, standards and innovation, at our campus in Georgia, Atlanta, USA, 4-6 December 2019.

The establishment of the ITU Academia membership category in 2011 brought greater significance to
Kaleidoscope’s role in fostering academic engagement in the work of ITU. As a member within this
category, Georgia Tech is committed to continuing its support to the Union, and particularly in the
pursuit of research and academic engagement.

The Technical Programme Committee chaired by Mostafa Hashem Sherif selected 20 papers through a
double-blind peer-review process supported by 75 international experts. 1 would like to thank the
Committee and the reviewers for selecting high-caliber papers for presentation at the conference and
identifying papers eligible for awards.

Among the various keynotes presented in this year’s programme, the first by Valerie Montgomery Rice,
President and Dean of the Morehouse College of Medicine, explored the possibilities of leveraging
digital health technology to advance health equity. lan F. Akyildiz, the Kenneth G. Byers Professor in
the School of Electrical and Computer Engineering here at Georgia Tech, offered insightful research
into the technical aspects of health applications in the context of an Internet of Bio-Nanothings. Both
keynotes emphasized the importance of investigating the convergence of engineering and medical
research in the pursuit of the global good. John Vertefeuille, of the US Centers for Disease Control and
Prevention, delivered his keynote speech titled, “Polio eradication and how technology is reaching the
last mile,” discussing how digital health plays a key role in combatting disease.

The first Kaleidoscope 2019 invited paper, “Towards international standards for the evaluation of
Artificial Intelligence for health,” co-authored by Markus A. Wenzel and Thomas Wiegand, from
Fraunhofer Heinrich Hertz Institute, explored how international standards are necessary for thoroughly
validating Al solutions for health, and how such standards could create trust among stakeholders. This
presentation also highlighted the achievements of the ITU/WHO focus group on “Al for Health.”

Kaleidoscope 2019 was developed as a joint collaboration between ITU and the World Health
Organization (WHO). In light of this partnership, Marcelo D’Agostino, WHO’s Senior Advisor on
Information Systems and Digital Health, delivered a keynote speech as part of the opening plenary on
“Digital Health in the Information Society: Working together to leave no one behind.” Mr. D’ Agostino
also moderated the WHO special panel session titled, “Digital transformation of the health sector: The
power of Artificial Intelligence and the potential of unstructured and Big Data for public health. ” Yuri
Quintana from Harvard Medical School discussed the potential power of Artificial Intelligence to
support patients, families and healthcare providers. lan Brooks of NCSA University of Illinois explored
what potential there might be for public health, given the uses of unstructured data and Big Data today,
and Jennifer Nelson from the Interamerican Development Bank in the United States focused on the
challenges and opportunities surrounding digital transformation in Latin America.
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Brian Scarpelli, presented part of the second special panel on “Essential considerations for
policymakers addressing the role of Artificial Intelligence in healthcare,” from Connected Health
Initiative, USA. llise Feitshans, Fellow in Law at the European Scientific Institute in France, presented
her research on “Global health impacts of personal data protections under European laws and beyond.”
This presentation focused on understanding the role of privacy in society as well as its influence on
personal health, including whether health concerns affect the application, use and disclosure of personal
data in light of the GDPR provisions.

Selected papers from each year’s Kaleidoscope conference are considered for publication in a special-
feature section of IEEE Communications Standards Magazine. In addition, special issues of the
International Journal of Technology Marketing (IJTMKT), the International Journal of IT Standards
and Standardization Research (IJITSR) and the Journal of ICT Standardization may publish extended
versions of selected Kaleidoscope papers. Authors of outstanding Kaleidoscope 2019 papers have also
been invited to contribute to the work of the ITU/WHO Focus Group on ‘Al for Health.’

All papers accepted and presented at the conference will be submitted for inclusion in the IEEE Xplore
Digital Library. The Conference Proceedings from 2009 onwards can be downloaded free of charge
from http://itu-kaleidoscope.org.

I would like to thank our technical co-sponsors, supportive partners and Alessia Magliarditi and her
team at the ITU for their role in ensuring the continued success of the Kaleidoscope series of academic
conferences.

oultc Mdallah

Chaouki Abdallah
General Chairman
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PANACEA: AN INTERNET OF BIO-NANOTHINGS APPLICATION FOR
EARLY DETECTION AND MITIGATION OF INFECTIOUS DISEASES

lan F. Akyildiz

Georgia Institute of Technology, USA

The state-of-the-art diagnostics, monitoring, and therapy are limited by the imprecise nature of
current methods and use of devices that are either external, or when implanted, suffer from large size.
A breakthrough is eminent since we are at a critical crossroad in biomedical research in which our
ability to miniaturize sensors and electronics is unprecedented, and our understanding of biological
systems enables fine-grained manipulation and control of behavior of cells down to the molecular
level. These technologies will be leveraged to create Internet of Bio-NanoThings (I10BNT), which
is envisioned to be a heterogeneous network of nanoscale bio-electronic components and engineered
biological cells, so called Bio-NanoThings (BNT), communicating via electromagnetic waves, and
via molecular communication. The objective of this concept is to directly interact with the cells
enabling more accurate sensing and eventually control complicated biological dynamics of the human
body in real time.

As the enabler of lIoBNT, Molecular Communication (MC) arises from the observation of chemical
communications in and among the basic units of life, i.e. biological cells, where the information is
represented, exchanged and stored in the form of molecules. The key processes of chemical reactions
and molecular transport are at the basis of encoding, propagation, and processing of information
bearing molecular signals. The focus of this discipline is on the modeling, characterization, and
engineering of information transmission through molecule exchange, with immediate applications in
biotechnology, medicine, ecology, and defense, among others. In the past decade of MC research, the
first studies focused on the physical layer characteristics of communication channels where MC
techniques are defined based on the transport mechanism such as diffusion-based and flow-based MC,
chemotaxis, and molecular motors. However, there is still limited investigation on the definition of
technologies for practical applications of MC. Here, we present a novel perspective on the theory of
MC by expanding on existing and future studies for its application to healthcare.

To illustrate how MC brings together biological and cyber worlds for healthcare applications, we
introduce the concept of a new cyber-physical system called, PANACEA (a solution or remedy for
all difficulties or diseases in Latin), which is a closed-loop solution to the problem of monitoring
infections. PANACEA leverages cutting-edge technologies in the cyber (i.e. machine learning, big
data analytics, cloud computing, security) and physical (i.e. bio-nanosensors, magnetic and wireless
communications) domains to continuously monitor the tissues at risk of serious infection for early
detection and mitigation of infections. By tapping into cell-to-cell communication mechanisms of
bacteria infecting human body, it is possible to estimate the increase in the population of the bacteria
indicating an infection even before the patient shows symptoms. Bio-nanosensors sense
communication molecules, so-called quorum sensing molecules, exchanged among the infectious
bacteria. Quorum sensing is the major cell-to-cell communication mechanism where bacteria produce
and release chemical signal molecules whose external concentration increases as a function of
increasing cell-population density. Therefore, by sensing the concentration of its quorum sensing
molecules, it is possible to estimate the density of the infectious bacteria population. This can be used
to detect infection, which is the invasion of various healthy human tissues by pathogenic bacteria that
are multiplying and disrupting tissues’ operation, causing diseases.
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The physical domain of PANACEA will comprise all the bio-nanosensors and actuators (e.g. drug
delivery devices, pacemakers, etc.) embodied by the RIMOR (explorer in Latin) subsystem, which
consists of 3 parts: bio-nanosensor, sensor interface chip, and a coil/inductor for wireless
communication to wearable hub outside of the body. The bio-nanosensor can be diversified by
sensing quorum sensing signals directly or via a reporter bacteria. Moreover, the signals generated
by bacteria can be sensed by utilizing electro-chemical or fluorescence methods. The bio-nanosensor
of RIMOR, has two parts, namely, the bacterial sensor and the physical sensor. The bacterial sensor
senses molecular communication signals generated by the bacteria in the body, and produces light
detected by the physical sensor which converts light to electrical current. This way, MC signals are
transduced to electrical signals to be further relayed to the wearable hub. Interactions between
physical and cyber domains are established by heterogeneous wireless communication modules that
utilize radio-frequency (RF), ultrasonic and molecular communications through RIMOR and
wearable devices.

The cyber part of the PANACEA is in charge of collecting sensing data and performing complex data
processing and learning procedures for the early detection of diseases and infections. The access to
PANACEA is made possible by the Human-Machine Interface (HMI), which provides an easy and
intuitive Data Visualization Interface (DVI1) enabling the visualization of relevant information of each
patient and provides alert message management to notify both caregivers and patients when an
infection occurs. The DVI allows human-in-the-loop control thus making it possible for caregivers to
dynamically and actively interact with the system and to regulate drug delivery through ad-hoc
control primitives and APIs exposed by actuator devices. PANACEA not only facilitates interactions
with humans, but it also enables advanced automated drug delivery systems that rely on supervised
machine learning. The learning block is fed with both data collected by the physical system and
supervised input data generated by caregivers. Such an approach makes it possible to train
PANACEA with patient-dependent data so that individual medical treatments can be achieved for
each patient.

Even though applications such as PANACEA are very promising since they are based on the better
defined and more studied MC technique of bacterial communication, a plethora of biomedical
applications can be enabled by the rest of the MC techniques such as calcium signaling, nervous
networks, endocrine network, and molecular motors. The standardization efforts in molecular
communication started in 2014 with the IEEE P1906.1.1 - Standard Data Model for Nanoscale
Communication Systems and they have released IEEE 1906.1-2015 - IEEE Recommended Practice
for Nanoscale and Molecular Communication Framework. Although this standard is a step towards
developing MC as an implementable technology, it only covers the basic diffusion-based molecular
communication and it also includes THz band communication under the nano-communication
umbrella which overlooks underlying challenges arising from the biological nature of MC. Despite
the prior work in the field on the channel characterization, estimation, and capacity calculations of
these aforementioned techniques, a unifying information-theoretic framework that captures the
peculiarities of an MC channel over classical communication systems for all the various MC
techniques, is currently missing.

We aim at filling the aforementioned research gap by providing a mathematical framework rooted in
chemical kinetics and statistical mechanics to define the main functional blocks of MC, to abstract
any MC system and determine or estimate the information capacity of their communication channels.
By using the general formulation of the Langevin equation of a moving nanoscale particle subject to
unavoidable thermally driven Brownian forces as a unifying modeling tool for molecule propagation,
we build a general mathematical abstraction of an MC system. Then, we derive a methodology to
determine (or estimate, whenever closed-form analytical solutions are intractable) the MC channel
capacity based on the decomposition of the Langevin equation into two contributions, namely,
propagation according to the Fokker—Planck equation followed by a Poisson process.

We classify diverse implementations of MC based on their underlying physical and chemical
processes and their representation in terms of the Langevin equation. MC systems based on random
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walk, such as calcium signaling in cell tissues, neuron communication by means of neurotransmitters,
and bacterial quorum sensing, include only the contribution of the Brownian stochastic force f. MC
systems based on drifted random walk, such as MC in the cardiovascular system, microfluidic
systems, and pheromone communication between plants, include both f and a drift velocity vaw) as
function of the time t for each molecule n, which is independent of the Brownian motion. MC systems
based on active transport, such as those based on molecular motors and bacteria chemotaxis, include
instead a deterministic force Fn() added to f. For each of these categories of MC systems, and based
on the aforementioned Langevin equation decomposition, we provide a general information capacity
expression under simplifying assumptions and subsequently discuss these results in light of the
functional blocks of more specific MC system models, including cases where a closed-form capacity
expression cannot be analytically derived. This statistical-mechanics-based framework provides a
common ground that not only allows existing researchers in this field to formalize their direction
taken in the last decade in this high-level framework but also provides future researchers with a well-
defined methodology to evaluate the performance of the existing and to-be-discovered MC systems.
We believe this contribution will be foundational for this discipline on the way to standardization,
and an important milestone for the engineering of future MC systems.

MC promises to better understand communications in biological systems, and reciprocally develop
biologically-inspired approaches for communication systems. Since it provides a disruptive
technology based on interfacing directly with living cells and organisms which enables an
unprecedented way of reaching health information in the living body, which we believe will be at the
core of next-generation ICT technologies for human health.

This talk is based on the following three papers:

1. Akyildiz, I. F., Guler, U., Ozkaya-Ahmedov, T., Sarioglu, A. F., Unluturk, B. D., “PANACEA: An Internet of
Bio-NanoThings Application for Early Detection and Mitigation of Infectious Diseases,” submitted to IEEE
Access, 2019.

2. Akyildiz, I. F., Pierobon, M., Balasubramaniam, S., “An Information Theoretic Framework to Analyze
Molecular Communication Systems Based on Statistical Mechanics,” Proceedings of the IEEE, vol. 107, no. 7,
pp. 1230-1255, 2019.

3. Akyildiz, I. F., Pierobon, M., Balasubramaniam, S., and Koucheryavy, Y., ""Internet of BioNanoThings,"
IEEE Communications Magazine, vol. 53, no. 3, pp. 32-40, March 2015.
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5G-ENABLED HEALTH SYSTEMS: SOLUTIONS, CHALLENGES AND
FUTURE RESEARCH TRENDS

Di Zhang'; Teng Zhang?; Yunkai Zhai®>*; Joel J. P. C. Rodrigues®®; Dalong Zhang'; Zheng Wen”; Keping Yu";
Takuro Sato”

1School of Information Engineering, Zhengzhou University
2Interventional Operating Theater, the First Affiliated Hosital of Zhengzhou University
3School of Management Engineering, Zhengzhou University
4National Engineering Laboratory for Internet Medical Systems and Applications, China
SFederal University of Piaui (UFPI), Brazil
6Tnstituto de Telecomunicacdes, Portugal
"Waseda University, Japan

ABSTRACT

In the literature, Information communication technology
(ICT)-assisted health systems have been intensively
discussed. However, it has seldom become a reality.
This is mainly due to the current wireless technologies’
limited transmission rate, few comnected devices and
high latency. On the contrary, the fifth generation (5G)
wireless communications can connect more devices,
provide faster transmission rates and a lower latency.
In this article, we first introduce the 5G-enabled health
systems and our specific implementation in the first
affiliated hospital of Zhengzhou University (FAHZZU).
Afterwards, the potential challenges and future research
trends on demonstrating the 5G-enabled health systems
are discussed.

Keywords - 5G, health systems, smart hospital,
telemedicine

1. INTRODUCTION

High-quality hospitals mostly locate in big cities,
whereas the villages and remote areas lack such medical
institutions. The rapid siphon effect of big cities makes
the remote area’s health conditions even worse. With
technology advancing, the digital division between big
cities and remote areas is getting bigger. The young and
middle-aged people can move to big cities, but it is hard
for the elderly, ill and disabled people to do this.

On the other hand, for the digital-technology
development such as fifth generation (5G) Internet of
things (IoT) [1] [2], most of our attention is confined
to the big cities, and our effect is to deliver a faster
transmission speed, better cellular coverage and larger
number of connected devices for these dense area. Less
attention has been paid to the remote areas. This is
mainly due to its less potential revenue compared to
the potential revenue for more dense areas. It is the
society’s responsibility to provide people in remote areas
with better health services. However, it is unfair and
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unrealistic to force medical doctors to move to remote
areas. It is also inhumane to force the people in remote
areas to move to big cities. In this case, leveraging some
technical methods will be a good choice, for instance,
Information communication technologies (ICT)-assisted
health systems.

In literature, ICT-assisted health systems is not a new
topic. For example, the cloud computing paradigm for
e-health and the leak risks of patient’s sensitive health
information were discussed in [3]. The conclusion from
this study is that the precautions must be taken into
consideration before storing the sensitive data in the
cloud. In the study of [4], authors reviewed the diffusion
of telemedicine and analyzed the factors influencing the
diffusion. It was found that going back to 2007, residents
and doctors in China living in remote areas mostly
had less knowledge about information technology (IT),
and they were unwilling to use telemedicine [4]. Tt
was thus hard for the implementation of telemedicine
at that time period. Authors suggested that a
comprehensive force from both central government and
local government, and various methods not only limited
to education and scientific popularization, were needed.
On the other hand, authors in [5] demonstrated the
real-time off-the-shelf integrated telemedicine devices
for emergency medical cases in Germany.

Nowadays since ICT technologies have been widely
used, people has more positive attitude to telemedicine.
However, wireless connections of existing ICT-assisted
health systems are based on the previous wireless
technologies (for instance, long term evolution (LTE)
and Wi-Fi). Limited connected device number, lower
transmission rate and higher latency may be risky
issues for the implementation of ICT-assisted health
systems. On the other hand, as fifth generation (5G)
and beyond has claimed, compared to LTE systems, it
can connect more than 1000 times of the number of
devices, support more than 1000 times of the devices,
support more than 100 times the traffic volumes and
provide 1 out of 10 latency performance (less than 1 ms)

Kaleidoscope
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[1]. All these characteristics match the requirements of
ICT-assisted health systems perfectly. In 5G, massive
multi-input multi-output (MIMO) [6], non-orthogonal
multiple access (NOMA) [7], and full duplex (FD) are
emerging technologies for these claimed targets.

The 5G and beyond wireless technologies provide
perfect solutions to ICT-assisted health systems, which
inspires 5G-enabled health systems. For example, with
the help of ultra-reliable low latency communications
(URLLC), a 5G-enabled ambulance can provide remote
diagnosis and operation. 5G-enabled ambulance can
also automatically respond to an emergency call and
plan an optimal route in advance to save precious rescue
time. Besides, URLLC is also a critical issue for remote
surgery. Otherwise, the wound area will be big and
might cause some risks to the patient’s life. 5G’s large
volume real-time medical image transmission also makes
remote expert consultation a reality. Moreover, in
general and specialist hospitals, patients or their escorts
need to press the widely used emergency call-buttons to
call the medical staff whenever an emergency happens.
It is time-consuming and might even waste precious
rescue time. The 5G-enabled monitoring systems, on
the other hand, can reduce the consumed time and
save the patient’s life especially in emergency conditions.
The 5G-enabled monitoring systems can also provide
remote ward-round and real-time vital signs monitoring
services.

In this study, we first discuss the solutions and introduce
the demonstrations of our 5G-enabled health systems,
i.e., 5G-enabled remote diagnosis and treatment,
5G-enabled remote surgery and 5G-enabled smart
monitoring. Based on these works, we discuss the
challenging issues and potential future research trends
on implementing 5G-enabled health systems. The rest
of this paper is organized as follows: we introduce the
demonstration of 5G-enabled health systems in section
2. The challenging issues on achieving the 5G-enabled
health systems are discussed in section 3. Section 4
is the future research trends. We finally conclude this
paper in section 5.

2. SOLUTIONS OF 5G-ENABLED HEALTH
SYSTEMS

The specific demonstrations and implementations of
5G-enabled health systems in the first affiliated hospital
of Zhengzhou University (FAHZZU) will be discussed
in this section. We categorize the 5G-enabled health
systems into three 5G-enabled remote diagnosis and
treatment, 5G-enabled remote surgery, and 5G-enabled
smart monitoring.

As mentioned before, currently there are less people
living in remote areas as more people move to the big
cities. In addition, most of the people living in remote
areas are the elderly and the young that urgently need
the high-quality medical services. In order to eliminate
the difference between big cities and remote areas,

5G-assisted health systems is a more realistic choice. In
literature, the ICT-assisted health systems have been
discussed a lot. However, due to the current restrictions
of latency, transmission speed and number of connected
devices, the telemedicine services are inefficient.

The 5G-enabled health systems, on the contrary, can
solve these problems. The most promising technologies
of 5G being applied to the health systems is the URLLC.
Additionally, the massive machine type communications
(mMTC) and enhanced mobile broadband (eMBB)
characteristics can further improve the experience of
ICT-assisted health systems [7, 8. As is known
to all, compared to the fourth generation wireless
communications (4G), 5G aims to offer less than 1 ms
latency, more than 20 billion connected devices and up
to 1 Gb/s experienced transmission speed. All these
features make remote diagnosis and treatment a reality.

2.1 5G-enabled remote diagnosis and
treatment
Telemedicine
vehicle
@ Remote diagnose
NS
Remote treat ment ﬁl
74
n% Remote operation
di Communlty clini¢
Remote |agnose / and district hospital \
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igital database
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Figure 1 — 5G-enabled health systems for remote areas.

Speciality and
general hospital

5G-enabled remote diagnosis and treatment is first
discussed. As demonstrated in Figure 1, with 5G
network’s help, we can offer better service for remote
diagnosis and treatment to residents in remote areas.
We can also offer remote operations with 5G URLLC?s
less than 1 ms latency. On the other hand, the
district hospital and the general hospitals can mutually
share the digital medical information. The automatic
ambulance vehicles can respond to emergency -calls
and provide in-vehicle remote diagnosis and treatment
services with wireless connections to the hospitals.

Figure 2 demonstrates remote diagnosis in FAHZZU.
The remote community clinic is connected with
FAHZZU via 5G wireless networks. In this case, the
remote community clinic can share the high-quality
medical resources from FAHZZU. According to our
test, by leveraging the 5G’s fast transmission speed,
the high-definition 1080P consultation video was
successfully transmitted. In our test, the downlink peak
speed is about 1 Gb/s, 15 times that of the 4G wireless



Figure 2 - Remote diagnosis demonstration of
5G-enabled remote diagnosis in FAHZZU.

transmissions; and the uplink peak speed is about 100
Mb/s, 10 times that of the 4G wireless transmissions.
The latency at the remote user side is about 7.6 ms
according to our test, which is reduced by 73% compared
to the 4G wireless connections. With the help of
5G-enabled diagnosis and treatment, patients can be
remotely diagnosed by the FAHZZU7?s specialists while
sitting in the remote community clinic without actually
traveling there.

5G-enabled ambulances is another application scenario
of 5G-enabled remote diagnosis and treatment. It
connects the first-aider, ambulance, command center,
remote clinic and the specialist and general hospital
via 5G wireless networks. In this case, the 5G-enabled
ambulance can act as the mobile hospital and share
the information with remote specialized doctors. It
can check the patient?s vital signs and share these
results in nearly real time. Moreover, it can provide
remote diagnosis and treatment services with the help
of equipped high-definition cameras. Compared to
existing methods, the 5G-enabled ambulance has better
latency performance and even faster uplink transmission
speed, which are vital for the high-definition streaming
media information transmission. As shown in Figure 3,
medical staff can remotely look up the electronic medical
record, monitor and upload the patient?s vital signs,
communicate with the specialized medical doctor to save
the precious rescue time. The 5G-enabled ambulance
can also be used in an emergency rescue scenario while
connecting to the remote control center.
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Figure 3 - Demonstration of the 5G-enabled

ambulance in FAHZZU.

2.2 5G-enabled remote surgery

VR/AR control
5G

Surgery robot

control
Surgery robot workbench

] gL e
5G

Control center
Figure 4 — 5G-enabled remote surgery system.

Moreover, 5G’s faster transmission speed (especially
in the uplink) and URLLC merits make the remote
surgery robot a reality.  This is because that in
previous generations of ICT-assisted remote surgery
systems, the network reliability is a big challenge.
A moment’s disconnection or even a bad connection
quality will result in surgery failure, which might
take away the patient’s life. In prior ICT-assisted
remote surgery, the operating doctor relied on the
two-dimensional streaming media information, they
were unable to clearly see the wound or distance.
This is an arduous task, any mistake or miscalculation
will result in serious consequences. The argument is
that reality/virtual reality (AR/VR) technology can
remedy this disadvantage with its three dimensional
scene reconstruction ability to assist the surgery [9)].
The VR application also relies greatly on 5G’s higher
transmission speed URLLC merits. In this case,
compared to prior wireless solutions such as LTE, 5G
is an ideal choice for ICT-assisted health systems.

As depicted in Figure 4, in our considered 5G-enabled
remote surgery system, 5G networks and AR/VR
technologies are used. The control center and the
remote surgery robot workbench are connected via 5G
wireless networks. We divide the remote surgery robot
system into two scenarios, i.e., the ambulance scenario
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and the remote clinic (hospital) scenario. The control
center is in FAHZZU, whereas the remote surgery robot
workbench can be installed at either the ambulance side
(Figure 3) or the remote clinic (hospital, control center,
etc.) side. In order to offer reliable connections between
the control center and the surgery robot workbench, we
employ both the 5G wireless and extranet connections.
The 5G wireless connections are used for the ambulance
scenario because of the frequently moving demands. On
the other hand, the extranet connections are used for the
remote clinic (hospital) scenario. Different from the 5G
wireless networks, the extranet network can offer more
reliable connections.

Asides from the remote diagnosis and treatment,
specialized doctors can remotely operate the surgery if
needed. Severely injured patients do not need to travel
to the big hospitals in case of long distance traveling
may cause serious damage. Additionally, it can save
precious rescue and operation time. The remote clinic
scenario, on the other hand, can provide remote surgery
operations with less risk compared to the ambulance
scenario as it does not need any travel. However, due
to the operational risk, we so far have not demonstrated
or tested the 5G-enabled remote surgery yet.

2.3 5G-enabled smart monitoring

Figure 5 — Demonstration of the 5G-enabled smart
monitoring in FAHZZU.

The 5G-enabled smart ward and 5G-enabled in-home
monitoring are two typical application scenarios of
our 5G-enabled smart monitoring implementations.
Similar to the 5G-enabled remote diagnosis and
treatment, 5G-enabled smart ward and 5G-enabled
in-home monitoring greatly rely on URLLC and eMBB
characteristics. The in-home monitoring also requires

massive Internet of things (IoT) devices connected to
the Internet in order to continuously monitor the vital
signs.

As depicted in Figure 5, in the 5G-enabled smart
ward, we connect ward equipment such as the body
vital sign monitoring sensors, intravenous injector, to
a 5G wireless network. The patient’s vital signs and
venous transfusion can be remotely monitored and
controlled. Whenever the transfusion is about to finish,
the transfusion monitoring system can inform the nurse
station via 5G networks to withdraw the needles. In
contrast, patients and their escorts need to watch closely
the transfusion speed, and call the nurse by pressing the
emergency button if needed.

Secondly, doctors and nurses in ward rounds can share
the patient’s information with each other, and also
share with the doctor’s office. Real-time information
can also be transferred to the security office in case
of encountering a medical dispute. Security offices can
immediately respond to these disputes and record the
videos as evidence if needed.

3. CHALLENGING ISSUES

We have introduced the potential solutions and our
implementations of the 5G-enabled health systems in
the previous section. In the sequel, we will discuss
challenging issues that are faced on implementing
5G-enabled health systems. Currently, eMBB and
mMTC can be easily accomplished by emerging 5G
NR technologies. However, it is still difficult to realize
the URLLC requirements, especially the less than 1 ms
latency. In this regard, we might need some trade-off
strategies between the latency and reliability. Moral
ethics is another challenging issue for implementing
5G-enabled health systems.

3.1 Trade-off between ultra-reliable and low
latency

According to Shannon theory, the system achievable
capacity can be given as

%

C = log(1 + SINR) = log(1 + m

), (1)

where SINR is the signal to interference plus noise ratio
(SINR). As claimed by its definition, it is the allocated
power for transmission (F;) divided by the channel
interference power (P;) and channel noise power o2.
With achievable capacity in hand, system achievable
transmission speed R will be R = BC, where B
denotes the allocated carrier bandwidth. From these
two equations, it is quite straightforward that more
transmission power and wider bandwidth will yield
high achievable transmission speed. Moreover, we can
employ some new radio technologies and architectures
to achieve faster transmission speeds and connect more
devices.



However, story will be different when talking about
URLLC. In prior wireless evolution, most of our
attention has been on the transmission speed and
network capacity enhancement, less attention has been
paid to the latency and reliability (successive packet
rate delivery (SPRD) [10]). This is because that the 10
ms magnitude latency and 1 — 1072 reliability are not
challenging technical issues (e.g., the channel coding and
re-transmission can achieve 1 — 1072 SPRD). However,
when it comes to less than 1 ms latency and 1 —
[1079,107°] reliability, things become difficult. Albeit
the less than 10 ms and 1 — 102 are almost enough
for the majority of wireless communications, but not
in remote surgery. In addition, less latency and higher
reliability always the mean the better performance and
less operational risk.

In reality, it is a dilemma to achieve the ultra-reliable
connections and low latency communications. For
example, hybrid automatic repeat request (HARQ)
re-transmissions is a good choice for higher reliability,
but it will cause higher latency performance [10].
Most of the existing works on low latency divide the
information into short packets, which will generate
network jams because of the large volume of short
packets. In addition, the short packet strategy is
incapable of VR/AR streaming media information
transmission. This is because AR/VR streaming media
information transmission requires intensive computing
and a large packet transmission strategy. Recently
transmission without guarantee emerges as a hot topic
in terms of low latency [11]. However, since there is no
transmission guarantee, transmission reliability will be
reduced. In this case, for the URLLC requirements,
some trade-off strategies might be more reasonable
choices [12].

Besides, URLLC solely for the wireless access part might
be easy, yet it will be difficult from the whole network
perspective. Redesigning the network architecture is
required in this regard. For the upper layer technologies,
mobile edge computing can offload the network load to
edge server, reduce the distance from the subscriber
to the vendor and provide edge computing ability for
signal processing at the edge side. It thus can greatly
enhance latency performance [12]. Network slicing
is emerging as a promising technology for the new
network architecture design and URLLC requirements.
It can create some delegate network slicing services
for specific applications. In network slicing studies,
substantial works are still needed, for instance, the
routing algorithm, labeling method, file division and
cache strategy, orchestration of various network slicing
pieces.

3.2 Ethics of 5G-enabled health systems

The ethics of 5G-enabled health systems is another
challenging issue on its implementation. As we know,
a remote surgery robot has contributed to the greater
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precision in surgical procedures. Thanks to 5G, we
can reconstruct the three-dimensional view and transmit
these high-definition streaming media [13]. Remote
body vital sign monitoring sensors can be used for the
in-home health monitoring, diagnosis and treatment and
rescue ambulance. It can save rescue time, travel costs,
and reduce the number of outpatients.

However, ICT-assisted health systems propose some
new challenging issues to the legal and ethical fields. In
literature, the relationship between robots and humans
has been long argued even after Isaac Asimov’s “Three
Laws of Robotics”. One of the widely discussed problems
is the conflict of interactions between human verdict
and robot command. For example, when faced with a
potential traffic accident, should the automatically drive
ambulance hit the pedestrian or avoid it even through
it might cause some serious injury to its passengers?
ICT-assisted health systems also raise some pitfalls
to the ethics, e.g., patient-doctor relationship erosion,
threat to patient information privacy. If this and
similar ethic dilemmas cannot be perfectly solved, we
may not be able to largely and widely implement the
ICT-assisted health systems. The rapidly and even
accelerating technical advances on AI and bio-robot
raise new moral dilemmas, e.g., when the robot is
intelligent enough, shall we treat it (or him/she) as a
human or just a robot?

4. FUTURE RESEARCH TRENDS OF THE
5G-ENABLED HEALTH SYSTEMS

We focus on the future research trends of 5G-enabled
health systems in this section. Due to the author’s
background, we mainly talk about the 5G NR
technologies and network architecture redesigning topics
here.

4.1 5G new radio technology

As discussed before, eMBB, mMTC and URLLC
are inevitable elements of the 5G-enabled health
systems to transmit high-definition streaming media
data, to connect more devices to monitor the
vital signs, and to reduce the response time. In
literature, massive multi-input multi-output (MIMO),
non-orthogonal multiple access (NOMA) and full duplex
(FD) are some emerging technologies to accomplish the
eMBB, mMTC and URLLC requirements. For instance,
in the work of [6], it is proved that with antenna numbers
increasing, uncorrelated noise and fast fading effects
have vanished. Increasing the antenna numbers also
leads to less required transmitted power per bit, which
yields better capacity and faster transmission rates per
user. However, the merits of massive MIMO are greatly
hampered by the pilot contamination. Novel precoding
and beam-forming algorithms are good topics for future
research on massive MIMO.

Asides from massive MIMO, NOMA 1is another
emerging 5G technology. It utilizes the superposition
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HD-OMA, HD-NOMA, FD-OMA, and FD-NOMA.

and successive interference cancellation (SIC) for
simultaneously encoding and decoding multiple user’s
information[7]. In NOMA studies, we generally assumed
that SIC can perfectly eliminate the interference from
other users within the same resource block that are
with inferior channel conditions. This is an ideal
assumption, which is almost impossible. Moreover, SIC
is a time-consuming and of great complexity method,
which might even be beyond the processing ability of
current electronic devices. In future studies, some novel
encoding methods besides SIC might be needed.

Compared to massive MIMO and NOMA, FD enables
synchronous transmission and reception. FD offers
even lower latency and better capacity performance
[7]. The weakness of FD lies in the self-interference
[14] generated by its own transmitter. In order to
deal with this problem, we may employ interference
cancellation devices at the receiver side.  This is
not a simple job because digital-domain cancellation
can be successfully implemented only when up to its
effective dynamic range of the analog-to-digital (ADC)
(suppose the FD terminal uses a B-bit ADC, the
range is about 6.02(ENOB — 2) dB [15]. Additionally,
this cancellation implementation generally has multiple
stages. Due to the consumed processing time of
these multiple stages, latency is increased. In future,
self-interference cancellation algorithms and some fast
processing devices can be some good topics for the FD
studies. Besides, combining these 5G NR technologies
can further improve performance, which is another
interesting topic for future studies.

We compare the capacity performance between
half  duplexxNOMA  (HD-NOMA), FD-NOMA,
HD-orthogonal multiple access (HD-OMA) and

FD-OMA by considering the Relay channel model.
According to previous work, the achievable system

ergodic capacity of FD-NOMA can be given as [7].

M N n+1t+1

melongZZZZe(%j)x

i=1 j=1 k=1 s=1 (2)
bbb Ll
ak\/ﬁase( ),

where M, N denote the transmitter number and
receiver number, respectively. We denote «;

as the FD self-interference from transmitter ¢ to
receiver j. Moreover, 7;; can be given by ¥;; =
P, 5

Py o a1 with o 5, p,n, ;) the NOMA

power coefficient, signal to noise ratio (SNR), FD
coefficient and its corresponding FD self-interference.
With regard to ag, b, as, bs, we have ap = %, b, =
cot Ok,;—cot9k7 .= 0577?5,1 ;bs _ cotés,;:cote57 and 0 S
th <.0p <..3,0<0; <..0, <..5. On the contrary,
the half-duplex (HD) based NOMA capacity expression
can be obtained while removing the FD self-interference
part. In literature, capacity expressions for HD-OMA
and FD-OMA have been investigated a lot, we omitted
the derivations here.

In this comparison, we paired 3 users of the NOMA
scheme with normalized channel noise. The allocated
NOMA powers are [4,2,1]. We average the allocated
power for the OMA scheme, i.e., the power allocation
for OMA wuser is % 3.5.  The comparison
results are given as in Fig. 6. We can find that
combining the FD and NOMA always has better
capacity performance compared to the half duplex (HD)
and OMA schemes. However, due to self-interference,
the merit of FD-NOMA is reduced.

4.2 Redesigning the networking architecture
technologies
The current driving force of wireless evolution is

from the data-centric with the aim to connect more
devices and provide even faster transmission speeds
for the devices. As we know, massive connected
devices and their faster transmission speeds bring in
traffic overload, especially to wireless networks such
as base stations (BS). Nevertheless, users do not
care about how and where the data comes from
but only the quality of service (QoS) and quality
of experience (QoE) of its service. In order to
solve this problem while catering to the driving
force’s shift from data-centric to information-centric,
the information-centric networking (ICN) and edge
computing technologies receive increasing attention [16,

17, 18, 19].

In Fig. 7, we compare the network throughput
between the edge computing-assisted ICN and
conventional network TCP  technologies while

increasing the subscriber numbers with per subscriber’s
transmission rate 10 MBit/s. As depicted by this
figure, with subscriber numbers growing, curves
of edge computing-assisted ICN remain constant



while the TCP-based network throughput is growing
exponentially until reaching the system’s limitation.
This is because in an edge computing-assisted ICN
scenario, we may always obtain the required content
from the nearest caches without routing back to the
remote server through the BS.

Edge computing-assisted ICN indeed has some
drawbacks, one of which is sub-network congestion.
It happens especially when a bunch of sub-network
subscribers simultaneously request the same content.
For future studies, effective routing and cache
distribution strategies can be good topics. On the

other hand, optimal content division and labeling
PR U AR F I . SR (R A R R §
1000 6o ©

—#— ICN real-time
900 | —©— TCP real-time |

800 b

700 - b

600 - 1

500 [ b

400 - b

300 - 1

System throughput (MBit/s)

200 - b

100 - b

—% H*——k

P
B
B
:
P
£ 3
e

0
10° 10t 10? 10°
Client number

Figure 7 — System throughput comparison between
ICN-assisted edge computing and conventional scheme.

4.3 VR/AR, medical image processing and the
Al-based technologies

Currently, image label and detection are needed for
the implementation of remote surgery and rescue. For
example, in machine learning based image detection,
we need to label the targets beforehand. We can
unmistakenly detect the target after training with
existing objectives. However, it is still hard for the Al
to detect the unexperienced targets. The omitted target
poses risks to the automatic ambulance and remote
surgery. Similarly, for the medical image applications,
we also need to label these disease symptoms, once
some labels are omitted or mistakenly studied by the
algorithm, it will result in misdiagnosis.

Apart from the labeling and detection method, ML
algorithm’s processing speed is slowed down by the large
scale and even growing AR/VR-based three-dimensional
data volume. This is mainly due to the limited ability
of existing processing devices. In order to accelerate
the processing speed, large scale deep learning (DL)
high-rank matrix factorization (MF) algorithms and
dedicated processors are needed in the future. Due to
the large scale and even growing data, we also need
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some strategies to balance the volume of engaged label
parameters and the processing accuracy. To this end,
a joint force from the off-the-shelf cooperative edge
computing chips, dedicated image processing chips and
state-of-the-art algorithms, are comprehensively needed.

5. CONCLUSION

In this work, the 5G-enabled health systems are
introduced. By leveraging the 5G NR and Al-based
technologies, we can greatly improve the medical service
quality for the remote areas, and upgrade in-hospital
medical services. The solutions and demonstrations
of the 5G-enabled health systems are introduced.
For future studies, some new 5G NR technologies,
network architecture redesigned from being data-centric
to information and user-centric, the image processing
algorithms and specialized devices are needed for better
implementation of the 5G-enabled health systems.
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ABSTRACT

The transition from analog to digital television has availed
new spectrum called white space, which can be used to
boost the capacity of wireless networks on an opportunistic
basis. ~ One sector in which there is a need to use
white space frequencies is the healthcare sector because of
existent protocols which are using it and the white space
frequency is not as crowded as Wi-Fi. However, design
simulations of wireless communication networks in white
space frequencies have revealed dense network topology
because of better signal propagation and penetration
properties of white space frequencies. Consequently,
communication networks designed in white space frequencies
will require topology reduction for better communication
and routing. Therefore, this paper proposes a link-based
topology reduction algorithm to reduce a dense mesh
network topology designed in white space frequencies into
a sparse mesh network topology. The paper also proposes
a network optimization function to introduce a hierarchical
backbone-based network topology from the sparse network
topology for better scalability. Performance evaluation on
the proposed designs show that the designs can guide network
engineers to select the most relevant performance metrics
during a network feasibility study in white space frequencies,
aimed at guiding the implementation process.

Keywords - Hierarchical backbone network, mesh network,
network topology reduction, sparse network, white space

1. INTRODUCTION

The multi-hop wireless mesh networks in Wi-Fi frequencies
induce prohibitive costs for network carriers to deploy
ubiquitous Wi-Fi, as revealed by many in-field trials [1].
White space frequencies provide a better and affordable
option for deployment of multi-hop wireless mesh networks,
which have a far greater transmission range and better
penetration properties than the Wi-Fi frequencies. It
is predicted that white space frequencies will address
geographic disparities that exist between cities and remote
and under-served areas in terms of broadband internet access.
Once that is addressed, the realization of telehealth, which has
the potential to improve healthcare in these areas [2, 3, 4], is
easy.

However, designing communication networks such as mesh
networks in white space frequencies that accesses the

978-92-61-28401-5/CFP1968P-ART @ ITU 2019

spectrum on an opportunistic basis comes with its own
challenges that may have never been met before by network
planners and designers. The temporal and spatial variations
of the white space is one of the challenges that makes
the planning and designing of communication networks
in white space frequencies a difficult task. Due to the
temporal and spatial variations of the white space, it is
difficult to find a common control channel that nodes can
use to exchange necessary control information. Zhao et
al., [5] found that it is easier to find a common control
channel for neighboring nodes than finding a network-wide
availability of a common vacant channel. Cognitive radio
technology is expected to eliminate this challenge as it has
the ability to sense the spectrum widely and reconfigure itself
to transmit in some targeted spectrum [6]. Another challenge
that makes the planning and designing of communication
networks in white space frequencies difficult is the dense
network topology revealed by design simulations of wireless
communication networks in white space frequencies because
of better signal propagation and penetration properties of
white space frequencies. The dense network topology entails
many nodes being in communication range of each other,
which may result in too many network packet collisions in
the network. This is a complex operation for the MAC
protocol and too many paths to choose from for a routing
protocol [7, 8]. Therefore, network design in white space
frequencies will require network topology control to 1) to
improve the energy efficiency and battery lifetime of the
network and 2) to reduce packet collisions, protocol overhead,
and interference by means of a better control over the network
connections and redundancy without affecting important
network performance such as connectivity and throughput.

This paper proposes a link-based topology reduction
algorithm to reduce a dense mesh network topology
network designed in white space frequencies into a sparse
mesh network topology.  The paper also proposes a
network optimization function to introduce hierarchical
backbone-based network topology from the sparse network
topology for better scalability of the network. The designs
have been proposed to guide network engineers when
selecting the most relevant performance metrics to favour
during a network feasibility study aimed at guiding the actual
implementation process. To evaluate engineering efficiency
achieved by the proposed designs, a performance evaluation
was conducted on a simulated public safety mesh network
design connecting police stations in Cape Town, South Africa
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and the results show the designs can guide network engineers
to select the most relevant performance metrics during a
network feasibility study aimed at guiding the implementation
process.

The rest of the paper is structured as follows: section 2
introduces topology reduction and discusses the approaches
used to achieve it; section 3 discusses the proposed
network optimization function that is used to introduce
hierarchical backbone network topology from sparse network
topology; section 4 discusses the proposed link-based
topology reduction algorithm for reducing dense mesh
network topology to sparse mesh network topology; section
5 discusses the backbone network topology algorithm used
to introduce hierarchical backbone network topology from
sparse network topology; section 6 is a performance
evaluation of the proposed designs; and section 7 concludes
the paper.

2. TOPOLOGY REDUCTION AND APPROACHES

While algorithms discussed in this section are designed for
application in physical networks, the designs proposed in
this paper are for predesigning a network topology offline
before it is replicated in reality. In general, topology control
can be achieved through three main mechanisms: power
control technique, power mode mechanism and hierarchical
formation technique.

In power control technique the communication range of the
wireless nodes is controlled by modifying the transmission
power parameter of the nodes in the network. This way the
network nodes are able to better manage their neighborhood
size, interference level, power consumption and connectivity
[9]. In power mode mechanism, the node activity is controlled
by switching between active and sleep operation modes to
dispense with redundant nodes and still achieve the desired
connectivity [10]. The main idea of the algorithms using
these first two mechanisms is to produce a connected topology
by connecting each node with the smallest necessary set of
neighbors and with the minimum transmission power possible
[11]. These first two techniques are the main options for
flat networks, where all nodes have essentially the same role
[7, 13], i.e., in an homogeneous infrastructure.

Controlling the transmission power of the nodes or their
activities only reduces the network topology to help save
energy but the approach does not prevent the transmission of
redundant information when several nodes are close to each
other and may not simplify the network topology enough
for scalability [11]. The hierarchical formation technique
addresses the scalability problem. In hierarchical formation
technique, a reduced subset of the nodes in the network
is selected and given more responsibilities on behalf of a
simplified and reduced functionality for the majority of the
nodes [11]. This approach greatly simplifies the network
topology and saves additional energy by assigning useful
functions, such as information aggregation and filtering and
routing and message forwarding to the reduced subset of
nodes [11]. A hierarchical topology can be constructed by
using either a backbone network or a cluster-based network.

The main goal of the backbone-based techniques is to find
a connected subset of nodes in a network that guarantee
connectivity by allowing every other node in the network
to reach at least one node on the backbone in a direct way
[11]. A communication backbone can be created by selecting
nodes that form a connected dominating set (CDS). From
graph theory, a CDS of a graph is a connected subset in which
all other nodes that do not belong to that subset have at least
one adjacent neighbor inside the subset. Advantages of this
CDS-based topology control are collisions control, protocol
overhead control and energy consumption reduction, efficient
network organization and scalability improvement [10].

3. NETWORK OPTIMIZATION FUNCTION

The network design consists of finding a network
configuration expressed by the graph G = (N, L), where N
is the set of nodes while £ is the set of links connecting the
nodes with the objective of optimizing an objective function
representing a penalty to be minimized or a profit/reward
to be gained. In this paper, the network engineering profit
function P(G) is considered. It combines reliability and
quality of service (QoS) features, which are based on three
metric measures; node degree, link margin and Euclidean
distance.

3.1 Network engineering design

The profit function P(G) is expressed as follows:

PG = ) PG) (1)
ieN
P(i) = axnd;+BxIlm;+vy=*sp; (2)

where, @, 8 and 7y are coefficients of proportionality used to
express the preference for a given metric measure. A high
value of one of the coefficients reveals a preference for the
corresponding metric measure. The profit P(i) expresses the
resultant preference of node ie N to be part of the backbone.
The metric measures are explained below.

1. Node degree: Nodes with a higher node degree lead
to reduced network topology for the backbone network,
which is preferred to nodes with a lower node degree.
Therefore, preference is given to nodes with a higher
node degree than nodes with a lower node degree. The
node degree nd(i) of node i in a network graph with N
number of nodes is calculated as:

N

nd(i) = Z Xij (3)

J=1

where x;; = 1 if there is a link between node i and node
J and x;; = 0 otherwise.

2. Link margin: Links with higher link margins are
better for communication than links with lower link
margins. Furthermore, nodes whose corresponding
links have smaller differences in link margins are better
for communication than nodes whose corresponding
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links have bigger differences in link margins. Therefore,
to know which nodes are well connected, the link
margin of each node is considered as the coefficient
of variation corresponding to the link margins of all the
links connected to that node. For a node i, the coefficient
Im(i) of variation is calculated as follows:

_ Avglm(l’ -x)

tm(@) = Stdim(is %)

Vx:(,x)e L (4)
where Avgp,, (i) and Stdp,, (i) is the mean and the
standard deviation of the link margins of the links
connected to the underlying node respectively. The
numerator makes a node better if it is high and the
denominator supports the idea that large differences in
link margins of the links connected to node i make the
node less efficient in communication.

3. Average shortest path: It is the average distance from
a node i to all other nodes using the Dijkstra’s shortest
path algorithm [12] given by equation 5 and denoted by
sp(i).

sp(i) = Avgsp(i,x)V x : (i,x) € L (5)

The link lengths are considered to be the Euclidean
distances separating the connected nodes. Nodes with
lower average shortest paths are the more likely ones to
be part of the backbone than nodes with higher average
shortest paths.

4. SPARSE NETWORK TOPOLOGY DESIGN

The sparse network topology design consists of finding a
network configuration that maximizes/minimizes a network
optimization function (a reward to be maximized or a penalty
to be minimized) subject to QoS constraints expressed in
terms of expected throughput by setting a link margin
threshold and reliability by setting a minimum requirement on
the path multiplicity to enable alternative path routing when
an active path fails. Mathematically formulated, it consists of
finding a network configuration C,,; derived from the graph
G = (N, L) such that

topt(Copt) = max keg[]c ]P(k) (6)

subject to

(6).1) Tlm(x»y) >Tm YV X,y € Copt
(6).2) k‘vp(x’y) > Tsp vV ox,ye€ C()pt
where N(X) is the set of nodes in the configuration X. Note

that constraints (6).1 and (6).2 express the QoS in terms of
link margin and reliability respectively.

4.1 The K-shortest path algorithm

Finding disjoint paths may be difficult when a network
contains a trap topology between a source and a destination
node as revealed by Figure 1. The trap topology presented
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Figure 1 — Trap network topology

in the figure has three different paths between node 9 and
0, which can be found by the K-shortest path algorithm [14]
by repeating k sequences of shortest path finding followed
by pruning the links of the found shortest path to find k
disjoint paths between any source destination pair of the
network. However, the myopic deployment of the K-shortest
path algorithm may fail to find more than one disjoint paths
between node 9 and 0 if path 9-8—6-3—1—01is found first. We
propose in this paper a topology-aware K-shortest path finding
algorithm using a link weight/metric over-subscription model
to mitigate the impact of the presence of a trap topology in
a mesh network. The link weight over-subscription will lead
topaths9—-7-6-3-1-0and9-8-6—-4—-2 -0 being
selected first before path 9 — 8 — 6 —3 — 1 — 0. A high-level
description of the proposed algorithm is as described by the
two-steps KSPcoarse algorithm described below

KSP.oarse Algorithm:

Step 1. Link weight over-subscription. Adjust the link

weights

For each link € € L, set w(€) = w(€) + dy(£) + da(f)
where

e w({) is the weight on link ¢
e dy(¢) is the node density of the source node
on link £

e dy(¢) is the node density of destination node
on link ¢.

Step 2. Disjoint paths computation. For each

source-destination pair (S, D)

* path finding: Find a shortest path p between S and
D

* network pruning: Prune the links of p from the
network topology 7*

* stopping condition: If 7 is disconnected then
Exit else set K(S,D)=K(S,D) + p

KSPjyose Algorithm: Note that pruning the network to
discard selected links imposes a coarse constraint on the
network topology. The KSP.,qrse algorithm can be relaxed
by pruning from the network topology 7 * only the links that
do not meet a given criteria, such as links with lower margins
or links with poor white space quality, such as links where
there is no common white space channels between the source
and destination of the links.

4.2 Sparse network topology design algorithm

A link-based topology reduction (LTR) algorithm (Algorithm
1) is designed to reduce a dense mesh network topology

—11-



2019 ITU Kaleidoscope Academic Conference

into a sparse mesh network topology. The objective of the

Algorithm 1: LTR algorithm

1 mark all links in dense mesh network as non-visited;

2 for each non-visited link of the network do

3 select worst non-visited link of the network; // i.e.,
link with lowest link margin.

4 artificially delete the link;

5 run the K-shortest path to detect if the network is still
k-connected; // it is k-connected if you
can find k-disjoint shortest paths for
each source-destination pair of the
reduced network.

6 if it is k-connected then

7 ‘ remove the link permanently;

8 else

9 ‘ leave the link and mark it as visited;
10 end

algorithm is to improve i) quality of the links by retaining
the links of high margin and pruning those of low margin
and ii) maintain the reliability of the network at a predefined
level. In order to design fault-tolerant networks, the algorithm
uses the K-Shortest Path (K-SP) algorithm in [14] to compute
K-shortest paths between source-destination pairs where K >
1. Links that provide K-disjoint shortest paths from each
node to the network sink are considered and included in the
sparse network.

5. HIERARCHICAL BACKBONE NETWORK
TOPOLOGY DESIGN

The backbone design consists of finding a network
configuration that maximizes the reward function subject to
similar QoS constraints as in the sparse network design but
with the objective of partitioning the network into two sets: a
dominating set, which form the backbone and a dominated set
forming the edge of the network. Mathematically formulated,
the design process consists of finding a network configuration
Cop: derived from the graph G = (N, L) such that N is
divided into a dominating set N and a dominated set N, and
the design objective is achieved and its constraints are met.

fl’ﬂl‘(cﬂpl) = g’}%}g(keNZ[:C ]P(k) (7)

subject to

(7)) 1m(x,y) > Tim ¥V x,y € Copy

(7).2) ksp(x,y) > 75p ¥V X,y € Cops

((7).3) Vn € Copt cneNVvImeN:(nm)eL
((7)4) NUN=OANNN=N

where N(X) is the set of nodes in the configuration X. Note
that constraints (7).1 and (7).2 express the QoS in terms of link
margin and reliability respectively, while constraints (7).3
and (7).4 represent the topology control model in terms
of backbone connectivity based on the K-dominated set
model [17, 18, 19].

5.1 Backbone network design algorithm

The algorithm for creating a hierarchical backbone network
topology is provided by Algorithm 2. It uses a graph coloring
approach, where the nodes of the network are initially
assigned a white color and thereafter, they are colored black or
gray, depending on whether they have qualified for backbone
or edge status. This algorithm returns a network configuration

Algorithm 2: Backbone formation
1. Initialisation.
Assign a white colour and zero height to all nodes of the
network,
Select a node n from W hite whose profit/reward is highest,
Backbone «— {n},
Grey « all neighbours of n,
White «— N \ ({n} U Grey).

2. Select a node k from Grey whose profit/reward is highest and

height is lower.

Include k into the Backbone,

Assign a black colour to k£ and update its height,
Remove k and its neighbours from White,
Include the neighbours of & in Grey.

3. Repeat Step 2 whenever White # 0.

where the backbone nodes are colored into black and the edge
nodes are colored into gray.

6. PERFORMANCE EVALUATION

We conducted different experiments to evaluate the
performance of our designs. The network engineering
process in Figure 2 is proposed and was followed to evaluate
our designs. Building upon the elevation maps of an area
where the network is to be designed, network planning
software tool such as Radio Mobile [15] or SPLAT [16] is
used to produce feasible links of the targeted mesh network.
Using the network report generated from the network
planning tool, the proposed topology reduction process is

Rendered netwark topology from
Radio Mobile/SPLAT

. 4

Run network topology reduction

Algorithm 1 on original network

. 4

Optimised network topology — Mesh

network with no sink

. 4

Run backbone formation Algorithm 2

on optimized network topology

. 4

Backbone network topology —Mesh

network with sink

Figure 2 — Network engineering process
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applied to map the targeted dense mesh network into a sparse
network. The final step of the network engineering process
consists of deriving a hierarchical backbone-based topology
as a topology that may be more scalable than the flat sparse
network topology.

The public safety mesh network design connecting police
stations in the city of Cape Town in South Africa depicted
in Figure 3 was used. The network design was simulated in
TV white space frequency using the Radio Mobile network
planning tool [15]. 42 network nodes were considered in the
simulation.

A Python code implementation of the LTR Algorithm 1 was
run on the network reports generated by the Radio Mobile
network planning tool [15] to map the dense mesh network
into sparse network topology. First, the GPS coordinates
of the nodes were transformed into 2-dimensional Cartesian
coordinates, which were used to compute Euclidean distances
separating the nodes before running the LTR algorithm.
During the reduction process, links that provided two disjoint
shortest paths from each node to the network sink were
considered and included in the sparse network topology. The
reduced network topology is shown in Figure 4.

6.1 Sparse network topology reliability using the link
length

We evaluated the reliability of the computation by looking at
the number of disjoint shortest paths computed by considering
the sparse network topology with the link length as the routing
metric. The algorithm described in section 4.1 was used
to compute the disjoint paths for each node of the sparse
topology. In the rest of this paper, we refer to the number of
disjoint paths from a node to all the other nodes of the sparse
network as the disjoint path multiplicity (DPM) for that node.
We considered the following performance metrics:

1. The average number of disjoint shortest paths per
node. We let each node be a sink and evaluated the
standard deviation in the number of shortest to the sink
from each node of the network.

3390

3385}

3380}

3375}

Y axis

3370+

3365

3360 |

3355 L 1 L L
4995 5000 5005 5010 5015 5020

X axis

Figure 3 — Public safety mesh network of police stations in
Cape Town, South Africa
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Figure 4 — Sparse network topology

2. The variation of number of shortest paths per node.
We let each node to be a sink and evaluated the standard
deviation in the number of shortest to the sink from each
node of the network.

3. The maximum number of shortest paths. To
determine the liability of nodes (to be sinks), we
computed this metric, which shows the node to which
other nodes can reach using more alternatives paths.

Figure 5 shows that node 0 is the most reliable since it has
the highest average number of disjoint shortest paths and in
this case, node 29 is less reliable. Figure 6 shows when node
29 is chosen to be the sink, the number of shortest paths from
each node to it varies less. However, choosing node 0, the
number of shortest paths from each node varies most. Figure
7 confirms that node 1 is the most reliable but reveals that
when node 29 is the sink, the number of shortest paths from
each node is minimum.

Average Numbe of SP

0 10 20 30 40
Nodes

Figure 5 — Average DPM

— 13-



2019 ITU Kaleidoscope Academic Conference

L] o s w
L L L L

Number of shortest paths STD

=
L

0 10 20 30 40
Modes

Figure 6 — DPM Variance
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Figure 7 — Maximum DPM

6.2 Hierarchical backbone topology design

A Python code implementation of Algorithm 2 was run on
the network reports for the sparse network topologies to
introduce hierarchical backbone network topologies. Using
the coefficient parameters in Equation (/) setasa = =y =
10, the hierarchical backbone network topology produced is
shown in Figure 8.

6.3 Impact of backbone design on network performance

Experiment 1: Using the link length. Table 1 shows the
main characterization of the formed backbone network and
the sparse network for the Cape Town Public Safety network.
The average node degree and the coefficient of the link margin
variation for the backbone are greater than that of the sparse
network. This is because a node with the highest degree or
coefficient of variation is likely to be chosen as a backbone
node according to Algorithm 2. On the other hand, the
table shows that the average shortest path for the backbone is
smaller. This is because the nodes closest to many nodes in

3390
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Figure 8 — Hierarchical backbone network topology

the network are also likely to be chosen as backbone nodes
according to Algorithm 2.

The table reveal the advantage of using a backbone model by
showing links with better quality in terms of link margin
and a higher node degree, representing the potential of
finding alternative paths for the traffic when a link/node fails.
However, this is balanced by the path multiplicity, which is
1 because all the edge nodes are directly connected to the
cluster heads thus offering a single path for the edge nodes
while a flat network has the potential of building 2 paths for
the edge network.

6.4 Impact of the design parameters on the backbone
size

In this subsection, we study the effect of parameters on the
size of the backbone. In each case, two parameters were fixed
as the third parameter was being varied from 0 to 100. Figure
9 shows how the size of the backbone changed by varying the
node degree. The figure shows that the size of the backbone
varied but generally decreased down to the convergent point
(10 nodes) as the node degree increased.

Figure 10 shows how the link margin parameter affects the
size of the backbone. Like the trend shown by Figure

35
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preference factor for node degrees

Figure 9 — Impact of @ on backbone size
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Table 1 — Backbone network topology vs sparse network topology

Network performance Reduced network | Backbone
Node degree 3.81 4.03
Coeflicient of variation (link margin-(dBm)) 2.83 3.86
Shortest distance (km) 12.88 12.31
Path multiplicity 2 1

9, the network backbone decreased towards a convergence.
However, the decrease is slower and hence the backbone size
converges to a higher number of nodes.

Considering the effect of shortest distance between nodes,
Figure 11 shows a different trend. The size of backbone
increased in general until it converges to a maximum.

The conclusions drawn from the three graphs depicting
impact of the design parameters on the backbone size are
as follows: the backbone size is affected by change of each of
the three parameters. These results also reveal that the node
degree has a much higher positive influence on the backbone
size, leading to smaller backbones, which can allow networks
to scale while keeping the size of the backbone constant and
smaller.
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Figure 10 — Impact of 5 on backbone size
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7. CONCLUSION

In this paper, design challenges expected to be met when
designing mesh networks using opportunistic access to the
white space frequencies were explored and discussed. Dense
network topology was highlighted as one of the design
challenges that network planners and designers in white space
frequencies will face and the paper focused on addressing
this challenge. A link-based topology reduction algorithm
has been developed to reduce a dense mesh network topology
designed in white space frequencies into sparse mesh network
topology and a network optimization function based on
three metrics has been developed to introduce hierarchical
backbone-based network topology from the sparse network
topology. Performance evaluation on the designs were carried
out and the results show that the designs can guide network
engineers to select the most relevant performance metrics
during a network feasibility study in white space frequencies,
aimed at guiding the implementation process.
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ABSTRACT

Light, originally the natural light, is one of the important
contributing factors to the creation of life on earth, the
evolution of human beings and the development of
civilization. With the emergence of electric light sources,
more specifically the LED lighting lamps which are now
being utilized all over the world, the concept of Internet of
light (IoL) using the existing LED illumination network with
the combination of ICT technologies was created. It has
become popular recently and is now widely believed to have
a long-lasting impact. loL not only improves the lighting
efficiency, indoor lighting comfort level and other value-
added services, but also provides the possibilities for
regulating human physiological rhythm, especially for the
alleviation of degenerative neurological diseases, even for
the treatment and service of healthy lighting in a non-
intrusive way. This paper first introduces the concept and the
system structure of loL, and then gives the preliminary
results and considerations on how this integrated platform
can be utilized to carry the life sciences research and
potentially the future applications for the wellness of senior
people. More work could be conducted and it would be quite
necessary to take into consideration standardization from
the perspectives of communication, Internet of things
applications, and non-intrusive optical intervention therapy.

Keywords — Alzheimer's disease, human physiological
rhythm, Internet of light, LED, non-intrusive optical
intervention therapy

1. INTRODUCTION

The artificial light source is perhaps one of the most
important inventions for human beings. Since it is not always
possible to enjoy the natural light day and night, human
beings started to explore artificial light sources, and the
electric light source is an important outcome from this effort.
Thomas Edison first invented the incandescent lamp,
marketed on a large scale in 1879, which is taken as the first
leap in the development of electric light source. In 1938, the
birth of the fluorescent lamp (low pressure gas discharge
lamp) made the electric light source achieve its second giant
leap. Later, in 1993, the famous blue-light LED technology,
invented by Dr. Suiji Nakamura, and successfully promoted
to commercialization of the LED lighting source is
considered as the third great leap in the history of the
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development of electric light sources. Current statistics show
that 25% of the world's electricity was depleted by lighting
before LED was used as a source replacement. With the full
use of LED lamps, the electricity usage for lighting could
eventually be reduced to 4%, which would clearly change the
whole world profoundly. Dr. Suiji Nakamura and other
colleagues won the Nobel Prize in physics in 2014 precisely
because of this century's contribution. In future, with people
spending more and more time indoors (according to EPA
statistics: people have an averaged indoor time of 87%),
approaching LED-based lighting networks will have a much
greater impact on people’s daily lives.

The Nobel Prize in Physiology or Medicine 2017 was
awarded to Jeffrey C. Hall, Michael Rosbash and Michael W.
Young for their discoveries of molecular mechanisms
controlling the circadian rhythm [1]. They found that for
higher organisms which are normally light-sensitive, the
biological clock is a functional system consisting of
photoreceptor neurons, endocrine systems and gene timing
oscillations. This produces the rhythm of day and night
replacement from the gene expression at microscopic level,
cellular metabolism, and to the macroscopic level behavior
description. This research has made neuroscientists start to
pay close attention to the impact of visible light on living
organisms.

In 2018, Edward S. Boyden and Li-Huei Tsai showed that
optogenetically driving fast-spiking parvalbumin-positive
(FS-PV)-interneurons at gamma (40 Hz) can reduce levels of
amyloid-B (AB)1-40 and AP 1-42 isoforms [2].They
designed a non-invasive 40 Hz light-flickering regime that
successfully reduced levels of AB1-40 and AB1-42 in the
visual cortex of pre-depositing mice and mitigated plaque
load in aged, depositing mice to attenuate Alzheimer’s-
disease-associated pathology [3][4].

On the other hand, LED lamps based on semiconductor
lighting are becoming more and more popular in the world
due to their low cost, high luminous efficiency and long-life
expectancy. Unlike the incandescent lamps or other light
sources in the past, one can easily adjust the intensity and
color temperature of LED lights to accommodate people’s
needs. Preliminary research results show that it could
potentially provide a new type of non-intrusive treatment by
changing the intensity and color temperature for the indoor
lighting environment. At present, the problem of an aging
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society in most countries around the world becomes much
more severe than ever before. Depression is a high-risk
disease for the senior people, which seriously affects the
physical and mental health, and eventually jeopardizes the
quality of life [5]. Numerous studies have shown that light
stimulation can effectively alleviate depression or other
psychological disorders. Some literature has attempted to
systematically analyze the research trends for the optical
intervention therapy for senile depression under the indoor
lighting environment, and to combine the current light
environment status of retirement buildings with the visual,
psychological and physiological characteristics of the senior
people. Following this, key considerations of the healthy
light environment of the nursing space against the depression
of the seniors [6] [7], are given. As an effective treatment,
the optimal dose of phototherapy treatment time, light
intensity and duration of illumination need to be intelligently
adjusted depending on the type of illness, the severity of the
condition, and individual characteristics. Phototherapy has
advantages that are easy to control and implement with
negligible side effect when compared with traditional drug
treatments. More importantly, phototherapy provides a
compatible aid with the regular drugs for the treatment of
mental illness, which can accelerate improvement and
alleviate the symptoms.

It is anticipated that with the continuous development of
LED lighting technologies, together with the ever-increasing
in-depth research on the relationship between LED lighting
and human health, the adjustment of the light intensity and
color temperature of LEDs without being perceived by the
human eyes will be able to effectively alleviate, treat, and
may even cure certain aging diseases and improve life
quality for human beings.

Based on the above investigation on lighting and rhythm, this
paper proposes the system structure of loL and seeks its
feasibility of using visible light to treat Alzheimer's disease
and possibly other diseases considering the latest progress of
semiconductor LED illumination. The paper is organized as
follows: After a brief survey on the recent developments in
the related areas of illumination and especially in human
science in section 1, the functional blocks and the major
research areas for loL are briefly illustrated in section 2. The
experiment set-up on the mice and the preliminary impact
analysis of the visible light on the cranial, rhythm, and
memory-related brain regions (hippocampus) of the cranial
nervous system and its intrinsic mechanisms are
demonstrated in section 3, exploring the intrinsic
mechanisms and mitigation impact of visible light on
Alzheimer's disease. The significance of the results in this
experimental data from mice and primary explanations are
shown in section 4. And then the possibility of non-intrusive
optical intervention therapy, further experiments and
medical clinical practice and proposing loL standards, such
as binary phase shift keying (BPSK), quadrature phase shift
keying (QPSK), and even orthogonal frequency division
multiplexing (OFDM) which have been quite commonly
used in the visible light communications systems, for

example, Internet of Radio and Light in [8][9], are discussed
in section 5.

2. SYSTEM DESCRIPTION

The strategic roadmap from 2015 to 2025 of the European
Lighting Association is shown in Figure 1, indicating that the
semiconductor lighting started with the environment
protection purpose is currently in the stage of intelligent
lighting, which is about to transit to human-oriented lighting,
that is, smart lighting [10]. The goal is to achieve smart
lighting that supports healthy lighting by 2025 and to provide
people with a healthy and comfortable indoor living
environment. However, during the current stage of
intelligent lighting, the main goal is still to save energy.
Considering that the intensity and color temperature of LED
light sources can be easily controlled, ICT technology
combined with sensors and the intelligent driver in the
luminaire can be used to monitor and track environmental
changes in real time.
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Figure 1 - The strategic roadmap from 2015 to 2025 of
the European Lighting Association [10]

Scenario switchovers for lighting control, intensity
adjustment, color temperature changes and even the color
control can be fully supported to achieve a variety of lighting
functionalities. Smart lighting (human-centric lighting) is the
advanced stage of lighting control. With the help of the
Internet of things, cloud computing technology and data
mining, it becomes possible to understand users’ lighting
preferences, deeply digging into the lighting needs of users,
and automatically building up the comfortable and healthy
lighting environment by intelligent lighting control. And this
will be further enhanced with the support of artificial
intelligence technologies such as big data and machine
learning, together with the active sensing of the users’
environment.

In this paper, we proposed the concept of the Internet of light
(loL), an intelligent lighting network for indoor applications,
as a platform in hope that this loL could provide the
infrastructure to address the aforementioned diseases of
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senior people. The research focus on loL can be summarized
as the three following issues:

First is theoretical analysis on the multidimensional joint
sensing and intrinsic data extraction under the dense, in-
depth illumination coverage to support the construction of
ubiquitous  multifunctional  light-borne-based  sensor
networks.

Second is investigation of a heterogeneous network structure
and channel characteristics consist of wireless and wired
communication (powerline communication, PLC) systems
and corresponding resource coordination mechanisms for the
reliable, burst mobile access under massive interconnection.

Third is modeling on the application scenarios for smart
lighting and intelligent control so that intelligent lighting
services can be provided accordingly by data-mining,
extracting and analyzing user needs.

Figure 2 depicts the constitution of the smart lighting system
with the most important functional blocks while Figure 3
describes the main technical challenges and research
objectives for loL.

In this system, each LED can serve as the sensing node after
being integrated with sensors such as the hazard gas,
occupancy and moving objects; the sensing data collected by
the node will be sent to the operating center any by the wired
system (i.e., PLC) or the wireless (using radio frequency, RF,
signals) system or the combination of both for robust data
delivery. Then the operating center will analyze those
received data, make decisions on the operations to be taken,
and send the control commands to each node eventually. For
example, if the hazard gas is detected by one node or several
neighboring nodes, the alarm signal will be sent immediately
to the operating center, and then to the corresponding people
or the agency while the ventilation system will start working
automatically. With this arrangement, loL can be established
by combining the naturally combined illumination and
power supply networks to provide information services in a
very cost-effective way.
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Figure 2 - The illustration of a smart lighting system.
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To deal with the challenges presented by the design and
optimization on loL systems, the research should focus on (1)
joint sensing and key data extraction to improve both the
accuracy and coverage from a sensing perspective; (2)
resource coordination and control mechanism of the
heterogeneous network (wired and wireless) for reliable
access under the burst mobile environment; and (3)
intelligent light control for user-centric applications which
potentially provide the possibility for non-intrusive optical
intervention therapy.
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Figure 3 - Schematic diagram of loL with the focus on
main technical challenges and research objectives

Other than the advantages of energy saving, as well as the
low operation and maintenance costs of lighting equipment
inside the building, defining and producing the specific work
environment or atmospheres and supporting LED lamp
interconnectivity for the value-added services based on
intelligent lighting systems, loL is expected to be handily
adjusted for the circadian rhythm control of the human body
and with the function of serving healthy lighting. Here, we
name it as non-intrusive optical intervention therapy, which
is different from the well-known photo dynamic treatment.
It covers quite different applications, not only the visual
health needs such as suitable brightness, no glare and no
stroboscopic illumination, but also psychological and
physical health for working place safety and working
efficiency improvement, circadian rhythm regulation and
disease rehabilitation. The natural light changes during one
day showing that the high color temperature environment
under moderate brightness can inhibit melatonin secretion,
induce alertness and improve work efficiency while the low
color temperature environment stimulates melatonin,
promotes relaxation and sleep. It is believed for an
environment with high color temperature but insufficient
brightness, people feel gloomy and depressed. Through an
intelligent lighting control system which mimics the daily
changes of the natural light for the indoor environment, LED
physiological lighting that meets people's health needs can
be used to improve lighting comfort, adjust physiological
rhythm, improve psychological mood and improve work
efficiency as well, assist and treat diseases, etc.
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Our ultimate goal is to create a visible lighting strategy with
different frequencies, waveforms and duration to prevent,
relieve and treat depression, mania, Alzheimer's disease,
preferably either in the hospital or nursing home.

Unlike mice, detecting human electroencephalogram(EEG)
signals relies on non-invasive devices, such as the open-
source brain-computer interface (OpenSCI) system [11].
Both commercial software and open-source software can be
used in the analysis of collected EEG signals for verification
in conjunction with life sciences and medical
professionals[12]. This software and the hardware provide
non-invasive methods to sample the electrical activities of
the body and brain of human beings. These methods are not
as precise as the method applied to mice in the following
sections but conform to medical ethics.

3. DESCRIPTION OF THE EXPERIMENT AND
PRELIMINARY ANALYSIS OF THE DATA

The common practice is to use the animal to conduct the
research work and confirm the effectiveness first, to avoid
problems such as high uncertainty and inconsistency for
direct application to human beings, and most importantly the
ethical issues. As a concept study, we used 40 Hz
scintillation frequency for this preliminary experiment in
visible light irradiation on mice, motivated by the work from
Tsai and et. al [2]. The advantage of the mouse experiment
is that we can use the multichannel in-vivo recording to
record and monitor the point activity of the neuron group
directly inside the brain to obtain the local field potential
(LFP) signal of a certain brain region (hippocampus).
Compared with the signals acquired outside the skull, it has
higher time and spatial accuracy. In our preliminary
experiments, the field status signals of the hippocampus
associated with learning and memory were collected. The
multichannel in-vivo recording technology, OmniPlex
Neural Data Acquisition, and experiments on mice with
implanted electrodes for collecting LFP are shown in Figures
4 and 5.

Figure 4 - OmniPlex Neural Data Acquisition system

Figure 5 - Experiment mouse with implanted electrode
in hippocampus

Two groups of mice were used in the experiments. Following
a standard procedure, the mice were implanted with
electrodes in the hippocampus of the brain. After surgery, the
mice were allowed to recover for a week. After restoration,
the OmniPlex Neural Data Acquisition system of Plexon was
used to collect local field potential signals for 15 minutes as
reference. Then, the modulated 40Hz flashing LED lamp
was turned on to radiate the mice for 15 minutes, and the
local field potential signal was collected at the same time.
Data was analyzed using NeuroExplorer, which is widely
used in the field of neuroscience [13].

As shown in Figure 6, the brain electric local field potential
signal of the mouse exhibited a significant enhancement in
the 20 Hz portion in the modulated visible light irradiation.
The two subgraphs above show the comparison of power
spectral density (PSD) analysis results of local field potential
signals of mice in the two groups. The left side is the PSD
during the radiation and the right is the PSD before the
radiation. It can be clearly seen that the hippocampal area of
mice in the radiation has obvious discharge and energy
response at the frequency of 20Hz. The third subgraph shows
the heatmap of the hippocampal region of mice with changes
over time. The left side is the heatmap during the radiation
and the right is the heatmap before the radiation. It can also
easily display that the energy distribution of the hippocampal
region of mice at the frequency of 20Hz has been
significantly enhanced during the whole radiation period.
Here, we have observed the results yet lots of work needs to
be done to offer the explanation why.
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Figure 6 - Results of local field potential signal analysis in
the hippocampal area of mice

4. DISCUSSIONS

From this preliminary experiment, it is proved that the
hippocampus of mice, in charge of learning and memory is
responsive to visible light modulation. From one side, it
suggests that in a realistic lighting environment, appropriate
modulation methods could be utilized to help prevent, relieve
and treat some human diseases associated with this function.
On the other hand, certain measures should be taken to
reduce the possible negative impact of lighting on human
health if visible light communications with different signal
waveforms are used in conjunction with illumination
purposes for the indoor environment.

The experiment is to let normal mice and mice with
Alzheimer’s disease exposed to visible light with the similar
lighting environment as that for the human brain to observe
the behavior, rhythm and memory changes of those mice
under an LED light source operating at different operating
frequencies (mainly concerned about 20Hz ~ 50HZ),
different color temperatures and different constellation and
modulation methods. The EEG signals were obtained by
electrodes mounted outside the mouse's skull, and the
electrical signals of their specific brain regions were
recorded by in-vivo patch clamps and other
electrophysiological techniques. When recording the data,

ICT for Health: Networks, standards and innovation

the correspondence between the behavioral model of the
mouse and the acquired signals should be carefully aligned.
Since the anatomy of the mouse brain region is quite clear,
we focus on the visual cortex, the rhythm control brain
region and the hippocampus which is responsible for
memory. The mice with Alzheimer’s disease will be
observed by dissection after the experiment, and whether the
symptoms were alleviated (i.e., whether the amyloid
deposition in the brain has been significantly reduced).

After many repetitive and more accurate experiments on
mice in the future, more experimental data of various visible
light signal constellation and modulation formats commonly
used in the visible light communications systems, light color
temperature, lighting frequency, continuous irradiation time
and other factors will be obtained for the comparative
analysis and clear conclusions can be drawn with greater
confidence. Based on this analysis, an experimental model
can be eventually established and this will pave the way, or
at least lay down the foundations, for future initial human
trials.

5. CONCLUSION AND FUTURE WORK

This paper introduces the basic concept, system architecture
and schematic diagram of the main functional modules of the
loL network based on the combination of lighting LED and
ICT technology for indoor applications. With this
infrastructure, the concept of the non-intrusive optical
intervention therapy is proposed to support regulating the
human physiological rhythm while maintaining its main
illumination functionality. The related research plan has
been designed and carried out through a mouse experiment
to see the impact of the visible light irradiation on mice. The
feasibility of this idea is conceptually proved from the
preliminary experimental results which could bring a new
paradigm of treatments for nursing homes. In the future, we
will further explore the possibilities from the following
aspects with the help of current medical research progress on
degenerative diseases:

1 Treatment of Alzheimer's disease

Combining more experiments on mice with advanced
intelligent analysis, and also considering the combining
effect of other traditional therapy. People can gradually
explore the possibilities of reducing or removing
Alzheimer's disease symptoms by this non-intrusive
treatment on human beings, especially for the elderly in
nursing homes.

2 Regulation of depression

Designing and conducting the experiments on mice to
confirm the effectiveness of alleviating depressive
symptoms by adjusting the parameters such as color
temperature and intensity. The experimental treatment
for the elderly can then be carried out in nursing homes.

3 Explain how light and the nervous system interacts
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Study on the neurological mechanism of different factors
of visible light radiation (color temperature, frequency,
modulation mode, radiation intensity). The significance
of light in biological evolution is self-evident, yet its
molecular mechanism is still quite unclear, especially the
mechanism of the direct effect of the light on the nervous
system. One can continue to carry out mouse experiments
on this platform to accumulate more knowledge in this
area. It is anticipated that successful implementation of
this work into the human medical applications will open
a new field for human recognition.

There is no doubt ICT technology could play a much more
important role with the combination of the non-intrusive
optical intervention therapy by introducing an adaptive
feedback mechanism through artificial intelligence, machine
learning and other methods. The therapeutic effect can be
tracked and the treatment process and intensity can be
flexibly adjusted to further enhance the effectiveness. Other
than that, there might be another advantage by conducting
this research. As visible light communication is considered
as a promising technology for indoor applications, it is also
necessary to evaluate the potential impact from the low-
frequency operation of LED in VLC application on human
wellness. Therefore, it is quite important to consider and
coordinate standardization efforts from the perspectives of
communication, Internet of light application, and the non-
intrusive optical intervention therapy.
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ABSTRACT

ICT technologies are evolving and advances in the
technologies hold promise for applications in diverse
domains such as healthcare. Along with the development of
access technologies, rapid advances are also taking place in
related areas, machine learning, artificial intelligence, cloud
computing, and big data. Availing healthcare in the
developing countries is costly, time-consuming and, for
populations located in remote areas, it also means adding in
the cost of travel to nearby towns and cities where expert
healthcare facilities are normally available. Leveraging ICT
technologies, 1oT systems for healthcare can bring
affordable and quality healthcare to the population through
e-health and m-health applications. The role of ICT
technologies is paramount to the success of loT applications
for healthcare. Two such ICT access standards are the
3GPP-based 5G technology and IEEE-based Wi-Fi 6.
However, challenges exist in the ecosystem that inhibit the
realization of the full potential of these technologies. Based
on current and future requirements, the paper proposes a
model incorporating key factors impacting an loT
communication system and comes up with a set of
recommendations to harness the Internet of things for
healthcare.

Keywords — 5G, Wi-Fi 6, e-health, healthcare, ICT, 10T,
m-health

1. INTRODUCTION

Good health is one of the essential requirements for any
human. This goes hand in hand with other aspects like food,
security, privacy and liberty that an individual need to enable
her to perform in whatever field to maximize her full
potential. In developing countries, access to well-equipped
and expert healthcare remains a huge challenge. Most
modern facilities are available in the cities and urban centers.
The rural population is often at the receiving end when they
have to avail of medical care either in response to
emergencies or in the normal treatment of ailments like heart
disease, HIV, etc. Even lifestyle diseases like diabetes and
hypertension are increasingly extending beyond urban areas.
The lack of healthcare facilities can be due to many reasons.
The resources of setting up such centers bring challenges
both to the public and private sectors. The government, for
instance, must make decisions of allotting resources to other
pressing needs and rural health often does not get the
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required attention in budgetary allocations. To set up a well-
equipped center in every town and village will call for
investment not only in money terms but also in getting the
trained medical and auxiliary staff to diagnose, treat and help
in the rehabilitation process. To bridge the gap between the
needs and the supply of adequate and affordable healthcare
is where technology can play a major role. loT-based e-
health and m-health applications have huge potential. A
robust and flexible ICT system is the backbone for m-health
and e-health applications to work.

2. DEFINITIONS

The World Health Organization (WHO) defines e-health as
“the use of information and communication technologies
(ICT) for health” [1]. The Global Observatory for e-health
(GOe) defines m-health as “medical and public health
practice supported by mobile devices, such as mobile phones,
patient monitoring devices, personal digital assistants
(PDAs), and other wireless devices” [2]. Several definitions
of 10T abound in the literature. Recommendation ITU-T
Y.2060 defines 10T as “A global infrastructure for the
information society enabling advanced services by
interconnecting (physical and virtual) things based on
existing and evolving, interoperable information and
communication technologies”.

3. OBJECTIVE OF THIS PAPER

This exploratory paper tries to answer the following broad
questions: a) What are the requirements on the access
network to implement an effective healthcare loT system? b)
Identify the challenges that are encountered while
implementing a solution to meet the needs of healthcare IoT.
c). Propose a model for the 10T architecture with a focus on
the communication layer.

4. DEVICES AND USERS

Devices: Medical devices can range from sensors and
monitors used for a range of medical conditions. The device
types vary depending on whether it is meant for basic
treatment, diagnostic needs or monitoring. It can be expected
that in a healthcare facility there may be a mix and match of
devices from different OEMs. As technology improvements
take place, the end devices can become more sophisticated
including equipment for remote surgery and real-time
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sensors. Device types in healthcare can be mobile handsets,
laptops/computers, screens, cameras, diagnostic tools,
monitors and other advanced tools and equipment.

Applications: The users of the m-health applications can be:
[3] a) health professionals (physicians, nurses, midwives,
etc.); b) public including patients and healthy individuals; c)
health institutions (hospitals, insurance companies, drug
stores, etc.). These users would be interested in the various
lines of preventive and general treatment. Information
availed from the end points will be analyzed resulting in the
future course of action or to bring about new insights. This
will enable medical expertise at a central location to quickly
diagnose and send expert advice.

5. ARCHITECTURE AND TECHNOLOGIES

There are several ways to visualize the layers making up the
l0T architecture. Here we show three layers; the lowermost
layer has the 10T end points: the devices, sensors and other
equipment that will communicate through intervening layers
to talk to the application (s). The middle layer is the one that
provides the connectivity between the devices to the
different modules and functions residing in the upper layer.
This is the access layer or the connectivity layer. The upper
layer is a conglomeration of many sublayers: the
connectivity management, device management and
functions as the operations, billing and revenue management.
Data resides here.

Application

Data and Analytics Operations

Device Management

Conncctivity Management

Figure 1 — Layers in an loT architecture

Several access technologies exist that are being used or can
be used for loT access. 3GPP-based standards like GSM,
CDMA, WCDMA, HSPA and LTE are available. loT
requirements have led to the development of NB-loT and
CAT M1 within the 3GPP family of standards. Besides the
3GPP standards, IEEE-based Wi-Fi standards also cater to
10T needs. Proprietary standards like SIGFOX add to the
milieu. A list of access technologies (non-exhaustive) is
depicted in the table below.

Table 1 — Access technologies for 10T (Compilation)

3GPP/ 2G- 3G- 4G- NB- | 5G
3GPP2 GSM, | WCDMA, | LTE/ 10T
CDMA | HSPA LTE-M
Zigbee
IEEE 802.11 | 802.15.6
(Wi- (WBAN)
Fi)
LoRa
SIGFOX
Bluetooth | BLE BR/EDR
Weightless

6. ACCESS REQUIREMENTS OF MEDICAL 10T
SYSTEMS

e-health and m-health services can be availed remotely. For
these services to be effective, the communication access
systems that talk to the end devices and the upper layers,
including the applications, need to fulfill certain criteria. We
can categorize the deployment requirements for such access
systems into two categories: current requirements and
upcoming requirements. By current we define the access
systems that are presently serving the 10T needs.

6.1 Current Access Fulfillment

« Limited mobility: Most medical end-user devices are
static today. These can be monitors of various types,
sensors, counters and scales. Mobility within the same
room or building is what is available.

 Low to mid-bandwidth: Most of the applications
connected to the medical devices do not require data
guzzling pipes in gigabytes and terabytes. In most cases,
kilobytes and at most megabytes suffice.

« Tight integration with the device/equipment: Open
interfaces and protocols are not the norm. Devices and
applications are tightly linked. It is not expected that an
I0T device made by a medical equipment manufacturer
will interwork with an application made by another OEM.

» Integration with local databases: Cloud-based databases
and computing are an exception rather than the rule.
While manufacturers and third-party application entities
are veering to exploit the efficiencies provided by cloud-
based systems, current deployments often exist within
departments, entities and organizations with their own
private data storage. Exposure to external databases is
limited.

» Basic security: Since the devices, applications and
databases are tightly integrated, security is taken as an
inbuilt functionality.
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6.2

With developments in medical science, treatment methods
and procedures have also evolved. Advances in technology,
end-user equipment and applications are taking place.
Awareness in integrating different tools and techniques are
leading to newer ways of treatment and use of data available
through the various end points, human or otherwise. These
developments place demands on technology to meet end-

user expectations.

Upcoming Access Requirements

Table 2 — Access requirements
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states and countries. Roaming
would be desirable to ensure that the
end user is not restricted to one
service provider while using the
medical device. Portable medical
kits are today available and roaming
support will enable flexibility to the
end user while being on the move.

Area

Description

Low latency [4]

Life-saving equipment sensors and
actuators need to respond within the
shortest possible time. This leads to
the need for ultra-low latency
support in the access technology to
reduce the e2e latency from the
device to the application. Latencies
in the range of 1-5 millisecond
would be desirable as newer use
cases and applications come up.

Enhanced mobility

Access technologies need to be able
to give mobility support to the end-
user device. A patient with a heart
monitor should be able to use his
device from within the medical
center precincts to his home which
may be several kms away.

Bandwidth — low
to high

Some devices need only a few Kbps
to send and receive data while other
devices may require higher
bandwidth in the order of Mbps. A
4K video transmitting medical
image may require 15 Mbps to 25
Mbps throughput [5]. With higher
quality 8K videos, this can be
pushed upwards to 85-100 Mbps
[6]. With remote surgery and other
such uses cases, the requirements of
video, audio and real-time data
would need enough bandwidth to
generate quality outputs. This, in
turn, would require the access
technologies to support a range of
bandwidths from a few Kbps to
multiple Gbps.

Better quality &
reliability [4]

Unlike other applications, medical
10T devices and applications require
high quality, from the device to the
application. The quality of service
in the network should be able to
ensure prioritization of the services
and availability. The reliability of
the communication system will be
an important and life-saving need.

As data consumption and usage in
the medical sector increases, this
data can come from a multitude of
sources: imaging, MRIs, EEG and
ECG, audio files, patient records
and storage and the like. This
results in the medical care industry
becoming one of the key users of big
data [8].

Interoperability
and open
standards

For ease of use and integration
between devices and applications,
the access technologies need to be
based on open standards and
protocols. Device to Device
communication (D2D), Device to
Application (D2A), the protocols
and standards in the access, data
retrieval and storage and processing
need not be restricted to any
proprietary standards. This will lead
to better integration efficiencies.

Integration  with
large  databases
and applications
[7]

Integration  with
other
technologies, ML
and Al [7]

Increasing evidence of the use of
ML and Al can be seen in the
medical space, image scanning and
interpretation applications,
radiology images and assisted
surgery. The use of Al and big data
analysis with the computing power
of cloud-based solutions call for
close integration between and
among these technologies with the
available ones [9]. The access
technologies should be able to
seamlessly and transparently allow
this integration.

Roaming support

In a mobile embracing world, there
is mobility across geographies,

Enhanced security
and privacy [7]
[10]

The privacy of the end user is an
unalienable right. The system
should be capable of thwarting
security breaches which can be
catastrophic. The robustness of the
system to remain resilient and
reliable calls for implementing
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solutions that focus on
vulnerabilities, configuration
assessments, malware defenses, as
well as activity and event
monitoring [11]. Administrations
have begun issuing cybersecurity
regulation guidelines for network-
connected medical devices [12] [13]
[14]. ICT access technologies will
need to be in sync with the overall
ICT deployment.

a. Massive IoT (MMTC) and

Support for Critical 10T (URRLC)
different end-user | b. IP and non-IP-based device
10T types support

7. CHALLENGES

There exist several challenges in implementing the
requirements as mentioned in the above sections.

1. Interoperability  between different standards:
Medical user equipment will need to have newer access, like
5G enablement, in the coming times. Devices currently have
Wi-Fi enablement and some devices may have access
features like infrared or other proprietary technologies. To
have interoperability, one access system needs to integrate
with other systems. For instance, a Wi-Fi system at a higher
level will need integration with, a 5G system. However,
seamless handovers between an ongoing Wi-Fi data session
with a 4G or 5G system does not work as well as a handover
between a 4G to 4G node.

2. Investment in the introduction of new technologies
and architectures to enable required functionalities like low
latency, higher throughput and security.

3. Quality of end devices and overall cost of
ownership:

a) Resiliency: from cyberattacks, equipment and network
architecture to enable availability. Node architectures like
CU-DU split in radio access nodes, CP-UP in core networks,
network slices, container-based cloud applications will help
in application recovery and resilience. Implementation of
such changes is not expected to take place rapidly and will
take time for full-scale deployment. b)  End-to-end
ownership: spanning from the devices, access systems,
gateways, internet, applications and databases spread in the
cloud. Service Level Agreements (SLAs) of the network,
SLAs of the medical equipment will become relevant and
needed. Currently, e2e SLAs for loT systems spanning
across multiple layers with different ownerships are non-
existent or evolving.

5. Security a) Network security: algorithms used for
encryption and ciphering at the access layer, application
layer and database layer with adequate protection for the
control and traffic layers. b) User security: the end-to-end
encryption from user to application. SIM-based

authentication, user authentication and database access
authentication exist and need to be ensured across multiple
diverse systems. Can the network identify the right user and
allow him or her to access the upper layers?

6. Privacy: How much of a user’s medical records will
be made available, to whom and when? Can somebody pry
into a user’s health records and cause harm? Can the network
identify identity theft through appropriate mechanisms? In a
mix and match of technologies this aspect needs to be given
careful consideration.

7. Power requirements, availability: Medical devices
need the power to operate and be functional. Besides the
processing done by the device, the device also would need to
be in regular contact with the access network to indicate that
it is “alive” and can send and receive data. This will require
the end device to consume power only when it is in trans-
receive mode and consume minimal or no energy at other
times. The access network would need to have the required
power-saving modes and features.

8. Regulations are evolving especially so in the new
frontiers of technology. In many countries, the impact is yet
to be studied and implemented. How much impact will it
play in 10T architectures and deployment is yet to be seen.

9. e2e solution life cycle: The 10T ecosystem at the
lowest layer starts from the medical device, moves through
different layers of connectivity and management and reaches
the application layer. Each layer has its hardware and
software and ideally should not impact the changes in other
layers. It will be of importance to ensure that dependencies
are known to the stakeholders in the chain whenever any
functionality of any end and intermediate layers bears an
impact on other layers.

10. Standardization: Standardization organizations
exist in the telecommunication and ICT domains, where
these bodies work on enhancements in existing features and
functionalities. There exist medical associations and trade
organizations that define the ethics and ways of working for
the medical fraternity. Research is ongoing in the medical
field in newer and better ways of treatment and drugs. The
challenge lies in ensuring that the various research and
standard organizations and associations operating for the
various layers are working in tandem. This is a tall order in
today’s world.

8. MODEL FOR IOT DEPLOYMENT

The paper puts forward a model for 10T keeping in view the
requirements of the healthcare sector. Multiple factors
contribute to a healthy ecosystem for enabling loT for
healthcare. The importance of each factor cannot be
discounted as the diffusion of IoT hinges on each of the
enabling factors.
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Figure 2 — Impacting factors of an loT deployment for
medical healthcare

We define each of these factors in this paper as follows:

Security: the confidentiality, integrity and/or availability of
data collected by, stored on, processed by, or transmitted to
or from the 10T device [15].

Privacy: the ability for people to selectively share, to
determine how information about them is collected, used and
passed along [16].

Quiality: this determines the accuracy and sensitivity of the
data collection and transmission, quality of service, quality
of data, quality of devices, communication equipment,
methods and procedures.

Mobility: ability to take the IloT sensors, readers,
equipment(s) from a stationary position to other areas and
still be functional.

Interoperability: The diverse elements comprising loT
(devices, communication, services, applications, etc.) should
seamlessly cooperate and communicate with each other to
realize the full potential of the 10T ecosystem [17]. Ability
to mix and match more than one OEM’s equipment and
applications for an overall solution.

Standards: established by consensus and approved by a
recognized body, that provides, for common and repeated
use, rules, guidelines or characteristics for activities or their
results, aimed at the achievement of the optimum degree of
order in a given context [18]. In this paper, we refer to

standards from different bodies like 3GPP, IEEE and the like.

Certification: loT devices certified under this scheme
comply with specified requirements supported by the
industry to protect the availability, authenticity, integrity and
confidentiality of stored or transmitted or processed data or
the related functions or services offered by, or accessible via
10T devices throughout their life cycle [19]. This covers
aspects such as hardware, software, security, conformity,
quality and safety across the different layers of the loT
architecture.

Multi-device support: Medical 10T systems have end user
equipment from different manufacturers supporting different
protocols and other technical requirements. Systems should
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be able to take in this disparate end-user equipment and
transmit and receive data from them to upper layers.

Policy & regulation: policies, laws, rules and regulations,
enforcement of the same by public institutions and
governments.

Ease of integration: should be possible to integrate
disparate loT devices, communication systems based on
different standard and manufacturers.

Flexibility of deployment: IoT architectures need to provide
the mix and match of different deployment architectures,viz.
private and public networks.

TCO: Total cost of ownership=Capex+ Opex for device and
equipment over the solution life cycle.

Applications

Analytics,
Operations and
Management

Connectivity
and Device

Management

ALmoag

Access Layer

uonyensay 3 Lonog

Figure 3 — Enhanced model of an 10T healthcare system

The IoT architecture model has been primarily depicted as 3-
layer [20] [21] [22] and 4-layer [23] [24] [25] [26] in most
10T literature. This paper takes the 4-layer architecture and
builds upon it to incorporate the essential elements impacting
the 10T ecosystem, security, quality, privacy and policy and
regulation. For an loT-based system to operate all these
elements play their role in this 4-layer architecture.

9. 5G AND WI-FI 6 STANDARDS FOR 10T
SYSTEMS

Existing access technologies, NB-10T, SiGFOX and LoRa
are developed for massive 10T deployments where latency
may not be as critical, where the power consumption of the
end devices need to last long and data transmission does not
require too much bandwidth. Access technologies need to
support both types of requirements, mass deployment with
low throughput and latency and loT systems where larger
bandwidth and latency become increasingly important. We
discuss in these paper two standards for access systems, 5G
and Wi-Fi 6. These two technologies hold promise to the use
of applications for critical 10T which requires low latency
and high bandwidths.

5G: 3rd Generation Partnership Project (3GPP) has been
working on enhancing radio and core standards ever since
the early generations of the mobile systems. Release 15
being the first set of 5G system specifications brings new
radio standards (NR) along with enhancements to the
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existing LTE radios. Architectural improvements like the
separation of Control and User planes (CUPs) in the core
layer and slicing where different user types can be allotted
their own virtual network helps in improving the latency that
is so critical in some use cases. These and further
enhancements bring more impetus to the deployment of loT
systems, spectrum efficiency, higher bit rates, reduced
latency, connection density (devices/square Km) and
enhanced battery life of the devices [14] [15]. In further
updates through releases, 3GPP through NB-IoT, LTE and
5G is set to meet the needs for both massive Machine-Type
Communications (mMTC) for a large number of devices
requiring low data and latency requirements to Ultra-
Reliable and Low Latency Communications (URLLC) for
the mission-critical type of 0T applications. 3GPP standards
are primarily designed for the commercial spectrum bands
for connecting 10T devices. Moreover, through solutions like
LAA and LTE-U, LTE can also work in the unlicensed bands.

Applications/Databases/
Internet
Microwave/Optical
for backhaul

Radio/Gateway

Figure 4 — Architecture of 10T with 5G as an access
medium

Wi-Fi 6: As Wi-Fi standard evolution continues, the new
version of Wi-Fi known as Wi-Fi 6 based on the 802.11ax
technology is offering better functionalities and features
compared to previous releases: faster speeds, increased
throughput using Multi-User Multiple-Input, Multiple-
Output (MU-MIMO) and better latency through uplink and
downlink Orthogonal Frequency Division Multiple Access
(OFDMA). These are intended to meet the needs of loT
devices in consumer and enterprise environments [16]. Other
considerations to meet 10T needs are improved battery life in
end devices and increased network capacity and bandwidth
are available in the new specifications. Many end-user
devices, tablets and mobile handsets have Wi-Fi capability
as an inbuilt capability. Considering the market requirements,
3GPP has defined ways of integrating Wi-Fi systems to the
LTE and 5G networks. Wi-Fi devices primarily work on the
2.4 GHz and 5 GHz unlicensed bands. However, Wi-Fi
suffers from some inherent issues, roaming, scalability and
bandwidth. This arises because Wi-Fi utilizes unlicensed
spectrum which is limited and the problem of “tragedy of
commons” may result in Wi-Fi systems being unable to
ensure stringent QoS and demanding requirements of
applications like remote surgery.

Applications/Databases/
Internet

Microwave/Optical
for backhaul

5G as backhaul

Wi-Fi Controller

-—

Figure 5 — Architecture of 10T with WiFi6 as an access
medium

10. DEPLOYMENT MODELS

There exist various options to avail access systems needed
for 10T applications for medical usage. This can be depicted
as given in Figure 6 below:

Figure 6 — Deployment models

Private networks: An enterprise may decide to build its
private network for extending healthcare. For budget,
criticality, and ease of design considerations, an enterprise
may go along the route of not making any additional outlay
in the procuring of spectrum by utilizing free to use spectrum
in the ISM and/or 2.4 GHz and 5 GHz in most countries.
Spectrum is expensive in many countries and if budget
limitations are an important factor, the choice is clear.
Alternately, an enterprise may procure the required spectrum
to build a privately-owned LTE or 5G network. In this case,
the enterprise will take full ownership of the design,
deployment and maintenance of the access network. This
will give reliability and QoS which may be critical in certain
aspects of healthcare such as remote surgery.

Service providers: An enterprise can subscribe to an
existing mobile or integrated service provider for 10T access
requirements. This will help avoid the hassle of setting up
and maintaining a private network. Service Level
Agreements (SLAS) need to be agreed between the provider
and the enterprise. The service provider can offer systems
operating in the commercially allotted spectrum and
unlicensed spectrum technologies or both. In some countries,
a new breed of service providers catering exclusively to loT
users is also available.
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11. WAY FORWARD

This paper posits some recommendations to leverage the
potential of 10T in the ever-increasing domain of medical
healthcare. However, to effectively harness the potential of
technology, certain steps need to be taken in the overall
ecosystem.

1. Build reference frameworks

This paper suggests that a reference model be formulated
keeping in consideration the unique needs of the healthcare
sector. A model is proposed in this paper. This will help each
actor in the ecosystem to understand the requirements and
work accordingly to bring in synergies. This aspect is
significant in a fragmented environment where multiple
OEMs and service providers are present.

2. Regulatory guidance

In the face of fast-moving developments in the use of
technology in the healthcare industry, the regulation in any
dispensation will need to be lightweight. This will help
innovation. Regulation needs to come up with
recommendations on individual privacy and security needs
and protecting the end consumer of medical services. Areas
like the development of technology, devices, the architecture
of deploying the 10T systems, etc. are best left to the market.
Besides institutional regulation, the role of self-regulation in
this emerging field calls for high ethical standards from
professional bodies, manufacturers, service providers and
users.

3. Certification

A plethora of standard bodies, 3GPP, IEEE, Open stack,
OpenFOG, IETF and OMA exist today. The future is
increasingly heterogeneous and interoperability and
interworking between different standards will be the need.
Quality has to be the essence on which medical loT systems
would hinge on. An independent certification process that
ensures the quality of the products and meet minimum
standards like power consumption, interference to other
systems, security aspects need to be followed. Regulation
and certification are normally independent functions. The
certification process may need to conform to the guidelines
emanating from the regulation aide. Learnings from the
certification process may, in turn, lead to changes in
regulatory guidelines.

4, Demonstrate POC in real conditions

Healthcare conditions are unique in different countries. In
the western world, facilities are remarkably different from
the developing world. Proof of concepts and trial systems
help enhance the knowledge of the application of
technologies like 10T to real-world problems. Healthcare is
an area that directly touches the user and success and
confidence of loT-based technologies will help in the
acceptance of such solutions.

12. CONCLUSION

Affordable healthcare through m-health and e-health
applications riding on ICT will play an important role in
providing healthcare to remote and rural areas. This paper
brings out the needs of loT-based systems for medical
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applications and takes it forward to capture the probable
needs for future systems. The challenges for the deployment
of 10T systems to fulfill the needs of medical systems are
analyzed and two technological standards, 5G and Wi-Fi 6
that hold promise for meeting the future needs of medical
IoT systems, are analyzed. Deployment models for the
access technologies are presented. However, significant
changes are needed in the ecosystem and the paper suggests
some actions to bring out the latent potential for the use and
diffusion of 10T systems in the healthcare sector.
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ABSTRACT

Several million people around the world live with limb loss.
Prosthetics are useful to improve their quality of life, and
some powered prosthetics enable them to walk naturally.
However, most are too expensive for most amputees to afford.
We propose a module structure for a foot prosthetic and
standardized interfaces between modules to lower the price
of powered ones. The prosthetic is battery-powered and
controlled by data from sensors built into the heel of a shoe
for a healthy foot. Some modules can be applied to people
with walking disabilities. Such standardization can lower the
price of such modules, and many amputees and people with
walking disabilities, such as hemiplegia, can easily afford
them, which can help improve their quality of life.

Keywords — Amputee, foot prosthetic, gait assist, walking
disability

1. INTRODUCTION

As the percentage of elderly people in the world’s population
is increasing [1], the number of functionally impaired people,
such as those with cerebrovascular diseases, will also
increase. People with such diseases often have walking
disabilities, which increases their risk of falling and
consequently injuring themselves [2]. One main cause of this
is due to their inability to raise their heel and swing their toes
up because of muscle weakness [3].

There are nearly 2 million people living with limb loss in the
United States [4]. Maurice LeBlanc estimated the number of
amputees was approximately 10 million in the world, with
30% comprising arm amputees [5]. Therefore, the number of
leg amputees was 7 million. Leg amputees use foot
prosthetics to improve their quality of life. However, low-
priced foot prosthetics have rigid ankle parts and no power
drive mechanism, which makes it difficult to raise the heel
and swing the toes up. Therefore, most users need more
power to move their foot. Powered foot prosthetics enable
users to move their foot easily and walk more naturally.
However, such prosthetics are too expensive for most
amputees. One example is that in Japan it costs more than 2
million yen ($18,000).
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One of the main reasons why the cost of introducing existing
powered prosthetics is too expensive may be that the
prosthetic market is not open. A number of manufacturers
provide them as an integrated device, and the components
are not compatible between different manufacturers.

Introducing a module structure to prosthetics and
standardizing the interface between modules will enable the
price of powered prosthetics to be lower. In this paper, we
propose a module structure for foot prosthetics with
standardized components.

Our paper is outlined as follows. EXxisting power-assist
prosthetic leg designs are introduced in section 2. The results
of our research related to the gait of stroke patients are
introduced in section 3. We developed a walking assist shoe
that has a coil and leaf spring to easily raise the heel. Its
structure and effect of raising the heel are introduced in
section 4. Our proposed module structure for a foot
prosthetic is introduced in section 5. The heel-up spring,
which is one of the modules comprising the foot prosthetic,
is derived from the results of the walking assist shoe
introduced in section 4. We conclude in section 6.

2. EXISTING POWER-ASSIST FOOT
PROSTHETIC

In this section, we introduce existing powered foot
prosthetics. Ottobock in Germany and Osuur in Iceland
provide such prosthetics to consumers and the
Biomechatronics Group, a research group within MIT Media
Lab., has also developed some models.

Ottobock provides a power-assist foot prosthetic called “1B1
Meridium [6].” Its mechanism is shown in Figure 1. It adopts
a hydraulic pressure mechanism, in which a hydraulic
pressure cylinder pushes and pulls a lever on the toe plate,
causing the instep to rise and fall, respectively.

Ossur provides a power-assist foot prosthetic called
“PROPRIO FOOT®[7]” shown in Figure 2. Due to a lack of
relevant material on the product's operation, we assume from
observations that an air cylinder positioned in the area of the
Achilles' tendon raises and lowers the foot part.
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Figure 1 — Mechanism of 1B1 Meridium, Ottobock
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Figure 2 — PROPRIO FOOT®, Ossur
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Figure 3 — Power-assist foot prosthetic developed by the
Biomechatronics Group of MIT Media Laboratory

The Biomechatronics Group of MIT Media Lab. developed
a powered foot prosthetic as shown in Figure 3 [8]. Its heel
part (in-series spring) is pulled up and down by the ball screw
driven by the motor through the timing belt.

This prosthetic, however, is not a commercial product. Prices
of the PROPRIO FOOT® and 1B1 Meridium are not
available to the public, but are assumed to be more than 2
million yen ($18,000) in Japan, which is too expensive for
most amputees.

The main purpose of our research is to provide a low price
powered prosthetic foot based on a module structure concept
and standardization interface between modules.

3. DIFFERENCES IN GAIT BETWEEN
HEMIPLEGIA PATIENTS AND
HEALTHY PEOPLE

We analyzed the walking gait cycles of unimpaired people
and those with walking disabilities using a wearable device
(WD) and a KINECT to detect warning signs of falls [3]. We
experimentally measured the output data of an acceleration
sensor and gyroscope sensor in a WD mounted on the front
of a shoe to estimate the kicking power and change of angle
between a foot and the floor.

Figures 5 and 6 show examples of changes in acceleration,
angle velocity, and angle for an unimpaired participant and
one with a walking disability, respectively. Data for two
steps are plotted. Each flat period (roughly the center period)

in these figures represents when the entire shoe sole touched
the floor. The maximum angle velocity at timing A indicates
the kicking power when raising the heel, and the minimum
angle at timing B indicates the angle to the floor at terminal
swing.

The lower angle velocity at A in Figure 5 is about 420
deg./sec. On the other hand, the higher angle velocity at A in
Figure 6 is about 250 deg./sec. Thus, the participant with a
walking disability clearly has a weaker kicking power when
raising their heel compared with that of the unimpaired
participant, indicating a clear difference in terms of gait.

The higher angle at B in Figure 5 is about -18 deg. On the
other hand, the lower angle at B in Figure 6 is about -8 deg.
Thus, the participant with a walking disability expressed
difficultly when raising their toe at the terminal swing phase.

Tables 1 and 2 list the averages and standard deviations
(SDs) of measured data for angle velocity at timing A and
angle at timing B. The angle velocity at timing A is clearly
different between unimpaired participants and those with
walking disabilities. There is a big difference between them
in the angle at timing B; however, this value would have
sometimes overlapped each other.

(a) WD: Sony SmartWatch3  (b) WD mounted on foot

Figure 4 — Measuring device and WD mounting method

40 T T

T
Acceleration

35

30

Acceleration (mis?)
LN
b}

T
Angle velocity ——— _| 80

400

200

Angle velacity (deg/s)
Angle (deg)

-200 b
o8

-400 - - - - -40
0 500 1000 1500 2000 2500

Time (ms)

Figure 5 — Angle velocity, angle, and acceleration for
unimpaired participant

_34—



40 T T
Acceleration

35

30

Acceleration (m/s”)

| | | |

T T
Angle velocity ——— _| g5
Angle
400 —
40

200
20

Angle (deg)

0

Angle velocity (deg/s)

-200 -20

-400 : ! ! L -40
0 500 1000 1500 2000 2500

Time (ms)

Figure 6 — Angle velocity, angle, and acceleration for
participant with walking disability

Table 1 — Angle velocity at the terminal stance

Unimpaired £09.36 1801
participant : .
Participant with
walking disability 342.06 86.52

Table 2 — Angle at the terminal swing

Unimpaired
Participant 17.76 8.02
Participant with )
disability 745 8.02

4. PROTOTYPE OF SHOE TO ASSIST PEOPLE
WITH WALKING DISABILITIES

As described in section 3, people with walking disabilities,
such as those who suffer from hemiplegia, clearly have a
weaker kicking power when raising their heel and swing
power when swinging their toe up. We have developed a
shoe, shown in Figure 7, that assists people with walking
disabilities. This shoe has a coil spring and leaf spring to
enable a user to easily raise their heel. The spring force of
the coil spring is 15 kg. The shoe has a roller to avoid the toe
accidentally tripping.

We compare the kicking power (angle velocity) when the
heel is raised between a normal shoe and our proposed assist
shoe worn by a stroke patient. The data is shown in Figure 8.
The kicking power with the assist shoe is lower and more
stable than that with a normal shoe.

ICT for Health: Networks, standards and innovation

We then measured a group of 8 students who were asked to
walk as if they had a disability while wearing a normal shoe
and the assist shoe. Measured data is shown in Figure 9. In
every participant except one, their kicking power with the
assist shoe was lower and more stable than that with the
normal shoe. Authors also examined, and sensed that the
shoe compensated to raise his foot slower with weaker power
than the normal shoe and its compensation power was stable.
Measured data in Figures 8 and 9 indicate the above senses.

We measured integrated electromyogram (iEMG) readings
for two people with walking disabilities to confirm the effect
of the assist shoe. We used the wireless EMG logger from
Logical Product Corporation [9]. The wireless EMG sensors
were attached to the gastrocnemius of the right leg as shown
in Figure 10. The sampling rate was 500 Hz. Measured data
is shown in Figure 11. The results for the assist shoe are
lower than those with a normal shoe for both people. The
compensation effect of the proposed assist shoe is also
confirmed with the iEMG.

Leaf spring

Figure 7 — Assist shoe prototype

Normal Assist
0 shoe shoe

1234567 8 9101112131415161718192021222324
Number of steps

Figure 8 — Kicking power when heel is raised with normal
and proposed assist shoes for a stroke patient
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Figure 9 — Kicking power when heel is raised with normal
and proposed assist shoes
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Figure 10 — EMG sensors placement
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Figure 11 — iEMG data when heel was raised

It is clear that the proposed shoe compensates for muscle
weakness. However, most evaluators including authors felt
the timing to generate a spring reaction force is too early to
walk smoothly; the timing at which the knee comes out in
front of the ankle is best.

The solid-ankle cushion heel (SACH) has been provided to
the foot prosthetic, and popularly used [10]. Most of them
are made with rubber, and inserted as the heel part of the
prosthetic foot. It assists foot prosthetic users to walk easily,
not walking disabilities. Its compensation principle would be
the same as the proposed shoe. Since SACHs are made with
rubber, a period of compensation effect is limited. They have
to be exchanged periodically. However, since metal springs
are used in the proposed shoe, these would not need
exchange.

The proposed shoe has a toe roller. However, as it is difficult
to have a person with walking disabilities intentionally trip
over an obstacle, we could not quantitatively evaluate it.

5. MODULE STRUCTURE AND ITS
STANDARDIZATION

One main reason why existing powered prosthetics are so
expensive is that the prosthetic market is not open in terms
of standards. A few manufacturers provide prosthetics to
replace a foot, leg and hip as an integrated device. These are
selected and adopted to each patient accordingly. However,
the components that comprise each prosthetic are not
compatible with those of other manufacturers.

By introducing a module structure and standardized
interfaces between module parts, third-party manufacturers
could produce individual components, significantly reducing
the overall price of prosthetics.

5.1 Module structure

From analyzing existing powered foot prosthetics, shown in
Figures 1, 2 and 3, we propose a standardized foot prosthetic
that comprises the following ten modules as shown in Figure
12:

- socket: connecting the leg to a prosthetic;

- ankle joint: connecting the socket to the foot with
rotational connector;

- foot: the same as a typical foot on which a battery
and control board are mounted:

- instep push/pull: enabling a foot to be raised and
lowered,;

- heel-up spring: absorbing shock when landing on a
hard surface and raising the heel (optional);

- toe: triggers walking to start from a standing position,
and connects to a hard surface when walking with
wide strides (optional);

- battery: driving a single cylinder module and toe
module;

- control board: controlling a single cylinder module
and a toe module in accordance with signals from a
central terminal;

- heel sensor: sensing the motion of a healthy foot;

- central terminal: sending signals to a control board
to raise or lower a foot and toe (smartphone).

As described in section 4, a shoe with a built-in coil spring
compensates for muscle weakness. However, we believe that
this is insufficient to raise the foot module of a prosthetic in
the same way as a person would raise a healthy foot.
Therefore, we believe the instep push/pull is needed to raise
or lower a foot module in addition to the heel-up spring. An
ankle joint module is necessary to connect the leg socket to
the foot module in the same way as an actual ankle joint.

In existing powered foot prosthetics, sensors have been
incorporated into the prosthetic control board to raise or
lower the foot part. However, there are differences between
a foot prosthetic and a healthy foot in motion. A computer
built into the prosthetic gradually compensates for such
differences. The proposed foot prosthetic is based on the idea
that both legs and feet move in essentially the same way, but
the motion cycle of each leg and foot is offset by half a cycle.
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There are no such differences as the foot prosthetic moves
synchronously with the healthy foot. However, a sensor that
monitors the healthy foot is needed. From our existing
research, we determined that monitoring the heel position of
the healthy foot is best. This is why a sensor is built into the
heel of the shoe.

The central terminal is required to control the instep
push/pull module in collaboration with the control board. We
believe the upper position of the foot module is ideal for
mounting the battery and control board to the foot prosthetic.

We plan to use a single motor cylinder for the instep
push/pull module. The module is attached to the front of the
shin as shown in Figure 12. However, we plan to determine
whether the module should be placed on the front of shin or
on part of the Achilles' tendon on the basis of experimental
results.

For the single motor cylinder, we used an Oriental Motor DR
series with a 30-mm stroke, 2-kg carrying force, and a 100-
mm/sec maximum stroke speed [11]. The heel-up spring has
a motor-driven spring-release mechanism. However, we
estimate that the release timing must be controlled by a
sensor built into the heel-up spring, not one built into the heel
of a shoe for a healthy foot.

We estimate the instep push/pull module and heel-up spring
can be applied to people with walking disabilities. In
particular, the heel-up spring is useful as it compensates for
muscle weakness, as described in section 4. This means that
the price of the heel-up spring can be lowered.

Row-leg

Socket

Int-12

Int-11 O <Sensor data>

<Control signal>

<Pulse rate, the nid
of pulses, dir
-7

Control B. D,
Battery m-l
Heel-up " Joe
. CJ
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Int-10
<Pulse rate, the number
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Figure 12 — Module structure foot prosthetic
5.2 Interface and standardization items

In the case of unpowered prosthetics, interfaces between
modules are at the physical level, since there is no control
information transferred between them. Physical level
information, such as size, weight, connecting method,

ICT for Health: Networks, standards and innovation

reliability, etc. must be defined in standardization. On the
other hand, since a computer system controls several
modules in a powered prosthetic, not only physical
information but also data-level information must be
standardized.

The following eight interfaces shown in Figure 12 do not
have exchange information between modules, so their
interface level is physical:
- INT-1: size, connection method, and reliability
between socket and ankle joint;
- INT-2: size, connection method, and
between ankle joint and instep push/pull;
- INT-3: size, connection method, and
between ankle joint and foot;
- INT-4: size, connection method, and
between instep push/pull and foot;
- INT-5: size, connection method, and
between foot and toe;
- INT-6: size, connection method,
between heel sensor and shoe;
- INT-7: DC/AC, voltage, and connector type between
battery and instep push/pull;
- INT-8: DC/AC, voltage, and connector type between
battery and toe.

reliability
reliability
reliability
reliability

and reliability

On the other hand, the following four interfaces include data-
level information in addition to the physical level
information;
- INT-9:
Physical level: connector type;
Data level: pulses from the control board to the
instep. The control board changes the direction,
speed and number of pulses to control the cylinder
speed and stroke.

- INT-10:
Physical level: connector type;
Data level: pulses from the control board to a
cylinder of the toe module. The control board
changes the direction, speed and number of pulses
to control the cylinder speed and stroke.

- INT-11:
Physical to session level: wireless connection
(Bluetooth);
Application level: controls direction, speed and
maximum angle of foot rotation.

- INT-12:
Physical to session level: wireless connection
(Bluetooth);.
Application level: controls direction, speed and
maximum angle of foot rotation.

6. CONCLUSION

There are several million people living with limb loss in the
world. Powered leg and/or foot prosthetics enable amputees
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to walk naturally. However, most of them are too expensive
for most leg amputees to afford.

We determined through experimentation that people with
walking disabilities, such as hemiplegia, clearly have a
weaker kicking power when raising their heel and a weaker
swing power when swinging their toes up than unimpaired
people. Our proposed shoe design has springs in the heel that
compensate for muscle weakness.

We proposed a module structure for a foot prosthetic derived
from our research results and observations of existing
powered foot prosthetics. We also proposed standardizing
interfaces between modules, enabling third-party
manufacturers to produce prosthetic components at lower
costs.

The introduction of such modules and standardization can
lower overall prices for prosthetics, enabling them to be
more affordable for foot amputees and people with walking
disabilities, which, as a result, will improve their quality of
life.
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ABSTRACT

Noise induced hearing loss (NIHL) is a growing public
health concern in the US and globally due to the emergence
of lifestyle preferences and environmental exposures to
sound levels exceeding safe listening limits for extended
periods of time. Issuance of the ITU guidelines for safe
listening devices/systems (ITU-T H.870) leading to the 2019
WHO-ITU standard, along with existing US federal and
military standards, provide a framework for developing an
accessible tool for promoting safe listening. Our proposed
Hearing Health app, is being developed for an aggregated
assessment of a user’s daily sound exposure, through the
audio system and the environment (occupation and beyond)
by integrating WHO-ITU and US safe listening standards,
providing real-time alerts, user-centric recommendations
and education that can be integrated into user lifestyles,
representing a wide demographic including young adult,
adult, civilian and military populations. The overall goal of
the app will be to increase NIHL awareness and facilitate
improvement of user’s listening behaviors.

Keywords — App, NIHL, safe listening standards, user-
centric, user listening behavior

1. INTRODUCTION

There is an increased global focus on improving hearing
healthcare due to auditory and non-auditory adverse health
outcomes resulting from noise induced hearing loss (NIHL)
[1]. The US Center for Disease Control (CDC) estimates ~
24% of US adults and WHO projects >1 billion young adults
worldwide are at risk of NIHL due routine, prolonged
exposures to loud noise [2,3]. The lack of awareness is
apparent in the latest CDC estimates, which state that 40
million US adults (20-69 years old) have NIHL, 1 in 2 of
whom not having noisy jobs, and 1 in 4 US adults who report
excellent to good hearing already have hearing damage [4].

Standards have been proposed to promote safe listening. In
the US, there are safe listening standards from National
Institute for Deafness and Communication Disorders
(NIDCD) [5], National Institute for Occupational Safety and
Health (NIOSH) [6], and Occupational Safety and Health
Administration (OSHA) [7] to limit occupational noise
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exposures. The NIOSH Sound Level Meter app measures
environmental sound and provides information on hazardous
levels [8]. The Department of Defense, Hearing Center of
Excellence (DoD, HCE) along with the Army Research Lab
(ARL) and Army Public Health Center (APHC) provide safe
listening standards and education to mitigate NIHL risk in
service personnel [9-11]. To address evolving young adult
lifestyles, the ITU-T H.870 guideline and the WHO-ITU
global standard for safe listening devices and systems
regulate exposure to loud sounds through personal audio
devices/systems [12, 13]. In addition, the hearWHO app was
launched recently to serve as a hearing screening to check
one’s hearing status [14].

An unmet need is the aggregation of the various UN and US
standards for real-time, cumulative assessment of daily noise
exposure, because of daily activities and lifestyle choices,
with features to facilitate the adoption of safe listening
practices into one’s lifestyle. We are proposing a ‘Hearing
Health App’ (App) that integrates US and UN safe listening
standards with features to match personal, occupational and
lifestyle needs, as well as personal preferences to improve
listening behaviors across a wide demographic.

2. METHODOLOGY
2.1 m-health app for hearing health

Mobile phones are ubiquitous devices that can have a long-
range wireless communication with the Internet, as well as
short-range wired or wireless communication with nearby
objects. Therefore, mobile phones can send and receive
information from the Internet, as well as from a nearby
device with Bluetooth connectivity, such as a Bluetooth-
enabled hearing technology (personal sound amplification
product, PSAP). The app can be downloaded and executed
with currently available global mobile phone technology,
potentially enabling global access to a hearing health tool.

The WHO defines mobile health (m-health), a subset of e-
health, as ‘the use of mobile wireless technologies for health’
and recognizes the value of digital technologies to contribute
to advancing health aims of the Sustainable Development
Goals [15]. Our selection of development of an app
acknowledges the WHO m-health directive and is guided by

Kaleidoscope



2019 ITU Kaleidoscope Academic Conference

the importance of the incorporation of user voice to promote
access, engagement and hearing health decision making. An
additional consideration for app development is the
incorporation of the WHO recommended Principles of
Digital Development [16] to further facilitate access and ease
of use. Overall, the Hearing Health app could serve to
provide a ‘digital health intervention’ for supporting hearing
healthcare.

2.2 App functionalities
The functioning of the Hearing Health app is based on;

e daily sound exposures, as a summation of A-weighted
sound pressure levels (SPL in dBA) over time, based on
daily activities related to occupation, lifestyle and
recreational choices;

e estimation of the user’s cumulative daily exposure vs
sound dosage from recommended US (occupational,
military) and UN (WHO-ITU) safe listening standards;

o risk notifications about unsafe noise exposures;

e incorporation of user voice on engagement strategies;

e option for connection to a personal hearing device, e.g.,
PSAP, via Bluetooth.

App functionalities and user voice implementation were
based on user feedback from a wide demographic.

2.3 Evaluation and incorporation of safe listening
standards

Table 1 — US and UN safe listening standards [5-7, 9-13]

Exposure Standard

type

Recreational
(audio
device)

WHO-ITU (H.870)
Adults: 80 dBA for 40 hours a week

Children: 75 dBA for 40 hours a week

Occupational | CDC, NIOSH Recommended Exposure

Level (REL): 85 dBA over 8 hours daily

OSHA Permissible Exposure Limit
(PEL): 90 dBA over 9 hours daily

NIDCD: < 70 dBA is safe; > 85 dBA is
damaging over time

US ARL: SPL shall not exceed an 8-
hour time weighted average of 85 dBA

Military

US APHC: Damage occurs at 85 dBA or
more for continuous noise

DoD HCE: Limit exposure exceeding 80
-85 dBA

The available US and UN safe listening standards can be
segmented into three main categories: recreational,
occupational, and military, as summarized in Table 1. The
standards are reflective of anticipated noise exposures in
daily life with associated standards for hearing safety.

Of the various standards, only the OSHA PEL and the WHO-
ITU provide methodology for computing A-weighted sound
pressure level exposures. The resultant exposure
assessments can be used to address the noise limits
recommended by the other agencies listed in Table 1. Also,
OSHA recommends that when daily noise exposure is
composed of at least two periods of different sound pressure
levels, the combined effect should be considered, rather than
the individual effect of each. The exposure calculations take
this recommendation into account.

The Hearing Health app calculates the user’s occupational
environmental exposure compared to OSHA’s PEL exposure
using the following formula:

c)
T(1)

c(2)
ORI

c(n)
T(n)

D = 100+ 32+

(D

where C(n) indicates the total time of exposure at a specific
noise level. D represents what percentage of the OSHA
standard for daily noise exposure to which the user has
already been exposed.

T(n) indicates the reference duration calculated by:

8
2(L—90)/5

T(n) = 2)

where L is the A-weighted SPL of the exposure.

For users whose sound exposure is primarily through audio
devices, the app calculates audio exposure via the WHO-1TU
standard. The exposure is calculated by

2
INCRGT: 3)
where pa(t) is the A-weighted SPL in Pa. This exposure is
then compared to WHO’s weekly dose of 1.6 pa®h for adults
and 0.51 pa?h for sensitive users (i.e. children).

The remaining occupational and military standards described
in Table 1 prescribe noise dosages over a set amount of time.
Therefore, to address the standards specified for an 8-hour
time period (CDC, Military), the cumulative exposures can
be calculated using the OSHA formula. To compensate for
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the different exposure volume for the 8-hour period, the
percent dosage calculation is multiplied by a factor f, where
fis the ratio of OSHA’s recommended 8-hour noise level (85
dBA) over the other standard’s recommended 8-hour noise
level.

2.4 Mitigation of discrepancies in measuring sound
exposure

There are a few causes of discrepancy when measuring a
user’s sound exposure. One such cause is the difference in
distance between the ear and microphone sampling
environmental noise. Because sound attenuation is inversely
proportional to the distance from the source, squared, the
perceived sound at a point closer to the source of the sound
can be substantially louder than the perceived sound at a
point farther away. Another such cause is the type of
microphone that is sampling. Different microphones have
different sensitivities, meaning that different microphones
can possibly register different sound pressure levels from the
same sound signal. To mitigate these two causes of
discrepancy, we propose using a microphone from a specific
PSAP product because the distance between the PSAP
microphone and the user’s eardrum is decreased and because
the software can be standardized to that specific PSAP
microphone’s sensitivity.

3. RESULTS
3.1 App overview

The Hearing Health app (Figure 1) is designed as a software
tool to serve as a companion for personal hearing health that
prompts a user to make informed decisions about personal
listening behaviors based on personal listening trends.
Throughout the day, the app monitors sound levels to
estimate the user’s sound exposure, while also presenting
alerts and notifications to the user to indicate how the
personal listening behavior compares to sound doses
prescribed by safe listening standards. The app also provides
personalized recommendations to limit or counteract unsafe
noise exposure that is relatable to daily lifestyles.

Safe Listening Standards

Civilian \
Sound Ex 0SHA . .
oun posure NIDCD Safe Listening Technology
o . ) NIOSH .
| Daily Activities | g Hearing
Commute Military Health App [ Personal
. Daily
Occupation |,  ARL * Sound
APHC Exposure " .
Sports vs. Limits Amplification
Entertainment DEPRAE ) ’ | Product
Home e ]
Personal
Audio Privacy ,
WHO-ITU | Cybersecurity
H-870

Figure 1 — Hearing Health app overview

ICT for Health: Networks, standards and innovation

The app samples environmental noise exposure using an
external microphone or internal phone microphone and can
sample audio sound exposure from the mobile phone’s
system audio player. The app leverages the mobile phone’s
short-range wireless connection to a PSAP consisting of
digital signal processor (DSP) packaged with a Bluetooth
Low Energy (LE) module to more accurately measure the
environmental and streamed sound exposure from a closer
distance to the user’s eardrum (Figure 1). Following the
Bluetooth LE protocol will allow the app to receive data
points from the PSAP, subject to the particular DSP. For
example, volume settings, battery level and ambient noise
levels may be available data points the app can query. When
possible, hardware tests of the PSAP device can be
performed by ensuring that input and output voltages do not
exceed those as listed in the DSP specification, as well as
accessing test points from the Bluetooth LE module to
program and debug the module. Note that the PSAP is
indicated for users without hearing impairment.

Privacy and security measures to safeguard personal
information include: (i) limiting data collection to that
required specifically for app execution, (ii) implementing
Health Insurance Portability and Accountability Act
(HIPAA) and General Data Protection Regulation (GPDR),
and (iii) using Amazon Web Services (AWS) for cloud
security. To ensure data security, the app only collects
amplitudes of the sound in decibels and stores them in
dynamoDB using s3 provided by AWS, which highly
emphasizes security and strictly meets US and international
compliance requirements.

3.2 User voice assessment for app personalization

An initial assessment of user awareness of NIHL and
preferences for app personalization features was conducted
in several user segments to represent a wide demographic
and is summarized below. The user segments included
military and civilian, young adults (age 18-25 years) and
adults (age >25 years), with or without perceived hearing
impairment.

CIVILIAN, young adult, not aware of personal impairment:

limited awareness of NIHL;
general perception that NIHL is not a risk for them;

o prefer to use personal audio devices throughout the day,
even during classes and face-to-face conversations;
some would like to mitigate NIHL risk;

e app would be helpful; but need to integrate to daily life.

CIVILIAN, young adult, with hearing impairment, tinnitus:
e some awareness of NIHL;

e may or may not wear hearing aids or hearing protection
devices as they are inconvenient or not effective;
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e app could be helpful to assess and potentially mitigate
risk;

o willing to make incremental lifestyle changes after
NIHL awareness using hearWHO App .

CIVILIAN, adult, not aware of personal impairment:

e some awareness of NIHL;

e sound measurement accuracy and use of reliable
standards important;

e app should provide continuum of assessment, alerts and
meaningful recommendations throughout the day that
can be readily incorporated into daily activities;

e privacy and security concerns need to be addressed.

CIVILIAN, adult, with hearing loss, tinnitus:

e strong concern about NIHL;

o reluctance to take action due to stigma;

e concerned about hearing aid amplification being used;
could damage hearing further;

e want personalized and relatable feedback to integrate
into daily life and potentially decrease further loss;

e receptive to using phone to measure sound exposure.

MILITARY, young adult, not aware of personal impairment:

e understand high risk of NIHL due to instructions from
senior personnel;

e do not consistently use hearing protection devices as
these prevent hearing normal conversation and impact
completion of duties;

e only wear hearing protection devices when operating
machinery; often still exposed to loud sounds, such as
artillery;

e app could help to assess risk during off-duty hours or
post-discharge; potentially help in preserving residual
hearing.

In summary, there was varying awareness of NIHL and its
consequences; however, it was encouraging that there was
interest in personal hearing health and support for a tool that
could be integrated into daily life.

3.3 App functionalities to implement safe listening
standards and personalization

The Hearing Health app functionalities (Figure 2) were
designed based on user feedback and the WHO-ITU toolkit
[17] as presented in Figure 2.
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Figure 2 — Hearing Health app functionalities

TRACK - Real-time volume level and cumulative sound
pressure exposure: Real-time volume level is measured in
dBAs, capturing the sound exposure the user is experiencing.
This lets the user see the sound level of their current
surroundings, meanwhile allowing the app to sample this
exposure and make recommendations based on the sample.

Cumulative sound pressure exposure monitors the user’s
daily and weekly noise dosage based on adjustable user
preferences. The user can leave the microphone on for
continuous sampling throughout the day or turn the
microphone on during different parts of their day where
exposures are anticipated to be high, for example sampling
their commute route or gym routine.

ALERT - Risk of NIHL: Risk alerts are in place for
potentially unsafe exposure, calculated based on the US and
UN standards as described previously, with a timer for the
remaining amount of time left that is recommended for the
user to continue listening at that exposure level. Additional
notification options (e.g. set at fixed time intervals) are
available based on user preference.

REPORT - Personalized to user activities: Daily and weekly
exposure reports are based on calculations aligned with US
and UN standards. Recommendations are made based on the
app’s analysis of the user’s listening behaviors. These
notifications would advise the user based on their sound
exposure such as to lower phone volume, listen to music of
a different genre, use hearing protection based on their
environment, shorten exposure duration by suggesting
breaks and alternative sound exposure options (guided by
daily activities) if there are continuous exposures above safe
listening.

EDUCATE - NIHL awareness and preventative measures:
As the purpose of the app is to help users practice hearing
wellness, relevant education and information on NIHL from
medical, federal, military and regulatory sources will be
provided. This material would cover the causes of hearing
loss, who is at risk, and current standards that regulate noise
exposure. Concerned users can learn more about various
hearing healthcare topics relevant to th