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Technical Specification ITU FG-AN
Concepts and principles of trust for autonomous networks including IMT-2020 and beyond
[bookmark: _Toc401158818][bookmark: _Toc164156472][bookmark: _Toc164157623][bookmark: _Toc178264057][bookmark: _Toc230161864][bookmark: _Toc230161949][bookmark: _Toc230181158][bookmark: _Toc230256549][bookmark: _Toc230256818][bookmark: _Toc230256877]1	Scope
This Technical Specification provides concept, and basic principles for trust in autonomous networks (AN). The scope of this technical specification including:
•	Stage one (frozen, closed to be discussed, contributed or updated since 2021.11.11):
–	Overview of trust in AN, including concepts and basic principles (clause 6).
[bookmark: _Toc30724][bookmark: _Toc30847][bookmark: _Toc4170][bookmark: _Toc28656][bookmark: _Toc25600][bookmark: _Toc25071][bookmark: _Toc32302][bookmark: _Toc22384][bookmark: _Toc5826][bookmark: _Toc32128][bookmark: _Toc222822622][bookmark: _Toc230181159][bookmark: _Toc230256550][bookmark: _Toc230256819][bookmark: _Toc230256878]2	References
[bookmark: J704][bookmark: _Toc401158820][bookmark: _Toc164156474][bookmark: _Toc164157625][bookmark: _Toc178264059][ITU-T Y.3051]	Recommendation ITU-T Y.3051 (2017), Basic principles of trusted environment in information and communication technology infrastructure.
[ITU-T Y.3052]	Recommendation ITU-T Y.3052 (2017), Overview of trust provisioning in information and communication technology infrastructures and services.
[bookmark: _Toc18110][bookmark: _Toc23783][bookmark: _Toc31072][bookmark: _Toc17345][bookmark: _Toc20279][bookmark: _Toc13880][bookmark: _Toc29608][bookmark: _Toc7122][bookmark: _Toc913][bookmark: _Toc25544][bookmark: _Toc1430][bookmark: _Toc222822623][bookmark: _Toc230181160][bookmark: _Toc230256551][bookmark: _Toc230256820][bookmark: _Toc230256879]3	Definitions
[bookmark: _Toc4723][bookmark: _Toc2049][bookmark: _Toc25459][bookmark: _Toc22636][bookmark: _Toc27661][bookmark: _Toc23997][bookmark: _Toc31123][bookmark: _Toc19291][bookmark: _Toc5213][bookmark: _Toc5868][bookmark: _Toc28974][bookmark: _Toc222822624][bookmark: _Toc230181161][bookmark: _Toc230256552][bookmark: _Toc230256821][bookmark: _Toc230256880]None.3.1	Terms defined elsewhere
This Technical Specification uses the following term defined elsewhere:
[bookmark: _Toc16173][bookmark: _Toc10953][bookmark: _Toc222822625]3.1.1	trust [ITU-T Y.3052]: Trust is the measurable belief and/or confidence which represents accumulated value from history and the expecting value for future. 
[bookmark: _Toc5091][bookmark: _Toc16343][bookmark: _Toc3930][bookmark: _Toc30004][bookmark: _Toc17041][bookmark: _Toc31464][bookmark: _Toc19745][bookmark: _Toc1270][bookmark: _Toc26695][bookmark: _Toc23911][bookmark: _Toc32222][bookmark: _Toc222822626][bookmark: _Toc230181162][bookmark: _Toc230256553][bookmark: _Toc230256822][bookmark: _Toc230256881]3.2	Terms defined in this Technical Specification
This Technical Specification defines the following terms:
[bookmark: _Toc1156][bookmark: _Toc4766][bookmark: _Toc15617][bookmark: _Toc6078][bookmark: _Toc222822627]3.2.1	trusted AN: The autonomous network which is trustworthy enough (i.e., working correctly as intended), so that the network itself can be partly or completely autonomous.
[bookmark: _Toc29164][bookmark: _Toc20118][bookmark: _Toc18563][bookmark: _Toc25066][bookmark: _Toc222822628]3.2.2	trust in AN: A measurable and quantifiable degree of the trustor's confidence in a network to let it be governed by itself with minimal to no human intervention.
[bookmark: _Toc6766][bookmark: _Toc9724][bookmark: _Toc32327][bookmark: _Toc16144][bookmark: _Toc222822629]3.2.3	trustor in AN: The one who/which has the authority to authorize a network and/or the relevant entity be governed by itself with minimal to no human intervention.
[bookmark: _Toc22696][bookmark: _Toc17102][bookmark: _Toc20492][bookmark: OLE_LINK3][bookmark: _Toc6671][bookmark: _Toc222822630]3.2.4	Trustee in AN: A network and/or the relevant entity with autonomy capabilities which is to be authorized to govern itself with minimal to no human intervention.
[bookmark: _Toc6402][bookmark: _Toc9470][bookmark: _Toc22950][bookmark: _Toc28703][bookmark: _Toc20033][bookmark: _Toc24118][bookmark: _Toc7793][bookmark: _Toc6543][bookmark: _Toc21809][bookmark: _Toc6399][bookmark: _Toc2690][bookmark: _Toc222822631][bookmark: _Toc230181163][bookmark: _Toc230256554][bookmark: _Toc230256823][bookmark: _Toc230256882]4	Abbreviations and acronyms
This Technical Specification uses the following abbreviations and acronyms:
AI		Artificial Intelligence 
AN		Autonomous Network
CSP		Communication Service Provider
ICT		Information and Communication Technologies 
[bookmark: _Toc10095][bookmark: _Toc25115][bookmark: _Toc15991][bookmark: _Toc27572][bookmark: _Toc14674][bookmark: _Toc5344][bookmark: _Toc20765][bookmark: _Toc2131][bookmark: _Toc20072][bookmark: _Toc23257][bookmark: _Toc31421][bookmark: _Toc222822632][bookmark: _Toc230181164][bookmark: _Toc230256555][bookmark: _Toc230256824][bookmark: _Toc230256883][bookmark: OLE_LINK12]5	Conventions
None.
[bookmark: _Toc21540][bookmark: _Toc30260][bookmark: _Toc20192][bookmark: _Toc27851][bookmark: _Toc4593][bookmark: _Toc14133][bookmark: _Toc19354][bookmark: _Toc23924][bookmark: _Toc16756][bookmark: _Toc17167][bookmark: _Toc14036][bookmark: _Toc222822633][bookmark: _Toc230181165][bookmark: _Toc230256556][bookmark: _Toc230256825][bookmark: _Toc230256884]6	Overview of trust in AN
[bookmark: _Toc7430][bookmark: _Toc19932][bookmark: _Toc32047][bookmark: _Toc685][bookmark: _Toc222822634][bookmark: _Toc230181166][bookmark: _Toc230256557][bookmark: _Toc230256826][bookmark: _Toc230256885][bookmark: _Toc19649][bookmark: _Toc11676][bookmark: _Toc14147][bookmark: _Toc18236][bookmark: _Toc16350]6.1	Introduction
As decision-making behaviour, trust is affected by past experience and associated predictions for the future. The study of trust in automated systems has been a topic of psychological study previously. However, artificial intelligence (AI) poses unique challenges for user trust, the AI user has to trust the AI, changing the interaction between a user and a system into a relationship. Trust is a complexity-reduction mechanism, whose importance increases the less we know about the technology. In information and communication technologies (ICT), trust has been studied and discussed since the application or usage of machine intelligence or AI. Mobile networks are evolving into the intelligence era with multiple application scenarios, features, services and operation requirements. Technologies including AI are expected to enable autonomous networks (AN) in areas such as network planning, deployment, operation, optimization, service deployment, and assurance. With the development of network systems and evolution of AI technology applications, operators are supposed to gradually handover their work and duties to network systems themselves which have self-X properties (the abilities to monitor, operate, recover, heal, protect, optimize, and reconfigure themselves), AN are becoming an inevitable trend of the network evolution. 
From the perspective of operators who are interested in and plan to deploy AN, the following questions may arise: 
•	Should an operator trust the AN? 
•	How to make human operator trust AN, and willing to hand over the control authority of the network to the AN system?
•	How much can human operators trust their AN?
•	What level of trust is sufficient/required for different mechanisms/aspects in AN?
•	What are the most important factors for AN to earn human operator's trust?
•	How to evaluate human operator's trust in AN?
If the above questions cannot be answered properly, the following serious problems and challenges will happen: the AN solutions including reliable ones and risky ones are difficult to be distinguished and may not be applied in operators' real networks due to the lack of confidence from operators, especially when the operators are facing the pressure of network quality assessment and market competition, traditional but more familiar solutions may be preferred then. On the other hand, from the AN's perspective, due to the lack of sufficient trust, AN solutions cannot get enough application opportunities in the real network, and thus lose the chance to learn and evolve to a more advanced level.
To solve the above problems, it is recommended to investigate and study trusted AN and trust in AN to help the telecom industry including communication service providers (CSPs), vendors and other industry participators to reach a consensus and unified understanding of the concepts and evaluation method on trust in AN. It will be discussed and defined in this Technical Specification, including but not limited to the concepts, basic principles, and evaluation of trust in AN (metrics, evaluation methodology, evaluation models, use cases and gap analysis).
[bookmark: _Toc7799][bookmark: _Toc26073][bookmark: _Toc30915][bookmark: _Toc23207][bookmark: _Toc222822635][bookmark: _Toc230181167][bookmark: _Toc230256558][bookmark: _Toc230256827][bookmark: _Toc230256886]6.2	Concepts
Trust concept itself is a complicated notion with different meanings depending on both participators and situations and influenced by both measurable and non-measurable factors. There are various kinds of trust definitions leading to difficulties in establishing a common, general notation that holds, regardless of personal dispositions or differing situations. Generally, trust is considered as a computational value depicted by a relationship between trustor and trustee, described in a specific context and measured by trust metrics and evaluated by a mechanism. [b-ITU-T TR Trust]
Trust is defined as "the measurable belief and/or confidence which represents accumulated value from history and the expecting value for future" in [ITU-T Y.3052].
Followings are the relevant concepts defined in this Technical Specification (see Figure 1):
•	Trusted AN: the autonomous network which is trustworthy enough (i.e., working correctly as intended), so that the network itself can be partly or completely autonomous.
•	Trust in AN: a measurable and quantifiable degree of the trustor's confidence in a network to let it be governed by itself with minimal to no human intervention.
•	Trustor in AN: the one who/which has the authority to authorize a network and/or the relevant entity be governed by itself with minimal to no human intervention.
•	Trustee in AN: a network and/or the relevant entity with autonomy capabilities which is to be authorized to govern itself with minimal to no human intervention.
[image: A conceptual model of trusted AN]
Figure 1 – A conceptual model of trusted AN
In the above conceptual model of trusted AN:
•	Trustor in AN should do evaluate trust in AN and decide the following procedures, e.g., intent, authorization, order, etc.
•	Trustee in AN should feedback the relevant issues (such as explanation, executive results, feedbacks, etc.) according to the period or time it has been set.
•	The evaluation of trust in AN may be initiated and completed by trustor in AN.
•	A close loop autonomous workflow may process with trustee in AN itself.
[bookmark: _Toc9664][bookmark: _Toc22468][bookmark: _Toc14901][bookmark: _Toc9453][bookmark: _Toc12152][bookmark: _Toc2093][bookmark: _Toc222822636][bookmark: _Toc230181168][bookmark: _Toc230256559][bookmark: _Toc230256828][bookmark: _Toc230256887]6.3	Basic principles
[bookmark: _Toc5142][bookmark: _Toc9098][bookmark: _Toc222822637]6.3.1	Current research situation of trust principles 
[bookmark: OLE_LINK41][bookmark: OLE_LINK39]In [ITU-T Y.3051], basic principles for creating a trusted environment in ICT infrastructure that provides information and communication services have been specified. The basic principles of trusted AN are specified carefully based on [ITU-T Y.3051].
In [ITU-T Y.3052], some descriptions about trustworthiness attributes are generally listed in Table II.1, and all of the attributes have been taken into consideration when provide the following basic principles of trusted AN.
[bookmark: OLE_LINK40]In the meantime, the topic of "trusted AI principles" has been initiated as a working group to be discussed and studied in Linux Foundation. The (R)REPEATS acronym captures AI principles of Reproducibility, Robustness, Equitability, Privacy, Explainability, Accountability, Transparency, and Security. These principles were derived after over a year of deliberation which included parsing through the various industry, non-profit, and partner company's AI principles, guidelines, contributions, and principles, while always keeping the community and social impact front and center. In addition to member companies' and non-profit groups' input, guidelines from OECD, EU, SoA, ACM, IEEE, DoD were also referenced. The key criteria balanced competing interests across the industry and companies with the need for open and innovative technology built with trust and accountability.
[bookmark: OLE_LINK42]NOTE – "LF AI & Data Announces Principles for Trusted AI" can be found on the website: https://lfaidata.foundation/blog/2021/02/08/lf-ai-data-announces-principles-for-trusted-ai/.
[bookmark: _Toc15580][bookmark: _Toc3373][bookmark: _Toc222822638]6.3.2	Basic principles of Trusted AN
Accountability, equitability, explainability, robustness and safety should be the basic principles for trusted AN and all of them shall be taken into consideration. The followings are the illustration of basic principles of trusted AN: 
•	Accountability requires AN and its provider(s) or vendor(s) to explain, justify and take responsibility for any decision and action made by the AN. 
•	Equitability for AN and its provider(s) or vendor(s) should take deliberate steps – in the AN life-cycle – to avoid intended or unintended bias and unfairness that would inadvertently cause any harm, damage or loss.
•	Explainability is the ability to describe how AN work, i.e., make decisions and actions. Explanations should be produced regarding both the procedures followed by the AN (i.e., their inputs, methods, models, algorithms and outputs, etc.) and the specific decisions and actions those are made. These explanations should be accessible to people with varying degrees of expertise and capabilities including the public. 
	NOTE – For the explainability principle to take effect, the AN engineering discipline should be sufficiently advanced such that technical experts possess an appropriate understanding of the technology, development processes, and operational methods of its AN systems, including the ability to explain the sources and triggers for decisions through transparent, traceable processes and auditable methodologies, data sources, and design procedure and documentation.
•	Robustness refers to the stability, resilience, adaptability, recency and performance of the systems and machines dealing with changing ecosystems. AN should function robustly throughout its life cycle and potential risks should be continually assessed and managed.
•	Safety of AN should be tested and assured across the entire life cycle within an explicit and well-defined domain of use. In addition, any AN should be designed to also safeguard the data, infrastructure, relevant hardware and software which are impacted.
In the above basic principles, none of them is with higher priority than any other, and each of them are related to each other.
[bookmark: _Toc28036][bookmark: _Toc15264][bookmark: _Toc3514][bookmark: _Toc7585][bookmark: _Toc9694][bookmark: _Toc32567][bookmark: _Toc222822639][bookmark: _Toc230181169][bookmark: _Toc230256560][bookmark: _Toc230256829][bookmark: _Toc230256888]6.4	Initiation and continuation of trust for trusted AN
[bookmark: _Toc25553][bookmark: _Toc222822640]6.4.1	General process of trusted AN
Trust can be divided into the objective part and the subject part. For AN, trust should be considered the subjective part from trustor's perspective and the objective part from trustee's perspective. For trusted AN, both initiation of trust and continuation of trust are the essential factors for networks working and evolving normally. The general process of trusted AN has been illustrated in following Figure 2.
[image: General process of trusted AN]
Figure 2 – General process of trusted AN
[bookmark: _Toc19956][bookmark: _Toc222822641]6.4.2	Initiation of trust for trusted AN
In order to initiate trust for trusted AN, trustor in AN can give an order to start the evaluation of trust in AN and the relevant process, after trust in AN evaluation, trustor in AN should take the results into consideration to make decision to AN. 
•	Trustor in AN should give some order or process to start the evaluation of trust in AN for the trustee in AN.
•	The result of trust in AN evaluation is recommended to outcome as percentage.
•	Trustor in AN shall take the result of trust in AN evaluation into consideration, alone with the subjective factors of trust, to make the following authorization decision(s):
–	Fully trust: the commercial AN can be applied in all the scenarios all the time before next evaluation.
–	Highly trust: the commercial AN can be applied in some scenarios in some specific time before next evaluation.
–	Tend to trust: the commercial AN can be applied just for a few scenarios in some specific time before next evaluation.
–	Tend to distrust: the AN provider(s) should make some improvement(s) for current AN, in order to gain more trust in following evaluation(s).
–	Highly distrust: the AN provider(s) should make some critical and essential improvements for current AN, in order to gain more trust in following evaluation(s).
–	Fully distrust: the AN provider(s) should rebuild current AN, in order to regain trust in following evaluation(s).
•	The evaluation of trust in AN is recommended to take place in the digital twin network or some simulated environment which are both mirrored from commercial AN.
Trusted AN can be initiate when trustor in AN decide to trust, and then the trustee in AN will authorized to govern themselves with minimal to no human intervention.
[bookmark: _Toc14053][bookmark: _Toc222822642]6.4.3	Continuous trust for trusted AN
After trusted AN being initiated, continuous or periodic evaluation shall be taken place to monitor the trust's fluctuation, in order to provide reference to trustor in AN to adjust the authorization decisions. 
The AN provider(s) should continuously improve the AN, in the meantime, AN may do evolve themselves, so that to earn continuous trust to maintain trusted AN.
As the essential and objective part of trust, trust in AN is mainly discussed in the follow-up contents, including but not limited the evaluation of trust in AN (including metrics, evaluation methodology and evaluation models) and architecture for enabling trust in AN.
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