- 4 -
TSB Circular 104

	[image: C:\Users\clarker\AppData\Local\Temp\7zE04E6E9AC\ITU official logo_blue_RGB.png]
	INTERNATIONAL TELECOMMUNICATION UNION
TELECOMMUNICATION STANDARDIZATION BUREAU
	

	
	[bookmark: date_of_signature]Geneva, 13 February 2026

	Ref:
	TSB Circular 104
SG17/XY
	To:
-	Administrations of Member States of the Union;
-	The State of Palestine (Res. 99 (Rev. Dubai, 2018))
Copy to:
-	ITU-T Sector Members;
-	Associates of ITU-T ITU-T Study Group 17;
-	ITU Academia;
-	The Chair and Vice-Chairs of ITU-T Study Group 17;
-	The Director of the Telecommunication Development Bureau;
-	The Director of the Radiocommunication Bureau

	Tel:
	+41 22 730 6206
	

	Fax:
	+41 22 730 5853
	

	E-mail:
	tsbsg17@itu.int
	

	Subject:
	Member State consultation on determined draft revised Recommendation ITU-T X.1280 and draft new Recommendations X.1286 (ex X.accsadlt), X.1821 (ex X.5Gsec-asra), X.1350
(ex X.sr-iiot), X.2105 (ex X.st-ssc), X.2210 (ex X.ig-dw), X.1910 (ex X.tc-ifd), X.1651 
(ex X.soar-cc), X.1607 (ex X.asm-cc), X.1418 (ex X.sg-dcs) and X.1417 (ex X.sr-dpts), proposed for approval at the ITU-T Study Group 17 meeting (Geneva, 1-10 June 2026)


Dear Sir/Madam,
1	ITU-T Study Group 17 (Security) intends to apply the Traditional Approval Procedure as described in Section 9 of WTSA Resolution 1 (Rev. Geneva, 2022) for the approval of the above-mentioned draft Recommendations at its next meeting in meeting in Geneva, from 1 to 10 June 2026. The draft agenda and all relevant information concerning the ITU-T Study Group 17 meeting will be available in Collective letter 8/17.
2	The titles, summaries and locations of the draft ITU-T Recommendations proposed for approval can be found in Annex 1. 
TSB NOTE 1 – No ITU-T A.5 justification document has been submitted for any of these determined draft texts.
TSB NOTE 2 – As of the date of this Circular, no IPR statement had been received by TSB regarding any of these determined draft text. For up-to-date information, members are invited to consult the IPR database at www.itu.int/ipr/.
3	This Circular initiates the formal consultation with ITU Member States on whether these texts may be considered for approval at the upcoming meeting, in accordance with clause 9.4 of Resolution 1. Member States are kindly requested to complete and return the form in Annex 2 by 2359 hours UTC on 20 May 2026.
4	If 70% or more of the replies from Member States support consideration for approval, one Plenary session will be devoted to applying the approval procedure. Member States that do not assign authority to proceed should inform the Director of TSB of the reasons for this opinion and indicate the possible changes that would enable the work to progress.
Yours faithfully,
(signed)
Seizo Onoe
Director of the Telecommunication
Standardization Bureau 
Annexes: 2
Annex 1
[bookmark: _Hlk221638928]Summary and location of Determined draft revised Recommendation ITU-T X.1280 and draft new Recommendations X.1286 (ex X.accsadlt), X.1821 (ex X.5Gsec-asra), X.1350 (ex X.sr-iiot), X.2105 (ex X.st-ssc), X.2210 (ex X.ig-dw), X.1910 (ex X.tc-ifd), X.1651 (ex X.soar-cc), X.1607 (ex X.asm-cc), X.1418 (ex X.sg-dcs) and X.1417 (ex X.sr-dpts)
[bookmark: _Hlk221695747]1	Draft revised Recommendation ITU-T X.1280 (SG17-R25)
Framework for out-of-band mutual authentication using mobile devices
Summary
In the authentication technology standards, verifier impersonation resistance is considered as a requirement of the highest level of authentication assurance. However, existing authentication technologies focus on user authentication and service providers cannot be verified explicitly.
Recommendation ITU-T X.1280 provides a framework for out-of-band mutual authentication using mobile devices, which resolves the vulnerability of verifier impersonation and the limitation of user terminal dependency of the existing authenticators. It allows a user to provide user authentication information after verifying the service provider explicitly and independently in the user authentication process on any user terminals.
[bookmark: _Hlk221695738]2	Draft Recommendation ITU-T X.1286 (ex X.accsadlt) (SG17-R26)
Access control platform using distributed ledger technology (DLT)-based authentication method
Summary
This Recommendation specifies the requirements for an access control platform using distributed ledger technology (DLT)-based authentication, a framework that enables secure, fast, and convenient distributed authentication and identity verification of users and devices in order to access to digital services. A DLT-based authentication systems enables secure identity identification, validation, and verification services designed to meet the requirements of the organization’s access controls.
An access control platform using DLT-based authentication protects user credentials against fraudulent activities through authentication and identity verification using DLT. DLT also enables a passwordless identity verification service with multi-factor authentication (MFA) methods to protect user’s account from being taken over (ATO), fraudulent transactions, unauthorized account access, account hijacking, credential fraud and ransomware.
This Recommendation could help DLT system researchers, designers, developers, and organizations to design, implement, and operate an access control platform using DLT based authentication.
[bookmark: _Hlk221695781]3	Draft Recommendation ITU-T X.1821 (ex X.5Gsec-asra) (SG17-R27)
Guidelines and technical requirements for the analysis of IMT-2020/5G network asset security risk
Summary
This Recommendation describes the necessity of conducting security risk analysis for IMT-2020/5G network assets during the operation and maintenance phase and identifies the gaps in current practices. Based on this analysis, this Recommendation specifies technical requirements and guidelines for IMT-2020/5G network asset security risk analysis, namely vulnerability detection, security baseline verification and asset security event analysis.

[bookmark: _Hlk221695844][bookmark: _Hlk221695836]4 	Draft Recommendation ITU-T X.1350 (ex X.sr-iiot) (SG17-R28)
Security requirements for the industrial Internet of things in smart manufacturing
Summary


This Recommendation identifies potential security threats and specifies corresponding security requirements that can occur in the intelligence dimension of industrial Internet of things (IIoT) based smart manufacturing specified in [ITU-T Y.4003]. Specifically, in this Recommendation, potential security threats that can occur at each layer of the intelligence dimension among the three dimensions (i.e., product lifecycle, system hierarchy, intelligence) of IIoT-based smart manufacturing are identified. The security requirements to respond to the identified security threats are specified for securing the intelligence dimension of IIoT-based smart manufacturing.
[bookmark: _Hlk221695875][bookmark: _Hlk221638629]5	Draft Recommendation ITU-T X.2105 (ex X.st-ssc) (SG17-R29)
Security threats of software supply chain
Summary
In recent years, there has been a significant increase in the number of cyberattacks resulting from vulnerabilities within the software supply chain. These attacks can result in devastating, expensive and long-term ramifications for affected organizations, their supply chains and their customers. To address these threats, there is a need to identify security threats in the software supply chain life cycle. There is also a need to identify all related stakeholders. These threats can be used to develop the controls in the software supply chain life cycle. 
This Recommendation provides high-level security threats and controls for software supply chain security, low-level security threats to the software supply chain, including open-source software (OSS) and closed-source software. It also provides fundamental principles and supply chain attack examples, identifies stakeholders involved in the development, build and distribution of software, and specifies the taxonomy of security threats in the software life-cycle processes. It also assigns an index to security threats according to category, so that each threat can be referenced by other parts of this Recommendation and other Recommendations.
[bookmark: _Hlk221695902]6	Draft Recommendation ITU-T X.2210 (ex X.ig-dw) (SG17-R30)
Implementation guidelines for digital watermarking
Summary
In the rapidly evolving digital economy, digital watermarking technology emerges as a crucial field, addressing the growing concerns of digital content piracy, authenticity verification and trusted management of data assets. This technology, especially in its invisible form, is instrumental in protecting digital copyrights and proving the authenticity of various digital media, including images, videos, audio, documents, web pages, databases and emerging generative artificial intelligence content. However, it also faces significant challenges. The prevalence of new forms of attacks and interferences, such as sophisticated image and video editing tools, large-scale content distribution platforms and unauthorized information leakage, has made watermark extraction and integrity protection increasingly difficult. Moreover, the emergence of novel digital contents like generative artificial intelligence (AI) and real-time interactive services poses new application demands, necessitating the advancement of watermarking techniques to accommodate large-capacity and real-time requirements while ensuring robust security and reliability.
Recognizing these challenges and the need for a unified implementation approach across different types of watermark carriers, this Recommendation aims to guide organizations in the effective deployment of digital watermarking technology focusing on enhancing its usability, reliability, and trustworthiness.
Typical application scenarios covered by this Recommendation include data leakage tracking, data integrity protection in services such as live video streaming and large-scale content distribution. By providing guidelines for defining implementation objectives, selecting watermarking algorithms through a detailed methodology approach, and encapsulating watermarking services, this Recommendation offers a comprehensive and practical framework for digital watermarking implementation, addressing current and future needs in safeguarding digital content and supporting trusted digital services in today's digital landscape.
[bookmark: _Hlk221695940][bookmark: _Hlk221695933]7	Draft Recommendation ITU-T X.1910 (ex X.tc-ifd) (SG17-R31)
Technical capabilities of interactive deception risk detection
Summary
Deception risk detection is a very important capability for certain ICT systems including systems for payment, rental system and credit granting etc.  Traditional deception risk detection mechanisms for these systems are based on service information gathering and rule/pattern matching, etc. As big data and AI technologies evolving, back-end system with automatic decision-making for deception risk detection is increasingly common. But the deception risk identification decisions made only by back-end systems face challenges such as the dependency on adequate data, balance between accuracy and recall rate and a friendly user interaction when service abortion caused by deception risk detection and response. Interactive deception risk detection, which means during the service launching and execution, users are invited in a conversation with ICT service systems, for information query to identify and reduce deception risk, provides the following benefits: 
Firstly, interactive deception risk detection will help to gather necessary information during the service process to strengthen the detection and decision of deception risk analysis, which can improve the accuracy and reduced the recall rate.
Secondly, when there is a suspicious deception risk happened, an interaction with user will help to let the user understand what happened and potentially promote the user’s awareness of deception risks in subsequent transactions.
Considering these factors, this document introduces technical capabilities of interactive deception risk detection, with which, the deception risk detection system will cooperate with an interactive engine to better identify the deception risk when there is not enough information identified to decide the risk level. According to rules, corpus and some other situation, the interactive engine contacts user by phone call, SMS, online interaction or other ways to collect more information for the deception risk detection system so as to lower the risk level. 
This Recommendation specifies technical capabilities of interactive deception risk detection, including capability identification, functional components to support identified capabilities and procedures that support interaction among different functional components.


[bookmark: _Hlk221695965]8 	Draft Recommendation ITU-T X.1651 (ex X.soar-cc) (SG17-R32)
Framework of security orchestration, automation and response for cloud computing
Summary
Nowadays, as network security strategies continue to evolve, the security architecture for cloud service providers (CSPs) or cloud service customers (CSCs) has changed from a simple combination of prevention and recovery to a new stage integrating detection, prevention, and response. Leading enterprises and organizations have attached greater importance to security orchestration, automation and response (SOAR). SOAR is regarded as the key technology to improve network elasticity and the efficiency of security operations for cloud computing, which can be detailed as follows:

1. By leveraging artificial intelligence (AI), it is possible to establish a security operation functionality in the cloud that includes threat analysis and automatic response, which could greatly improve the efficiency of security operations.
1. In cloud computing, SOAR has naturally a cost advantage. 
1. With the development of cloud native technology, there are new approaches to implementing incident response in cloud computing. 
This Recommendation describes the overview of SOAR for cloud computing, including the definition and the emerging background of SOAR, and analyses advantages of SOAR coping with security threats of cloud computing especially in incident responses. Then it also provides a framework of SOAR for cloud computing to improve the efficiency of security operations for both CSPs and CSCs.
[bookmark: _Hlk221695996][bookmark: _Hlk221638693]9	Draft Recommendation ITU-T X.1607 (ex X.asm-cc) (SG17-R33)
Requirements of attack surface management for cloud computing
Summary
This Recommendation outlines comprehensive requirements for attack surface management (ASM) in cloud computing environments. The key components of ASM include thorough cyber asset discovery, attack surface identification, in-depth analysis, and continuous monitoring. These processes are crucial for maintaining a robust security posture in cloud environments.
To effectively manage attack surfaces, attack surface management (ASM) shall seamlessly integrate threat intelligence and collaborate with third-party tools. Additionally, it should provide detailed visualizations and mappings of assets, data flows, and network traffic. This enables organizations to identify and mitigate potential vulnerabilities proactively. By continuously evaluating, securely configuring, and protecting attack surfaces in both multi-cloud and hybrid environments, ASM ensures that evolving cyber threats are effectively countered. Furthermore, it facilitates the prioritization and remediation of risks, allowing organizations to maintain a secure and agile cloud infrastructure.


[bookmark: _Hlk221696019] 10	Draft Recommendation ITU-T X.1418 (ex X.sg-dcs) (SG17-R34)
Security guidelines for DLT-based digital collection services
Summary
A distributed ledger technology (DLT)-based digital collection is a unique digital certificate registered on a private DLT system. It is utilized to denote ownership of assets such as artworks or collectibles. A DLT-based digital collection service system primarily includes three key stakeholders: a digital collection user, a digital collection asset provider, and a digital collection service platform operating the private DLT system. This system facilitates a range of activities related to digital collections, encompassing issuance, sales, purchase, auctions and transactions.
In the DLT-based digital collection service system, the stakeholders differ in each process, resulting in the creation and demand for various types of data. Each process introduces security risks with severe implications, including financial loss, reputational harm, market instability and exposure of personal information. To counter these risks, this Recommendation identifies potential security threats encountered during various activities related to digital collections and specifies security requirements and controls to mitigate them.
[bookmark: _Hlk221696048]11	Draft Recommendation ITU-T X.1417 (ex X.sr-dpts) (SG17-R35)
Security requirements for distributed ledger technology (DLT) data on permissioned DLT-based distributed power trading systems
Summary
A distributed power trading (DPT) system based on permissioned distributed ledger technology (DLT) is a system designed for peer-to-peer trading of energy in a smart grid. Permissioned DLT has been applied to power trading systems to address issues in conventional power trading systems. However, challenges still exist in permissioned DLT-based DPT systems. 
This Recommendation identifies security threats to the data processed in permissioned DLT-based DPT systems, particularly sensitive data related to participants in the systems, such as user identifier (ID), energy resource composition, operational status and energy production/consumption schedules. It also provides security requirements to mitigate these security threats and protect sensitive data from external exposure. This Recommendation can be utilized in the design, development and operation of DPT systems using permissioned DLT.

Annex 2
Subject: Member State response to TSB Circular 104:
Consultation on Determined revised Recommendation ITU-T X.1280 and draft new Recommendations X.1286 (ex X.accsadlt), X.1821 (ex X.5Gsec-asra), X.1350 (ex X.sr-iiot), X.2105 (ex X.st-ssc), X.2210 (ex X.ig-dw), X.1910 (ex X.tc-ifd), X.1651 (ex X.soar-cc), X.1607 (ex X.asm-cc), X.1418 (ex X.sg-dcs) and X.1417 (ex X.sr-dpts)
	To:
	Director of the 
Telecommunication Standardization Bureau,
International Telecommunication Union
Place des Nations
CH 1211 Geneva 20, Switzerland
	From:
	[Name]
[Official role/title]
[Address]

	Fax:
	+41-22-730-5853
	Fax:
	

	E-mail:
	tsbdir@itu.int 
	E-mail:
	

	
	
	Date:
	[Place,] [Date]


Dear Sir/Madam,
With respect to the Member State consultation on the Determined draft texts listed in TSB Circular 104, I would like to advise you of the opinion of this Administration, which is set out in the table below.

	
	Select one of the two boxes

	Draft revised X.1280
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1286 (ex X.accsadlt)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1821 (ex X.5Gsec-asra)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1350 (ex X.sr-iiot)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.2105 (ex X.st-ssc)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.2210 (ex X.ig-dw)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1910 (ex X.tc-ifd)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1651 (ex X.soar-cc)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1607 (ex X.asm-cc)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1418 (ex X.sg-dcs)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)

	Draft new X.1417 (ex X.sr-dpts)
	|_|	assigns authority to ITU-T Study Group 17 to consider this text for approval (in which case, select one of the two options ⃝):
|_|	No comments or suggested changes
|_|	Comments and suggested changes are attached

	
	|_|	does not assign authority to ITU-T Study Group 17 to consider this text for approval (reasons for this opinion and an outline of possible changes that would enable the work to progress are attached)



Yours faithfully,



[Name]
[Official role/title]
Administration of [Member State]
___________
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