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[bookmark: _Toc214644446]Executive summary
This report responds to a request from TSAG (May 2025) to the TSB Director to continue working on the issue of human rights and standardization. It aims to map how selected Standards Development Organizations (SDOs) and international bodies integrate human-rights considerations into their work, and to identify practical options for ITU-T. It reviews approaches taken by ISO, IEC, IEEE, IETF, ETSI, CEN/CENELEC, as well as the Council of Europe (CoE) and UNECE, based on desk research and targeted discussions with secretariat staff and technical representatives from the selected organizations.

The research suggests that across these bodies, awareness of human rights in technical standardization is growing, but practice remains uneven and fragmented. A common difficulty is translating broad norms (e.g., privacy, equality, non-discrimination, accountability, access to information) into concrete engineering requirements. Rapidly evolving technologies and new deployment contexts create unforeseen impacts that are hard to anticipate at design time. Governance and participation models also differ significantly, with many processes effectively “pay-to-play”, limited access to working documents, and an over-representation of well-resourced industry actors compared to civil society, academia and smaller organizations. Human rights language is sometimes perceived as “too political”, which can discourage early discussion and, if handled poorly, risks slowing or blocking standardization work. Monitoring and follow-up mechanisms remain limited and largely voluntary, and evidence of practical uptake of existing guidance is limited.

At the same time, several promising practices are emerging. CEN/CENELEC’s Annex III framework and governance commitments provide a structured model for civil-society participation and inclusiveness in AI-related standardization. The CoE’s HUDERIA methodology offers a replicable, context-based risk and impact-assessment process linking legal principles with technical choices. ETSI is considering to pilot lightweight human-rights checkpoints at key stages of the standards lifecycle. IEEE has developed a substantial portfolio of ethics and rights-related standards (7000-series) and certification schemes. The IETF/IRTF has produced methodological RFCs (including RFC 9620) and practices, such as “considerations” sections and threat-modeling, that embed rights-relevant issues into protocol design. UNECE’s Gender-Responsive Standards work and planned human rights action plan provide templates for turning policy objectives into internal action plans for standards organizations.

There is a clear potential for convergence. Legal and policy frameworks (CoE, UNECE, OHCHR) can supply shared reference points, while SDOs provide technical translation. ISO, IEC and ITU are well placed to act as coordination hubs, aligning terminology and promoting interoperability between methods such as HUDERIA, UNECE blueprints, ETSI checkpoints, IEEE schemes and IETF methodologies. Aligning standardization practices with the UN Guiding Principles on Business and Human Rights (UNGPs) could also support policy coherence, as many companies active in SDOs already conduct human rights impact assessments under the UNGPs. The emerging Global Digital Compact (GDC) further reinforces expectations that technical standardization processes incorporate human rights due diligence, transparency and inclusive participation, creating an additional policy driver for convergence across SDOs.

The overall conclusion is that human rights integration in standardization can be feasible when framed in technical, procedural and governance terms. ITU-T can add value by organizing existing tools, testing practical mechanisms in its own processes and helping to build a more coherent, interoperable ecosystem for human rights respecting technical standards.

1. [bookmark: _Toc214644447]Introduction
This report presents an overview of how other Standards Development Organizations (SDOs) and related international bodies address human rights considerations within their standardization processes. It was prepared in response to discussions held at TSAG in May 2025[footnoteRef:1], which requested further analysis on this topic. [1:  TSAG requested the TSB Director to continue working on the issue of human rights and standardization, within the existing budget and ITU mandate, taking into account C19R1.
TSAG-C19R1: To prepare a report on how other SDOs and other relevant organizations deal with human rights, including a comparison of the taxonomies, frameworks and procedures that they use, and to develop options for further work in ITU-T for Member States to consider at a future TSAG meeting.] 

The report was developed by the Telecommunication Standardization Bureau (TSB). It provides a comparative analysis of existing approaches, identifies good practices and challenges, and proposes opportunities for further work within ITU-T.
2. [bookmark: _Toc210924241][bookmark: _Toc214644448]Methodology
The comparative analysis was conducted between September and October 2025 through a combination of desk research and targeted discussions with secretariat staff, technical experts, and external-relations officers from the participating SDOs and intergovernmental bodies. The review examined institutional documents, policy frameworks, and procedural guidelines addressing the integration of human rights considerations into standardization. The discussions focused on each organization’s ongoing or planned activities related to human rights and on identifying good practices, challenges, and potential opportunities for collaboration relevant to ITU-T.
3. [bookmark: _Toc214644449]Overview of approaches
[bookmark: _Toc214644450]3.1	International Organization for Standardization (ISO)
The International Organization for Standardization (ISO) develops standards across virtually all sectors, yet human rights integration remains uneven and decentralized across its committees. While certain areas, such as sustainable events management and children’s rights, explicitly reference human rights, most technical work addresses the topic indirectly or under broader “socio-technical” framing.
ISO’s policy work on artificial intelligence has become a key entry point for raising awareness of human rights considerations. In preparing for the International AI Standards Summit (Seoul, December 2025), ISO, together with IEC and ITU, is engaging in discussions on how to reflect human rights and socio-technical dimensions in future cooperation on AI standardization. 
The main challenge lies in the translation of human rights into technical requirements and the perception within expert communities that such discussions are “too political.” ISO’s decentralized structure, where national standards bodies define priorities, adds complexity, as approaches vary widely across countries. While civil society participation is formally possible through liaison mechanisms, it remains limited in practice.
Current efforts focus on capacity building and cross-institutional collaboration. ISO is working with the OHCHR, Council of Europe, IEC, and ITU to harmonize methodologies and normalize rights-based dialogue within the standardization ecosystem. There is growing support for practical tools, such as checklists and pilot projects on AI safety or multimedia authenticity, that could demonstrate systematic ways to consider rights impacts during technical drafting.
ISO also promotes the formation of a “coalition of the willing” among SDOs and international organizations to exchange good practices and present aligned messages to member states. This collaborative, incremental approach, anchored in training, pilots, and awareness, aims to make human rights a visible and operational part of standardization without disrupting existing processes.
[bookmark: _Toc214644451]3.2	International Electrotechnical Commission (IEC)
The International Electrotechnical Commission (IEC) is a global organization composed not of Member States but of national standardization associations, which collectively develop international standards for electrical, electronic and related technologies. Recognizing that these standards increasingly intersect with human rights concerns, the IEC has initiated several activities to integrate rights-based perspectives into its work.
The organization is raising awareness internally on how technical standards can affect fundamental rights particularly in areas influenced by artificial intelligence and digital transformation. It actively participates in the Council of Europe’s Committee on Artificial Intelligence (CAI) and follows the development of the Framework Convention on Artificial Intelligence and Human Rights, Democracy and the Rule of Law adopted in May 2024. This engagement reflects the IEC’s effort to align with broader legal frameworks addressing the ethical and societal dimensions of technology.
The IEC is also contributing to the HUDERIA initiative (Human Rights, Democracy and Rule of Law Impact Assessment for AI Systems), which provides structured guidance for assessing AI-related risks. Through this collaboration, the IEC seeks to better understand how impact-assessment methodologies can inform the design and implementation of technical standards.
Internally, the IEC is evaluating pilot projects to explore how human rights considerations could be embedded in specific standardization processes. In the context of preparations for the International AI Standards Summit (Seoul, December 2025), the IEC is contributing to ongoing discussions on the socio-technical dimensions of standardization, the relevance of the Global Digital Compact, and the need for inclusive and multistakeholder participation. 
Ongoing dialogue with the Office of the High Commissioner for Human Rights (OHCHR) and reference to other SDOs complement these efforts. By connecting its technical expertise with legal and ethical frameworks, the IEC is laying the groundwork for a systematic integration of human rights considerations across the electrotechnical standards ecosystem.
[bookmark: _Toc214644452]3.3	Institute of Electrical and Electronics Engineers (IEEE)
The Institute of Electrical and Electronics Engineers (IEEE) integrates human rights considerations into technical standardization through a broad, cross-sectoral approach linking ethics, governance and engineering practice. Its mission to advance technology for the benefit of humanity frames how it addresses the societal and human rights implications of emerging technologies.
Since 2016, IEEE has led the Ethically Aligned Design[footnoteRef:2] initiative which explores the moral and societal dimensions of AI and related systems. This work gave rise to the IEEE 7000 series[footnoteRef:3], a portfolio now exceeding one hundred global standards addressing algorithmic bias, transparency, data privacy and accountability in autonomous and intelligent systems[footnoteRef:4]. Complementing this, the IEEE CertifAIEd program[footnoteRef:5] certifies AI development processes, ensuring that ethical and rights-based criteria are embedded from the outset rather than treated as afterthoughts. [2:  https://standards.ieee.org/wp-content/uploads/import/documents/other/ead_v2.pdf ]  [3:  https://standards.ieee.org/ieee/7000/6781/ ]  [4:  https://standards.ieee.org/industry-connections/activities/ieee-global-initiative/ ]  [5:  https://standards.ieee.org/products-programs/icap/ieee-certifaied/professional-certification/ ] 

IEEE’s standards process is open and participatory, allowing experts from industry, academia, civil society, and public institutions worldwide to contribute. This inclusivity ensures that diverse perspectives, technical, ethical and societal, inform the drafting of standards. The organization also supports pre-standardization work, enabling early exploration of issues such as human rights implications before formal technical drafting begins.
Although IEEE’s standards process is formally open and participatory under the WTO/TBT framework[footnoteRef:6], participation often requires resources and membership fees, which can result in an overrepresentation of industry actors compared to civil society or smaller organizations. [6:  https://www.wto.org/english/res_e/publications_e/tbt10keys2024_e.htm ] 

Recognizing that technologies such as AI, quantum computing and IoT cut across domains, IEEE leverages its multidisciplinary network to address human rights in a socio-technical manner. Collaboration with other standards bodies, including ITU, ISO, and IEC, through joint development agreements and liaison mechanisms strengthens coherence across the international standardization ecosystem.
The main challenges remain translational and procedural: converting broad rights into measurable technical requirements and reconciling differing regional interpretations within consensus-based processes. To advance, IEEE promotes education, capacity-building and cross-sector dialogue. Its frameworks, already adopted in public initiatives such as Vienna’s Digital Humanism strategy, demonstrate how human rights principles can be operationalized through concrete engineering standards.
[bookmark: _Toc210996466][bookmark: _Toc214644453]3.4	Internet Engineering Task Force (IETF)
The Internet Engineering Task Force (IETF) integrates human rights considerations through an engineering-driven, bottom-up process. As a voluntary standards body, it develops technical protocols that succeed by adoption rather than mandate. Human rights are treated as design constraints to be translated into technical trade-offs rather than policy statements. 
Human rights considerations at the IETF are informed in part by analytical work carried out within the Internet Research Task Force (IRTF), particularly through the Human Rights Protocol Considerations (HRPC) research group. Two key IRTF documents, RFC 8280 and RFC 9620, propose methodologies for examining how internet protocols can enable, or interfere with human rights. While these RFCs are not formal IETF standards and do not carry normative weight, they provide structured frameworks that have been applied in human-rights protocol assessments, including the QUICHR methodology[footnoteRef:7]. Their influence lies in articulating how rights translate into engineering trade-offs and in encouraging protocol designers to consider human-rights impacts during early stages of design. [7:  https://datatracker.ietf.org/doc/html/draft-martini-hrpc-quichr-00 ] 

Human rights dimensions are often addressed through security and threat-model frameworks. Every IETF specification must include a security considerations section, establishing a formal expectation of risk analysis. While no equivalent rule yet exists for human rights considerations, related discussions take place within the Human Rights Protocol Considerations (HRPC) research group. New working groups increasingly define threat models at the start of their work, embedding rights-related issues, such as privacy and safety, into engineering trade-offs. A recent example involves mitigating unwanted Bluetooth trackers used in intimate-partner violence, balancing functionality with personal security.
Key challenges include the compositional complexity of protocols, each acts as a building block whose human rights impact emerges only when combined into systems, as well as dual-use risks, where a protocol may both enable and undermine rights depending on context.
IETF’s experience demonstrates that rights integration becomes actionable when framed in technical language. Embedding “considerations” sections, defining threat models and translating rights into requirements provide practical mechanisms that other standards bodies can adapt. This pragmatic, decentralized method links abstract principles with engineering realities without imposing political or prescriptive frameworks.
A comprehensive overview of IETF and IAB perspectives on human rights in technical standardization can be found in the IAB’s response to the OHCHR call for input[footnoteRef:8] (2023). This document outlines how rights considerations are translated into engineering practices, threat models, and protocol design priorities. [8:  https://datatracker.ietf.org/doc/statement-iab-response-to-the-ohchr-call-for-input-on-the-relationship-between-human-rights-and-technical-standard/00/pdf/ ] 

[bookmark: _Toc214644454]3.5	European Telecommunications Standards Institute (ETSI)
ETSI has begun an internal initiative to integrate human rights considerations into its standardization process. The effort remains exploratory and aims primarily to build awareness and gradually embed explicit human rights references within existing procedures.
The institute is preparing a draft proposal to its board, to be considered in late 2025, introducing a lightweight procedural add-on that inserts human rights checkpoints at three key stages of a standard’s lifecycle: (1) approval of a new work item, (2) maturity of a draft, and (3) finalization or pre-publication. At each stage, participants would ask whether the work is likely to affect human rights. If so, consultation with internal or external expertise would be recommended before proceeding.
This pragmatic approach seeks to ensure that human rights questions are systematically raised without slowing technical work. ETSI plans to test the model through pilot projects, potentially in emerging technology domains, where rights implications have already been recognized in related discussions.
Human rights language currently appears in ETSI’s statement of values[footnoteRef:9] but not in its formal drafting rules. The new mechanism would bring these considerations into the operational framework of standardization aligning with evolving expectations in the European context. [9:  https://portal.etsi.org/directives/50_ETSI_directives_dec_2024.pdf ] 

The initiative is guided by two principles: proportionality and feasibility. The mechanism must remain simple and sustainable with three or four concise checkpoints and minimal administrative burden. Bandwidth constraints mean that the process will evolve incrementally starting with internal pilots and consultation among board members, national administrations and experts from the European Commission and Member States.
By focusing on a lean, procedural entry point, ETSI is building a culture of reflection on human rights impacts within its technical community, creating a foundation for future cooperation with other standards bodies pursuing similar objectives.
[bookmark: _Toc214644455]3.6	European Committee for Standardization and European Committee for Electrotechnical Standardization (CEN/CENELEC)
CEN and CENELEC play a central role in translating the European Union’s AI Act into harmonized standards that provide presumption of conformity with legal requirements. Acting under a standardization request from the European Commission, their Joint Technical Committee 21 (JTC 21) develops deliverables supporting the Act’s risk-based framework. Under JTC 21, CEN/CENELEC created a Task Group dedicated to Inclusiveness, in charge of raising awareness about their activities to bring new stakeholders (including NGOs) to the discussions. This work positions CEN/CENELEC as key interfaces between EU legislation and global technical standardization.
A distinctive feature of the CEN/CENELEC system is its structured inclusiveness mechanism, anchored in Annex III of Regulation (EU) 1025/2012. Four Annex III organizations, the European Trade Union Confederation (ETUC), European Association for the Coordination of Consumer Representation in Standardization (ANEC), European Environmental Citizens’ Organisation for Standardisation (ECOS), and Small Business Standards (SBS), participate directly in technical work. They receive EU funding and exercise a formal Right of Opinion on draft standards, now integrated into the eBalloting process. Recent governance updates have strengthened these rights, particularly for SBS.
Beyond these mechanisms, Equinet, the European Network of Equality Bodies, holds liaison status with JTC 21 and contributes to “equality-by-design” discussions in AI-related working groups. The EU Agency for Fundamental Rights (FRA) has also been identified as a potential counterpart on rights impact assessment, complementing technical and procedural expertise with legal insights.
CEN/CENELEC’s governance commitments, adopted in the wake of the AI Act, explicitly promote the “appropriate representation and effective participation of relevant stakeholders”. This provides a mandate to involve human-rights experts in technical drafting when standards intersect with equality, consumer protection or labor rights.
By embedding participation rights and transparency directly into its procedures, CEN/CENELEC offers a model of procedural integration of human rights within standardization. Its inclusiveness framework and risk-based methodology serve as operational pathways for aligning technical standards with human rights.
Following the 2024 CJEU Malamud ruling, harmonized standards incorporated into EU legislation must be made freely accessible to the public. This has strengthened transparency expectations within the European standardization system and may increase public access to associated outcome documents.
[bookmark: _Toc214644456]3.7	Council of Europe (CoE)
The Council of Europe, which produces normative instruments but not technical standards, approaches the integration of human rights in standardization from a legal and normative perspective. Within its Committee on Artificial Intelligence, it has developed the Human Rights, Democracy and Rule of Law Impact Assessment Methodology (HUDERIA)[footnoteRef:10] to ensure that international and regional human rights obligations are systematically reflected in the design, development and deployment of AI systems and related technologies. [10:  https://www.coe.int/en/web/artificial-intelligence/huderia-risk-and-impact-assessment-of-ai-systems ] 

HUDERIA adopts a sociotechnical approach, acknowledging that AI systems behave differently depending on context. It encourages the integration of social, legal, and cultural considerations into system design and risk analysis. The methodology provides a Context-Based Risk Analysis (“COBRA”) that can be used to identify and assess risk factors affecting the scope, scale, probability and reversibility of adverse impacts on human rights arising in the AI system’s application, design, development and deployment contexts, as well as a glossary linking legal principles to technical implications. For example, translating the right to privacy into encryption requirements or the right to information into accessibility measures.
Several HUDERIA components and the detailed “COBRA” section are already published. A future online tool will operationalize HUDERIA, allowing users to connect human rights questions to relevant technical standards from organizations. This interoperability aims to bridge legal guidance and technical standards.
The CoE’s work highlights strong complementarity with SDOs: legal frameworks raise the questions while standards provide the technical responses.
The main challenges lie in translating abstract rights into practical guidance and overcoming perceptions of human rights integration as a political exercise. HUDERIA’s practical tools and interoperability position the CoE as a key reference for connecting norms with technical standards.
[bookmark: _Toc214644457]3.8	United Nations Economic Commission for Europe (UNECE)
Within the United Nations system, the UNECE Working Party on Regulatory Cooperation and Standardization Policies (WP.6) promotes a policy approach linking standardization to human rights through the broader lens of quality infrastructure. This framework, covering standardization, conformity assessment, accreditation, metrology, and market surveillance, is viewed as a preventive mechanism for human rights protection, ensuring product safety, environmental sustainability, and non-discrimination in trade and technology.
UNECE has been a global leader in Gender-Responsive Standards since 2016. Its Recommendation and Declaration on Gender-Responsive Standards, signed by ISO, IEC and ITU, affirm that standards are not neutral and should integrate gender and human rights considerations systematically. The program has produced a blueprint for gender action plans within standards organizations and practical guidance such as Why Gender-Responsive Standards Are Better for Everyone, showing how gender bias affects product safety and digital design.
Building on this experience, UNECE is planning to adapt the gender methodology toward a broader human rights action plan for standardization. Current discussions explore how principles like privacy, equality, and the right to a healthy environment can be operationalized through technical requirements, translating rights concepts into engineering practices. UNECE also advocates internationally through regional standardization bodies such as COPANT in Latin America, ARSO in Africa, and SMIIC for Islamic countries, encouraging the creation of national action plans and inclusive participation.
Challenges include political resistance from some States, particularly regarding explicit links between standards, human rights, and the Sustainable Development Goals, and the difficulty of tracking how voluntary recommendations are implemented in practice. Nonetheless, UNECE’s proven blueprint-based methodology and inter-agency cooperation with ISO, IEC, ITU, and UNESCO provide a replicable model for embedding human rights principles into the standardization ecosystem at both policy and technical levels.
4. [bookmark: _Toc214644458]Comparative analysis
[bookmark: _Toc214644459]4.1	Common challenges
Across all organizations, a recurring difficulty lies in translating human rights principles into technical language. While awareness of the topic has grown, most SDOs lack systematic tools to convert abstract obligations, such as equality, privacy, or accountability, into operational engineering criteria. A further complication is the dynamic nature of technology deployment. Standards develop new uses over time, and protocols may be combined in ways that were not anticipated by their designers. Such evolutions can generate unforeseen consequences for human rights, making it difficult to predict impacts at design time and underscoring the need for iterative and long-term monitoring.
A second barrier is institutional fragmentation. Each SDO operates under its own governance model, intergovernmental, regional, or private, making coordination difficult and leading to duplication of effort. Integration depends heavily on individual champions rather than formal procedures. There is a significant opportunity to strengthen cross-disciplinary capacity for translating legal principles into technical requirements. As seen in the evolution of the UN Guiding Principles on Business and Human Rights, developing shared methodologies and tools for operationalization can help SDOs and human-rights bodies converge on practical, interoperable approaches. 
Participation gaps persist. Although openness and consensus are central to standardization, non-industry actors remain under-represented. In many organizations, access to working documents and decision-making spaces is effectively “pay-to-play”, with membership fees or travel requirements that favor well-resourced industry participants. Limited resources and technical literacy further constrain the effective involvement of civil society, academia and smaller organizations.
Beyond intergovernmental bodies such as OHCHR and the few organizations formally recognized in SDO procedures, the global human rights ecosystem encompasses hundreds of NGOs, research centers, legal clinics and grassroots organizations with deep expertise in privacy, equality, freedom of expression, accessibility, and digital rights. Their participation in standardization remains extremely limited, largely due to resource constraints, lack of structured entry points, and insufficient recognition of their technical and legal expertise.
Another barrier is the widespread unfamiliarity within technical communities with legal and human rights terminology. What is often described as “politicisation” typically reflects uncertainty about how rights translate into engineering decisions rather than an inherent opposition to the topic.
Finally, monitoring and implementation remain weak. Even where guidance exists (as in UNECE or CoE methodologies), follow-up mechanisms are voluntary and evidence of practical uptake is limited.
[bookmark: _Toc214644460]4.2	Good practices
· Structured methodologies: HUDERIA (CoE) offers a replicable framework linking rights to technical choices through an adaptable and flexible socio-technical approach composed of a four-step iterative process, including context-based risk analysis, stakeholder engagement, risk and impact assessment and mitigation. Similarly, the IRTF’s RFC 9620 provide structured methodologies for analyzing how Internet protocols interact with human rights, offering a set of concepts, and evaluation criteria that can guide engineers in translating rights principles into protocol-design considerations.
· Procedural checkpoints: Upcoming ETSI’s pilot system introduces human rights questions at three stages of a standard’s lifecycle, an adaptable low-cost model.
· Dedicated portfolios: IEEE’s 7000-series standards and CertifAIEd program demonstrate how ethics and rights can be embedded in full product lifecycles.
· Inclusive governance: CEN/CENELEC’s Annex III participation rights institutionalize civil society and equality representation within technical work.
· Normative translation: UNECE’s Gender-Responsive Standards blueprint shows how legal and policy objectives can be operationalized into action plans.
· Engineering framing: IETF’s “considerations” and threat-model practice exemplify rights-by-design thinking in decentralized environments.
[bookmark: _Toc214644461]4.3	Opportunities for convergence
The analysis reveals strong potential for mutual reinforcement among legal, procedural and technical approaches:
· The CoE HUDERIA framework could serve as a human rights, democracy and rule of law reference linked to other SDO checklists or certification schemes (ETSI and IEEE).
· ISO, IEC and ITU can act as coordination hubs, aligning definitions and promoting interoperability among existing initiatives.
· UNECE’s blueprint methodology could inspire a universal human rights action plan template for SDOs.
· Another avenue for convergence lies in aligning standardization practices with the UN Guiding Principles on Business and Human Rights (UNGPs). Many companies active in SDOs have already committed to the UNGPs and are required to conduct human rights impact assessments as part of their due-diligence processes. Integrating similar assessment practices into standards development could therefore support existing corporate commitments and promote policy coherence. Some experts have suggested that SDOs explore formal alignment with, or reference to, the UNGPs as a way to anchor rights-based approaches in recognized international frameworks.
· The AI Standards Summit (Seoul 2025) and Global Digital Compact process provide political momentum for a cross-organizational coalition. The GDC is expected to reinforce expectations that technical standardization processes address human rights impacts, promote transparency, and support inclusive participation. As governments operationalize the GDC, SDOs may face stronger expectations to demonstrate how their procedures align with human rights due-diligence principles, multistakeholder engagement, and global interoperability norms.
Collectively, these efforts suggest a path toward an ecosystem of interoperable tools and shared references, where each body contributes according to its mandate: normative framing (CoE and UNECE), procedural embedding (ETSI and CEN/CENELEC), standard development and technical translation (IEEE, ISO, IEC and IETF).
Such convergence would transform human rights integration from isolated initiatives into a coherent, system-wide practice.
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