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	Abstract:
	This liaison statement provides ITU-T SG17’s response to TSAG-LS5 and TSAG-LS14 regarding the request for input and support on identifying potential metrics, a suitable framework, and relevant standards for developing ITU-T standards success stories.


[bookmark: _Hlk103679608]ITU-T Study Group 17 (SG17) is pleased to inform you that we reviewed the liaison statements TSAG-LS5 (SG17-TD113/GEN) and TSAG-LS14 (SG17-TD181/GEN) during our December 2025 meeting. 
Find below the input from ITU-T SG17 in response to your requests:
1) Propose common framework/ structure that may be used for the development of ITU-T Standards Success Stories taking into account the unique value proposition offered by each study group
- SG17 provides the Technical Report XSTR-SUSS (Successful use of security standards, 2nd edition) for your consideration. This Technical Report on successful use of security standards presents examples of how ITU-T Recommendations are used today in the marketplace to help protect networks, people, data and critical infrastructure. It is intended to help users, especially those from developing countries, to gain a better understanding of the value of using security-related ITU-T Recommendations in a variety of contexts (e.g., business, commerce, government, industry).
2) Identify key metrics that should be included in an ITU-T standards success story (e.g. references to ICT products, Government regulations/ policies, testimonials etc)
- SG17 may provide more feedback on the key metrics at a later stage as this is part of its strategic modernisation realignment.
3) Identify any relevant standards, published by the study group (preferably within the last two study periods) that may be appropriate for inclusion into an ITU-T standards success story
- Three Recommendations developed by SG17, ITU-T X.1236 “Security requirements and countermeasures for targeted email attacks”, X.1281 “APIs for interoperability of identity management systems ”, X.1285 “OpenID Connect Core 1.0”, are provided in Annex A, in accordance with the template proposed in TSAG-LS14.
SG17 will investigate the possibility to provide more examples in the future.
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Annex A

1 ITU-T X.1236 (Q4/17)
	ITU-T RECOMMENDATION OVERVIEW

	ITU-T Recommendation:
	X.1236

	Title:
	Security requirements and countermeasures for targeted email attacks 

	Effective period:
	11/2023 - Present

	Summary: 
	Brief overview of the ITU-T Recommendation

	SUCCESS STORY

	Implementation type:
(Select all that apply and provide information below)
	☐ Telecom/ICT products/services
☐ Telecom/ICT regulations/policies/national standards
☐ International standards/ Recommendations
▣ Other

	Telecom/ICT products/services
	Implementing body: 
<Organizations>
	Implementation:
< Telecom/ICT products / services>
(With references)

	
	Implementation summary:
<Brief description on how the ITU-T Recommendation is used in the above-mentioned Telecom/ICT products/services >

	Telecom/ICT regulations/policies/ national Standards
	Implementing body: 
<Member States>
	Implementation:
< Telecom/ICT regulations/policies/ national standards>
(With references)

	
	Implementation summary:
<Brief description on how the ITU-T Recommendation is used in the above-mentioned Telecom/ICT regulations/policies/national standards>

	International standards/ Recommendations
	Implementing body: 
<International standards bodies >
	Implementation
<International standards/ Recommendations>
(With references)

	
	Implementation summary:
<Brief description on how the ITU-T Recommendation has been incorporated into the above-mentioned international standards from another industry recognized standardization body>

	Other
	Implementation summary:
1. Motivation
Despite the widespread use of email, organisations such as large enterprises and research institutes have faced critical security "Pain-Points" that traditional solutions could not address. These challenges include:
(1) Sophisticated Fraud & Impersonation: Financial losses and security breaches caused by targeted attacks like Business Email Compromise (BEC) and AI-generated phishing.
(2) Internal Security Gaps: The lack of standardised mechanisms to verify and approve outbound emails, leading to unauthorised information leakage or the approval of fraudulent internal requests.
(3) Need for Verification: The absence of tools to objectively diagnose whether an organisation's email security posture meets global standards or to measure the volume of attempted attacks.

To address these industry-wide challenges, ITU-T X.1236 was utilised not just as a reference but as a core technical specification to develop practical solutions and educational frameworks

2. Activities
To bridge the gap between the international standard and the real-world market, the following activities were executed based on the functional requirements of ITU-T X.1236:
(1) Commercialisation of Solutions Solving Pain-Points: Standard-compliant security solutions were developed and commercialised to directly address enterprise pain points. These solutions implemented X.1236 specifications for "Outbound Email Approval" and "Countermeasures against Targeted Email Attacks" providing a technical guarantee for secure internal communication and fraud prevention.
(2) Development of Diagnostic Solutions: A diagnostic tool was developed to verify compliance with the security requirements of X.1236. This solution enables organisations to diagnose their current security status and quantitatively measure the volume of attempted attacks (e.g., malware, social engineering, header forgery) in real-time.
(3) Global Education and Curriculum Development: The content of X.1236 was adapted into a comprehensive educational curriculum featuring scenarios and use cases of cyberattacks, including fraud, malware, information leakage, and AI-generated phishing. This curriculum is currently provided via online and offline training courses in various regions, including the Middle East and Japan.

3. Results
The implementation of ITU-T X.1236 has achieved tangible results in the global ICT ecosystem

(1) Widespread Industry Adoption: The commercialised solutions based on X.1236 have been widely adopted by major conglomerates and research institutes. These organisations have successfully utilised the standard’s technical specifications to resolve their chronic pain points regarding internal approval processes and protection against sophisticated fraud.
(2) Verification of Safety: Through the X.1236-based diagnostic solution, numerous companies have been able to objectively verify the safety of their email environments and visualise the threat landscape, ensuring compliance with international standards.
(3) Global Capacity Building: ITU-T X.1236 is currently serving as a primary textbook for cybersecurity students, training the next generation of experts to defend against emerging threats like AI-generated phishing. The expansion of this curriculum to Indonesia and Vietnam demonstrates the standard's global reach and educational value.



2 ITU-T X.1281(Q10/17)
	ITU-T RECOMMENDATION OVERVIEW

	ITU-T Recommendation:
	X.1281

	Title:
	APIs for interoperability of identity management systems 

	Effective period:
	03/2024 - Present

	Summary: 
	Recommendation ITU-T X.1281 describes a set of standardized application programming interfaces (APIs) needed to connect the multiple building blocks of an identity management solution. That is, it provides a standard programming interface so that identity management components (population registry, biometric sub-systems, credential systems, identity-provider modules, etc.) from different vendors can interoperate.
NOTE – Because it is technically equivalent to the OSIA specification, implementations of OSIA count as implementations of X.1281.

	SUCCESS STORY

	Implementation type:
(Select all that apply and provide information below)
	X Telecom/ICT products/services
☐ Telecom/ICT regulations/policies/national standards 
☐ International standards/ Recommendations
☐ Other

	Telecom/ICT products/services
	Implementing body: 
- IDEMIA


- TECH5  
	Implementation:
· “Smart Identity / IBRS” multimodal biometric-recognition service has been awarded “OSIA-qualified” status. Biometric Update
· ABIS (Automated Biometric Identification System) engine (T5-OmniMatch) claims compliance with OSIA APIs (Population Registry, Biometric Systems modules) for identity-management / national-ID deployment. ID Tech

	
	Implementation summary:
Vendors integrate X.1281/OSIA APIs into identity-management and biometric systems to ensure their components can interoperate within multi-vendor national ID ecosystems. Qualification programs further strengthen confidence that products conform to the standard and can be deployed interchangeably.

	Telecom/ICT regulations/policies/ national Standards
	Implementing body: 
· Government of ANIES (Guinea), the national agency responsible for social & economic inclusion in Guinea




· (Potential / planned) national identity infrastructures where OSIA is used as the interoperability foundation, as noted in public-sector project descriptions by SIA
	Implementation:
- The national ID /inclusion programme uses OSIA APIs to build a population registry + biometric enrolment + beneficiary-card system that can interoperate across vendors — leveraging open-standard interfaces instead of proprietary ones. Identity Week
- Governments (or national ID authorities) using OSIA as a reference standard for tendering identity-management systems — meaning that any vendor wishing to supply ID systems must support X.1281/OSIA APIs, helping avoid vendor lock-in and enabling multi-vendor interoperability. SIA and its qualification program are explicitly positioned to support this. PR Newswire

	
	Implementation summary:
Governments use X.1281/OSIA as a reference to guide national ID modernization, procurement, and system architecture, ensuring different components can be sourced competitively and integrated without vendor lock-in. Some countries have begun deploying OSIA-based national identity systems as part of their digital identity policies.

	International standards/ Recommendations
	Implementing body: 
- ITU-T / SG 17 




- Secure Identity Alliance (SIA) as the spec originator and contributor
	Implementation
- In March 2024, the OSIA specification was formally approved as ITU-T Recommendation X.1281, making it part of the global ICT standards framework. ITU-X.1281 
- ITU-T SG17 now maintains X.1281 as a normative Recommendation, meaning it is globally available, recognized, and usable by all member states. 

	
	Implementation summary:
X.1281’s adoption by ITU-T formalizes OSIA as an internationally recognized interoperability standard, providing a global normative reference that other standards bodies, development agencies, and cross-border identity initiatives can align with to ensure consistent API-level interoperability.

	Other
	Implementation summary:
<If none of the categories above are suitable, provide a brief description on how the ITU-T Recommendation has impacted the global telecom/ICT landscape> 
(With references)





3 ITU-T X.1285(Q10/17)
	ITU-T RECOMMENDATION OVERVIEW

	ITU-T Recommendation:
	X.1285

	Title:
	[bookmark: _Hlk218612403]OpenID Connect Core 1.0

	Effective period:
	April 2025-present

	Summary: 
	X.1285 is the ITU-T Recommendation that formalizes the specification OpenID Connect (Core 1.0, with errata set 2) as an international standard. It defines protocols for authentication built on top of OAuth 2.0, using “claims” to communicate information about end-users; it also describes security and privacy considerations for using OpenID Connect.
Because many existing web and identity-management systems worldwide already implement OpenID Connect, X.1285 provides global normative backing to those implementations. OpenID

	SUCCESS STORY

	Implementation type:
(Select all that apply and provide information below)
	X Telecom/ICT products/services
X Telecom/ICT regulations/policies/national standards
X International standards/ Recommendations
☐ Other

	Telecom/ICT products/services
	Implementing body: 
· Broad industry implementing OpenID Connect (web applications, identity providers, SaaS, cloud services, mobile apps)


· GSMA





· Developers, service providers, and identity-management platforms participating in interop testing and adoption programs.

	Implementation:
There are billions of people across millions of applications using this standard. OpenID


OIDC Core 1.0 is prominently implemented through GSMA Mobile Connect, a secure mobile-based identity and authentication service developed by the GSMA (representing mobile network operators worldwide). IDY.06 v1.0 - GSMA

Implementation of interoperable identity and authentication flows under X.1285 standard, leveraging REST/OAuth + claims, for cross-platform login and identity federation. The OIDF announced a public “real-world interoperability demonstration” in May 2025, showing multi-platform, multi-provider identity/data sharing under the new standard. OpenID Foundation

	
	Implementation summary:
 Many existing identity services, SaaS platforms, and applications already implement OpenID Connect; with X.1285, they now align under a formal international standard, improving the credibility, interoperability, and regulatory compliance of identity and authentication services. The 2025 interoperability demonstration shows active real-world integration across platforms.

	Telecom/ICT regulations/policies/ national Standards
	Implementing body: 
<Member States>
	Implementation:
< Telecom/ICT regulations/policies/ national standards>
(With references)

	
	Implementation summary:
As yet, there is no confirmed public case of a government or regulator formally embedding X.1285 into legislation or national identity-management policy. However, the formal standardization of OpenID Connect via X.1285 is positioned by the OIDF and ITU as an enabler for governments to reference in future digital-identity policies, e-authentication regulations, or national identity frameworks. OpenID Foundation

	International standards/ Recommendations
	ISO/IEC JTC 1 
	Implementation
ISO/IEC 26131:2024 — OpenID Connect 1.0 core functionality standardized under ISO/IEC. 


	
	Implementation summary:
X.1285’s transformation from an open spec (by OIDF) to an official ITU-T Recommendation, together with ISO/IEC standardization, embeds OpenID Connect Core 1.0 into the global international-standards landscape, giving the protocol formal normative status across major standardization bodies.

	Other
	Implementation summary:
<If none of the categories above are suitable, provide a brief description on how the ITU-T Recommendation has impacted the global telecom/ICT landscape> 
(With references)
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