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	Abstract:
	This document contains the progress report of the Joint Correspondence Group on IoT Security (JCG-IoTSec).  

Actions requested:
· TSAG is requested to take note of the activities and updates of JCG-IoTSec.


1. Introduction 
WTSA-24 (New Delhi, 15 – 24 October 2024) approved WTSA-24 Action 7 (IoT Security) as follows: WTSA-24 instructs Study Groups 17 and 20 to establish a joint coordination or agreement mechanism between the study groups to determine a demarcation line on the topic of IoT security, and report to TSAG. 
The Joint Correspondence Group on IoT Security (JCG-IoTSec) was created by TSAG in May 2025 to deliberate on the topic of Internet of things (IoT) security as a response to WTSA-24 Action 7. It is open to participation to all entities entitled to attend ITU-T Study Groups 17 and 20 standardization activities.
Mr Bret Jordan, Chair of WP2/17, and Mr Ramy Ahmed Fathy, Chair of WP3/20, were appointed as the Co-Convenors of JCG-IoTSec.

2. Meetings Held
Since its establishment, JCG-IoTSec has held two meetings:
· 1st Meeting: 17 September 2025, Geneva (with remote participation), during the ITU-T Study Group 20 meeting
· 2nd Meeting: 8 December 2025, Geneva (with remote participation), during the ITU-T Study Group 17 meeting
Both meetings were co-chaired by the JCG-IoTSec Co-Convenors. The approved meeting reports are provided in the attachments. 

3. Key Discussions 
3.1 Scope and Objectives
The JCG-IoTSec reviewed and discussed its scope and objectives as defined in its Terms of Reference, including:
· Review and analyse the current scope of IoT security-related activities in SG17 and SG20
· Identify overlap, synergy, and potential gaps in standardization activity on IoT security
· Establish a demarcation line between SG17 and SG20 responsibilities in IoT security
· Propose coordination mechanisms and working arrangements to TSAG, if needed 
An initial common understanding emerged that:
· Horizontal security aspects are generally addressed within SG17;
· Vertical or sector-specific security aspects are addressed within SG20;
· For areas where horizontal and vertical aspects intersect, it was emphasized that the objective is not to limit ongoing work but rather to facilitate joint work where appropriate;
· The importance of early and continuous coordination between SG17 and SG20 was highlighted. 
3.2 Deliverables and Work Plan
During the second meeting, it was agreed that the Co-Convenors would coordinate with the Rapporteurs and Associate Rapporteur of Q6/17 and Q6/20, as well as key experts, to convene a potential management team-level coordination meeting.
It was also suggested that an initial cross-cutting landscape or mapping of ongoing IoT security-related work items in Q6/17 and Q6/20 should be developed, with the aim of supporting a clearer demarcation of responsibilities and identifying areas for coordination.
Overall, the work of the JCG remains at an early but constructive stage, focusing on information exchange, alignment of understanding, and preparation for more concrete coordination outputs.

4. Planned Next Steps
It was agreed to hold a management-level coordination discussion involving Q6/17 and Q6/20 leadership in January 2026.
In addition, the following activities are tentatively planned, subject to further confirmation:
· Tentative 3rd JCG-IoTSec meeting: Virtual, February 2026;
· Tentative 4th JCG-IoTSec meeting: Virtual, March/April 2026; 
· Tentative 5th JCG-IoTSec meeting: Geneva, May 2026 (During the ITU-T Study Group 20 meeting);
· Tentative 6th JCG-IoTSec meeting: Geneva, June 2026 (During the ITU-T Study Group 17 meeting)

Actions requested:
· TSAG is requested to take note of the activities and updates of JCG-IoTSec. 
_______________________
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