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1.1	Responsibilities of Study Group 20
Study Group 20 was entrusted by the World Telecommunications Standardization Assembly (Geneva, 2022) with the study of seven (7) Questions in the area of interoperability and interworking of IoT and SC&C applications and services; requirements, capabilities and architectural frameworks across verticals enhanced by emerging digital technologies; IoT and SC&C architectures, protocols and QoS/QoE; Data analytics, sharing, processing and management, including big data aspects, of IoT and SC&C; Study of emerging digital technologies, terminology and definitions; Security, privacy, trust and identification for IoT and SC&C; and evaluation and assessment of smart sustainable cities and communities.
WTSA-20 Resolution 2 (Rev. Geneva, 2022) states the following mandate for Study Group 20 'Internet of things (IoT) and smart cities and communities':
Study Group 20 is responsible for studies relating to Internet of things (IoT) and its applications, and smart cities and communities (SC&C). This includes studies relating to big data aspects of IoT and SC&C, digital services for SC&C, and digital transformation relevant IoT and SC&C aspects.
Annex A to WTSA-20 Resolution 2 states the following lead study group responsibilities for Study Group 20, 'Internet of things (IoT) and smart cities and communities':
–	Lead study group on Internet of things and its applications
–	Lead study group on smart cities and communities and related digital services
–	Lead study group for Internet of things identification
–	Lead study group on digital health related to Internet of things and smart cities and communities
Annex B to WTSA-20 Resolution 2 provides the following points of guidance for SG20:
ITU T Study Group 20 works on the following items:
–	framework and roadmaps for the harmonized and coordinated development of Internet of things (IoT), including machine-to-machine (M2M) communications, ubiquitous sensor networks and smart sustainable cities, in ITUT and in close cooperation with the ITU Radiocommunication Sector (ITUR) and ITU Telecommunication Development Sector (ITUD) study groups and other regional and international standards organizations and industry forums;
–	requirements and capabilities for IoT and smart cities and communities (SC&C) including verticals;
–	definitions and terminology for IoT and SC&C;
–	solutions provided by emerging digital technologies and their technical impact on IoT and SC&C;
–	IoT and SC&C network infrastructure, connectivity and devices and digital services and applications, including architectures and architecture frameworks for IoT and SC&C;
–	evaluation, assessment, service analysis and infrastructure for SC&C for the use of emerging digital technologies in the smartness of cities;
–	guidelines, methodologies and best practices related to standards to help cities, communities, rural areas and villages deliver services using emerging digital technologies;
–	identification aspects of IoT and SC&C in collaboration with other study groups, as appropriate;
–	protocols and interfaces for IoT and SC&C systems, services and applications;
–	platforms for IoT and SC&C;
–	interoperability and interworking of IoT and SC&C systems, services and applications;
–	quality of service (QoS) and end-to-end performance for IoT and SC&C, in collaboration with Study Group 12, as appropriate;
[bookmark: _Ref176956685]–	security, privacy[footnoteRef:2] and trustworthiness1 of IoT and SC&C systems, services and applications; [2:  Some relevant aspects of this term may be considered differently from one Member State to another. The use of this term is framed in terms of international telecommunication standardization.] 

–	database maintenance of IoT and SC&C standards;
–	big data aspects, including big data ecosystems, of IoT and SC&C;
–	digital and smart services for SC&C;
–	IoT and SC&C data processing and management, including data analytics, and AI-enabled applications;
–	technical aspects of data value chain for IoT and SC&C, in collaboration with Study Group 3, as appropriate;
–	datasets and semantics-based capabilities for IoT and SC&C including verticals.
Annex C to WTSA-20 Resolution 2 defines the list of Recommendations under the responsibility of Study Group 20 in the 2022-2024 study period:
–	ITUT F.744, ITUT F.747.1 – ITUT F.747.8, ITUT F.748.0 – ITUT F.748.5 and ITUT F.771
–	ITUT H.621, ITUT H.623, ITUT H.641, ITUT H.642.1, ITUT H.642.2 and ITUT H.642.3
–	ITU-T L.1600, ITU-T L.1601, ITU-T L.1602, ITU-T L.1603
–	ITUT Q.3052
–	ITUT Y.4000-series, ITUT Y.2016, ITUT Y.2026, ITUT Y.2060 – ITUT Y.2070, ITUT Y.2074 – ITUT Y.2078, ITUT Y.2213, ITUT Y.2221, ITUT Y.2238, ITUT Y.2281 and ITUT Y.2291
NOTE – Recommendations transferred from other study groups have double numbers in the Y.4000-series.
1.2	Management team and meetings held by Study Group 20
Study Group 20 met four times in Plenary in the course of the study period (see Table 1) chaired by Mr Hyoung Jun Kim (Korea (Rep. of)) assisted by Vice-chairs Mr Ali Abbassene (Algeria), Mr Muath Alrumayh (Saudi Arabia), Mr Fabio Bigi (Italy), Mr Héctor Mario Carril (Argentina), Mr Ramy Ahmed Fathy (Egypt), Mr Harinderpal Singh Grewal (Singapore), Ms Shane He (Nokia Corporation, Finland), Mr Emmanuel Manasseh (Tanzania)[footnoteRef:3], Mr Achime Malick Ndiaye (Senegal), Mr Ziqin Sang (China) and Toru Yamada (NEC Corporation, Japan). In addition, many Rapporteurs' meetings (including e-meetings) took place during the study period in different locations, see Table 2. [3:  Mr Emmanuel Manasseh (Tanzania) served as Vice-chair until 2022.] 

TABLE 1
Meetings of Study Group 20 and its Working Parties
	Meetings
	Place, date
	Reports

	Study Group 20
	Geneva, 18-28 July 2022
	SG20-R1

	Study Group 20
	Geneva, 30 January - 10 February 2023
	SG20-R2 to R4

	Study Group 20
	Arusha, 13-22 September 2023
	SG20-R5 to R11

	Study Group 20
	Geneva, 1-12 July 2024
	SG20-R12 to R20


[bookmark: _Toc76442730][bookmark: _Toc320869651]TABLE 2
Rapporteur meetings organized under Study Group 20 during the study period
	Dates
	Place/Host
	Question(s)
	Event name

	2022-03-23
to
2022-03-24
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur group meeting

	2022-03-28
	E-Meeting
	Q6/20 [Report]
	Q6/20 Rapporteur group meeting with oneM2M experts

	2022-04-05
to
2022-04-06
	E-Meeting
	Q3/20 [Report]
	Q3/20 Rapporteur group meeting

	2022-04-07
to
2022-04-12
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2022-04-13
to
2022-04-15
	E-Meeting
	Q4/20 [Report]
	Q4/20 Rapporteur group meeting

	2022-04-13
	E-Meeting
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2022-04-14
	E-Meeting
	Q7/20 [Report]
	Q7/20 Rapporteur group meeting

	2022-06-10
	E-Meeting
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2022-07-04
	E-Meeting
	Q6/20 [Report]
	Joint Q6/20 Rapporteur group e-meeting with oneM2M

	2022-10-05
to
2022-10-07
	E-Meeting
	Q4/20 [Report]
	Q4/20 Rapporteur group meeting

	2022-10-05
	E-Meeting
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2022-10-18
to
2022-10-24
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2022-10-25
to
2022-10-27
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur group meeting

	2022-11-08
to
2022-11-10
	E-Meeting
	Q3/20 [Report]
	Q3/20 Rapporteur group meeting

	2022-11-23
	E-Meeting
	Q7/20 [Report]
	Q7/20 Rapporteur group meeting

	2022-12-07
to
2022-12-09
	E-Meeting
	Q4/20 [Report]
	Q4/20 Rapporteur group meeting

	2022-12-07
	E-Meeting
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2022-12-08
to
2022-12-13
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2023-03-20
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2023-03-30
to
2023-03-31
	E-Meeting
	Q3/20 [Report]
	Q3/20 Rapporteur group meeting

	2023-04-03
to
2023-04-11
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2023-04-05
to
2023-04-06
	E-Meeting
	Q4/20 [Report]
	Q4/20 Rapporteur group meeting

	2023-04-05
	E-Meeting
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2023-04-25
to
2023-04-27
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur group meeting

	2023-04-25
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2023-05-09
	E-Meeting
	Q6/20 [Report]
	Q6/20 Rapporteur group meeting

	2023-05-16
	E-Meeting
	Q7/20 [Report]
	Q7/20 Rapporteur group meeting

	2023-05-24
to
2023-05-26
	E-Meeting
	Q3/20 [Report]
	Q3/20 Rapporteur group meeting

	2023-06-02
	E-Meeting
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2023-06-06
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2023-06-15
to
2023-06-20
	China [Beijing]
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2023-06-27
to
2023-06-29
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur group meeting

	2023-07-10
to
2023-07-14
	France [Paris]
	Q4/20 [Report]
	Q4/20 Rapporteur group meeting

	2023-07-11
	France [Paris]
	Q4/20 [Report]
	Correspondence Group on Artificial intelligence of Things (CG-AIoT) meeting

	2023-07-18
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2023-11-22
to
2023-11-24
	E-Meeting
	Q7/20 [Report]
	Q7/20 Rapporteur Group Meeting

	2023-11-28
to
2023-11-30
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur group meeting

	2023-11-28
to
2023-12-01
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2023-11-28
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-01-18
	E-Meeting
	Q6/20 [Report]
	Q6/20 Rapporteur Group Meeting and Review of Question ToR (WTSA-24 preparations)

	2024-01-29
to
2024-01-30
	E-Meeting
	Q3/20 [Report]
	Q3/20 Rapporteur Group Meeting and Review of Question ToR (WTSA-24 preparations)

	2024-01-30
to
2024-02-01
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur group meeting and Review of Question ToR (WTSA-24 preparations)

	2024-01-30
to
2024-02-01
	E-Meeting
	Q4/20 [Report]
	Q4/20 Rapporteur Group Meeting and Review of Question ToR (WTSA-24 preparations)

	2024-02-05
to
2024-02-06
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting and Review of Question ToR (WTSA-24 preparations)

	2024-02-19
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-03-11
to
2024-03-13
	E-Meeting
	Q3/20 [Report]
	Q3/20 Rapporteur Group Meeting

	2024-03-20
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-03-22
to
2024-03-29
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2024-03-26
to
2024-03-28
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur Group Meeting

	2024-04-03
	E-Meeting
	Q7/20 [Report]
	Q7/20 Rapporteur Group Meeting and Review of Question ToR (WTSA-24 preparations)

	2024-04-22
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-04-29
to
2024-05-02
	E-Meeting
	Q1/20 [Report]
	Q1/20 Rapporteur Group Meeting

	2024-05-08
to
2024-05-10
	E-Meeting
	Q6/20 [Report]
	Q6/20 Rapporteur Group meeting

	2024-05-13
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-05-15
to
2024-05-21
	E-Meeting
	Q2/20 [Report]
	Q2/20 Rapporteur group meeting

	2024-05-22
to
2024-05-24
	E-Meeting
	Q4/20 [Report]
	Q4/20 Rapporteur Group Meeting and Review of Question ToR (WTSA-24 preparations)

	2024-06-03
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-06-10
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations

	2024-06-17
	E-Meeting
	Q1/20 [Report], Q2/20 [Report], Q3/20 [Report], Q4/20 [Report], Q5/20 [Report], Q6/20 [Report], Q7/20 [Report]
	WTSA-24 preparations



[bookmark: _Toc176978452]2	Organization of work
2.1	Organization of studies and allocation of work
2.1.1	At its first meeting of the study period, Study Group 20 decided to establish two Working Parties.
2.1.2	Table 3 shows the number and title of each Working Party, together with the number of Questions assigned to it and the name of its Chair.
2.1.3	Table 4 lists other groups under the responsibility of Study Group 20 during the study period.
–	Joint Coordination Activity on Internet of things and Smart Cities and Communities (JCA-IoT and SC&C); see section 3.3.2.
–	ITU-T SG20 Regional Group for the Latin America Region (SG20RG-LATAM); see section 3.3.3.
–	ITU-T SG20 Regional Group for the Africa Region (SG20RG-AFR); see section 3.3.4.
–	ITU-T SG20 Regional Group for the Arab Region (SG20RG-ARB); see section 3.3.5.
–	ITU-T SG20 Regional Group for Eastern Europe, Central Asia and Transcaucasia (SG20RG-EECAT); see section 3.3.6.
–	ITU-T SG20 Regional Group for Asia and the Pacific (SG20RG-AP); see section 3.3.7.
–	Focus Group on Artificial Intelligence (AI) and Internet of things (IoT) for Digital Agriculture (FG-AI4A); see section 3.3.8.
2.1.4	In line with WTSA-20 Resolution 54, the Regional Group for Asia and the Pacific region was created by Study Group 20 during the study period.
TABLE 3
Organization of Study Group 20
	Designation
	Questions to be studied
	Title of the Working Party
	Chair
and Vice-chairs

	WP1/20
	Q1/20; Q2/20; Q3/20; Q4/20
	Interoperability, applications and digital services
	Co-chair: Mr Ramy Ahmed Fathy (National Telecommunication Regulatory Authority (NTRA), Egypt)
Co-chair: Mr Achime Malick Ndiaye (Ministère de la Communication, des Télécommunications, des Postes et de l'Economie numérique, Senegal)
Vice-chair: Mr Héctor Mario Carril (Universidad Nacional de la Plata, Argentina)
Vice-chair: Ms Shane He (Nokia Corporation, Finland)
Vice-chair: Ms Rana Kamill (British Telecommunications Public Ltd. Co. (BT Plc), United Kingdom)

	WP2/20
	Q5/20; Q6/20; Q7/20
	Security, emerging technologies and measurement
	Co-chair: Mr Harin Grewal (InfoComm Media Development Authority, Singapore)
Co-chair: Mr Ziqin Sang (Ministry of Industry and Information Technology (MIIT), China)
Vice-chair: Mr Abdulhadi Abou-Almal (United Arab Emirates)
Vice-chair: Mr Sushil Kumar (Ministry of Communications, India)
Vice-chair: Ms Tania Marcos (Spain)



TABLE 4
Other groups (if any)
	Title of the Group
	Chair
	Vice-chairs

	Study Group 20 Regional Group for Africa (SG20RG-AFR)
	Mr Ramy Ahmed Fathy (National Telecommunication Regulatory Authority (NTRA), Egypt)
	Mr Ali Abbassene (Ministère de la Poste et des Télécommunications (MPT), Algeria)
Mr El Hadj Sekou Ascofare (Autorité Malienne de Régulation des Télécommunications, des Technologies de l'Information et de la Communication et des Postes (AMRTP), Mali)
Mr Bilel Chabou (Ministère Des Technologies De La Communication Et De L'économie Numérique, Tunisia)
Mr Mwesigwa Elton Felician (Tanzania Communications Regulatory Authority (TCRA), Tanzania)
Ms Mel Paule Renee Lasme (Autorité de Régulation des Télécommunications de Côte d'Ivoire (ARTCI), Côte d'Ivoire)
Mr Achime Malick Ndiaye (Ministère de l'Economie numérique et des Télécommunications, Senegal)
Mr Sayyadi Sani (Nigerian Communications Commission (NCC), Nigeria)

	Study Group 20 Regional Group for the Arab Region (SG20RG-ARB)
	Mr Muath Alrumayh (Communication and Information Technology Commission, Saudi Arabia)
	Mr Ali Abbassene (Ministère de la Poste et des Télécommunications (MPT), Algeria)
Mr Abdulhadi AbouAlmal (United Arab Emirates)
Mr Khaled Al-Azemi (Communication and Information Technology Regulatory Authority (CITRA), Kuwait) (Inactive: Vice-chair from March 2017 to July 2024)
Ms Rana Alsaqabi (Communication and Information Technology Regulatory Authority (CITRA), Kuwait)
Mr Bilel Chabou (Ministère Des Technologies De La Communication Et De L'économie Numérique, Tunisia)
Mr Ramy Ahmed Fathy (National Telecommunication Regulatory Authority (NTRA), Egypt)

	Study Group 20 Regional Group for Eastern Europe, Central Asia and Transcaucasia (SG20RG-EECAT)
	Mr Alexey Borodin (Russian Federation)
	Ms Umida Musaeva (Uzbekistan)

	Study Group 20 Regional Group for Latin America (SG20RG-LATAM)
	Mr Juan Pablo Martín (Universidad Tecnológica Nacional, Argentina)
	Mr Ivank Almonte (Instituto Dominicano de las Telecomunicaciones (INDOTEL), Dominican Rep.)
Mr Marco Baten (Superintendencia de Telecomunicaciones, Guatemala) (Inactive: Vice-chair from July 2022 to June 2024)
Mr Héctor Budé (URSEC, Uruguay)

	ITU-T SG20 Regional Group for Asia Pacific (SG20RG-AP)
	Mr Sushil Kumar (Ministry of Communications, India)
	Mr Chao Ma (Ministry of Industry and Information Technology (MIIT), China)
Mr Shamsuzzoha (The Bangladesh Telecommunication Regulatory Commission (BTRC), Bangladesh)

	Focus Group on Artificial Intelligence (AI) and Internet of things (IoT) for Digital Agriculture (FG-AI4A)
	Mr Ramy Ahmed Fathy (National Telecommunication Regulatory Authority (NTRA), Egypt)
Mr Sebastian Bosse (Fraunhofer HHI, Germany)
	Mr Marco Brini (World Food System Center of ETH Zurich, Switzerland)
Mr Zhongxin Chen (Food and Agriculture Organization)
Mr Ted Dunning (Hewlett Packard Enterprise, United States of America)
Mr Paolo Gemma (Huawei Technologies, Co., Ltd, Italy)
Mr Gonzalez Guillermo (Universidad Tecnológica Nacional, Argentina)
Mr Long Hoang (John Deere, United States of America)
Mr Sushil Kumar (Ministry of Communications, India)
Mr Gyu Myoung Lee (Korea (Rep. of))
Mr Chunlin Pang (Telematics Industry Application Alliance, China)

	Ad hoc Group on IoT, digital twins and AI for effective energy management (AHG-EEM)
	Mr Chao Ma (Ministry of Industry and Information Technology (MIIT), China)
Mr Bin Yang (State Grid Corporation of China, China)
	–



[bookmark: _Toc320869652]2.2	Questions and Rapporteurs
2.2.1	WTSA-20 assigned to Study Group 20 the seven Questions listed in Table 5.
2.2.2	The Questions listed in Table 6 have been adopted during this period.
2.2.3	The Questions listed in Table 7 have been deleted during this period.
TABLE 5
Study Group 20 – Questions assigned by WTSA-20 and Rapporteurs
	Questions
	Title of the Questions
	WP
	Rapporteur

	Q1/20
	Interoperability and interworking of IoT and SC&C applications and services
	WP1/20
	Rapporteur: Mr Jun Seob Lee (Electronics and Telecommunications Research Institute (ETRI), Korea (Rep. of))
Associate rapporteur: Mr Martin Brynskov (Denmark)
Associate rapporteur: Ms Cristina Martinez (European Union, Belgium)
Associate rapporteur: Mr Mingzhe Sheng (China Unicom, China)

	Q2/20
	Requirements, capabilities and architectural frameworks across verticals enhanced by emerging digital technologies
	WP1/20
	Rapporteur: Mr Marco Carugi (Huawei Technologies, China)
Associate rapporteurs: Ms Xueqin Jia (China Unicom, China); 
Mr Juan Pablo Martin (Universidad Tecnológica Nacional, Argentina);

	Q3/20
	IoT and SC&C architectures, protocols and QoS/QoE
	WP1/20
	Rapporteur: Mr Chao Ma (Ministry of Industry and Information Technology (MIIT), China)
Associate rapporteur: Mr Younghwan Choi (Electronics and Telecommunications Research Institute (ETRI), Korea (Rep. of))
Associate rapporteur: Mr Mwesigwa Elton Felician (Tanzania Communications Regulatory Authority (TCRA), Tanzania)
Associate rapporteur: Ms Rana Kamill (British Telecommunications Public Ltd. Co. (BT Plc), United Kingdom)
Associate rapporteur: Mr Song Luo (Ministry of Industry and Information Technology (MIIT), China)

	Q4/20
	Data analytics, sharing, processing and management, including big data aspects, of IoT and SC&C
	WP1/20
	Rapporteur: Mr Gyu Myoung Lee (Korea (Rep. of))
Associate rapporteur: Mr Agustin Candia (Universidad Nacional de La Plata, Argentina)
Associate rapporteur: Ms Zheng Huang (ZTE Corporation, China)
Associate rapporteur: Mr Sunghan Kim (Electronics and Telecommunications Research Institute (ETRI), Korea (Rep. of))

	Q5/20
	Study of emerging digital technologies, terminology and definitions
	WP2/20
	Co-rapporteur: Mr Konstantinos Marios Angelopoulos (Bournemouth University, United Kingdom)
Co-rapporteur: Mr Sébastien Ziegler (Mandat International, Switzerland)
Associate rapporteur: Mr Zeqiang Chen (China University of Geosciences, China)
Associate rapporteur: Mr Adrian Quesada Rodríguez (Mandat International, Switzerland)

	Q6/20
	Security, privacy, trust and identification for IoT and SC&C
	WP2/20
	Co-rapporteur: Mr Abdulhadi Abou-Almal (United Arab Emirates)
Co-rapporteur: Mr Xiongwei Jia (China Unicom, China)
Associate rapporteur: Ms Rana Kamill (British Telecommunications Public Ltd. Co. (BT Plc), United Kingdom)

	Q7/20
	Evaluation and assessment of Smart Sustainable Cities and Communities
	WP2/20
	Co-rapporteur: Mr Okan Geray (Digital Dubai Authority, United Arab Emirates)
Co-rapporteur: Mr Keng Li (China Information Communication Technologies Group, China)
Associate rapporteur: Mr Leonidas Anthopoulos (Ministry of Digital Policy, Telecommunications & Media, Greece)



TABLE 6
Study Group 20 – New Questions adopted and Rapporteurs
	Questions
	Title of the Questions
	WP
	Rapporteur

	None.
	
	
	



TABLE 7
Study Group 20 – Questions deleted
	Questions
	Title of Questions
	Rapporteurs
	Results

	None.
	
	
	



[bookmark: _Toc320869653][bookmark: _Toc176978453]3	Results of the work accomplished during the 2022-2024 study period
3.1	General
During the study period, Study Group 20 examined 521 contributions and generated a large number of TDs and liaison statements. It also:
–	drew up 49 new Recommendations;
–	revised two existing Recommendation;
–	developed six Supplements;
–	produced one technical paper and five technical reports.
3.2	Highlights of achievements
The main results achieved on the various Questions assigned to Study Group 20 are briefly summarized below. Formal replies to the Questions are given in a synoptic table in Annex 1 of this report.
a)	Q1/20, Interoperability and interworking of IoT and SC&C applications and services
Q1/20 addressed use cases, requirements, architectures and data sets and format to support interworking and provide interoperability between IoT and SC&C applications and services not only within but also between cities and communities. These studies included, but were not limited to: the use cases for interworking between IoT and SC&C applications and services; requirements and architectures to support interworking and provide interoperability of IoT and SC&C applications and services; and data interoperability and semantic interoperability.
In this study period, Q1/20 has developed eight new Recommendations and one new Technical Report:
–	ITU-T Y.4216 "Requirements of sensing and data collection system for city infrastructure". This Recommendation provides the concept and classification of basic city infrastructures. The sensing and data collection system of city infrastructure is also described. A lot of city infrastructures are taken into consideration in building smart cities such as energy, transportation, healthcare, cultural, sports and educational infrastructures. This Recommendation identifies these infrastructures and provides the functions and requirements of sensing and data collection system for those city infrastructures. The sensing and data collection system provides unified management to the sensing devices attached to various city infrastructures. This Recommendation is helpful for the cities to build smart city by improving the efficiency and resilience of city infrastructure through using ICT.
–	ITU-T Y.4224 "Requirements for digital twin federation in smart cities and communities". A digital twin is the digital representation of an object of interest with data connections that enable convergence between the physical and digital states at an appropriate rate of synchronization. Also, a digital twin has the capabilities of connection, integration, analysis, simulation, visualization, optimization and provides an integrated view throughout the lifecycle of the objects of interest. The digital twin can provide real-time monitoring and proactive control, predictive maintenance by data analytics, cost and downtime reduction, and so on. Due to these benefits, various industries have adopted the digital twin technology. The smart cities and communities may have many kinds of cross domain problems, such as manufacturing, transportation, energy and safety, and it is difficult to resolve these problems by individual digital twin. To solve them, the digital twins in various domains can be federated. The federated digital twins collect and analyse the information from various domains, provide the solution for the problems, and simulate the effects. For this, some components and functions are needed to support for digital twin federation. First, registration of information for each digital twin is performed. And the discovery, connection, and utilization for the adequate digital twins are carried out for digital twin federation. This Recommendation defines the requirements for digital twin federation.
–	ITU-T Y.4226 "Functional framework and requirements for disaster monitoring system". This Recommendation provides an overview of a disaster monitoring system (DMS) for Smart Sustainable Cities (SSC) and identifies requirements and functional framework of the DMS.
–	ITU-T Y.4489 "Reference architecture of digital twin federation in smart cities and communities". As the digital representation of an object of interest with data connections that enable convergence between the physical and digital states at an appropriate rate of synchronization. Digital twin federation is operations among one or more digital twin initiated to solve the problem crossing the boundaries of multiple domains. Recommendation ITU-T Y.4224 defines the requirements for digital twin federation. Based on the requirements, this Recommendation addresses the reference architecture of digital twin federation. This Recommendation defines the functionalities of each entity and the interfaces among the entities. In addition, this Recommendation also addresses operational flows of digital twin federation in different scenarios.
–	ITU-T Y.4505 "Minimal interoperability mechanisms for smart and sustainable cities and communities". This Recommendation defines the concept, purpose, and structure of Minimal Interoperability Mechanisms (MIMs) that provide the requirements for implementing minimal but sufficient capabilities needed to achieve interoperability based on a minimal common ground. The value of this approach is becoming widely recognised and several organisations and national and regional agencies are showing interest in the development of MIMs covering a range of different topics.
–	ITU-T Y.4605 "Information exchange model for digital twin federation in smart cities and communities". A digital twin is the digital representation of an object of interest with data connection that enables convergence between the physical state and digital state at an appropriate rate of synchronization. The digital twin has been applied in various industry domains including manufacturing, transportation, energy, firefighting, medical and safety. Digital twin federation is the act of sharing data and functions among two or more digital twins to solve the problems related to multiple domains. The Recommendation ITU-T Y.4489 defines the reference architecture of digital twin federation. The information exchange model among the components, which are the digital twins, the registry and the communication adaptor, is required to define for digital twin federation based on the reference architecture. The exchangeable information is the data and functions used for digital twin federation. The information exchange model provides the overview and defines the message structure with actions and objects. Actions are performed on objects through information exchange among the components. This Recommendation addresses information exchange model for digital twin federation in smart cities and communities.
–	ITU-T Y.4607 "Requirements for the interworking of autonomous urban delivery robots". This Recommendation specifies the requirements for autonomous delivery robots that interwork with delivery robot service providers, user devices and urban infrastructure to facilitate the delivery of goods without human intervention.
–	ITU-T Y.4705 "Metadata model of sensing capability for disaster monitoring system". This Recommendation provides a Sensing Capability Metadata Model (SCMM) for Disaster Monitoring System (DMS). It clarifies the basic metadata categories of sensing capability for DMS and describes the structure and contents of sensing capability metadata elements of SCMM for DMS.
–	ITU-T YSTR.BP-DTw "Best Practices for Graphical Digital Twins of Smart Cities". This example-based report focuses on how emerging technology solutions can best address environmental issues within cities. The data used is based on information gained from the United Nations ''United for Smart Sustainable Cities" reports [b-U4SSC 2020]. Industrial Internet of things (IoT) and smart cities gather a lot of data in data lakes and present the insights generated by machine learning or artificial intelligence in custom proprietary dashboards or in open APIs. It is a tedious task for stakeholders with low data literacy to apprehend so much information and in so many data formats in a way that helps them bend their decisions and adapt their behaviours towards a more sustainable future. In light of the United Nations' 2030 Agenda for Sustainable Development and the European Commission's Fit-for-55 programmes, there is a critical need for a visualisation tool which can help visualise and compare, in a consistent manner, the sustainability of smart cities in such a way that priorities can be identified and anchored at all decision-making levels and best practices can be scaled-up and replicated to other cities. The purpose of the document is thus to identify the emerging technologies which allow a prompt comparison between different cities and help detect low hanging fruits and areas of high priorities. In the sake of convenience and reproducibility, attention is drawn to potential universal data formats.
b)	Q2/20, Requirements, capabilities and architectural frameworks across verticals enhanced by emerging digital technologies
Question 2/20 was responsible for developing Recommendations that addresses the common and specific requirements, capabilities and architectural frameworks enhanced by emerging technologies across verticals. Based on use cases and related ecosystem aspects, the requirements, capabilities and architectural frameworks enhanced by emerging technologies for the support of IoT and SC&C services and applications were specified from both common (not vertical dependent) and vertical specific viewpoints.
In this study period, Q2/20 has developed 15 new Recommendations and one new Supplement:
–	ITU-T Y.4217 "Service requirements and capability framework for IoT-related crowdsourced systems". Service requirements and capability framework for IoT-related crowdsourced systems can help the implementation of IoT-related crowdsourced systems. This Recommendation specifies service requirements of IoT-related crowdsourced systems, in addition to the requirements of IoT-related crowdsourced system [ITU-T Y.4205] and the common requirements of IoT [ITU-T Y.4100]. Based on these requirements, a capability framework of IoT-related crowdsourced systems is developed.
–	ITU-T Y.4218 "IoT and ICT requirements for deployment of smart services in rural communities". There are numerous efforts underway to provide the necessary tools for the transformation into smart cities, but similar efforts are not observed with the transformation to smart rural communities. This is considered a digital divide in most developing countries where the population in those rural areas is mainly dependent on agriculture, forestry, dairy production, fisheries, livestock farming, etc., for its livelihood. They have limited access to good hospitals, schools, banks etc. in the rural areas, which can have an impact on the quality of their life. As a result, there is continued migration from rural to urban areas in search of higher paid jobs, better education and improved health care. These issues can be alleviated by bridging the digital divide, which may be achieved by enhancing the access of Information and Communication Technology (ICT) services (telephony as well as high speed Internet) in rural communities. As the ICT density, both voice and Internet is lower in rural areas compared to urban ones, therefore a high speed communication network may be established as a backbone for providing reliable ICT services. Provisioning of high speed internet facilities at the household or local community level will open new opportunities for the rural population in a number of diverse fields. The perspective of every household having access to at least one smart phone with a minimum set of required features and the internet may enable access to various online services, thereby reducing the digital divide. This Recommendation aims to contribute to bridge the digital divide by establishing the ICT and IoT requirements for deployment of smart services (such as e-Government, tele-health, tele-education, precision agriculture etc.) in rural communities.
–	ITU-T Y.4219 "Accessibility requirements for user interface of smart applications supporting IoT". The use of IoT may increase the quality of life among persons with disabilities, persons with age-related disabilities and those with specific needs when properly designed. There are many possible IoT services in various environments that provide accessibility services as well. The IoT also can be used to create tools for persons with many types of disabilities and specific needs, including physical, visual, hearing and cognitive disabilities. IoT services interact with a user through the user interface. To ensure an IoT service is accessible, the user interface must be accessible. An accessible user interface must take into account a user's physical, audio and visual capabilities and consider compatibility with any assistive technology used by the user. This Recommendation outlines essential requirements that a user interface must consider in order to secure the accessibility of smart applications.
–	ITU-T Y.4220 "Requirements and capability framework of abnormal event detection system for smart home". By deploying IoT devices, smart home make use of IoT technologies to collect ambient information, detect abnormal event at home and report to relevant personnel or institute. In this Recommendation with "abnormal event" it is intended a human health injury event at home. Examples of abnormal events at home include, but are not limited to, cough, dyspnoea, falls, headache, quiescent behaviour, sleep apnoea, stroke, transient ischemic attacks. Such a smart home system aims to reduce injuries and casualties at home. Various products have emerged in this field. However, the lack of standards could limit the abilities of vendors to meet the raising demands across the globe, such as lower false alarm rate, more convenient deployment, better handling of privacy concerns, etc. In order to ensure the system quality, this Recommendation specifies the requirements and capability framework of the abnormal event detection system for smart home.
–	ITU-T Y.4221 "Requirements of IoT-based electric power infrastructure monitoring system". An Internet of things (IoT)-based electric power infrastructure monitoring system is an effective means to obtain the operational health status of electric power infrastructures. It provides advanced and efficient auxiliary monitoring and diagnosis methods for maintaining the safe and stable operation of an electric power system. This Recommendation specifies the requirements for an IoT-based electric power infrastructure monitoring system for the purposes of maintaining electric power infrastructure.
–	ITU-T Y.4223 "Common requirements and capabilities of smart cities and communities from IoT and ICT perspectives". Smart cities and communities (SC&C) share the goal of achieving urban sustainability without sacrificing the quality of life (QoL) of their citizens. SC&C strive to create a sustainable living environment for citizens using Internet of things (IoT) technologies and information communication technologies (ICTs). SC&C standardization is ongoing in ITU-T and other relevant standards developing organizations, related to aspects including, but not limited to, SC&C framework, infrastructure, integrated sensing and management system, platform, data processing and services and applications (e.g., smart water management, smart buildings, smart residential community, smart tourism and smart parking lots, amongst many others). Based on the fundamental characteristics of smart cities and communities, this Recommendation specifies common requirements and capabilities of SC&C from IoT and ICT perspectives. The specified common requirements and capabilities are intended to be generally applicable in SC&C.
–	ITU-T Y.4225 "Requirements and capability framework of digital twin for intelligent transport system". This Recommendation specifies the requirements and capability framework of digital twin for intelligent transport system. Digital twin (DT) for intelligent transport system (ITS) can provide a digital representation of the physical transportation world. With meaningful and full-scale understanding of historical, real-time and statistical traffic related data in digital twin for intelligent transport system (DT-ITS), the awareness of physical transportation is significantly enhanced, problems of transportation system can be discovered in advance, various traffic situations can be simulated, different long term, medium, short term strategies can be properly decided, and a lot of applications supported by intelligent transport systems can be better provided and be more intelligent.
–	ITU-T Y.4227 "IoT requirements and capabilities for support of blockchain". Blockchain can help IoT and smart city and community related services and applications to establish trust, accountability and transparency while streamlining business processes. In order to promote the integration of blockchain with the IoT infrastructure, as well as enable richer flexible service scenarios for different IoT and smart cities and community verticals, this Recommendation, from the IoT point of view, identifies the functionalities of the blockchain, specifies the requirements of blockchain enabled IoT, and describes the specific IoT capabilities that are necessary to support blockchain.
–	ITU-T Y.4228 "Requirements and framework of Industrial IoT (IIoT) infrastructure for smart manufacturing". Industrial Internet of things (IIoT) infrastructure for smart manufacturing refers to common facilities based on IoT that support smart manufacturing in industries or sectors. It is independent from the products and production process in specific enterprises. This Recommendation provides requirements and reference framework of the IIoT infrastructure capabilities for smart manufacturing to help service providers implementing their system according to the needs of smart manufacturing, and merge existing and newly developed IIoT infrastructure, in order to give the stakeholders of smart manufacturing guidance for their applications.
–	ITU-T Y.4481 "Framework for data middle-platform in IoT and smart sustainable cities". A data middle-platform (DM) is expected to provide innovative digital data services to deliver data value. It allows separation of the fundamental technical supporting capabilities from the business-related services. The main purpose of a DM is to aggregate and manage cross-domain data into services. For Internet of things (IoT) and smart sustainable cities (SSC), a DM aims at providing common data services that can be reused in diverse application domains by governments, enterprises, organizations and individuals.
–	ITU-T Y.4482 "Requirements and framework for smart livestock farming based on the Internet of things". Smart livestock farming (SLF) is a convergence service where Information and Communication Technologies (ICT) are applied into the livestock value chains. It has the potential to deliver a more productive and sustainable production by integrating processes of the smart farming, Management Information Systems (MIS), stockbreeding automation and robotics to provide a better decision making or more effective exploitation operations and management of livestock value chains. The use of Internet of things (IoT) technologies in the SLF aims at providing a full coverage of the processes by collecting and transmitting data from the entire agroecosystem. That means SLF can establish contact with each participant of a livestock chain, bringing and collecting information about their processes, increasing the possibilities for control and improvement on the efficiency of their tasks. This Recommendation provides an overview of SLF based on IoT, high-level requirements for SLF, as well as a reference model which represents a generic sequence for the livestock value chains and is applicable to these chains as a whole, regardless of species or rearing techniques.
–	ITU-T Y.4490 "Framework of monitoring of water system for smart fire protection". Smart fire protection is important in smart cities. It ensures the safety of people's life and property. Water supply system is the most commonly used in firefighting systems. The smart fire protection facilities based on IoT technologies are developed to monitor the water supply status in real time. It is required to accurately obtain the key data of natural water sources, municipal water supplies and fire pools. They will realize the digital management of fire extinguishing water sources, providing reliable information for firefighting and rescue operations. They will also enhance the availability of fire control information, and enable the on-site fire brigade to quickly develop targeted water supply plans. This Recommendation addresses the monitoring of water system (MWS) for smart fire protection. It specifies the reference model of MWS, as well as requirements and framework of MWS.
–	ITU-T Y.4491 "Framework of blockchain-based self-organization networking in IoT environments". Self-organization networking (SON) is responsible for automatically planning, configuring, managing, optimizing, and remedying networking. When building SON in IoT environment, an IoT device moves frequently, and IoT service requirements change from time to time. In such an environment, it is difficult to manage IoT services and devices in a centralized manner. Blockchain supports dynamic trusted SON management and secure network resource sharing by using smart contract and consensus protocols. This Recommendation describes a framework for the support of SON in IoT environment using blockchain.
–	ITU-T Y.4600 "Requirements and capabilities of a digital twin system for smart cities". A digital twin is a digital representation of an object of interest and may require different capabilities according to the specific domain of application, such as synchronization between a physical thing and its digital representation, and real-time support. A smart city digital twin can be defined as a digital twin for a smart city that can be used to develop strategies to achieve specific goals for a smart city, by conducting simulations and to increase visibility of human-infrastructure-strategy interactions. A smart city digital twin allows the simulation of plans before implementing them, exposing problems before they become a reality. In other word, it is possible to conduct simulations on a digital replica of the city (virtual cities) before actually implementing the strategy on the real city. In this way, it is also possible to find the best strategies to achieve a specific goal or strategies that have similar effects while minimizing budget and resource usage. Therefore, a smart city digital twin is a tool for improving urban operations, efficiencies and resilience of a city.
–	ITU-T Y.4601 "Requirements and capability framework of a digital twin for smart firefighting". Recommendation ITU-T Y.4601 specifies the requirements and capability framework of a digital twin for smart firefighting. A digital twin is a digital representation of an object of interest and may require different capabilities according to the specific domain of application such as synchronization between a physical thing and its digital representation, and real-time support (see Recommendation ITU-T Y.4600). Through the Internet of things (IoT) technology deployment and the information integration process, a digital twin can provide high fidelity digital representation of a fire scene, enable dynamic convergence between the physical entity and digital entity, achieve comprehensive understanding and control of the past, present and future of the fire scene. The current state of the art for firefighting lacks comprehensive dynamic sensing capability and prediction capability. It cannot provide delayed information, and adequate visibility of the interaction between personnel and a fire scene. Through the deployment of gateways, sensors, high quality networks, multi-physics simulations, dynamic analysis and predictions and three dimensional (3D) visualizations, the smart firefighting digital twin enables intelligent services such as personnel tracking, hazard tracking, fire scene dynamic analysis, rescue strategy optimization, pre-simulation, historical scene reconstruction, etc. These intelligent services can help to improve decision-making processes and reduce casualties.
–	ITU-T Y.Suppl.76 "ITU-T Y.4000-series - Use cases of IoT based smart agriculture". Globally, difficulties in food supply and demand are expected due to problems such as climate change, water shortage, rapid urbanization, reduction of agricultural land, and an aging population. Smart agriculture is based on accurate data on the growth and environmental information of crops and livestock, and monitors the growth environment of crops and livestock anytime, anywhere, and prescribes them in a timely manner, even if less labour, energy, and nutrients are introduced than before. It means agriculture that can greatly improve the quality and quantity of products. In general, smart agriculture can remotely or automatically perform the maintenance and management of the growth environment of crops and livestock by using IoT, big-data, AI, automation systems, and robot technologies in greenhouses, vertical plant farms, open field farms, or livestock barns. Because there are a number of IoT devices applied to smart agriculture, it is very important to know their interaction for interoperability. In this reason, it is necessary to survey existing smart agriculture technologies as well as forthcoming and then based on the survey results, meaningful standardization work items may be developed. This Supplement surveys use cases related to smart agriculture in the perspective of, but not limited to: 1) smart greenhouse, 2) smart open field, 3) smart hydroponics, 4) smart livestock barn, and 5) smart agriculture data service.
c)	Q3/20, IoT and SC&C architectures, protocols and QoS/QoE
Question 3/20 was responsible for developing Recommendations that addresses architectures, including their functionalities, interfaces, protocols, data models, intelligent management mechanisms, control mechanisms, connectivity technologies, APIs, and Quality of Experience/Service (QoE/QoS) of IoT and Smart Sustainable Cities and Communities (SSC&C), which needed to construct architectural frameworks to interact with services and applications, as well as different networks and systems.
In this study period, Q3/20 has developed 12 new Recommendations:
–	ITU-T Y.4483 "Reference architecture of service exposure for decentralized services for Internet of things applications". This Recommendation introduces a service exposure for decentralized services (DSE) for Internet of things (IoT) applications and specifies its common characteristics, general requirements, reference architecture and common capabilities. A DSE is a functional entity for IoT applications in an IoT device, which integrates multiple decentralized services (such as services based on distributed ledger technologies) and exposes uniform interfaces to IoT applications. Those integrated decentralized services may support the same or different types of decentralization solutions. IoT applications can use uniform interfaces to integrate and access multiple decentralized services at the same time, regardless of their decentralization solutions. A DSE can bring efficiencies and benefits to application providers and users.
–	ITU-T Y.4485 "Requirements and Reference Architecture of Smart Education". This Recommendation specifies requirements and reference architecture of smart education to support IoT-based education services, devices and management. This Recommendation provides concept, features and technical challenges of smart education requirements, reference architecture and common capabilities of the smart education different layers.
–	ITU-T Y.4486 "Framework of cross edge decentralized service by using DLT and edge computing technologies for IoT devices". Decentralized services such as distributed ledger technology (DLT) service for Internet of things (IoT) devices are usually deployed in local area networks (LANs) or in core clouds. When only deployed in LANs, the decentralized services may be affected by the limited capabilities of storage, computation and communication of IoT devices. When only deployed in core clouds, the decentralized services may be affected by the communication capabilities between the IoT devices in LANs and the peers in core clouds. With the popularization of the use of edge computing, parts or all of functionalities of the decentralized services can be deployed in edge clouds. This Recommendation introduces a cross edge decentralized service (CEDS) by using DLT and edge computing technologies, which supports seamless cross edge DLT services for IoT devices (fixed and mobile) by using DLT and edge computing technologies. The CEDS can take the advantages of edge computing to speed up the service efficiency of DLT services for IoT devices. In addition, the CEDS provides adaptive service management to match the dynamic changes of IoT devices. This Recommendation provides relevant general characteristics and requirements of the decentralized service by using DLT and edge computing technologies, and also provides its functional framework, common capabilities and general procedures.
–	ITU-T Y.4487 "A functional architecture of roadside multi-sensor data fusion systems for autonomous vehicles". With the development of autonomous driving, perception methods relying solely on the vehicle's own sensors or on traditional roadside sensing systems that lack sufficient collaboration between devices are no longer sufficient to support higher-level autonomous driving applications. A higher requirement for roadside perception capabilities is therefore proposed. The roadside multi-sensor data fusion system (RMDFS) can provide new functionalities which will contribute to enhancing roadside perception capabilities by combining different types of roadside sensing devices such as cameras, lidars, millimetre wave radars, etc. according to their characteristics, and perform unified management and coordination so as to achieve accurate perception of road information, and support for autonomous driving applications. Recommendation ITU-T Y.4487 defines a reference functional architecture of roadside multi-sensor data fusion systems. It clarifies the concept and components of the systems and specifies the key functional entities of the systems and the reference points between the functional entities. Use cases based on roadside multi-sensor data fusion systems are also provided in the appendix.
–	ITU-T Y.4492 "Decentralized IoT communication architecture based on information centric networking and blockchain". Recommendation ITU-T Y.4492 introduces the overview of the decentralized IoT communication, and the decentralized IoT communication requirements. It also includes the functional architecture of the decentralized IoT communication based on ICN and blockchain and the implementation view of the decentralized IoT communication architecture based on ICN and blockchain.
–	ITU-T Y.4493 "Autonomic operations support protocols in the Internet of things". This Recommendation provides a description of the autonomic operations support protocols in the Internet of things (IoT) based on the architecture of the IoT specified in Recommendation ITU-T Y.4416, in order to support provisioning of autonomic operation capabilities specified in Recommendation ITU-T Y.4401. It describes architecture of autonomic operations support protocols in the IoT, autonomic event management support protocol, autonomic control support protocol, and autonomic policy management support protocol in the IoT. Possible deployment and relevant use cases of these autonomic operations support protocols in the IoT are described.
–	ITU-T Y.4494 "Reference architecture of collaborative decentralized machine learning for intelligent IoT services". A collaborative decentralized machine learning (CDML) architecture can support ML model distributed training and inference across highly heterogeneous and resource-constrained IoT devices, which results in less latency, higher reliability, lower energy consumption, and saving bandwidth resources. With using CDML, spare resources across decentralized IoT devices can be fully used to perform computation-intensive ML tasks collaboratively with high performance. This Recommendation introduces collaborative decentralized machine learning (CDML) for intelligent IoT services and provides the characteristics and reference architecture of CDML for intelligent IoT services.
–	ITU-T Y.4497 "Requirements and functional architecture of smart sharing bicycle service". Recommendation ITU-T Y.4497 describes the requirements and functional architecture of the smart sharing bicycle (SSB) service intended to meet people's daily travel needs, provide a positive user experience, and create significant market opportunities. This Recommendation includes the service requirements and the functional architecture of the smart sharing bicycle service.
–	ITU-T Y.4501 "Functional architecture for smart door lock service framework". This Recommendation describes the functional architecture for the smart door lock (SDL) service framework. With the development of mobile communication technology and smart hardware, various technologies are introduced into the door lock to form the smart door lock. Multiple unlocking methods can be realized, and abnormal alarm reporting and flexible door lock management can be performed. In order to promote the deployment of the smart door lock (SDL) service around the world, a unified standard is needed to specify, and functions should be realized for the SDL service framework. The scope of this Recommendation includes the introduction of the SDL service framework, requirements of the SDL service framework and functional architecture of the SDL service framework.
–	ITU-T Y.4502 "Requirements and functional architecture of IoT sensing quality management service". Emerging technologies, such as artificial intelligence, crowdsourcing, etc, are enhancing the sensing capabilities of IoT systems in recent years. IoT sensing quality management has become more complex. Consequently, sensing quality management service needs to be compatible with these emerging technologies in order to help in improving service quality of IoT systems. This Recommendation specifies the functions architecture of IoT sensing quality management service.
–	ITU-T Y.4703 "Internet of things service management application programming interface Representational State Transfer specification". Recommendation ITU-T Y.4703 specifies the Representational State Transfer (REST) Internet of things (IoT) service management applications programming interface (API) user guide. It includes the model definition as well as all available operations.
–	ITU-T Y.4704 "Internet of things device management application programming interface Representational State Transfer specification". Recommendation ITU-T Y.4704 specifies the Representational State Transfer (REST) application programming interface (API) for the management of any Internet of Things (IoT) Device. It includes the model definition as well as all available operations.
d)	Q4/20, Data analytics, sharing, processing and management, including big data aspects, of IoT and SC&C
Question 4/20 was responsible for developing Recommendations on DPM, data analytics and sharing including big data aspects for IoT and SC&C.
Question 4/20 was also responsible for developing Recommendations on trusted data and data quality in DPM frameworks including digital identification; analysis of existing technologies, platforms, guidelines and standards for DPM; architectural frameworks for the future of data driven ecosystems and their applications with DPM and big data.
In this study period, Q4/20 developed ten new Recommendations, two revised Recommendations, two new Supplements, one new Technical Paper and one new Technical Report:
–	ITU-T Y.4463 "Framework of delegation service for Internet of things devices". Recommendation ITU-T Y.4463 is a framework of the delegation service for transferring ownership (i.e., access rights to the Internet of things (IoT) devices) among authorized IoT devices. This Recommendation gives an overview and types of delegation service in IoT environment. It also describes the requirements and architectural models of delegation service.
–	ITU-T Y.4484 "Framework to support Web of Objects ontology based semantic data interoperability of eHealth services". Recommendation ITU-T Y.4484 specifies the framework to support Web of Objects (WoO) ontology based semantic data interoperability of eHealth services in accordance with [ITU-T Y.4452] and [ITU-T Y.4563]. A semantic data interoperability enables the various eHealth systems to combine received information with other information resources and to process it in a manner that preserves meaning. In order to support the semantic data interoperability functions among eHealth systems, this Recommendation applies the WoO framework in [ITU-T Y.4452] and the semantic data interoperability function in [ITU-T Y.4563].
–	ITU-T Y.4488 "Requirements and functional architecture of data services provided via IoT-based technologies for the safety of manufacturing-related working environments". This Recommendation specifies the requirements and functional architecture of data services provided via IOT-based technologies to ensure the safety of three typical manufacturing-related working environments, namely working environments with high temperature, high dust concentrations or harmful gases. By deploying data services provided via IoT-based technologies, workplaces with these kinds of working environments can make use of IoT technologies to collect information remotely, identify risky behaviour, control items of equipment remotely, and so on. These technologies could support intelligent services such as safety protection information monitoring including of workers and the environment and predictive maintenance, which can help to reduce incidents and casualties and improve the safety level of working environments.
–	ITU-T Y.4495 "Requirements and a reference model of data for smart greenhouse service". Smart greenhouses have improved productivity by controlling the growing environment of crops. The demand for data-based smart greenhouse services has been increasing, as the importance of converged agricultural services (autonomous farm control, pest control, etc.) based on big data is emphasized. Accordingly, the data generated and consumed by IoT devices in the smart greenhouse have been increasing continuously. In order to efficiently manage and analyse vast amounts of data and to create various services based on the analysed data, a standardized data model for data collection and management system is required. In particular, compatibility of data generated and consumed by heterogeneous devices must be guaranteed to ensure interoperability between devices of heterogeneous vendors. For data interoperability, this Recommendation defines requirements and a reference model of data for smart greenhouse service.
–	ITU-T Y.4498 "Framework of city-level energy data sharing and analytics among buildings". Recommendation ITU-T Y.4498 specifies requirements and architectural models for city-level energy management that facilitates data exchange, sharing and analytics among buildings in smart cities. Recommendation ITU-T Y.4498 also provides use cases to support energy planning, management and energy data sharing through city energy services for smart sustainable cities. As the sector accounts for a significant portion of total energy consumption, efforts are being made to increase energy efficiency in the built environment through smart solutions in homes, office and commercial premises, and factories. To effectively support energy efficiency in smart cities, it is crucial to have city-level data sharing and analytics for services and intelligent applications. This allows information to be shared among buildings with different consumption patterns or renewable production to increase energy efficiency. To enable city-level data sharing and analytics, standardized specifications for energy data types and exchange methods are essential.
–	ITU-T Y.4503 "Framework of common rule enablement for intelligent IoT services in heterogeneous IoT platform environments". The Internet of things (IoT) brings a diverse range of devices to the network, which are managed by rule-enabled IoT platforms that react to events dynamically and automatically. However, the heterogeneity of the IoT networks makes it challenging to deploy consistent rule scenarios across multiple platforms due to differences in protocols and data formats. The IoT rule agent is a platform that implements the framework of common rule enablement. The agent is deployed in the proxy layer to bridge clients and devices in heterogeneous IoT networks. Between different IoT networks, the heterogeneity of the platforms is handled by the agent to deliver the corresponding format of rule profile to the destination platform through the platform-specific protocol. The agent includes the device proxies to enable the heterogeneous rule profiles to be a common format and registered through the rule registry for the further deployment process. For deploying the rules to the heterogeneous IoT platforms, the device proxies translate the common format to platform-specific style and deliver to the corresponding platforms. In the agent, each device proxy only considers the corresponding IoT network to perform translation and deployment. Based on the agent, the heterogeneous IoT platforms operate the common rule scenario although heterogeneous rules are delivered to the environment. This Recommendation specifies a framework of common rule enablement for intelligent IoT services in heterogeneous IoT platform environments.
–	ITU-T Y.4504 "Service framework of prediction for intelligent IoT". As the artificial intelligence (AI) technology develops and begins to be applied to various fields, enhanced internet of things (IoT) services using the AI technology are being developed. Machine learning, the core of the AI technology, has been mostly researched in the direction of increasing the accuracy of inference. To apply the AI technology into real fields and to provide intelligent IoT services, the AI services must be operated at a level that can be provided to customers effectively. It is needed to study the technologies to efficiently provide the AI services by focusing on inference(prediction) rather than training(learning). This draft Recommendation describes the service framework in terms of prediction for intelligent IoT services by reflecting the development of the AI technology and the requirements from the market. To do this, this draft Recommendation introduces the concept of service framework of prediction for intelligent IoT and the requirements. And this draft Recommendations describes a functional architecture of service framework of prediction for intelligent IoT.
–	ITU-T Y.4560 "Blockchain-based data exchange and sharing for supporting Internet of things and smart cities and communities". Blockchain is an emerging technology, its most important characteristics are traceable, un-erasable, immutable, and time-stamped. It is able to efficiently ensure integrity, authenticity, and auditability for all transactions. Blockchain has important impacts and benefits for data exchange and sharing in support of Internet of things (IoT) and smart cities and communities (SC&C). In most of the IoT and SC&C scenarios, it is necessary to ensure data processing, circulation, sharing and management for all trust operations. Blockchain technologies can meet these needs. Recommendation ITU-T Y.4560 specifies the requirements, functional models, a platform, and deployment modes of blockchain-based data exchange and sharing for supporting IoT and SC&C.
–	ITU-T Y.4602 "Data processing and management framework for IoT and smart cities and communities". This Recommendation describes the data processing and management (DPM) framework organized into five dimensions that are data lifecycle dimension, trust dimension, data commercialization dimension, data ecosystem dimension and data governance dimension. The DPM framework covers all applications and services for IoT and Smart Cities and communities. It provides the high-level view of the DPM capabilities required at each stage of the data lifecycle considering different inherent aspects to the data such as its source (personal data, legacy data, and public data) and external aspects that are the actions to be applied to the data following the data manipulation, sharing, security and governance requirements.
–	ITU-T Y.4603 "Requirements and functional model to support data quality management in IoT". Data quality management is the mature processes, tools, and in-depth understanding of data you need to make decisions or solve problems to minimize risk and impact to your organization or customers. Data quality management in IoT is the practice of using that IoT data to serve your purposes with flexibility and agility for IoT applications. To do this, it is necessary to assess what data you have today and the processes and tools that use or support data against purposes and requirement of IoT applications. The requirements for data and its quality vary from IoT application to application or organization in different contexts. Data quality management practice in IoT makes data a holistic asset, by which it means that data is the input and output of every task and transaction performed according to IoT application for a business. This Recommendation specifies key requirements with respect to data quality management in IoT and important elements to fulfil these requirements. This document indicates the requirements and functional model in terms of the scopes of the followings: data quality management in IoT, requirements of data quality management in IoT and Functional model to support data quality management.
–	ITU-T Y.4604 "Metadata for camera sensing information of autonomous mobile IoT devices". In the case of low-cost and low-resolution Internet of things (IoT) camera sensor devices, it is not possible to support full-featured camera sensing information due to resource-limited IoT device capabilities. Traditional full-performance digital camera devices provide complex metadata such as camera settings (stimulus, sensitivity, shutter speed, etc.), time, location information, camera model, etc. There is no guidance for compliant and compromised IoT camera sensing metadata from different manufacturers. This causes problems related to interchangeable metadata. It is essential therefore to provide basic and minimal camera sensing metadata to enable interoperability between IoT applications and services. Recommendation ITU-T Y.4604 defines metadata for camera sensing information (MCSI) and describes characteristics and features of individual MCSI working on autonomous mobile IoT devices (AMIDs).
–	ITU-T Y.4606 "Requirements and functional model of data management system for smart greenhouse service". The data analysis technologies can evolve IoT-based smart greenhouse services more intelligently. To enable those service, a huge size of data related to environmental condition as well as farm configuration is required to be analysed; to enable the data to be well analysed, a well-defined data management system that has functionalities of data collection, data storage, data disposal, data process, and data use is required. This Recommendation defines requirements and functional model of data management system in the perspective of smart greenhouse service. The general requirements and functional model of the data management system are not under scope of this Recommendation.
–	ITU-T Y.Suppl.82 "Standardization gaps and roadmap for AI and IoT in digital agriculture". This Supplement analyses and identifies standardization gaps related to AI and IoT in digital agriculture and develop a future standardization roadmap, taking into consideration the activities currently undertaken by other ITU groups, various standards developing organizations (SDOs) and forums.
–	ITU-T Y.Suppl.83 "Optimizing Digital Agriculture with Best Practices for Integrating AI and IoT". This Supplement provides a detailed analysis of how AI and IoT technologies are revolutionizing digital agriculture. It includes numerous use cases demonstrating successful implementations, highlighting their objectives, innovations, data collection methods, and AI/ML algorithms used. The report assesses accuracy, performance, deployment status, and the benefits of these technologies. It also evaluates environmental impacts, offering recommendations for enhancing productivity, sustainability, and efficiency in agriculture. Future research directions and potential advancements are explored to guide further innovation and standardization in this field.
–	ITU-T YSTP.AIoT "Challenges of and Guidelines to Standardization on Artificial Intelligence of Things". The Artificial Intelligence of Things (AIoT) is the combination of artificial intelligence (AI) technologies with the Internet of things (IoT) infrastructure to achieve more efficient IoT operations, improve human-machine interactions and enhance data management and analytics, but not limited to. From a comprehensive review of existing standardization efforts on AI and IoT, this Technical Paper describes concepts, characteristics, technical features and approaches of AIoT. Then, it presents challenges and guidelines for standardization on AIoT. It aims to provide technical insight and a clear direction for AIoT standardization from an ITU-T SG20 perspective.
–	ITU-T YSTR.DataModelling-Agri "Data processing, management and analytics with AI for digital agriculture". The Technical Report on Data Modeling for digital agriculture delves into the integration of data technologies and AI modeling for optimizing farming practices. It explores diverse data sources, techniques, pre-processing methods, and modeling algorithms used in digital agriculture. It illuminates how digital agriculture is revolutionizing crop management, resource utilization, and sustainability practices, ultimately paving the way for a more efficient and resilient agricultural sector.
e)	Q5/20, Study of emerging digital technologies, terminology and definitions
Question 5/20 was tasked to capture and develop definitions, to contribute to a common terminology for IoT and SC&C. This Question also contributed to research solutions for interoperability across different technologies, taking into account both end-user, regulatory and market needs. Considering the rapid evolution of the IoT domain, this Question also contributed to the identification and discussion of relevant research and technological developments in this area, to bring the most relevant topics to the attention of the ITU-T Study Group 20 (SG20) and/or to the corresponding Questions.
In this study period, Q5/20 has developed one new Recommendation, one new Supplement and one new Technical Report:
–	ITU-T Y.4052 "Vocabulary for blockchain for supporting Internet of things and smart cities and communities in data processing and management aspects". This Recommendation contains blockchain-related vocabulary to be used for Internet of things (IoT) and smart cities and communities (SC&C) in aspects of data processing and management (DPM). The vocabulary in this Recommendation is collected from the Recommendations, Supplements and standards published by ITU and ISO. In addition, this Recommendation includes and defines new terms to meet the needs of SC&C work within ITU.
–	ITU-T Y.Suppl.77 "Digital transformation for people-centred smart cities and communities: an analysis of definitions". This supplement to the ITU-T Y.4051 aims to comprehend the multiple dimensional definitions of digital transformation for people-centred smart cities and communities from open literature. It used keywords and attributes analytical methodology to developing a new definition. The process for developing a new definition will not only give a clear definition of the term but also help in understanding the relevant works and tasks for digital transformation in people-centred smart cities and communities.
–	ITU-T YSTR.P2P-CC "Current state of P2P crowd charging platforms and corresponding market needs". A P2P crowd charging system is a distributed system comprising ICT infrastructure provided by the general public (e.g., smartphones). The distributed resources of a P2P crowd charging system operate in a collaborative manner driven to perform energy sharing tasks by using their built-in power transfer modules. This work item will conduct a review of and provide an analysis of the current state of P2P crowd charging systems in terms of currently available technological solutions, ongoing research, and recent and ongoing standardisation activities in this area. The aim of the analysis will be to identify existing gaps and market needs in the area of P2P crowd charging systems.
f)	Q6/20, Security, privacy, trust and identification for IoT and SC&C
Question 6/20 developed Recommendations, Supplements, guidelines and Technical Reports on topics such as: authenticity, confidentiality, integrity, nonrepudiation and availability of IoT devices, systems, applications, protocols, platforms, and services; security and trust provisioning in IoT at the ICT infrastructure and future heterogeneous converged-service environments; security and trust provisioning in IoT services and applications for converged environments among stakeholders of different industries; requirements to mitigate the risks and threats identified in IoT and SC&C systems and services; utilizing security constructs in IoT systems to protect identity, privacy, and security of the system; technical measures to prevent compromise, and protect the integrity and privacy of IoT systems, applications, platforms, and services; technical measures needed to support the protection of privacy in SC&C applications, services, and platforms; identifying the potential risks associated with the different management, administration, maintenance, and service provisioning in SC&C; how to mitigate risks associated with the different management, administration, maintenance, and service provisioning in SC&C; supporting availability and portability of the data in IoT and SC&C platforms, systems, and services; the use of naming, addressing, and identification in IoT and SC&C deployments; and identity discovery and identity management in IoT and SC&C.
In this study period, Q6/20 developed one new Recommendation and one new Technical Report:
–	ITU-T Y.4500.3 "oneM2M - Security solutions". Recommendation ITU-T Y.4500.3 provides specifications for machine to machine (M2M) security and privacy protection.
–	ITU-T YSTR-IADIoT "Intelligent anomaly detection system for IoT". This Technical Report presents an intelligent anomaly detection system for IoT which is based on the use of new technologies to detect anomalous behaviour in IoT-based systems. It is a hybrid system that responds to proven filtering security rules for known attacks. Then, through a machine learning module, new anomalous traffic can be detected, and the rules reconfigured according to the analysis and discovery made. The main objective of this Technical Report is to demonstrate the feasibility of implementing certain controls and security aspects as close as possible to IoT devices.
g)	Q7/20, Evaluation and assessment of Smart Sustainable Cities and Communities
Question 7/20 developed Recommendations, Supplements and Technical Reports on topics such as: methodologies for assessment of city SDGs, considering general principles, criteria for evaluating ICT impact; collecting and calculating reliable data to feed into the assessment model; developing methodologies for measuring and evaluating a city's specific performance and e/smart services with respect to defined sector indicators; and reporting a city's performance to help cities to reach SDGs.
In this study period, Q7/20 has developed two new Recommendations, two new Supplements and one new Technical Report:
–	ITU-T Y.4909 "Assessment framework of IoT sensing quality". IoT systems are implemented by relevant stakeholders to increase the effectiveness, efficiency and the quality of sensing services. All IoT systems depend on the acquisition and use of sensing information. Sensing quality directly impacts the quality of service provided by the IoT systems. Sensing quality assessment framework of IoT systems provides a unified framework for both developers and users to evaluate sensing quality in IoT systems.
–	ITU-T Y.4910 "Maturity model of digital supply chain for smart sustainable cities". With the rapid development of advanced information technologies such as the Internet of things, big data and cloud computing, the traditional supply chain has been transformed into a digital supply chain. Digital supply chains may help to maintain high growth by reducing the operation cost and improving the efficiency of supply chain management with the help of digital methods. As a result, digital supply chains can assist with the construction and management of SSC. This Recommendation provides a maturity model of digital supply chain for SSC referring to the key performance indicators (KPIs) for SSC in [ITU-T Y.4900] and the maturity model for SSC in [ITU-T Y.4904]. Both of these Recommendations support the maturity model for digital supply chains. Its use has specific benefits for socioeconomic indicators, like: environmental sustainability, productivity, innovation, and trade. This maturity model helps identify the goals, levels, dimensions and assessment methods of digital supply chain for SSC. It is designed as a practical tool for city managers and all related stakeholders to study the performance and benefits of digital supply chain from economic, social and environmental perspectives. Thus, it gives general guidance for accurately assessing the maturity of digital supply chain and helping achieve sustainable development goals for SSC.
–	ITU-T Y.Suppl.73 "ITU-T Y.4600 - Concept and use cases of a digital twin in smart sustainable cities". A digital twin is regarded as a virtual representation that serves as the real-time digital counterpart of a physical object or process. This Supplement defines the concept and describes use cases of digital twins in smart sustainable cities. It also identifies challenges and opportunities for digital twins in smart sustainable cities.
–	ITU-T Y.Suppl.78 "Use Cases on implemented or evaluated SSC solutions based on ITU-T Y.4900 Recommendation Series". This Supplement aims to collect use cases from ITU Members that have implemented or evaluated Smart Sustainable Cities (SSC) based on the ITU-T Y.4900 Recommendation series. The expected result is to provide information, identify challenges and opportunities on the implementation and evaluation of SSC solutions, based on the Y.4900 Recommendation series, across a wide spectrum of realities (such as varied infrastructure maturity, city size, financial conditions, among others). It is expected that the use cases collected in this Supplement will allow ITU members to evaluate scenarios similar to their own and, therefore, have a higher probability of success by avoiding improper practices, enriching the experience, optimizing investments and improving the scope and complexity of the solutions adopted.
–	ITU-T YSTR.HTSA-overview "Overview of ICT based highway traffic safety assessment". A lot of information and communication technologies have been widely used in the traffic field, especially in the highway industry, and have made remarkable achievements. There is no scientific and effective index system for evaluating ICT-based highway traffic safety. In other words, there is a lack of uniform capability methodologies for ICT based highway traffic safety assessment. This Technical report presents an overview and covers the process of ICT based highway traffic safety assessment.
[bookmark: _Toc320869659]3.3	Report of lead study group activities, JCAs and regional groups
3.3.1	Lead study group activities
ITU-T Study Group 20 has performed on its lead Study Group roles assigned by WTSA-20:
–	Lead study group on Internet of things and its applications
–	Lead study group on smart cities and communities and related digital services
–	Lead study group for Internet of things identification
–	Lead study group on digital health related to Internet of things and smart cities and communities
Accordingly, ITU-T SG20 has performed various lead Study Group activities reports which were timely submitted to TSAG for review. All SG20 Lead Study Group Activity reports are summarised below and can be accessed following the related URLs:
–	TSAG-TD39 (Geneva, 12-16 December 2022)
–	TSAG-TD207 (Geneva, 30 May - 2 June 2023)
–	TSAG-TD341 (Geneva, 22-26 January 2024)
–	TSAG-TD542 (Geneva, 29 July - 2 August 2024)
3.3.2	JCA on Internet of things and Smart Cities and Communities (JCA-IoT and SC&C)
Joint Coordination Activity on Internet of things and Smart Cities and Communities (JCA-IoT and SC&C) held four (4) meetings during this study period. The JCA-IoT and SC&C meetings were held in conjunction with the SG20 meeting.
JCA-IoT and SC&C meetings were held on:
	Place, date
	Reports

	Geneva, 19 July 2022
	JCA-IOTSSC-O-068

	Geneva, 31 January 2023
	JCA-IOTSSC-O-070

	Arusha, 12 September 2023
	JCA-IOTSSC-O-072

	Geneva, 2 July 2024
	JCA-IOTSSC-O-073


The JCA-IoT and SC&C Roadmap was converted into ITU-T Y-series Supplement 58 "Internet of things and smart cities and communities standards roadmap" and is being kept updated.
The JCA-IoT and SC&C webpage can be found at https://itu.int/en/ITU-T/jca/iot.
3.3.3	Regional Group for the Latin America Region (SG20RG-LATAM)
During the SG20 meeting that took place on 13-23 March 2017 in Dubai, the SG20 Regional Group for the Latin America Region (SG20RG-LATAM) was created. Its first meeting was held in Cartagena de Indias, Colombia on 20 April 2018. Its second meeting was held in San Salvador, El Salvador on 11-12 September 2019.
	Place, date
	Reports

	Cartagena de Indias, 20 April 2018
	SG20RG-LATAM-R1

	San Salvador, 11-12 September 2019
	SG20RG-LATAM-R2

	Virtual, 13-14 October 2020
	SG20RG-LATAM-R3


The SG20RG-LATAM webpage can be found at https://itu.int/en/itu-t/regionalgroups/sg20-latam.
3.3.4	Regional Group for the Africa Region (SG20RG-AFR)
During the SG20 meeting that took place on 13-23 March 2017 in Dubai, the SG20 Regional Group for the Africa Region (SG20RG-AFR) was created. Its first meeting for this Study Period was held in Sharm el-Sheikh on 8 June 2023. 
	Place, date
	Reports

	Sharm el-Sheikh, 8 June 2023
	SG20RG-AFR-R1


The SG20RG-AFR webpage can be found at https://itu.int/en/itu-t/regionalgroups/sg20-afr.
3.3.5	Regional Group for the Arab Region (SG20RG-ARB)
During the SG20 meeting that took place on 13-23 March 2017 in Dubai, the SG20 Regional Group for the Arab Region (SG20RG-ARB) was created. Its first meeting for this Study Period was held virtually on 01 August 2023. 
	Place, date
	Reports

	Virtual, 1 August 2023
	SG20RG-ARB-R1


The SG20RG-ARB webpage can be found at https://itu.int/en/itu-t/regionalgroups/sg20-arb.
3.3.6	Regional Group for Eastern Europe, Central Asia and Transcaucasia (SG20RG-EECAT)
During the SG20 meeting that took place on 13-23 March 2017 in Dubai, the SG20 Regional Group for Eastern Europe, Central Asia and Transcaucasia (SG20RG-EECAT) was created. Its first meeting was held in Saint Petersburg, Russian Federation on 20-21 June 2017. Its second meeting was held in Saint Petersburg, Russian Federation on 4-5 June 2018. Its third meeting was held in Minsk, Belarus on 26-28 February 2019. Its fourth meeting was held in Minsk, Belarus on 5 March 2020. Its fifth meeting was held in Minsk, Belarus on 16-18 March 2021.
	Place, date
	Reports

	Saint Petersburg, 20-21 June 2017
	SG20RG-EECAT-R1

	Saint Petersburg, 4-5 June 2018
	SG20RG-EECAT-R2

	Minsk, 26-28 February 2019
	SG20RG-EECAT-R3

	Minsk, 5 March 2020
	SG20RG-EECAT-R4

	Minsk, 16-18 March 2021
	SG20RG-EECAT-R5


The SG20RG-EECAT webpage can be found at https://itu.int/en/itu-t/regionalgroups/sg20-eecat.
3.3.7	Regional Group for Asia and the Pacific (SG20RG-AP)
During the SG20 meeting that took place from 30 January-10 February 2023 in Geneva, the SG20 Regional Group for Asia and the Pacific (SG20RG-AP) was created. Its first meeting was held virtually from 25-26 July 2023. Its second meeting was held virtually from 23-24 April 2024.
	Place, date
	Reports

	Virtual, 25-26 July 2023
	SG20RG-AP-R1

	Virtual, 23-24 April 2024
	SG20RG-AP-R2


The SG20RG-AP webpage can be found at https://itu.int/en/ITU-T/regionalgroups/sg20-ap.
3.3.8	Focus Group on Artificial Intelligence (AI) and Internet of things (IoT) for Digital Agriculture (FG-AI4A)
The Focus Group on Artificial Intelligence (AI) and Internet of things (IoT) for Digital Agriculture (FG-AI4A) was established by ITU-T Study Group 20 at its virtual meeting that took place from 11-21 October 2021.
The meetings of FG-AI4A were held as follows:
	Place, date
	Reports

	Virtual, 30-31 March 2022
	FGAI4A-O-003

	Virtual, 9-10 May 2022
	FGAI4A-O-006-R1

	Seongnam, 24-26 August 2022
	FGAI4A-O-009-R1

	Virtual, 17-19 October 2022
	FGAI4A-O-016

	Virtual, 20 January 2023
	FGAI4A-O-020-R1

	Virtual, 22-24 May 2023
	FGAI4A-O-021-R2

	Virtual, 14 August 2023
	FGAI4A-O-027-R1

	Virtual, 1 December 2023
	FGAI4A-O-029-R1

	New Delhi, 19 March 2024
	FGAI4A-O-030-R1

	Utrecht, 18 June 2024
	FGAI4A-O-037



Workshops and webinars on Artificial Intelligence (AI) and Internet of things (IoT) for Digital Agriculture were held on:
–	AI for Good webinar - Towards Digital Agriculture: Expanding on the AI and IoT Paradigm (14 February 2022)
–	DTC4CC Episode #14 - Accelerating agricultural digital transformation through AI and IoT (Virtual, 29 March 2022)
–	AI for Good webinar - Digital agricultural technologies for Global Food Security (Virtual, 21 April 2022)
–	AI for Good webinar - Weeding and harvesting robots for sustainable and affordable horticulture (Virtual, 28 April 2022)
–	ITU/FAO Workshop on "Digital Agriculture at Scale: Sustainable Food Systems with IoT and AI" (Seongnam, Korea (Rep. of), 24 August 2022)
–	DTD Episode #21 - Driving Digital Transformation for Food Security (Virtual, 17 February 2023)
–	DTD Episode #22 - Digital water in smart sustainable cities (Virtual, 14 March 2023)
–	ITU/FAO Workshop on "Cultivating Tomorrow: Advancing Digital Agriculture through IoT and AI" (New Delhi, 18 March 2024)
–	DTD Webinar – Unleashing the Power of Digital Water Solutions: Exploring the flow of emerging technologies (Virtual, 22 March 2024)
–	ITU/FAO Workshop on "The Future of Digital Agriculture: Role of Artificial Intelligence" (Utrecht, 17 June 2024)
FG-AI4A concluded its work in June 2024 and completed the following work items:
–	FG-AI4A WG-GLOSS "Glossary - Artificial Intelligence (AI) and Internet of things (IoT) for Digital Agriculture"
–	FG-AI4A Deliverable: Technical Report on "Ethical Legal, and regulatory Considerations relating to the use of AI for agriculture": A European Perspective
–	FG-AI4A Deliverable: Technical Report on "Data Modelling for digital agriculture
–	FG-AI4A Deliverable: Technical Report - Use Cases for AI and IoT for Digital Agriculture
–	FG-AI4A Deliverable: Standardization gaps and roadmap for AI and IoT in digital agriculture
[bookmark: _Toc320869660]3.4	Projects/ Other activities
3.4.1	United for Smart Sustainable Cities
World Telecommunication Standardization Assembly (WTSA-20) Resolution 98, instructs the Director of the Telecommunication Standardization Bureau to carry out, in collaboration with Member States and cities, pilot projects in cities related to SC&C key performance indicator (KPI) assessment activities, aimed at facilitating the deployment and implementation of IoT and SC&C standards worldwide; to continue to support U4SSC, and share its deliverables with Study Group 20 and other study groups concerned; and to promote and encourage the implementation of U4SSC KPIs as a standard for smart sustainable cities' self-assessment in collaboration with Member States.
The United for Smart Sustainable Cities (U4SSC) initiative is a United Nations initiative coordinated by the International Telecommunication Union (ITU), the United Nations Economic Commission for Europe (UNECE) and the United Nations Human Settlements Programme (UN-Habitat) and supported by 19 United Nations Agencies and Programmes (CBD, ECLAC, FAO, UNDESA, UNESCO, UNDP, UNECA, UN-Women, UNEP, UNEP-FI, UNFCCC, UNIDO, UNOP, UNU EGOV, UNWTO and WMO).
U4SSC continues to serve as the global platform to advocate for public policy and to encourage the use of ICTs to facilitate and ease the transition to smart sustainable cities.
The following U4SSC meetings took place:
–	7th U4SSC meeting (Virtual, 20 June 2023)
–	8th U4SSC meeting (Madrid, 19 September 2024)
The U4SSC Thematic Groups and their Working Groups are continuously advancing their deliverables through regular e-meetings. U4SSC is currently working on the following Thematic Groups:
–	City platforms
o	Working Group 6: Data and APIs in Smart City Platforms
o	Working Group 7: Smart Destination Platforms
–	Lessons Learned from Building Urban Economic Resilience at City Level During and After COVID-19
–	Artificial Intelligence in Cities
o	Working Group 2: Autonomous Cities
o	Working Group 3: AI-Driven KPIs Measurement
o	Working Group 4: FAIR Cities – Foster AI for Inclusive and Responsible cities
–	Enabling People-Centred Cities through Digital Transformation
o	Working Group 1: Setting the Context: Digital Transformation for People-oriented Cities
o	Working Group 2: Policy Benchmarks for Digital Transformation for People-oriented Cities
o	Working Group 3: Digital Transformation Assessment for People-oriented Cities
o	Working Group 4: Guidelines for Unlocking Net Zero in Cities Through Sustainable Digital Transformation
o	Working Group 6: Intergenerational Procurement for People-Centred Cities
–	Digital Wellbeing
Additional information can be found at https://u4ssc.itu.int/thematic-groups/.
Reports and publications
In accordance with World Telecommunication Standardization Assembly (WTSA-20) Resolution 98, which instructs the Director of the Telecommunication Standardization Bureau to continue to support U4SSC, and share its deliverables with Study Group 20 and other study groups concerned, the following U4SSC deliverables have been shared as a TD during SG20 meetings:
–	Guiding principles for artificial intelligence in cities
–	The U4SSC Deliverable on Guiding principles for artificial intelligence in cities is complemented by the following case studies:
–	Case study – Hong Kong, China
–	Case study – Dubai, United Arab Emirates
–	Case study – Buenos Aires, Argentina
–	Case study – Singapore, Singapore
–	Case study – Copenhagen, Denmark
–	Reference framework for integrated management of a Smart Sustainable City
–	Procurement guidelines for smart sustainable cities
–	Compendium of practices on innovative financing for smart sustainable cities projects
–	Smart tourism: A path to more secure and resilient destinations
–	Redefining smart city platforms: Setting the stage for Minimal Interoperability Mechanisms
–	Smart public health emergency management and ICT implementations
–	Compendium of survey results on integrated digital solutions for city platforms around the world
–	Digital solutions for integrated city management and use cases
Please find all U4SSC deliverables available at https://u4ssc.itu.int/publications/.
Key performance indicators for smart sustainable cities project
The U4SSC developed a set of international key performance indicators (KPIs) for Smart Sustainable Cities (SSC) to establish the criteria to evaluate ICT´s contributions in making cities smarter and more sustainable, and to provide cities with the means for self-assessments in order to achieve the sustainable development goals (SDGs). These KPIs for SSC are based on an international standard – Recommendation ITU-T Y.4903 on Key performance indicators for smart sustainable cities to assess the achievement of sustainable development goals – and were developed within the framework of the United for Smart Sustainable Cities initiative. More than 200 cities worldwide are already implementing these KPIs.
The list of all the KPIs for SSC along with its collection methodology are contained in the:
–	Flipbook on "Collection Methodology for Key Performance Indicators for Smart Sustainable Cities"
As part of the work on the implementation of the U4SSC KPIs for smart sustainable cities, the following Snapshots, Verification Reports and Case studies were launched:
City Snapshots developed on U4SSC KPIs includes:
–	Larvik, Norway
–	Narvik, Norway
–	Daegu, Korea (Republic of)
–	Tromsø, Norway
–	Kyebi, Ghana
–	Canton of Geneva, Switzerland
–	Anyang, Korea (Republic of)
Verification Reports developed on U4SSC KPIs includes:
–	Larvik, Norway
–	Narvik, Norway
–	Daegu, Korea (Republic of)
–	Tromsø, Norway
–	Canton of Geneva, Switzerland
–	Anyang, Korea (Republic of)
Case Study developed on U4SSC KPIs include:
–	Daegu, Korea (Republic of)
More information available at https://u4ssc.itu.int/u4ssc-kpis-report/.
3.4.2	Digital Transformation Resource Hub
The Digital Transformation Resource Hub provides a wide range of quality publications on a range of digital transformation topics, including smart sustainable cities, cities' actions to tackle COVID-19, artificial intelligence, Internet of things, blockchain, digital twin, metaverse and digital transformation trends. To promote the exchange of technical knowledge and information among government and city officials, industry representatives and academic experts, the hub collects the latest reports, studies and guidelines from ITU and from across the web.
3.4.3	Digital Transformation and Cities Digest
The ITU has consistently published the Digital Transformation and Cities Digest, with the following editions being released:
–	June 2023
–	August 2023
–	November 2023
–	December 2023
–	January 2024
–	Marcg 2024
–	May 2024
–	July 2024
–	September 2024
Copies of the Digest are available for access on the Digital Transformation and Cities Digest webpage (https://itu.int/cities/dt-digest/).
3.4.4	Toolkit on Digital Transformation for People-Oriented Cities and Communities
The Toolkit on Digital Transformation for People-Oriented Cities and Communities has been developed by ITU together with 11 UN entities to support cities in strategizing and planning the digital transformation of cities and communities to promote sustainable, inclusive, resilient and improved quality of life for residents in cities and communities.
The resources contained in this Toolkit include international standards and guidance, the latest research and projections, and cutting-edge reports on a variety of timely topics relevant to the digital transformation of cities and communities. The Toolkit can universally benefit cities and communities, as well as regions and countries regardless of their level of smart or digital development, or their geographical or economic status.
Find the modules available at https://toolkit-dt4c.itu.int/.
3.4.5	Events
The following events and activities have been organized.
2022:
–	Webinar series on Digital transformation for cities and communities (Virtual, 2022)
–	WSIS Forum 2022 workshop on "Towards People-Oriented Cities" (Virtual, 29 March 2022)
–	DT4CC Episode #14: Accelerating agricultural digital transformation through AI and IoT (Virtual, 29 March 2022)
–	DT4CC Episode #15: Smart city platforms for an integrated management in smart sustainable cities (Virtual, 28 April 2022)
–	STI Forum 2022 - Side Event on Building People-Oriented Cities Through Digital Transformation (Virtual, 6 May 2022)
–	WSIS 2022 - Beyond smart cities = "Smart for all" (Virtual, 10 May 2022)
–	Information Session on Toolkit on Digital Transformation for People-oriented Cities and Communities (Virtual, 21 June 2022)
–	Forum on Strengthening digital transformation in Latin America (Guatemala, 7-8 July 2022)
–	DT4CC Episode 16: Procurement for Smart and Sustainable Cities: Innovative mechanisms for Digital Transformation (Virtual, 9 September 2022)
–	Workshop on "Digital Agriculture at Scale: Sustainable Food Systems with IoT and AI" (Seongnam, Korea, 24 August 2022)
–	RECI Roundtable on "Sustainable and smart cities towards digital transformation" (Palma de Mallorca, 10 October 2022)
–	RECI Special Session on U4SSC (Palma de Mallorca, 11 October 2022)
–	ITU@COP27 Climate classroom - "Digital Transformation for People-oriented Cities and Communities" (Virtual, 10 November 2022)
–	DTC4CC Episode #17: Emergency responses in smart cities: Driving resilience in the post-pandemic era (Virtual, 22 November 2022)
–	DTC4CC Episode #18: Cities in the age of artificial intelligence: How to leverage technology for digital transformation (Virtual, 23 November 2022)
–	AI for Good webinar: Digital transformation for people-oriented cities and communities (Virtual, 29 November 2022)
–	DTC4CC Episode #19: Tourism in smart cities: Reimagining the road to digital tourism (Virtual, 7 December 2022)
–	DTC4CC Episode #20: A one-of-a-kind platform for digital transformation: the U4SSC Austrian Country Hub (Virtual, 7 December 2022)
2023:
–	DT4CC Episode #21: Digital Agriculture: Driving Digital Transformation for Food Security (Geneva, 17 February 2023)
–	Episode #22: Digital water in smart sustainable cities (Virtual, 14 March 2023)
–	Episode #23: STI Forum Side event on Building the pathway to sustainable digital transformation (Virtual, 2 May 2023)
–	Episode #24: STI Forum Side event on Building back smarter and more sustainable cities through the United for Smart Sustainable Cities Initiative (Virtual, 3 May 2023)
–	Episode #25: STI Forum Side event on Leveraging the metaverse in cities to achieve the SDGs (Virtual, 4 May 2023)
–	Episode #26: Digital transformation of mobility: paving the way for road safety (Virtual, 14 June 2023)
–	Episode #27: Digital transformation of testing: federated testbeds as a service (Virtual, 21 June 2023)
–	HLPF Side event on Exploring the metaverse: A New World of Possibilities for Cities and Communities (Virtual, 13 July 2023)
–	Episode #28: Digital transformation and Ethical use of technology for animals (Virtual, 26 July 2023)
–	Episode #29: Decade of healthy aging: role of digital technologies (Virtual, 22 August 2023)
–	Episode #30: ChatGPT: risks and rewards of generative AI in cities (Virtual, 4 September 2023)
–	3rd ITU Forum on Cities and the metaverse: shaping a citiverse for all (Arusha, 13 September 2023)
–	Episode #31: Digital tourism: bridging the gap between communities and destinations (Virtual, 27 September 2023)
–	Episode #32: "Fashioning" the metaverse to accelerate digital transformation: what has gone out of style (Virtual, 2 October 2023)
–	Episode #33: Disaster risk reduction in the digital transformation age: Leveraging emerging technologies (Virtual, 13 October 2023)
–	Episode #34: What is a citiverse? And how can it contribute to sustainable city development? (Virtual, 24 October 2023)
–	Episode #35: How to successfully develop People-Centred citiverse? (Virtual, 30 October 2023)
–	Episode #36: World cities day: digital transformation for a better urban life (Virtual, 31 October 2023)
–	Episode #37: Digital transformation in the pharma Industry (Virtual, 14 November 2023)
–	Episode #38: Localizing the Sustainable Development Goals: Invest NYC SDG Initiative (Virtual, 16 November 2023)
–	Episode #39: The Interplay Between Human Rights and Technology (Virtual, 8 December 2023)
2024:
–	Fireside Chat: Prospects for Surgical Advances (Virtual, 18 January 2024)
–	Ask the Expert Session: Digital twin for smart cities (Virtual, 30 January 2024)
–	Webinar: Future of real-love in the virtual world: The Perfect Date (Virtual, 14 February 2024)
–	Ask the Expert Session: Urban Intelligence Unveiled: AI Principles for Smart Cities (Virtual, 21 February 2024)
–	4th ITU Forum on Shaping the CitiVerse: People centred cities & virtual worlds (Queretaro, Mexico, 4 March 2024)
–	Fireside Chat: Beyond Boundaries: Revolutionizing Banking through Digital Transformation (Virtual, 14 March 2024)
–	Webinar: Unleashing the Power of Digital Water Solutions: Exploring the flow of emerging technologies (Virtual, 22 March 2024)
–	Ask the Expert Session: Guardians of Authenticity: Battling Counterfeiting (Virtual, 28 March 2024)
–	Webinar: Immersive Inclusivity: Enhancing Virtual Worlds with Accessibility (Virtual, 2 April 2024)
–	Fireside Chat: Ethical Horizons: Navigating Responsible AI in the Digital Landscape (Virtual, 16 April 2024)
–	Webinar: Metaverso 360°: Explorando la Accesibilidad, la Inclusión y los Derechos Humanos en Dominicana Innova (Virtual, 22 April 2024)
–	Ask the Expert Session: Breaking barriers in the metaverse: Improving accessibility (Virtual, 25 April 2024)
–	UN 2.0 Week Side event on Harnessing the metaverse and virtual worlds for global Impact (Virtual, 26 April 2024)
–	Ask the Expert Session: Assessing the circularity of ICT goods (Virtual, 22 May 2024)
–	Webinar: Connected Communities: Harnessing the Power of Digital Public Infrastructure (Virtual, 21 May 2024)
–	WSIS Side event: CitiVerse: Envisioning Inclusive, Sustainable, and People-Centered Cities (Hybrid, 28 May 2024)
–	Webinar: Greening the Future: Navigating Digital Transformation for Land Restoration (Virtual, 5 June 2024)
–	5th Forum on Integrating virtual and physical worlds in the metaverse with digital twin (Geneva, 13 June 2024)
–	1st UN Virtual Worlds Day (Geneva, 14 June 2024)
–	UN metaverse Think-a-Thon 2024: Virtual Worlds Revolutionizing Smart Sustainable Cities & Communities (Geneva, 14 June 2024)
–	Ask the Expert Session: Rester connecté: Explorer l'itinérance mobile internationale (Virtual, 27 June 2024)
–	Ask the Expert Session: Exploring DLT Beyond Cryptocurrency: Applications and Opportunities (Virtual, 23 July 2024)
–	Webinar: City Horizons: Celebrating World Cities Day and Shaping Urban Futures (Virtual, 31 October 2024)
Other events can be found at https://itu.int/cities/meetings/.
3.4.6	Other publications
The following publications related to smart sustainable cities have been developed during this Study Period:
–	Guide for smart and sustainable city leaders
–	Enabling digital transformation in smart sustainable cities – Master plan
–	Building a people-centred digital future for cities and communities
–	The role of digital technologies in aging and health
[bookmark: _Toc176978454]4	Observations concerning future work
Proposed updates to the Study Group 20 mandate can be found in Annex 2 to this report, and in text of Questions proposed for study during the next study period, see WTSA-24 Document 22.
Study Group 20 is responsible for the development of innovative standards (ITU-T Recommendations), guidelines, reports, methodologies, and best practices for the Internet of things (IoT), digital twins, metaverse, and smart sustainable cities and communities (SSC&C), with the goal of accelerating digital transformation in both urban and rural areas. This includes studies on SSC&C applications, systems and services, interoperability and interworking, digital twins, requirements, capabilities, and architectural frameworks of IoT and SSC&C across verticals, and human-centric digital services enabled by IoT and SSC&C, particularly in digital health, accessibility, and inclusion.
Additionally, Study Group 20 addresses architectures, functionalities, and protocols in applications of verticals and infrastructures of IoT and SSC&C, decentralized/distributed IoT, and data analytics, data sharing, data processing and management, including big data aspects of IoT and SSC&C. The study group also focuses on terminology and definitions, the study and research of emerging digital technologies (e.g. metaverse, AI, etc.), security, privacy, trustworthiness, and identification of IoT and SSC&C, as well as the evaluation and assessment of smart sustainable cities and communities and related digital services.
By developing robust standards and best practices, Study Group 20 aims to foster global innovation for IoT and SSC&C in line with the Sustainable Development Goals.
[bookmark: _Toc176978455]5	Updates to the WTSA Resolution 2 for the 2025-2028 study period
Annex 2 contains the updates to WTSA Resolution 2 proposed by Study Group 20 concerning the general areas of study, title, mandate, lead roles and points of guidance in the next study period.

[bookmark: _Toc176978456]ANNEX 1

List of Recommendations, Supplements and 
other materials produced or deleted during the study period

The list of new and revised Recommendations approved during the study period is found in Table 8.
The list of Recommendations determined/consented by Study Group 20 or its working parties that were not yet approved at the time this report was published is found in Table 9.
The list of Recommendations deleted by Study Group 20 during the study period is found in Table 10.
The List of Recommendations submitted by Study Group 20 to WTSA-24 for approval is found in Table 11.
Tables 12 onwards list other publications approved and/or deleted by Study Group 20 during the study period.
TABLE 8
Study Group 20 – Recommendations approved during the study period
	Recommendation
	Approval
	Status
	TAP/AAP
	Title

	Y.4052
	2022-08-29
	In force
	AAP
	Vocabulary for blockchain for supporting Internet of things and smart cities and communities in data processing and management aspects

	Y.4216
	2022-08-29
	In force
	AAP
	Requirements of sensing and data collection system for city infrastructures

	Y.4217
	2022-08-29
	In force
	AAP
	Service requirements and capability framework for Internet of things-related crowdsourced systems

	Y.4218
	2023-05-07
	In force
	AAP
	Internet of things and information and communication technology requirements for deployment of smart services in rural communities

	Y.4219
	2023-03-28
	In force
	AAP
	Accessibility requirements for user interface of smart applications supporting IoT

	Y.4220
	2023-03-28
	In force
	AAP
	Requirements and capability framework of abnormal event detection system for smart home

	Y.4221
	2024-07-10
	In force
	TAP
	Requirements of IoT-based electric power infrastructure monitoring systems

	Y.4223
	2023-09-22
	In force
	TAP
	Common requirements and capabilities of smart cities and communities from IoT and ICT perspectives

	Y.4224
	2023-11-29
	In force
	AAP
	Requirements for digital twin federation in smart cities and communities

	Y.4225
	2024-07-10
	In force
	TAP
	Requirements and capability framework of digital twin for intelligent transport system

	Y.4226
	2024-08-29
	In force
	AAP
	Functional framework and requirements for disaster monitoring system

	Y.4227
	2024-08-29
	In force
	AAP
	IoT requirements and capabilities for support of blockchain

	Y.4228
	2024-08-29
	In force
	AAP
	Requirements and framework of Industrial IoT (IIoT) infrastructure for smart manufacturing

	Y.4463
	2024-08-29
	In force
	AAP
	Framework of delegation service for Internet of things devices

	Y.4481
	2022-08-29
	In force
	AAP
	Framework for data middle platform in Internet of things and smart sustainable cities

	Y.4482
	2022-08-29
	In force
	AAP
	Requirements and framework for smart livestock farming based on the Internet of things

	Y.4483
	2022-08-29
	In force
	AAP
	Reference architecture of service exposure for decentralized services for Internet of things applications

	Y.4484
	2022-08-29
	In force
	AAP
	Framework to support web of objects ontology based semantic data interoperability of e-health services

	Y.4485
	2023-03-28
	In force
	AAP
	Requirements and reference architecture of smart education

	Y.4486
	2023-03-28
	In force
	AAP
	Framework of cross edge decentralized service by using DLT and edge computing technologies for IoT devices

	Y.4487
	2024-07-01
	In force
	TAP
	A functional architecture of roadside multi-sensor data fusion systems for autonomous vehicles

	Y.4488
	2024-07-10
	In force
	TAP
	Requirements and functional architecture of data services provided via IoT-based technologies for the safety of manufacturing-related working environments

	Y.4489
	2023-11-29
	In force
	AAP
	Reference architecture of digital twin federation in smart cities and communities

	Y.4490
	2023-11-29
	In force
	AAP
	Framework of water supply system monitoring for smart fire protection

	Y.4491
	2023-11-29
	In force
	AAP
	Framework of blockchain-based self-organization networking in Internet of things environments

	Y.4492
	2023-11-29
	In force
	AAP
	Decentralized Internet of things communication architecture based on information-centric networking and blockchain

	Y.4493
	2023-11-29
	In force
	AAP
	Autonomic operations support protocols in the Internet of things

	Y.4494
	2023-11-29
	In force
	AAP
	Reference architecture of collaborative decentralized machine learning for intelligent Internet of things services

	Y.4495
	2023-11-29
	In force
	AAP
	Requirements and a reference model of data for smart greenhouse service

	Y.4497
	2024-07-10
	In force
	TAP
	Requirements and functional architecture of smart sharing bicycle service

	Y.4498
	2024-07-10
	In force
	TAP
	Framework of city-level energy data sharing and analytics among buildings

	Y.4500.3
	2023-01-30
	In force
	TAP
	oneM2M – Security solutions

	Y.4501
	2024-08-29
	In force
	AAP
	Functional architecture for smart door lock service framework

	Y.4502
	2024-08-29
	In force
	AAP
	Requirements and functional architecture of IoT sensing quality management service

	Y.4503
	2024-08-29
	In force
	AAP
	Framework of common rule enablement for intelligent IoT services in heterogeneous IoT platform environments

	Y.4504
	2024-08-29
	In force
	AAP
	Service framework of prediction for intelligent IoT

	Y.4505
	2024-08-29
	In force
	AAP
	Minimal Interoperability Mechanisms for smart and sustainable cities and communities

	Y.4560
	2023-03-28
	In force
	AAP
	Blockchain-based data exchange and sharing for supporting Internet of things and smart cities and communities

	Y.4600
	2022-08-29
	In force
	AAP
	Requirements and capabilities of a digital twin system for smart cities

	Y.4601
	2023-01-30
	In force
	TAP
	Requirements and capability framework of a digital twin for smart firefighting

	Y.4602
	2023-03-28
	In force
	AAP
	Data processing and management framework for IoT and smart cities and communities

	Y.4603
	2023-03-28
	In force
	AAP
	Requirements and functional model to support data quality management in Internet of things

	Y.4604
	2023-09-13
	In force
	TAP
	Metadata for camera sensing information of autonomous mobile Internet of things devices

	Y.4605
	2023-11-29
	In force
	AAP
	Information exchange model for digital twin federation in smart cities and communities

	Y.4606
	2023-11-29
	In force
	AAP
	Requirements and functional model of the data management system for smart greenhouse service

	Y.4607
	2024-07-10
	In force
	TAP
	Requirements for the interworking of autonomous urban delivery robots

	Y.4703
	2024-03-15
	In force
	AAP
	Internet of things service management application programming interface Representational State Transfer specification

	Y.4704
	2024-03-15
	In force
	AAP
	Internet of things device management application programming interface Representational State Transfer specification

	Y.4705
	2024-08-29
	In force
	AAP
	Metadata model of sensing capability for disaster monitoring system

	Y.4909
	2023-03-28
	In force
	AAP
	Assessment framework of Internet of things sensing quality

	Y.4910
	2023-03-28
	In force
	AAP
	Maturity model of digital supply chain for smart sustainable cities



TABLE 9
Study Group 20 – Recommendations under approval as of publication of this report
	Recommendation
	Consent/Determination
	TAP/AAP
	Title

	Y.4222
	2024-07-12
	TAP
	Framework of smart evacuation in a disaster or emergency in smart cities and communities

	Y.4229
	2024-07-12
	TAP
	Requirements and reference functional model of IoT-based smart forest firefighting system

	Y.4230
	2024-07-12
	TAP
	Requirements and capability framework of public smart charging service for electric vehicles

	Y.4231
	2024-07-12
	TAP
	Requirements and capability framework of the internet of things for vision

	Y.4232
	2024-07-12
	TAP
	Requirements, capabilities and use cases of Internet of Things infrastructures in roadside traffic perception system

	Y.4233
	2024-07-12
	TAP
	Framework for smart public health emergency management in smart and sustainable cities

	Y.4234
	2024-07-12
	TAP
	Requirements, capabilities and deployment models for e-learning in remote classrooms

	Y.4499
	2024-07-12
	TAP
	Framework of urban infrastructure monitoring based on crowdsourcing

	Y.4506
	2024-07-12
	TAP
	Reference architecture for the interworking of autonomous urban delivery robots

	Y.4507
	2024-07-12
	TAP
	A functional architecture of power supply facilities warning system

	Y.4508
	2024-07-12
	TAP
	Functional requirements and architecture of blockchain-based activity logs management for IoT data processing and management

	Y.4706
	2024-07-12
	TAP
	Data exchange model for IoT devices in power transmission and transformation equipment



TABLE 10
Study Group 20 – Recommendations deleted during study period
	Recommendation
	Last version
	Withdrawal date
	Title

	None.
	
	
	


TABLE 11
Study Group 20 – Recommendations submitted to WTSA-24
	Recommendation
	Proposal
	Title
	Reference

	None.
	
	
	


TABLE 12
Study Group 20 – Supplements
	Recommendation
	Date
	Status
	Title

	Y Suppl. 73
	2023-02-10
	In force
	ITU-T Y.4600 – Concept and use cases of a digital twin in smart sustainable cities

	Y Suppl. 76
	2023-09-22
	In force
	ITU-T Y.4000-series – Use cases of Internet of things-based smart agriculture

	Y Suppl. 77
	2023-09-22
	In force
	ITU-T Y.4051 – Digital transformation for people-centred smart cities and communities: An analysis of definitions 

	Y Suppl. 78
	2023-09-22
	In force
	Use cases on implemented or evaluated smart sustainable city solutions based on ITU-T Y.4900 Recommendations series

	Y Suppl. 82
	2024-07-12
	In force
	Standardization gaps and roadmap for AI and IoT in digital agriculture 

	Y Suppl. 83
	2024-07-12
	In force
	Optimizing Digital Agriculture with Best Practices for Integrating AI and IoT


TABLE 13
Study Group 20 – Technical Papers
	Recommendation
	Date
	Status
	Title

	YSTP.AIoT
	2023-09-20
	New
	Challenges of and Guidelines to Standardization on Artificial Intelligence of Things


TABLE 14
Study Group 20 – Technical Reports
	Recommendation
	Date
	Status
	Title

	YSTR.BP-DTw
	2023-02-10
	New
	Best Practices for Graphical Digital Twins of Smart Cities 

	YSTR.Data‌Modelling-Agri
	2024-07-12
	New
	Data processing, management and analytics with AI for digital agriculture

	YSTR.HTSA-overview
	2023-09-22
	New
	Overview of ICT based highway traffic safety assessment 

	YSTR.P2P-CC
	2024-07-12
	New
	Current state of P2P crowd charging platforms and corresponding market needs 

	YSTR-IADIoT
	2024-07-12
	New
	Intelligent Anomaly Detection System for IoT 


TABLE 15
Study Group 20 – Other publications
	Recommendation
	Date
	Status
	Title

	None.
	
	
	



[bookmark: Annex_A][bookmark: _Toc328400213][bookmark: _Toc176978457]ANNEX 2

Proposed updates to the Study Group 20 mandate and Lead Study Group roles
(WTSA Resolution 2)
The following are the proposed changes to the Study Group 20 mandate and Lead Study Group roles agreed at the last Study Group 20 meeting in this study period, based on the relevant portions of WTSA-20 Resolution 2.
[bookmark: _Toc304457409][bookmark: _Toc324435678]PART 1  General areas of study
[bookmark: _Toc509631359][bookmark: _Toc509631356][No changes requested to the general areas of study]
…
Study Group 20
Internet of things (IoT), digital twins and smart sustainable cities and communities (SSC&C)
Study Group 20 is responsible for the development of innovative standards (ITU-T Recommendations), guidelines, reports, methodologies, and best practices for the studies relating to Internet of things (IoT) , digital twins, metaverse, and and its applications, and smart sustainable cities and communities (SSC&C), with the goal of accelerating digital transformation in both urban and rural areas. This includes studies on SSC&C applications, systems and services, interoperability and interworking, digital twins, requirements, capabilities, and architectural frameworks of IoT and SSC&C across verticals, and human-centric relating to big data aspects of IoT and SC&C, digital services enabled by IoT and SSC&C, particularly in digital health, accessibility, and inclusion.for SC&C, and digital transformation relevant IoT and SC&C aspects.
Additionally, Study Group 20 addresses architectures, functionalities, and protocols in applications of verticals and infrastructures of IoT and SSC&C, decentralized/distributed IoT, and data analytics, data sharing, data processing and management, including big data aspects of IoT and SSC&C. The study group also focuses on terminology and definitions, the study and research of emerging digital technologies (e.g. metaverse, AI, etc), security, privacy, trustworthiness, and identification of IoT and SSC&C, as well as the evaluation and assessment of smart sustainable cities and communities and related digital services.
By developing robust standards and best practices, Study Group 20 aims to foster global innovation for IoT and SSC&C in line with the Sustainable Development Goals.
[bookmark: _Toc304457410][bookmark: _Toc324411236]…
[bookmark: _Toc324435679]PART 2  Lead Study Groups in specific areas of study
…
SG 20	Lead study group on Internet of things and its applications
	Lead study group on smart sustainable cities and communities (SSC&C) and related digital services, including effective energy management, digital twins and metaverse
	Lead study group for Internet of things identification
	Lead study group on digital health related to Internet of things and smart sustainable cities and communities
[bookmark: _Toc304457411][bookmark: _Toc324411237]…
[bookmark: _Toc324435680]Annex B
(to WTSA Resolution 2)

Points of guidance to study groups for the development
of the post-2022 work programme
…
ITUT Study Group 20 will work on the following items:
•	framework and roadmaps for the harmonized and coordinated development of the Internet of things (IoT), including machine-to-machine (M2M) communications, ubiquitous sensor networks, and smart sustainable cities, in ITUrelevant emerging digital technologies. This will be done in close cooperation with relevant ITU Telecommunication Standardization Sector (ITU-T and in close cooperation with the), ITU Radiocommunication Sector (ITUR) and ITU Telecommunication Development Sector (ITU-D) study groups and other regional and international standards organizations and industry forums;
•	guidelines, methodologies and best practices related to standards to help cities, communities, and rural areas deliver solutions and services using emerging digital technologies—also known as smart sustainable cities and communities (SSC&C). This will be done in close cooperation with relevant ITU-T, ITU-R and ITU-D study groups and other regional and international standards organizations and industry forums;
•	requirements and capabilities forof IoT and smart cities and communities (SC&C)SSC&C including verticals;
•	definitions and terminology for IoT and SSC&C;
•	solutions provided by emerging digital technologies and their technical impact on IoT and SC&C;
•	IoT and SCSSC&C network infrastructure, (in collaboration with Study Group 13, as appropriate), connectivity and devices, and digital services and applications, including architectures and architecture frameworks forof IoT and SSC&C;
•	decentralized/distributed IoT;
•	the evaluation, assessment, service analysis and infrastructure for SC&C for the use of emerging digital technologies in the smartness of cities(e.g., digital twins, AI, metaverse, decentralized/distributed IoT) for SSC&C including verticals;
•	guidelines, methodologies and best practices related to standards to help cities, communities, rural areas and villages deliver services using emerging digital technologies;
•	identification aspects of IoT and SSC&C in collaboration with other study groups, as appropriate;
•	protocols and interfaces forof IoT and SSC&C systems, services and applications;
•	IoT and SSC&C platforms for IoT and SC&Cincluding digital twins;
•	metaverse for SSC&C (CitiVerse);
•	interoperability and interworking of IoT and SSC&C systems, services and applications;
•	quality of service (QoS) and end-to-end performance forof IoT and SSC&C, in collaboration with ITU-T Study Group 12, as appropriate;
[bookmark: _Ref95413579]•	security, privacy[footnoteRef:4]4 and trustworthiness4 of IoT and SSC&C systems, services and applications; [4: 4 	Some relevant aspects of this term may be considered differently from one Member State to another. The use of this term is framed in terms of international telecommunication standardization.] 

•	database maintenance of IoT and SC&C standards;
•	big data aspects, including big data ecosystems, of IoT and SC&C;
•	digital and smart services for SC&C;
•	IoT and SC&C data processing and management, including data analytics, big data aspects, and AI-enabled applications of IoT and SSC&C;
•	technical aspects of data value chain for IoT and SC&C, in collaboration with Study Group 3, as appropriate;
•	datasets, data models and semantics-based capabilities forof IoT and SSC&C including verticals.;
•	database maintenance of IoT and SSC&C standards.
…
Annex C
(to WTSA Resolution 2)

List of Recommendations under the responsibility of the respective 
study groups and TSAG in the 2025-2028 study period
…
Study Group 20
ITU T F.744, ITU T F.747.1 – ITU T F.747.8, ITU T F.748.0 – ITU T F.748.5 and ITU T F.771
ITU T H.621, ITU T H.623, ITU T H.641, ITU T H.642.1, ITU T H.642.2 and ITU T H.642.3
ITU-T L.1600, ITU-T L.1601, ITU-T L.1602, ITU-T L.1603
ITU T Q.3052
ITU T Y.4000-series, ITU T Y.2016, ITU T Y.2026, ITU T Y.2060 – ITU T Y.2070, ITU T Y.2074 – ITU T Y.2078, ITU T Y.2213, ITU T Y.2221, ITU T Y.2238, ITU T Y.2281 and ITU T Y.2291
NOTE – Recommendations transferred from other study groups have double numbers in the Y.4000-series.
…
____________________
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