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	INTERNATIONAL TELECOMMUNICATION UNION
TELECOMMUNICATION STANDARDIZATION BUREAU
	

	
	Geneva, 6 November 2023

	Ref:
	TSB Circular 149
	To:
-	Administrations of Member States of the Union
-	ITU-T Sector Members
-	ITU-T Associates
-	ITU Academia

	Tel:
	+41 22 730 5591
	

	Fax:
	+41 22 730 5853
	

	E-mail:
	dfssecuritylab@itu.int 
	Copy to:
-	The Chairmen and Vice-Chairmen of
ITU-T Study Groups;
-	The Director of the Telecommunication Development Bureau;
-	The Director of the Radiocommunication Bureau;
-	The Directors of the ITU Regional Offices

	Subject:
	ITU Knowledge Sharing Platform for Digital Finance Security


Dear Sir/Madam,
I am pleased to announce the launch of the ITU Knowledge Sharing Platform for Digital Finance Security, a new initiative of the ITU DFS Security Lab. The main objectives are to foster collaboration and information sharing among regulators and DFS stakeholders on security incidents and new threats and vulnerabilities impacting the DFS infrastructure. More information on how to access the knowledge sharing platform are available on its website: https://www.itu.int/en/ITU-T/dfs/Pages/share-platform.aspx
[bookmark: _Hlk141430610]As per WTSA Resolution 89 (Rev. Geneva, 2022) - “Promoting the use of information and communication technologies to bridge the financial inclusion gap,” this platform seeks to connect regulators and DFS providers for peer learning, dialogue, and experience-sharing in digital financial services. This collaboration will involve countries, regional telecom regulatory bodies, regulators from the telecommunication and financial services sectors, industry experts, and international and regional organizations. 
The Knowledge Sharing Platform will enable regulators to:
a) Collaborate with ITU to keep up to date the DFS security assurance framework security controls and DFS security recommendations;
b) Share experiences, challenges, and lessons learned from the implementation of security measures across various jurisdictions and
c) Communicate directly with their peers on issues relating to security of digital financial services.
The platform utilizes open-source tools such as GitBook and Slack. The DFS security recommendations and technical reports on security best practices such as the DFS Security Assurance Framework are hosted on GitBook and regulators can contribute to updating these resources and suggest changes. Slack serves as a communication and messaging tool for regulators to share information on security incidents related to DFS and any security related regulatory measures in a timely manner.
The DFS Security recommendations include measures to be adopted by DFS regulators for mitigating SS7 vulnerabilities, protecting against SIM risks and SIM swap fraud, implementing mobile application security best practices, a template for a model Memorandum of Understanding (MOU) between a Telecommunications Regulator and Central Bank on Digital Financial Services security, and the DFS Security Assurance Framework for managing threats and vulnerabilities to the DFS infrastructure.
I would like to invite you to join the Knowledge Sharing Platform on DFS Security and contribute to the development and implementation of security guidelines and best practices for DFS. By collaborating and sharing our experiences, we can work towards strengthening the security of digital financial services and promote a trusted and secure environment for digital financial services and financial inclusion worldwide.
Should you have any questions or require further information, please do not hesitate to contact the ITU DFS Security Lab by email (dfssecuritylab@itu.int).
We look forward to your valuable participation and contributions.
Yours sincerely,
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