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	Abstract:
	This document provides an overview of the ITU Kaleidoscope academic conference 2021 (K-2021) that was held online from 6-10 December 2021. Attached to this TD is a document which presents keynote summaries, keynote papers, invited papers and accepted papers selected for presentation and publication, and identifies links to related activities in ITU-T and other ITU sectors.


Action required
TSAG, ITU-T study groups and focus groups are invited to review the papers relevant to their scope of work, and to take into consideration this input from the research community. Tailored TDs are also being submitted to the ITU-T study groups and focus groups. In addition, this report will be transmitted to RAG and TDAG.
Highlights of the conference
[image: Background pattern

Description automatically generated]With the pace of digital transformation continuing to erode the barriers between physical and virtual worlds, this 13th edition of the ITU Kaleidoscope conferences, Connecting physical and virtual worlds, explored the development of persistent virtual realities and customized computer-generated environments, as well as new possibilities and associated challenges appearing on the horizon.
The conference programme featured four keynote speeches, an invited talk, two special sessions and four video demos, as well as coffee breaks hosting digitally enhanced art exhibitions and dance performances.
Keynotes looked ahead towards mobile-connected intelligence, sustainability, and spectrum management in the 6G era. They also explored key ethical questions for the transition to smart cities and considered how future communications tech could engage all five human senses.
Invited speakers shared research on a serverless approach for IoT, an ITU standardization perspective on quantum key distribution networks for trust in 5G and beyond, and a proposal to accelerate the adoption of virtual reality in medical training.
Two special sessions explored the cultural dimensions of digital transformation, with the first considering the reciprocal relationship emerging between digital technologies and cultural heritage, and the second looking 20 years ahead to forecast the future of art, culture, and technology.
Video demos showcased 5G and beyond-5G system simulations, eco-friendly tethered drones to monitor electromagnetic fields, standardization bolstering cyber defence in Africa, and ways to discover security vulnerabilities in critical infrastructure.
The winning papers of K-2021 are: 

· FIRST best paper: "Towards a robust new radio compatible with XR" by Yuzhou Hu, Jiajun Xu​, Xiaoying Ma, Mengzhu Chen, Hong Tang and Jun Xu (State Key Laboratory of Mobile Network and Mobile Multimedia Technology, ZTE Corporation, China)
​
· SECOND best paper: "Collaborative 5G multi​access computing security: Threats, protection requirements and scenarios" by Gang Zhao, Feng Zhang, Le Yu, Hongyang Zhang, Qin Qiu and Sijia Xu (China Mobile, China)
​
· THIRD best paper (ex aequo): "Reinforcement learning for scheduling and MIMO beam selection using CAVIAR simulations" by João Paulo Tavares Borges, Ailton Pinto de Oliveira, Felipe Henrique Bastos e Bastos, Daniel Takashi Né do Nascimento Suzuki and Emerson Santos de Oliveira, Jr. (Universidade Federal do Pará, Brazil); Lucas Matni Bezerra (Universidade Estácio de Sá, Brazil); Cleverson Veloso  Nahum  (Universidade Federal do Pará, Brazil); Pedro dos ​Santos Batista (Ericsson Research, Sweden); Aldebaro Barreto da Rocha Klautau, Jr. (Universidade Federal do Para, Brazil)​
​​
· THIRD best paper (ex aequo): "Security vulnerability expressions: A technology for empowering novice practitioners around the world with security maturity capabilities​​" by Jacques Francoeur (Security Inclusion Now, USA)
Alongside the winners of the best paper awards, 18 entrants received Young Author Recognition Certificates.
The Best Video Demonstration of the Video Demonstration Track, as judged by the Steering Committee,  was awarded to ​​Enabling cyber defence in Africa through standardization​, authored by Mwende Njiraini (DiploFoundation, Kenya) and Racky Seye (Ministry of Digital Economy and Telecommunications of Senegal, Senegal). 
Programme, presentations, abstracts, and biographies are available online. 
Full papers are reproduced in the Conference Proceedings​. All papers will be also available shortly on the IEEE Xplore Digital Library. 
The best papers will be evaluated for potential publication in IEEE Communications Standards Magazine and other international journals. 
Attached is a document presenting two keynote summaries, two keynote papers, two invited papers and 18 accepted papers, with links to the respective presentations, that have been selected by the Steering and Technical Programme Committees of Kaleidoscope 2021 and identifies links to related activities in ITU-T and other ITU sectors.
Upon request, the ITU Kaleidoscope Secretariat can establish contact between Study Groups/Focus Groups and authors, e.g. to arrange for a remote presentation of the findings of the paper during a Study Group/Focus Group meeting.
Nearly 130 delegates from 32 countries participated at the conference. The inhouse tool/platform, MyMeetings, was used and general information can be found on the event´s webpage. 
The event was technically co-sponsored by the Institute of Electrical and Electronics Engineers (IEEE) and the IEEE Communications Society (IEEE ComSoc).
A 12-month, substantial preparatory process was required for this Kaleidoscope edition which involved the efforts and collaboration of 
· dedicated Steering Committee members: Christoph Dosch (ITU-R Study Group 6 Vice-Chairman; ARD, Germany), Eva Ibarrola (University of the Basque Country, Spain), Kai Jakobs (RWTH Aachen University, Germany), Gyu Myoung Lee (Liverpool John Moores University, United Kingdom), Tiziana Margaria (University of Limerick, Ireland), Mitsuji Matsumoto (Professor Emeritus Waseda University, Japan), Roberto Minerva, (Télécom SudParis, France) and Mostafa Hashem Sherif (Consultant, USA);
· Technical Programme Committee​ (TPC) of 57 members, chaired by Mostafa Hashem Sherif. All members are internationally recognized ICT experts from academia, research institutes and the private sector, ensuring transparency through the double-blind peer-review process; 
· partnering organizations which supported the promotion of the conference: Waseda University, the Institute of Image Electronics Engineers of Japan (IIEEJ), the Institute of Electronics, Information and Communication Engineers of Japan (IEICE) of Japan, the Chair of Communication and Distributed Systems at RWTH Aachen University, the European Academy for Standardization (EURAS), the University of the Basque Country, Liverpool John Moores University, Korea Advanced Institute of Science and Technology (KAIST), the University of Limerick, Confirm Smart Manufacturing, and Virtual Switzerland.

A detailed Final Report​ and the recordings of the conference are also available online.
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Papers

		Session		Title		Authors with affiliation and country		Paper topics in EDAS		Abstract		Keywords		Standards relevance/ITU Work		Related ITU-T Study Groups & Focus Groups		Other Sectors		Comments

		K.1 - Day 1		6G Technologies for mobile connected intelligence		Geng Wu, Intel Fellow, Intel Corporation, USA										ITU-T SG13  - Future networks (& cloud)		ITU-R
		Keynote summary

		K.2 - Day 1		Sustainability and spectrum management in the 6G era​		Marja Matinmikko-Blue, Director of Sustainability and Regulation, 6G Flagship, University of Oulu, Finland​ 				The goal of sustainability and the required sustainable development to reach this goal call for a significant renewal of operations to solve fundamental challenges facing societies. The role of ICT and wireless communications is critical in realizing the twin transition of green and digital. The wireless and mobile communications community has taken sustainability as the key goal driving the whole R&D of the next generation of mobile communication networks (6G) aiming at deployment in 2030s. Understanding the triple bottom line of economic, social and environmental sustainability together with the concrete United Nations Sustainable Development Goals (UN SDGs) with specific targets and indicators are fundamental for 6G R&D but their linkages are not yet clear. This paper investigates sustainability and sustainable development in the context of 6G. A special focus is on the management of the fundamental natural resource for wireless communications, namely the radio spectrum whose management keeps getting ever more complex. The paper highlights the role of new sharing-based spectrum governance models, to rapidly respond to the needs of the changing world towards a sustainable future.		5G, 6G, mobile communications, regulation, spectrum management, sustainability, sustainable development, UN SDG		“Cognitive radio systems in the land mobile service,”, Report ITU-R M.2330. 2014.

ITU Report "ICTs for a Sustainable World #ICT4SDG”, 2021. https://www.itu.int/en/sustainable-world/.		ITU-T SG13  - Future networks (& cloud)		ITU-R		Keynote paper

		K.3 - Day 4		Exploring the essence of communication to reach the heart		​Takeshi Yamada​, NTT Communication Science Laboratories, Japan				With the aim of achieving communication that reaches the heart, researchers at NTT Communication Science Laboratories have been exploring the essence of communication since its founding 30 years ago. They have been creating technologies that approach and exceed human abilities in such fields as media processing and data science. They have also been discovering basic principles that lead to a deeper understanding of humans in fields such as cognitive neuroscience and brain science. This article introduces the laboratories’ recent activities in pursuit of the essence of communication.		Artificial intelligence, haptics, illusion, language acquisition				ITU-T SG13  - Future networks (& cloud)

ITU-T SG17 - Security

ITU-T SG20 - IoT, smart cities &​ communities
				Keynote paper

		K.4 - Day 5		The adoption gap: Ethics, citizenship, institutional factors and standards for smart cities		Rob Kitchin​, Social Sciences Institute (MUSSI), Geography, Maynooth University, Ireland										ITU-T SG20 - IoT, smart cities &​ communities				Keynote summary

		Invited Paper 1 - Day 2		Deviceless: A s​erverless approach for the Internet of Things		Zakaria Benomar, Franc​esco Longo, Giovanni Merlino and Antonio Puliafito (University of Messina, Italy and CINI: National Interuniversity Consortium for Informatics, Ital​y)				Developers of cloud-native applications have rapidly adopted the Serverless/Function-as-a-Service (FaaS) paradigm as it exempts them from provisioning and operating the infrastructure. Within this context, an interesting approach that can foster IoT applications’ development is extending the serverless paradigm towards the network edge to cover IoT environments: a paradigm that we refer to as ‘deviceless’. In this approach, an IoT infrastructure composed of devices deployed at the network edge can seamlessly be
integrated as an application execution infrastructure to enable interactions with hosted sensors/actuators. This paper discusses several perspectives available in the literature on the (IoT) edge-based serverless paradigm and related use cases in an IoT/edge computing context. Besides, we present our preliminary prototype for implementing the deviceless approach to show its viability. We
exploit the deviceless paradigm to conceive data pipelines under a flow-based development environment leveraging a geographically distributed IoT infrastructure.		Cloud computing, deviceless, edge computing, FaaS, IoT, serverless, virtualization		ITU-T Y.3500-series – Cloud computing standardization roadmap		ITU-T SG13  - Future networks (& cloud)

ITU-T SG20 - IoT, smart cities &​ communities

		Invited Paper 2 - Day 3		Quantum key distribution networks for trusted 5G and beyond: An ITU-T standardization perspective		Taesang Choi​ Electronic and Telecommunications Research Institute (ETRI), Korea (Rep. of); Hyungsoo Kim, KT, Korea (Rep. of); Jeongyun Kim, Electronic and Telecommunications Research Institute (ETRI), Korea (Rep. of); Chun Seok Yoon, KT, Korea (Rep. of); Gyu Myoung Lee, Liverpool John Moores University, UK and Korea Advanced Institute of Science and Technology, Korea (Rep. of)​​​				The introduction of Quantum Key Distribution Networks (QKDNs) into current communication networks (e.g. 5G networks) and cryptographic infrastructures brings new challenges to the design of network architecture and security considerations. This paper introduces core standards on QKDNs developed in ITU-T SG13 and pre-standardization activities in ITU-T FG-QIT4N. Then, this paper discusses key challenges and identifies potential work items for stimulating future standardization for quantum enhanced networking and services considering trustworthy networking technologies and Artificial Intelligence (AI)/Machine Learning (ML) techniques for 5G and beyond.		Quantum key distribution network (QKDN), quantum information technology, standardization, ITU-T		ITU-T Y.3300 - Framework of software-defined networking
ITU-T Y.3800 - Overview on networks supporting quantum key distribution
ITU-T Y.3801 - Functional   requirements   for   quantum key distribution networks
ITU-T Y.3802 - Quantum key distribution networks – Functional architecture
ITU-T Y.3803 - Quantum key distribution networks – Key management
ITU-T Y.3804 - Quantum key distribution networks – Control and management
ITU-T Y.3805 - Quantum     Key     Distribution     Networks -  Software  Defined  Networking  Control(Y.QKDN-SDNC)
ITU-T Y.3806 – Quantum key distribution networks – Requirements for QoS assurance (Y.QKDN-qos-req)
ITU-T Y.Suppl.70, “ITU-T Y.3800-series – Quantum key distribution networks - Applications of machine learning"
ITU-T Y.3172 - Architectural framework for machine learning in future networks including IMT-2020

		ITU-T SG13  - Future networks (& cloud) 
Q16/13

ITU-T Focus Group on Quantum Information Technology for Networks (FG-QIT4N)

ITU-T SG17 - Security



		S1.1		Proposal for a User-Centric RAN Architecture Towards Beyond 5G		Kosuke Yamazaki, Takeo Ohseki, Yoshiaki Amano, Hiroyuki Shinbo, Takahide Murakami and Yoji Kishi (KDDI Research, Inc., Japan)		Future mobile and wireless communications (5G and beyond)			In this paper, we propose a "user-centric Radio Access Network (RAN) architecture" towards Beyond 5G. In a Beyond 5G mobile networks, connectivity to the network with sufficient quality should always be provided to users who demand that various quality requirements be met anytime and anywhere in the physical space. To achieve this, it is necessary to eliminate the degradation of radio quality at the cell edge, which requires the installation and cooperation of a much larger number of base stations in higher density. Furthermore, to overcome the imbalance in communication quality between the uplink and downlink still found in 5G, it is also necessary to eliminate the limitation of user terminals by virtually increasing the number of antennas and expanding transmission power for the number of antennas of user terminals and the power consumption of user terminals. On the other hand, a new RAN management is expected to provide users with their respective radio access capability through flexible cooperation of the base station around them. In this paper, we describe in detail the specific technical issues and our approach to realize the user-centric RAN architecture.		Beyond 5G, cell-free massive MIMO, RAN architecture, Terahertz, user-centric		ITU-T FG-NET-2030, "Network 2030 A Blueprint of Technology, Applications and Market Drivers Towards the Year 2030 and Beyond", https://www.itu.int/en/ITU-/focusgroups/net2030/Documents/White_Paper.pdf. 		ITU-T SG13  - Future networks (& cloud)
		ITU-R
Working Party  5D (WP5D)  

		S1.2		Towards a Robust New Radio Compatible With XR		Yuzhou Hu, Jiajun Xu​, Xiaoying Ma, Mengzhu Chen, Hong Tang and Jun Xu (State Key Laboratory of Mobile Network and Mobile Multimedia Technology, ZTE Corporation, China)		Video coding and streaming; Omnidirectional, 360-deg, immersive video, spatial audio; Visualization techniques, display technologies (e.g., head-mounted displays, eyewear, smart watches, projectors)		Extended Reality (XR), an umbrella abbreviation for Cloud Gaming/Augmented Reality/Virtual Reality, is supposed to deliver the commercial outlook for 5G networks. This paper discusses the challenges incurred by this service due to its inherent stringent requirements from a data rate, reliability and latency perspective. To address the challenges, a novel priority-based adaptive preemption/cancellation strategy is proposed to guarantee the new radio quality of service under both the multi-streams XR service and XR in concurrent transmission with other services scenarios. Simulation results demonstrate that a scheduler devised based on the principle of the proposed strategy is quite useful from a capacity perspective. In the meantime, a synthesis of the industrial consideration and vision is provided featuring the ongoing the 3rd Group Partnership Project Release-17 XR study item.		Extended reality, industrial consideration and vision, priority-based adaptive preemptive scheduler, quality of service				ITU-T SG12 - Performance, QoS and QoE

ITU-T SG13  - Future networks (& cloud)

ITU-T SG16 - Multimedia

		ITU-R		1st Best Paper Award 

		S1.3		A Design of NB-IoT Random Access Preamble Receiver for Large Frequency Offset		Chenchen Zhang (State Key Laboratory of Mobile Network and Mobile Multimedia Technology, ZTE Corporation, China); Nan Zhang, Wei Cao and Kaibo Tian (ZTE Corporation, China); Zhen Yang (State Key Laboratory of ​Mobile Network and Mobile Multimedia Technology, ZTE Corporation, China)​		Future mobile and wireless communications (5G and beyond)		In the fifth generation (5G) and beyond, the satellite communication system is expected to support Narrowband Internet of Things (NB-IoT). However, the residual frequency offset in a channel may be large because of the large velocity of the satellites. In a legacy narrowband internet of things system, the users are assumed to have low velocity, and the random access preamble consists of single-subcarrier orthogonal frequency-division multiplexing symbols. With a large frequency offset, the power of the preamble leaks into adjacent subcarriers, which will cause severe performance degradation. In this paper, the influence of the leaked power is theoretically investigated, based on which a novel random access receiver is proposed to alleviate the performance degradation. The adjacent subcarriers are actually coherently combined to take advantages of the leaked power. The weights in combination are designed to suppress the interference of other users when the frequency offset is large. Numerical results show that the proposed receiver has good performance in preamble detection.		Large frequency offset, NB-IoT, non-terrestrial network, random access, receiver design						ITU-R		 

		S1.4		Optimal Pilot Sequence Design for Machine Learning-Based Channel Estimation in FDD Massive MIMO Systems		​Hayder AL-Salihi, Mohammed Al-Gharbawi (Iraqi Communications & Media Commission, Iraq); Fatin Said (King's College London, United Kingdom (Great Britain))​		Future mobile and wireless communications (5G and beyond)		In this paper, we consider the problem of channel estimation for large scale Multiple-Input Multiple-Output (MIMO) systems, in which the main challenge that limits the functionality of massive MIMO is the acquisition of precise Channel State Information (CSI). We introduce an efficient channel estimation approach based on a block Sparse Bayesian Learning (SBL) that exploits the temporal common sparsity of channel coefficients. Furthermore, an optimal pilot approach to reduce the pilot overhead is derived. The optimal pilot is obtained by minimizing the Mean Square Error (MSE) of the proposed SBL estimator using Semi-Definite Programming (SDP). Simulation results demonstrate that the SBL-based approach is more robust than conventional methods when fewer training pilots are used.		Channel estimation, massive MIMO, semidefinite programming, sparse Bayesian learning		AI for Good/ML5G  Challenge				ITU-R		Nominated for an Award

		S2.1		Optimizing Packet Transmission for Ledger-Based Points Transfer System in LPWAN: Solutions, Evaluation and Standardization		Xin Qi, Keping Yu and Toshio Sato (Waseda University, Japan); Kouichi Shibata (Skeed Co., Ltd., Japan); Eric Brigham, Takanori Tokutake, Rikiya Eguchi, Yusuke Maruyama, Zheng Wen, Kazuhiko Tamesue, Yutaka Katsuyama, Kazue Sako and Takuro Sato (Waseda University, Japan)		Design, requirements, architectures and protocols for immersive systems; Networking and multimode connectivity; Integration/exchangeability of processing storage and communication		Low Power Wide Area Network (LPWAN) is a long-range low-power wireless communication network. Its features, such as wide network coverage and low power consumption of terminals, make it suitable for large-scale deployment of IoT applications. The points transfer system, especially points transfer system in LPWAN, as a typical third-party payment application, is being closely attended by both industry and academia. Recent studies have shown that distributed ledger technology, because of its characteristics such as high confidentiality, non-tampering, and decentralization, is a good solution to problems such as low-security performance due to centralized storage for a points transfer system. However, the distributed ledger will generate a large amount of data traffic in recording the transactions of network participants, which is a challenge for resource-constrained IoT devices. To address these issues, we propose an optimized packet transmission mechanism for a ledger-based points transfer system in LPWAN. Simulation results show that our proposed mechanism can well reduce the packet transmission of the whole system and meet the requirements of LPWAN. Moreover, we update the reader with information about distributed ledger and standardization-related activities in this paper.		Distributed ledger, LPWAN, points transfer system, standardization		ITU-T blockchain standards:

ITU-T X.1401 - Security threats of distributed ledger technology
ITU-T Y.2342 - Scenarios and capability requirements of blockchain in next generation network evaluation
ITU-T Y.4464 - Framework of blockchain of things as decentralized service platform
ITU-T X.1402 - Security framework for distributed ledger technology
ITU-T F.751.0 - Requirements for distributed ledger systems
ITU-T F.751.1: Assessment criteria for distributed ledger technologies
ITU-T F.751.2 - Reference framework for distributed ledger technologies
ITU-T Y.4907 - reference architecture of blockchain-based unified KPI data management for smart sustainable cities
ITU-T Y.4560 - Blockchain-based data exchange and sharing for supporting Internet of things and smart cities and communities
ITU-T Y.4561 - Blockchain-based data management for supporting Internet of things and smart cities and communities
ITU-T X.1403 - Security guidelines for using distributed ledger technology for decentralized identity management
ITU-T Y.3530 - Cloud computing - Functional requirements for blockchain as a service
ITU-T X.1400 - Terms and definitions for distributed ledger technology
ITU-T X.1404 - Security assurance for distributed ledger technology		ITU-T SG13 - Future networks (& cloud)

ITU-T SG16 - Multimedia

ITU-T SG17 - Security

ITU-T SG20 - IoT, smart cities &​ communities



		S2.2		Enhancing the System Model for Home Interior Design Using Augmented Reality		Dhananjay Kumar and Panchalingam Srinidhy (Anna University, India); Ved P. Kafle (National Institute of Information and Communications Technology, Japan)		Design, requirements, architectures and protocols for immersive systems; System architectures for virtual reality (VR), augmented reality (AR), mixed reality (MR), extended reality (XR), and immersive live experience (ILE)		Home interior design is often a challenging and time-consuming task due to several mismatches between the selection of interiors in a shop and their composition in a target room. One of these mismatches is a lack of knowledge in relation to the target room and to other interiors when an item is seen in a shop. In this paper, we propose to design and develop a system model by which users can virtually try out various settings of home interiors by using marker-less Augmented Reality (AR). To minimize the latency of the system, we apply the hybrid approach of combining an AR framework with a Simultaneous Localization And Mapping (SLAM) algorithm, where the 3D feature points are updated dynamically, thereby avoiding occlusion when multiple interiors are placed on the real-world view. Dimension scanning is deployed to provide accurate live-size scaling to the real-world environment whereas transformations are handled efficiently by means of a touch gesture recognition. The proposed system model for home interior design can be easily implemented as a mobile application. The performance evaluation through experiments shows that with the SLAM algorithm, the average response time of the proposed system improves by 43%. The proposed system is intended to meet the requirements of virtual and augmented reality services specified by ITU-T Study Group 16.		Augmented reality, home interior, occlusion, marker-less AR, SLAM		ITU-T G.1035 - Influencing factors on quality of experience for virtual and augmented reality services

ITU-T Q.4066 - Testing procedures of augmented reality applications		ITU-T SG16 - Multimedia

		S2.3		Future Industrial Networks: Requirements, Challenges, Research and Standardization Needs		Marco Carugi (Huawei Technologies European Research Center, France) and Zhe Lou (Huawei Technologies European Research Center, Germany) 		Networking and multimode connectivity		Digital transformation is affecting most industries. A large spectrum of applications is expected to be deployed in future industrial networks, with emerging industrial applications that include smart grid, flexible manufacturing, remote mining and others. The support of these applications by the underlying network infrastructures raises critical network challenges: demands for large-scale deterministic networking, increased network security, reliability and privacy support, as well as flexible addressing and routing capabilities, requiring fundamental advances in terms of networking technologies, with consequent needs of further network research and standardization efforts. This paper aims to provide an overview of critical network challenges to be addressed in order to satisfy requirements of future industrial network applications. Networking technology areas whose advances are fundamental in order to address the identified challenges are introduced. Requirements for network research and standardization are highlighted.		Flexible addressing, industrial applications, industrial networks, intrinsic security, privacy, semantic routing, time determinism		ITU-T Y.3000-series – Supplement 66 - Network 2030 services: Capabilities, performance and design of new communication services for the Network 2030 applications

ITU-T Y.3000-series - Supplement 67 - Representative    use    cases    and    key    network    requirements for Network 2030

ITU (2014), The Tactile Internet ITU-T Technology Watch Report                August:  https://www.itu.int/dms_pub/itu-t/opb/gen/T-GEN-TWATCH-2014-1-PDF-E.pdf 		ITU-T SG13 - Future networks (& cloud)

ITU-T SG20 - IoT, smart cities &​ communities



		S3.1		Strengthen the Security of Cyberspace With Device-Independent Quantum Randomness		Ming-Han Li (CAS Quantum Network Co., Ltd., China); Qiang Zhang (Jinan Institute of Quantum Technology​, China)		Security architectures, trust, identity management, privacy preserving mechanisms; Emerging privacy and security threats in cyber spaces; Security applications and management		With the advancement of the information age, the risk of information security keeps increasing. Randomness is the core of network and information system security, and it is the basic support of the entire network trust system. In this paper, we introduce the concept of Device-Independent Quantum Random Number Generator (DIQRNG), which provides randomness with the highest security level. To better integrate with Information and Communications Technology (ICT) systems, we propose the principle and architectural framework of a randomness beacon based on DIQRNG. It is a public service that can be applied in multiple scenarios, such as contract signing and confidential disclosure. Its related application cases are also currently being studied in the ITU QIT4N focus group.		Device-independent, randomness, security, trust		ITU T X.1702 - Quantumnoise random number generator architecture		ITU-T SG13 - Future networks (& cloud)

ITU-T SG17 - Security

ITU-T Focus Group on Quantum Information Technology for Networks (FG-QIT4N)

		S3.2		Abnormal Activity Recognition Using Deep Learning in Streaming Video for Indoor Application		Dhananjay Kumar and Srinivasan Ramapriya Sailaja (Anna University, India)​		Security architectures, trust, identity management, privacy preserving mechanisms; Security applications and management; Socio-economic implications		Human activity recognition has emerged as a challenging research domain for video analysis. The major issue for abnormal activity recognition in a streaming video is the presence of the large spatio-temporal data along with the constraints of communication networks affecting the quality of received data for analysis. In this paper, we propose a deep learning-based system to identify abnormal human activities using a combination of Skeleton Activity Forecasting (SAF) and a Bi-LSTM network. The generated skeleton joint points of a human subject are used for the pose estimation. The skeleton tracking and regions of interest points are estimated on a streaming video from an IP networked camera. The extracted interest points and their corresponding features are optimized and used to classify them as normal, abnormal or suspicious actions. The proposed system complies with Recommendation ITU-T H.627 "Signalling and protocols for a video surveillance system" and has been experimented and evaluated over benchmarked data sets for the recognition of human actions. The system performance attains a precision of 85.6% and an accuracy of 97.2% in recognizing different actions.		Action recognition, activity forecasting, deep learning, human skeleton, video stream		ITU-T H.627 - Signalling and protocols for a video surveillance system		ITU-T SG16 - Multimedia

ITU-T SG17 - Security

		S3.3		Research on Security and Privacy for IoT-Domotics		Jinxue Cheng and Xiaoming Lu (China Mobile (Hang Zhou) Information Technology Co. Ltd, China); Qin Qiu (China Mobile Communications Group Co. Ltd, China); Qing Lu (China Mobile (Hang Zhou) Information Technology Co. Ltd, China)		Security architectures, trust, identity management, privacy preserving mechanisms; Emerging privacy and security threats in cyber spaces; Threat models and attack strategies; Security applications and management		This paper describes the basic characteristics of IoT-domotics, and proposes an IoT-domotics reference model based on IoT-domotics entities, including service, IoT-domotics gateway, IoT-domotics devices and physical entities, and networks. Then, based on the IoT-domotics reference model, this paper analyzes the security and privacy risks of the IoT-domotics for different IoT-domotics entities. Considering the characteristics of the IoT-domotics, this paper also proposes the security control principles of the IoT-domotics, and gives the corresponding security and privacy controls, aiming to provide technical support for IoT-domotics security and promote the security application of IoT-domotics technology. Finally, this paper compares the supporting control schemes implemented by some researchers to demonstrate the advantages and disadvantages of existing IoT-domotics security control schemes.		IoT- domotics, security, privacy				ITU-T SG17 - Security

		S4.1		Collaborative 5G Multiacess Computing Security: Threats, Protection Requirements and Scenarios		Gang Zhao,  Feng Zhang, Le Yu, Hongyang Zhang, Qin Qiu and  Sijia Xu (China Mobile, China)		Security architectures, trust, identity management, privacy preserving mechanisms; Threat models and attack strategies; Security applications and management		5G multiaccess edge computing (MEC) is a new model for 5G network architecture that moves cloud computing capabilities and IT service environments to the edge of mobile communications networks, providing nearby services for users. This establishes a carrier-class service environment with high performance, low latency, and high bandwidth. 5G MEC enables new applications by moving core network functions to the network edge. However, it also brings new security challenges and increases security supervision difficulty. This white paper proposes 5G MEC security protection policies for operators and 5G industry customers by drawing on successful industry practices. The goal of these policies is to help industry customers implement the three sync requirements (synchronous planning, synchronous construction, and synchronous maintenance) on security while developing 5G MEC applications, as well as guiding the industry to improve MEC security capabilities.		5G, MEC, security		Under study:

[ITU-T Y.4085 - Security framework for 5G edge computing services]

[ITU-T Y.2420 - Security capabilities of network layer for 5G edge computing]

[ITU-T Y.4046 - Guideline on edge computing data security]		ITU-T SG17 - Security


				2nd Best Paper Award 

		S4.2		Security Vulnerability Expressions: A Technology for Empowering Novice Practitioners Around the World With Security Maturity Capabilities		Jacques Francoeur (Security Inclusion Now, USA)		Security architectures, trust, identity management, privacy preserving mechanisms; Threat models and attack strategies; Security applications and management; Standards, regulations and policies		The evolution of security over several decades by advanced countries has generated vast amounts of valuable security knowledge ("Knowledge") contained in standards, regulations and guidance ("Frameworks") published in the form of documents and spreadsheets. Knowledge captured in this form is very difficult to consume and adapt, especially by novice practitioners. If this barrier could be removed, it would release its enormous locked-in value to the rest of the world who desperately need it. A model and enabling software application ("Technology") is proposed for novice practitioners to quickly ingest existing, readily available knowledge contained in frameworks; thereby enabling easy access, search, visualization, navigation, and consumption of the frameworks and their maps. This technology will be made available as open source to the world.		Security control expressions, security control frameworks, security control objectives, security vulnerability expressions 		ITU-T SG17 Technical Report "Unified Security Model – a neutral integrated system approach to cybersecurity” (2020)
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				3rd ex aequo Best Paper Award 

		S5.1		Building a Distributed XR Immersive Environment for Data Visualization		Fernando Beltrá​n and Jing Geng (University of Auckland, New Zealand)		Immersive live experience in business, education, healthcare, commerce and entertainment		We present a novel way to support business organizations' decision-making in the context of analysis of network data sets. For such a purpose we built a mixed-reality, multi-user platform, which we named Aroaro and can be deployed on different virtual reality and augmented reality devices. In Aroaro, users can experience data visualization, either individually or as part of a team. With a set of lab tasks designed to lead lab subjects to analyze the network information while immersing into the rich virtual environment, our approach belongs to the nascent area of immersive analytics. We assume a business unit has already procured some network data set and been tasked with problems that need to reveal information about the network's connectivity properties. This paper is concerned with how a business unit achieves problem solving (decisionmaking) when relying on immersive analytics. Our approach combines a high-quality virtual environment such as Aroaro, its data visualization engine and the analytics afforded by concepts of network centrality in a network. We report on preliminary results of having lab subjects experience two visualization environments: a 3D visualization system on a 2D-flat screen and our mixed-reality, multi-user platform for network data visualization.		Augmented reality, data visualization, immersive analytics, multi-user, mixed-reality platform, network data set, virtual reality				ITU-T SG16 - Multimedia				Nominated for an Award

		S5.2		Assessment of Spatial Intervention of Public Spaces by Locative Augmented Reality Games Players		Fadzidah Abdullah and Mohd Faredzuan Mohd Noor (International Islamic University Malaysia, Malaysia); Mohd Raziff Abdul Razak (British Malaysian Institute, University Kuala Lumpur, ​Malaysia)		Urban planning and ecosystem services		Augmented Reality (AR) games appear to have had a massive growth in the era of the Fourth Industrial Revolution (IR 4.0). Locative AR games require the usage of big spaces for gamers to move around. Nevertheless, there is a question of whether public spaces are suitable for the spatial intervention of locative AR games players. Spatial intervention may become an issue among the public regarding accessibility, permeability, openness, centrality, and sense of security. This paper assesses the public perceptions of the spatial intervention of public spaces by locative AR games players. Researchers conducted this research by using both qualitative and quantitative approaches. The primary data was obtained based on observation and survey questionnaires, whilst the secondary data was collected using desk research. The findings of this research could help city authorities to consider formulating new design criteria of public spaces that are safe for both AR games' players and the public.		Augmented reality, AR games, digital society, IR 4.0. s patial intervention				ITU-T SG16 - Multimedia

		S5.3		Identification of Deadliest Mosquitoes Using Wing-Beats Sound Classification on Tiny Embedded System Using Machine Learning and Edge Impulse Platform		Kirankumar Trivedi and ​Harsh Shroff (Vishwakarma Government Engineering College, Ahmedabad, India)		Artificial intelligence (AI) and machine learning; Data processing and management (analysis, quality, exchange, interoperability and integration prediction); Conversational and speech interfaces		Mosquitoes are the deadliest animal on the planet, infecting about 700 million people each year and causing over one million deaths, accounting for 17% of all infectious illnesses worldwide. We are still fighting the three most deadly mosquito species, Anopheles, Aedes, and Culex, 124 years after Sir Ronald Ross made the first pivotal discovery. Mosquitoes are difficult to detect manually since they are small and fly rapidly. The auditory categorization of mosquito wing beats may be used to detect them using machine learning. This article discusses an Arduino Nano BLE 33 Sense-based prototype that collects audio data from mosquito wing beats and utilizes TinyML to automatically classify mosquito species. With 88.3% accuracy, the TinyML system developed by Edge Impulse based on the HumBug project mosquito wing beats dataset recognizes mosquito types. To conduct this research, the frequency of mosquito wing beats was graphically represented as a feature using a spectrogram. Furthermore, live mosquito detection studies using the low-cost Arduino Nano BLE 33 Sense yielded excellent results. During testing, the model had an accuracy of 88.3% and a loss of 0.26. The use of machine learning to solve the challenge of manual mosquito type identification is efficient and has the potential to have a large impact on vector-borne illness management. The model may still be fine-tuned to get more accurate results with reduced latency. In addition, the deployment went as expected.		Acoustic Classification, Arduino Nano BLE 33Sense, Edge Impulse, machine learning, mosquito		AI for Good/ML5G  Challenge

		S6.1		Wireless Channel Scenario Recognition Based on Neural Network		Xiaojing Xu, Ruimei Li, Hua Rui, Wei Lin and Xiangfeng Liu (State Key Laboratory of Mobile Network and Mobile Multimedia Technology, ZTE Corporation, China); Wei Cao (ZTE Corporation, China)		Artificial intelligence (AI) and machine learning		Wireless channel scenario recognition plays a key role in improving the performance of mobile communication systems. This paper combines wireless channel characteristics extracted using expert experience and neural networks, and proposes a wireless channel scenario recognition framework based on neural networks. Firstly, the wireless propagation environment is analyzed, and some wireless channel characteristics are extracted, such as the frequency domain fading factor, multipath power delay distribution, time domain energy peak response ratio and time correlation characteristics. Secondly, the combined algorithm model using the wireless channel characteristics and neural networks are proposed. Finally, after simulation verification, the new method has a greater improvement in the recognition accuracy than the traditional threshold algorithm.		Channel characteristics, neural network, scenario recognition, wireless channel		AI for Good/ML5G  Challenge

		S6.2		A Review of Network Slicing in 5G and Beyond: Intelligent Approaches and Challenges		Ghazal Rahmanian​, Hadi Shahriar Shahhoseini and Amir Hossein Jafari Pozveh​ (Iran University of Science and Technology, Iran)​		Artificial intelligence (AI) and machine learning		Artificial intelligence has the ability to provide simple solutions to complex problems by analyzing huge volumes of data in a short amount of time with appropriate accuracy. With the emergence of slicing technology, Fifth Generation communication networks(5G) are becoming more complex due to supporting a large number of new connected devices and new types of services. Concerning this complexity, intelligent techniques can become beneficial in these networks. In this paper after a brief review of network slicing through a new functionality model including design, deployment, monitoring and management of slices, the need for automation of network operations in network slices is discussed. Our investigation of recent research has shown that artificial intelligence and machine learning have a clear potential to become one of the most important enablers in the 5G network and beyond.		5G, artificial intelligence, machine learning, network slicing, SDN		AI for Good/ML5G  Challenge		ITU-T SG13 - Future networks (& cloud)

ITU-T SG11 - Protocols and test specifications

		ITU-R		Nominated for an Award

		S6.3		Reinforcement Learning for Scheduling and MIMO Beam Selection Using CAVIAR Simulations		João Paulo Tavares Borges, Ailton Pinto de Oliveira, Felipe Henrique Bastos e Bastos, Daniel Takashi Né do Nascimento Suzuki and Emerson Santos de Oliveira, Jr. (Universidade Federal do Pará, Brazil); Lucas Matni Bezerra (Universidade Estácio de Sá, Brazil); Cleverson Veloso Nahum (Universidade Federal do Pará, Brazil); Pedro dos ​Santos Batista (Ericsson Research, Sweden); Aldebaro Barreto​ da Rocha Klautau, Jr. (Universidade Federal do Para, Brazil)​		Artificial intelligence (AI) and machine learning		This paper describes a framework for research on Reinforcement Learning (RL) applied to scheduling and MIMO beam selection. This framework consists of asking the RL agent to schedule a user and then choose the index of a beamforming codebook to serve it. A key aspect of this problem is that the simulation of the communication system and the artificial intelligence engine is based on a virtual world created with AirSim and the Unreal Engine. These components enable the so-called CAVIAR methodology, which leads to highly realistic 3D scenarios. This paper describes the communication and RL modeling adopted in the framework and also presents statistics concerning the implemented RL environment, such as data traffic, as well as results for three baseline systems.		5G, 6G, beam selection, MIMO, mmWave, RL		AI for Good/ML5G  Challenge
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