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	Abstract:
	In September 2020, TSAG requested the Chairmen of SG11 and SG17 to clarify the potential overlap on security issues related to combatting against counterfeit devices and stolen devices issues as well as security of signalling and come up with a solution (cl.12.5.8 of TSAG Report – R10).This document contains proposals on demarcation lines on security related issues agreed by SG11 and SG17 Chairmen in consultation with the SGs management teams.

1. Background
· SG11 was assigned by WTSA-16 as the lead Study Group on development signalling and protocols, including IMT-2020 technologies as well as combating counterfeiting and the use of stolen ICT devices.
· SG11 lead roles highlighted in Resolutions 2 of WTSA-16, Resolution 188 of PP-18 and Resolution 79 of WTDC-17.
· SG11 strongly follows the instructions given in Resolutions 2, 96, 97, 76, 65 of WTSA-16 and Resolution 188 of PP-18 on these subject matters.
· SG17 leads roles on security highlighted in Resolution 50, 52, 58 of WTSA, and Res 130, 179 of PP-18 on security matter. 
· During current Study Period, SG11 developed a number of standards and non-normative documents within its mandate related to signalling aspects, testing/monitoring and combating counterfeiting and theft;
· During this study period, SG17 developed more than a hundred standards on security including X.1127, Functional security requirements and architecture for mobile phone anti-theft measures and the 9th edition of X.509, the Directory: Public-key and attribute certificate frameworks within the mandate related to security;
· Some of the Approved or ongoing WIs of SG11 partially linked to security issues, especially those which focus on improving signalling requirements/protocols/signalling messages exchange in the part of security;
1.1 Signalling security issues
· Signalling is a specific area and SG11 has a long story developing protocols and signalling requirements in the past (SG11 has more than 40 years history). So, from SG11 MGT and Rapporteurs point of view, it is very complicated to follow more than one study group in order to advance the signalling protocols on different aspects (e.g., security, numbering, services, quality, etc.). The way forward is to build collaboration with all other SGs on these specific areas. From SG11 experts perspective, the study of security issues on signalling protocols should remain within SG11.
· SG17 developed Recommendation ITU-T X.1055, Risk management and risk profile guidelines for telecommunication organizations, which can be used to identify threats and address risks in signalling system and 9th revision of X.509 which can be used for signalling system security.
· SG11 improves/advances the signalling protocols in order to make them more secure, including the development of additional requirements for signalling messages exchange and particular protocols. One of the ways is to include a digital signature to the one of the fields of the protocols.
Currently, SG11 is working on Q.PRO-Trust, which will be based on TCAPSec (3GPP TS 33.204 Release 16) in order for existing STPs to support it without requiring an update. This draft Q.PRO-Trust is based on ITU-T Q.3057, which introduced the Trusted Signalling Certification Authority (TSCA) as a new network element. The TSCA is in-charge of issuing trusted ITU-T X.509 digital certificates to each operator's SSGW (SS7-SEG in TCAPSec). The SSGW is in charge of validating the signatures of other operator's certificates and allowing or blocking the signalling packets, this functionality already exists in STPs. The same procedure/approach will be applied for other types of protocols. SG11 informed SG17 about these activities by different LSs as SG11-LS105 (2019), SG11-LS125 (2020), SG11-LS148 (2020).
Summary: The algorithms for checking certificates within SS7 network or in standalone TSCA (for other protocols) will be standardized by SG11 in close collaboration with SG17 and external SDOs (such as IETF). The requirements for TCSA and the framework on distribution of certificates among different TCSA can be standardized by SG17.
· SG11 improves signalling-based services and protocols to be used for calling party identification presentation/restriction (e.g., basic calls, supplementary services such as CLIP/CLIR, USSD, etc.) for all types of networks. As of now, SG11:
· updated Q.731.3-6 (SS7 stack) on CLIP;
· develops draft Q.CIDA “Signalling procedures of calling line identification authentication”, which will also use X.509 digital certificates signed by a TSCA (see below).
· develops draft TR-USSD “Low resource requirement, quantum resistant, encryption of USSD messages for use in Financial services”
Summary: all signalling-related services (e.g., basic calls, supplementary services such as CLIP/CLIR, USSD, etc.) as well as relevant protocols and signalling messages exchange, which need to be improved due to telephone fraud/spoofing, will be standardized by SG11.
· Among the SG11 deliverables on signalling security related aspects are:
· conducted several Workshops on this subject matter, as follows:
· ITU Workshop on “SS7 Security”, Geneva, June 2016
· Brainstorming session on SS7 vulnerabilities, October 2019
· approved a number of standards, as follows:
· QSTR-SS7-DFS: SS7 vulnerabilities and mitigation measures for digital financial services transactions
· Revised ITU-T Q.731.3 (plus Q.731.4-6) – Stage 3 Description for number identification supplementary services using Signalling System no.7 - Calling Line Identification Presentation
· ITU-T Q.3057 – Signalling requirements and architecture for interconnection between trustable network entities
· develops the following standards and non-normative documents:
· Q.Pro-Trust: Signalling procedures and protocols for enabling interconnection between trustable network entities in support of existing and emerging networks
· TR-USSD: Low resource requirement, quantum resistant, encryption of USSD messages for use in Financial services
· Q.CIDA: Signalling procedures of calling line identification authentication
1.2 Combating counterfeiting and the use of stolen ICT devices
· With regards to combating counterfeiting and theft there are no obvious links with the security issues. Moreover, combating counterfeiting is closely linked with testing and particularly with the conformity assessment. So, moving them outside SG11 will complicate the process on the ongoing WIs and other testing-related discussion which takes place within SG11. Moreover, SG17 developed only one Recommendation related to combating theft, while SG11 developed 8 standards/non-normative documents and 6 documents are in the pipeline. Also, SG11 was appointed as the lead group on combating counterfeiting and stolen devices. However, SG11 realized that there is no such active work within SG17, as only one Recommendation related to the anti-theft measures within current Study Period was approved, and it was referenced in Recommendation ITU-T Q.5051 approved by SG11 in 2020.
· With regards to combating counterfeiting and the use of stolen ICT devices, SG11:
· conducted several Workshops, as follows:
· First ITU-T Study Group 11 Regional Workshop for Africa on “Counterfeit ICT Devices, Conformance and Interoperability Testing Challenges in Africa” Cairo, Egypt, 5 April 2017
· Second ITU-T Study Group 11 Regional Workshop for Africa on “Counterfeit ICT Devices, Conformance and Interoperability Testing Challenges in Africa”, Tunis, Tunisia, 23 April 2018
· ITU Workshop on Global approaches on combating counterfeiting and stolen ICT devices, Geneva, Switzerland, 23 July 2018
· Third ITU-T Study Group 11 Regional Workshop for Africa on “Counterfeit ICT Devices, Conformance and Interoperability Testing Challenges in Africa”, Tunis, Tunisia, 30 September 2019
· approved a number of standards and non-normative documents, as follows:
· ITU-T Q.5050 Framework for solutions to combat counterfeit ICT devices
· ITU-T Q.5051 Framework for combating the use of stolen mobile devices
· ITU-T Q.5052 Addressing mobile devices with duplicate unique identifier
· ITU-T Q.5053 Mobile device access list audit interface
· ITU-T QTR-CICT Survey report on counterfeit ICT devices in Africa region
· ITU-T QTR-RLB-IMEI Reliability of IMEI
· Technical Report on Counterfeit ICT equipment
· Questionnaire on Reliability of International Mobile Equipment Identity (IMEI)
· develops the following non-normative documents:
· New Supplement ITU-T Q.Sup.BLvsWL “Guidelines for Permissive versus Restrictive System Implementations to address counterfeit, stolen and illegal mobile devices”
· New Supplement ITU-T Q.Sup.CFS-Use-Cases “Use Cases on the Combat of Counterfeit ICT and Stolen Mobile Devices”
· New Supplement Q.Sup.CFS-Rdm “Roadmap for the Q.5050-series - Combat of Counterfeit ICT and Stolen Mobile Devices”
· New Technical Report TR-CF-QoS “Impact of Counterfeit Mobile devices on Quality of Service”
· New Supplement Q.Sup.CFS-AFR (ex.TR-FCM) “Guidelines on combating counterfeit and stolen mobile devices in African region”
· New Technical Paper TR-GAA “Common guidelines for conformity assessment in African Region in order to assist in the combat counterfeit ICT devices”
Note: all details about SG11 activities on combating counterfeiting and the use of stolen devices are available at: https://www.itu.int/en/ITU-T/studygroups/2017-2020/11/Pages/counterfeit.aspx.
· SG11 constantly informed SG17 on security related issues as well as combating counterfeiting and the use of stolen ICT devices (around 30 LSs were sent over this SP).
2. Demarcation lines
2.1 Signalling security
· SG11 focuses on improving all types of signalling protocols, which are used in legacy and future networks (e.g. SS7, 4G, 5G and beyond), in order to make them more secure.
· SG17 focuses on security architectures, frameworks, mechanisms and measures (e.g. X.509) which might be utilized by SG11 for improving signalling protocols from security perspective.
With regards to the ongoing signalling areas related to security issues, the demarcation lines are:
· The algorithms for checking certificates within SS7 network or in standalone TSCA (for other protocols) should be standardized by SG11 in close collaboration with SG17 and external SDOs (such as IETF).
· The requirements for TCSA and the framework on distribution of certificates among different TCSA can be standardized by SG17.
· All signalling-related services (e.g., basic calls, supplementary services such as CLIP/CLIR, USSD, etc.) as well as relevant protocols and signalling messages exchange, which need to be improved due to telephone fraud/spoofing, should be standardized by SG11.
2.2 Combating counterfeiting and theft
With regards to the combating counterfeiting, the demarcation lines are:
· SG11 will continue all activities related to combating counterfeiting and stolen ICT devices according to the given mandate as there are no duplication of work among SG11 and SG17.
· SG17 focuses on security architectures, frameworks, mechanisms and measures which might be utilized to support combating counterfeiting and stolen ICT devices from security perspective.
· With regard to ongoing activities, SG17 may complement the SG11 work on combating counterfeiting and the use of stolen ICT devices on security related-issues, such as:
· studies related to security of identifiers of telecommunication/ICT devices in order to avoid their possible duplication/cloning.
· studies related on how to ensure the security of the ICT devices in general in order to minimize the usage of stolen devices on ICT market.
3. Conclusion
· SG11 and SG17 will follow the demarcation lines identified above.
· SG11 and SG17 will continue informing each other on any activities related to security of signalling protocols, combating counterfeiting and the use of stolen ICT devices.
· SG11 and SG17 will collaborate closely, Rapporteurs of particular Questions of both SGs are encouraged to conduct joint rapporteur group meetings, if it is appropriate.
· SG11 and SG17 will hold the joint ITU workshop to address these subject matters, if it is appropriate.
· SG11 and SG17 Chairmen agreed that it is up to Member States to decide regarding SG structure, mandate, lead role and Questions texts. This kind of issues should be discussed and agreed at the WTSA level.
__________________
image1.gif




