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Interim draft of SG17 Report to WTSA-20 Part I (Annex 2 only)

NOTE: The texts below are interim texts, which will be completed by the SG17 meeting in Aug/Sep 2020.  It is understood that these texts remain draft.

	ITU-T Study Group 17

	Security

	REPORT TO THE WORLD TELECOMMUNICATION STANDARDIZATION ASSEMBLY (WTSA-20), PART I: GENERAL (Annex 2 only)



	Abstract:
	This contribution contains the report of ITU-T Study Group 17 to WTSA-20 concerning part I: General (Annex 2 only).


Note by the TSB:
The report of Study Group 17 to the WTSA-20 is presented in the following documents:
Part I:	Document xy – General
Part II:	Document xz – Questions proposed for study during the study period 2021-2024



[bookmark: Annex_A][bookmark: _Toc328400213][bookmark: _Toc5942570]ANNEX 2

Proposed updates to the Study Group 17 mandate and Lead Study Group roles
(WTSA Resolution 2)
The following are the proposed changes to the Study Group 17 mandate and Lead Study Group roles agreed at the last Study Group 17 meeting in this study period, based on the relevant portions of WTSA-16 Resolution 2.
[Provide below the proposed changes to the SG mandate using revision marks against the WTSA‑16 text]
Part 1 – General areas of study
[bookmark: _Toc324435679][bookmark: _Toc324411236][bookmark: _Toc304457410]ITU‑T Study Group 17
[Trust and] Security
ITU‑T Study Group 17 is responsible for building confidence and security in the use of information and communication technologies (ICT). 
Trust enables a user or other stakeholder to have confidence that an ICT product or system will behave as intended. Issues related to building confidence and security in the use of ICTs include protecting personally identifiable information (PII) [such as technical aspects of privacy] with respect to ensuring confidentiality, integrity, and availability of PII. Providing trust and security for ICTs and ensuring trust and security by ICTs  remain as major study areas for ITU-T SG17. 
To this end, studies for trust and security are included. This also includes studies relating to cybersecurity, managed security services, endpoint detection and response, security management, countering spam and identity management. It also includes security architecture and framework, protection of personally identifiable information, quantum based security, security for distributed ledger technologies, security for intelligent transport system, [AI/ML security], and security of applications and services for the Internet of things (IoT) and smart cities, mobile network including 5G and beyond, smart grid, industrial control system (ICS), supply chain, smartphone, software‑defined networking (SDN), network function virtualization (NFV), Internet protocol television (IPTV), web services, Over-the-top (OTT), social network, cloud computing, big data analytics, mobile financial system including Fintech and telebiometrics. 
Study Group 17 is also responsible for the application of open system communications, including directory and object identifiers, and for technical languages, the method for their usage and other issues related to the software aspects of telecommunication systems and test specification languages in support of conformance testing to improve the quality of Recommendations.
[bookmark: _Toc324435680][bookmark: _Toc324411237][bookmark: _Toc304457411]Part 2 – Lead ITU‑T study groups in specific areas of study
[bookmark: _GoBack]SG17	Lead study group on security
[Lead study group on trust]
Lead study group on identity management 
[Lead study group on security aspects of/for telecommunication/ICTs (e.g. 5G and beyond, distributed ledger technologies, quantum based security)]
Lead study group on languages and description techniques
Annex B
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Points of guidance to study groups for the development
of the post-2020 work programme
ITU‑T Study Group 17
ITU‑T Study Group 17 is responsible for developing key technical Recommendations in supporting building confidence and security in the use of information and communication technologies (ICT). 
To this end, studies for trust and security are included. 
ITU-T SG17’s role is to provide technical solutions for addressing trust and security for ICTs  and ensuring trust and security by ICTs. Especially, studies on trust and security for new emerging areas, such as security for 5G and beyond, Internet of Things (IoT), smart cities, distributed ledger technologies (DLT), Big data analytics, autonomous driving, AI/ML, and Quantum related technologies, are focused. Its study areas also include the management of personally identifiable information (PII) [and technical aspects of privacy] with respect to ensuring confidentiality, integrity, and availability of PII. 
Study Group 17 provides overall coordination of trust and security work in ITU‑T. It also acts as lead study group on security, on trust, on identity management, on security aspects of new emerging technologies (e.g. security for 5G and beyond, on distributed ledger technologies security, on quantum based security), and on languages and description techniques.
In the area of trust and security, Study Group 17 is responsible for developing the core Recommendations on ICT trust and security, such as security architecture and frameworks; the fundamentals related to cybersecurity, including threats, vulnerabilities and risks, incident handling/response and digital forensics; security management, including management of PII [and technical aspects of privacy]; and countering spam by technical means. 
In addition, Study Group 17 is responsible for developing the core Recommendations on security for distributed ledger technologies, security for intelligent transport system, security aspects of applications and services in the areas of IPTV, mobile network including 5G and beyond, smart grid, industrial control system (ICS), supply chains, IoT and smart cities, mobile network including 5G and beyond, SDN, NFV, social network, cloud computing, big data analytics, smartphone, [mobile financial system including Fintech] and telebiometrics.
Study Group 17 is also responsible for developing the core Recommendations on a generic identity management model that is independent of network technologies and supports the secure exchange of identity information between entities. This work also includes studying the process for discovery of authoritative sources of identity information; generic mechanisms for the bridging/interoperability of a diverse set of identity information formats; identity management threats; the mechanisms to counter these threats; the protection of PII; and the development of mechanisms to ensure that access to PII is only authorized when appropriate.
In the area of open system communication, Study Group 17 is responsible for Recommendations in the following areas:
•	directory services and systems, including public key infrastructure (PKI) (ITU‑T F.500- and ITU‑T X.500-series);
•	object identifiers (OIDs) and associated registration authorities (ITU‑T X.660/ITU‑T X.670-series);
•	open systems interconnection (OSI), including Abstract Syntax Notation One (ASN.1) (ITU‑T F.400-, ITU‑T X.200-, ITU‑T X.400-, ITU‑T X.600-, ITU‑T X.800-series); and
•	open distributed processing (ODP) (ITU‑T X.900‑series).
In the area of languages, Study Group 17 is responsible for studies on modelling, specification and description techniques, which includes languages such as ASN.1, SDL, MSC, URN and TTCN-3. 
This work will be developed in line with the requirements of and in cooperation with the relevant study groups such as Study Group 2, Study Group 9, Study Group 11, Study Group 13, Study Group 15, Study Group 16, and Study Group 20 (for IoT and SC&C security issues).
Study Group 17 will work on relevant identity management aspects in collaboration with Study Group 20 for IoT and Study Group 2, as per the mandate of each study group.
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List of Recommendations under the responsibility of the respective 
study groups and TSAG in the 2017-20202021-2024 study period

ITU‑T Study Group 17
ITU‑T E.104, ITU‑T E.115, ITU‑T E.409 (in conjunction with Study Group 2)
ITU‑T F.400-series; ITU‑T F.500  ITU‑T F.549
ITU‑T X-series, except those under the responsibility of Study Groups 2, 11, 13, 15 and 16
ITU‑T Z-series, except ITU‑T Z.300-series and ITU‑T Z.500-series
____________________
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