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A new liaison statement has been received from SG17.
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SG17 appreciates the opportunity to comment on hot topics, which TSAG believes are of potential strategic interest to ITU-T, listed in the liaison from the March 2018 TSAG meeting.

SG17 strongly concurs that “Security, Privacy and Trust” is a strategic topic for ITU-T, and that SG17 is the ITU-T lead study group for this topic.  SG17 also notes that there are important security aspects of many of the other topics listed.

In this regard, and in response to the Communiqué of the North American CTO Meeting (9 May 2018) and the Communiqué of the 10th Durban South Africa CTO Meeting (9 September 2018), SG17 is prioritizing its studies of, and standardization needs relevant to security, privacy, and trust in the presence of AI and ML, application security and quantum-safe cryptography through an “incubation” process.
Attached is the TSAG list of hot topics with preliminary observations from SG17 provided in the right-most column. Also attached is SG17’s preliminary list of potential candidates for Next Big Things (hot topics) for your consideration.
Attachments (2)

1. TSAG list of hot topics with SG17 preliminary observations (provided in the right-most column)
2. SG17’s preliminary list of potential candidates for Next Big Things

Attachment 1

TSAG list of hot topics with SG17 preliminary observations

	Topic [References]
	ITU-T Lead Study Group
	Work items, (planned) activities (WS, FG, etc., comments

	1) OTT services and the economic impacts, Cross-industry collaboration [TSAG TD101]
· The interplay of OTT service providers and operators, particularly in developing countries

· The economic impact of OTT services and operators

· International standards, frameworks, best practices and guidelines on OTT services.
	SG3
	The recognition of OTT services doesn’t just impact economical aspects. SG17 identified OTTs as one of the new actors in the ecosystem that impacts Security as part of its transformation of security studies. Several recommendations and current work items had and are already taking into account the changes and SG17 has listed Cloud (covering OTTs) as a new potential Question in its long term prototypes. Today this concerns Q7/17 and Q8/17

a) SG17

b) 

- work items, e.g. X,1147 (X.srfb), X.1450 (X.hakm), X.sfop 

- workshops: none

- Focus Groups: unknown

- outside of ITU: tmforum about the Digital Service Provider (DSP) ecosystem

- cooperation mechanism: unknown 

c) OTTs are part of the overall DSP ecosystem which is a more powerful paradigm to describe the nature of the ecosystem transformation

d) Today the contributors and editors are the first one facing the difficult problem to develop text with no framework and definitions. So there is an interest but the framework that would allow interest doesn’t exist.

	2) VoLTE/ViLTE interconnection and adoption of ENUM for IMS interconnection [TSAG TD160]
	SG11 in cooperation with SG2
	Q2/17 developed X.1041 (X.voltesec-1): Security Framework for voice-over-long-term-evolution (VoLTE) Network Operation

	3) Intelligence for network automation, augmentation and amplification [TSAG TD160]

· Identify the standardization needs for intelligence in 5G systems and the telecommunications sector.

· Automatic detection and resolution of anomalies and other incidents of inefficiency, as well as predictive maintenance will reduce the operational expenditure of network operators and service providers

· Address the architecture, interfaces, functional entities, service scenarios and protocols required for intelligence retrieval and actuation, and the performance benchmarking and certification of AI techniques
	SG13
	Network automation, augmentation and amplification with the promise of a “Zero Touch” will be an illusion if it doesn’t intimately include Security at its design level. How to distinguish a management of network anomaly from a security incident? SG17 identified this gap as well as others and is putting 5G Security at the core of its Q6/17 as lead question 

SG17 and SG13 should collaborate here.

	4) Open APIs, enabling third parties to access and build on network capabilities to develop innovative, reusable services [TSAG TD160]
	SG13
	Open APIs cannot be delivered without Security (by design) which is what Q7/17 covers. SG17 and SG13 should collaborate here.

	5) Realizing 5G/ IMT-2020 vision [TSAG TD101, TSAG TD160, TSAG C27-R2, TSAG C29]
· Unified access-independent network management

· Standardization roadmap on IMT-2020

· ICN (Information Centric Networks) with scalability, mobility and security

· Open-source software and standards for 5G

· Software-based networking functions to optimize a per-session based performance

· Emerging fronthaul and midhaul technologies to support the 5G deployment

· Large-bandwidth backhaul and fronthaul solutions

· Concrete strategies for the migration from 4G to 5G systems.

· End-to-end network orchestration, control and management

· Service-based network architecture

· Open service management APIs for the Internet of Things

· Electromagnetic field (EMF) studies around 5G beam-forming capabilities

· Interoperability of services supporting public safety.
	SG13 in cooperation with SGs 2, 5, 11, 12, 15, 16, 17 and 20
	The inherent security considerations by SG17 behind nearly all the items are just abyssal and would call for a reinforcement of collaboration and development with SG13. Today it concerns Q2/17, Q6/17

	6) Gigabit-speed broadband access services and networks [TSAG TD101]
· Support the delivery of high-definition video services

· Broadband access networks; G.fast, G.hn, VDSL2, NG-PON2

· True fixed-mobile convergence, hybrid fixed wireless.
	SG15
	

	7) Data Center Interconnection for OTT and vertical industries [TSAG C37]

· OTT’s business and services models in relation to telecom services
· Requirements from OTT for DCI/metro network technologies (such as short distance, large bandwidth, low-cost optical (WDM) technology, fixed network), and standards.
	SG15
	In the same line as for 1) OTTs and vertical industries are actually part of a new ecosystem called the Digital Service Providers. One of the presentation at the ITU-CTO meeting of May, showed some of the implications from a security point of view regarding the topic and is at the heart of the transformation of security studies by SG17. SG17 will support the new FG-NET2030 which relates to this point for one part. This is certainly a Q2/17, Q6/17, Q8/17 topic today

	8) Augmented reality & virtual reality, video services [TSAG C6, TSAG TD101]
· Applications with high network requirements in throughput and latency

· A range of innovative technologies in transport, IP and access networking, media coding and cloud and edge computing.

· NG video codec standardization with emphasis on 5G and vertical industries

· Future Content Delivery Network (CDN) technologies and standards.
	SG16
	There are a number of inherent underlying assumptions of minimum security requirements behind this point. As most of it will be AI powered, if the AI is attacked from a security stand point it can lead to significant risks and damages. Mostly Q6/17 with Q7/17 are involved here

a) SG17

b)

- work items: Q6 and Q7

- workshops: 5G Security

c) The underlying AI/ML topic necessary here is not listed

	9) Accessibility by design, mainstreaming the consideration of needs of persons with disabilities and other persons with specific needs to build inclusive ICT solutions [TSAG TD160]
	SG16
	

	10) Security, Privacy and Trust [TSAG TD101, TSAG TD160]

· Principles of transparency and technological integrity

· Mitigation of the risks posed by IoT botnets

· Assessment of the impact of quantum computing

· Potential of blockchain and its implications for security

· Data-centric security

· Security and privacy by design, considering security and privacy from the outset of ICT services’ development through to the proactive monitoring and protection of live services

· Identity and authorization, providing for the reliable identification essential to secure, efficient service provision.
	SG17
	Each points are already addressed on in consideration

· Q2/17, Q4/17

· Q4/17, Q5/17

· Incubation and transformation of security studies

· Q14/17

· Q8/17

· Q7/17

· Q10/17

We note though the difficulty to approach privacy and privacy by design given the current ITU mandate (through WTSA-16)

a) too long list of items see above

b) 

- work items: too long list

- workshops: several workshops already DLT, etc.

As well adoption of FIDO

- outside of ITU: Too long to list here

- cooperation mechanism: Too long to list here

c) Major topics are not covered but Next Big Things examples are given in Attachment 2.

d) Many interests that forced the Study Group to create an incubation mechanism to handle innovation making SG17 innovation friendly

	11) Analytics, supporting the development of evidence-based, data driven services [TSAG TD160]
	SG20
	Analytics is already covered in Q7/17 with recommendations in consent and in Q13/17 with several underlying aspects in Q8/17 and potentially others

a) Yes, SG17 is missing

b) 

- work items: X.srfb, WTSA-16 Res.94, etc.

	12) Other topics
	
	SG17 is running a correspondence group CG-xss which is coming with:

· An incubation mechanism to accommodate pace of Next Big Things that are rapidly changing the security landscape

· Revisions of 4 question texts: Q4/17, Q5/17, Q6/17 and Q8/17 to better support, Cyber Threat Intelligence, AI/ML at the support of security solutions, 5G Security, Targeted Attacks and Ransomware in spam context, Big Data Infrastructure

· A new story for the long term of the Study Group to better represent security offered by Digital Service Providers to the end market and not ‘just’ how to protect Digital Service Providers

· Long term new structure to include more topics yet in a more efficient manner 

a) SG17

b) 

- work items: a large set

- workshops: Targeted Attacks and Ransomware, forthcoming AI/ML, etc.

- outside of ITU: IETF, ETSI, MEF, …

c) Major topics are not covered but Next Big Things examples are given in Attachment 2

d) Many interests that forced the Study Group to create an incubation mechanism to handle innovation making SG17 innovation friendly


Attachment 2

SG17 preliminary list of potential candidates for Next Big Things (hot topics)
	NBT
	Short Title
	Description

	NBT01
	Artificial Intelligence
	Artificial Intelligence is one of the deepest and most disruptive innovation that resurged after 25 dormant years, with considerable impacts on our societies that are now going to be visible imminently, with the announced lost of jobs for thousands of people. Now, Artificial Intelligence and Security can represent multiple dimensions:

· Security for Artificial Intelligence

· Artificial Intelligence supporting Security Solutions

· And as dual of the above, the implications of Artificial Intelligence supporting Cyber Attack weaponry (against the above)

· Artificial Intelligence to not break Security Conditions

We should consider here the critical intricate topic of privacy too and finally both security and privacy together. This will span against the entire End to End journey of a user from when he or she is not even connected, to its user experience (direct or indirect, device or thing), to its digital persona(s) accessing an application which generates sessions across an entire infrastructure with boxes and middleboxes to finally reach a server on which is attached a big data with analytics, and artificial intelligence. 

Artificial intelligence won’t just be in the final data lake, it will be across all the constituencies of the experience to a degree it could be the backbone of the entire security and privacy defense line.

	NBT02
	Interoperable Quantum safe communications/Quantum Resistance 
	Quantum cryptography and key distributions are essential to the long term resistance of any digital life. It is a major problem to address within a 10 years horizon, yet facing challenges of the high incentives of the Quantum Computing ‘attack’ weaponry to succeed sooner. 
The impending arrival of quantum computing poses significant risks to security. Quantum-safe cryptography is essential to preparations for that arrival. Public key cryptography is a cornerstone of authentication over public networks. Quantum computing is quick to solve integer-factoring and discrete-logarithm problems, problems relied on by almost all public key cryptography. Recognizing the increasing importance of quantum-safe public key cryptography, SG17 identified the need for ITU standards to provide for interoperable quantum-safe communications, in particular the secure distribution of symmetric encryption keys.

	NBT03
	Digital Humanities
	One of the recognition in many academia is the growing momentum to understand the position of the Human being vs its digital experience and how today the current solutions to ensure both its security and privacy are limited, let alone often with priorities put on privacy at the expense of security. This hides the whole question of how bringing back a real seamless security and privacy user experience that would help have a respectful and visible trust to the future digital world

	NBT04
	Robotics
	Robotics will happen because the incentives to resolve todays problems in all the verticals including support to dependent people (elderly, affected by cognitive illness) to mitigate high threats on the viability and sustainability of our societies. At the same time robotics pose considerable societal issues first of which like AI with a fear to see a raise on unemployment rates. The hundreds of billions of funds being raised by certain organizations right now are simply giving the tone. Unfortunately the recent stories showing small robots ‘assassinating tomatoes with a screw driver’ are showing the potential of the nightmarish ‘Chucky doll movie’ to the reality of robots at the size of Boston Dynamics. Clearly the prophetic books of a I. Asimov are now becoming a real problem that will require a number of security and privacy principles to be put in place. Again how do we secure a robot and how a robot can be used as a (cyber)security weapon or conversely how it can help to the defence, while respecting privacy.

	NBT05
	Cyber Insurance
	Selling anyone on the idea of adopting / acquiring / buying a security solution is hard. However if you turn the problem of rather than saying ‘do you want to buy this door locker or this security surveillance’ to ‘do you want to have an insurance against this risk’ the discussion is suddenly much easier with insurance companies knowing this discourse since a very very long time, with the right skills, the right business models, the expertise, the know-how to measure a risk, etc. Coupled with the trend in regulatory places to push for significant certification programs for cyber security, this will result in a massive incentive for Cyber Insurance. At the core of it, Cyber Insurance solutions have all the same problems: How to measure the cyber risks and therefore how to access the right data and therefore significant interoperability issues to exchange data. We can expect various requests for standardisation here.

	NBT06
	Big Data
	Big Data is now solidly anchored in a growing number of organizations, Big Data is maturing and the need to understand how to get it secured as well as how it can help to support the tools that allow to secure other constituencies makes it a core topic for study. Of course the key question is what are the guarantees we can expect from Big Data providers and how can we stop for example 8B of identities to be stolen in the 8 years before 2016 to happen again. Let alone the analytics part that causes all sorts of issues as per the nature of how this is implemented today. If today this is not in itself an NBT it is still a topic that needs to find the proper place and guidance within SG17

	NBT07
	Cybersecurity Services
	Cybersecurity from the point of view of tooling is well addressed since a long time by Q4/17 and other SDOs, however Cybersecurity Services where people are actually managing the various security products and processes to deliver a security service with a customer providing recommendations for mitigations and analysis is an area that needs a place in a Question and that can offer a good matter for standardization. In fact as this is the highest level of security and what is really the pinnacle of the protection, it of course leads to deep questions on how many Cyber Defense Center can we really raise given the high problem of skills available today and in the future. Requirements for standardisation are there as a matter to decrease as much as possible labour intensive aspects as let’s be honest the world will never manage to train 1.5m or more cyber security specialists by 2019 as announced by IDC. In this sense Cybersecurity Services has nothing to do in Q4/17 but IF Q3/17 would be redefined as the Question supporting the overall area of services managed by people (and not the technology of it) we could then concur very easily that its place should go in Q3/17. This would therefore avoid the Ossification constraint.

	NBT08
	SDN/NFV
	Today SDN/NFV is becoming a reality and a condition for 5G Security, however today it is one aspect of Q6/17 charter. However a close look at SDN/NFV would make it very close to a hyper converged cloud computing fabric (especially NFV) and is closer to Q8/17. In this example it is interesting to think that IF Q8/17 would be re-chartered as an Infrastructure Question in the future, a way to avoid Ossification would be to regroup these items

	NBT09
	EDRs
	Event Data Records are an interesting topic to study and a growing one, yet we should distinguish 2 things here:

· The EDR as business EDRs (the speed of an engine, the temperature of a pico tube, etc.) 

· The EDR as Security Event Data Records, meaning Security data that can be generated and used by Security Products

Both are important topics and require standardization and interoperability, with schemas agreed and shared would be a pre-condition to allow a real Unified Security strategy across security constituencies to reinforce a very loosely, if at all, coupled portfolio today in most organizations.

	NBT10
	5G Security
	5G Security is in effect arriving to market in 2018 and not in 2020 or 2021 like the EU requested. This is both an opportunity and a serious problem as a lot of issues were already an ‘after thought’ and as a famous and respected standardization leader said: how do you want me to offer you a security standardization portfolio if I do not know the business model of 5G. This is giving the tone of the challenges that we are expected to find in this area and the significant issues to offer a decent security paradigm to 5G

	NBT11 
	Platforms
	Whilst today all the tech-giants came to build proprietary platforms offering APIs and web services at the edge of it, we didn’t yet realized that perhaps this is an area that will require a significant amount of work in the future. The contrast with the operators who came from proprietary construct from NEPs to an open digital market based on SDN/NFV is to be considered and it is possible that in the future new regulatory requirements open the possibility to offer standards in this area, between big tech-giants platforms and other participants in the overall Digital Service Provider ecosystem. To start with (and this is not just an SG17 problem but an ITU problem) this NBT pauses the heavy semantically loaded Question of what is an operator today and what if a whole ecosystem of players under the banner of Digital Service Providers (CSPs, NEPs, GSIs, OTTs, MSPs, ISPs, CSBs, and Enterprises that are becoming Service Providers by force of Digitalization) wouldn’t force to revisit this definition. It would certainly open a critically important way for security and privacy in order to allow this entire ecosystem to offer a frictionless security with automatic mechanisms for alerting, detecting, protecting, mitigating between themselves, making truly our societies much more resilient to attacks. A very minor but edifying signal was found in the consent of X.dsms at the last SG17 August meeting that in itself showed the painful constraint of this lack of definition.

	NBT12
	IoT
	Of course IoT is a big topic and whilst it started to be addressed Security and IoT might require more focus

	NBT13
	Application security
	The increasing importance of OTT services – considering their exchange of sensitive personal data and growing relevance to critical infrastructure such as energy grids and road transport infrastructure – calls for more attention to be devoted to application security. Greater application security would require standard frameworks for the objective measurement of application security and interpretation of associated results. 

Standards for application security could offer a ‘label of trust’, providing end-users with the confidence to trust that their data is being handled appropriately by all application providers, whether large companies or lesser-known providers.


_____________

