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ITU-T Study Group 17 is very active in fulfilling its lead role in security. In particular, Questions 1/17 through 11/17, as well as certain security activities within Questions of other study groups work to shape the ICT security landscape and interact with a wide range of related standards bodies. SG17 is the parent group of JCA-COP.

For additional information, please see the Lead Study Group on security web page at: http://www.itu.int/ITU-T/studygroups/com17/tel-security.html
(Note –LSG reports on Identity management (IdM) and on Languages and description techniques are in separate liaisons.)

1
Achievements

Since WTSA-16, ITU-T SGs achieved the results listed in Annex 1 concerning their work on Security Recommendations (4 November 2016 - 30 March 2017)
2
Ongoing work

Recommendations and other texts on security currently under development in ITU-T SGs are listed in Annex 2.

3
SG17 as Lead Study Group on Security

SG17 work on security considers in particular:

· Implementation of WTSA-16 Resolutions 7, 11, 50, 52, 54, 58, 78, 84, 92, 94, 96, and 97;

· Implementation of PP-14 Resolutions 101, 123, 130, 136, 174, 177, 178, 179, 181, 188, 189, 197, 199, 200 and 201.
· Implementation of WTDC-14 Resolutions 23, 30, 34, 45, 47, 54, 63, 67, 69, 79 and 80.
SG17 promotes the work on security and has many considerable efforts in this regard, including:

a)
A successful ITU workshop on Security aspects of blockchain was held 21 March 2017. See http://www.itu.int/en/ITU-T/Workshops-and-Seminars/201703/Pages/default.aspx. As a result, SG17 has proposed that TSAG establish a Focus Group on Blockchain.

SG17 is sending a liaison to the recently established ISO TC 307, Blockchain and electronic distributed ledger technologies, requesting Category-A liaison status.

An ITU workshop on ITS security is planned on Monday 28 August 2017 just prior to the next SG17 meeting, Geneva, 29.08-06.09 2017.

b)
Engagement of developing countries

SG17 supported the creation of a new SG17 regional group for Arab region (SG17RG-ARB).  This is the second SG17 regional group; the SG17 Regional Group for Africa was established last study period and a web page is available at: http://www.itu.int/en/ITU-T/studygroups/2013-2016/17/sg17rgafr/Pages/default.aspx.

In its first meeting of the new Study Period in March 2017, SG17 held a special session on contributions from developing countries and conducted a SG17 Orientation session for newcomers & Newcomer’s discussion with SG17 management. In addition, TSB conducted a Bridging the Standardization Gap hands on training session.

c)
SG17 agreed a new Question 13/17 on Security Aspects for Intelligent Transport System and consequently modified Question 6/17 for approval according to Resolution 1. See separate liaison to TSAG.
e)
ITU-T Security Manual

SG17 would like to update the Security Manual in 2018 with the help of all study groups and the support of the TSB.  The current edition is available at:

https://www.itu.int/dms_pub/itu-t/opb/tut/T-TUT-SEC-2015-PDF-E.pdf.

f)
ICT Security Standards Roadmap

SG17 actively updates the ICT security standards database of approved standards, which is an important tool for standard developers in respect of avoiding duplication. See: http://www.itu.int/en/ITU-T/studygroups/2013-2016/17/ict/Pages/default.aspx. The database contains standards from ITU-T, 3GPP, 3GPP-2, ATIS, ETSI, IETF, IEEE, ISO/IEC and OASIS. 

g)
Security Compendia

SG17 also continues to update the Security Compendia, which provides information on ITU security standardization activities including the catalogue of ITU-T Recommendations dealing with security and the catalogue of ITU-T approved security definitions. At this March 2017 SG17 meeting, 256 definitions and 38 Recommendations were added to the previous September 2016 version of the Compendia.

4
Collaboration with other SGs and other Sectors

a)
A special session took place on IoT security and collaboration with SG20 to elaborate further on the division of work and collaboration between SG17 and SG20 on IoT security. It was decided to continue the CG-IoTsec with joint participation of the two study groups.

b)
In a special session on implementation of WTSA Res 94 cloud based event data technologies, SG17 observed potential value of EDR (Event Data Recorder - a core of the event data technologies) to broader industry sectors beyond the aviation industry and agreed that the security aspects of EDR should be led by Q4/17 (Cybersecurity) with support by other Questions of SG 17. SG17 sent an outgoing liaison to invite contributions from automobile industry (SAE) and aviation industry (ICAO) on security aspects of EDR related technologies to avoid increasing complexity by a sector-specific approach
c)
In a special session on security aspects of digital financial services, SG17 considered the deliverables of the Focus Group on Digital Financial Services before they will be considered at the May 2017 TSAG meeting, and identified SG17’s interest in the work.
d)
Study Groups in all three Sectors of ITU were requested to update their Security contacts for this study period.

e)
SG17 received and treated liaison statements on security matters coming from ITU-R WP6C; ITU-T CITS, JCA-IoT, SCV and SGs 2, 5, 9, 11, 12, 13, 15, 16 and 20.

f)
SG17 sent liaison statements to ITU-D SG2 and its Qs 3/2 and Q9/2 and TDAG; ITU-R SG4 and 5; ITU-T CITS, JCA-IoT and SC&S, JCA-SDN, SCV, SGs 2, 3, 5, 9, 11, 12, 13,15, 16, 20 and TSAG.

g)
To realize the leadership role on security and to avoid duplication in standardization activity inside ITU-T, SG17 requests that other ITU-T study groups include SG17 in the review of their draft security standardization plans and draft texts of security Recommendations.

5
Collaboration with other organizations

SG17 collaborates with a broad array of standardization bodies and forums on telecommunication security.

a) Q11/17 sessions were held jointly with ISO/IEC JTC 1/SC 6/WG 10.

c)
Liaison statements on security were received and treated from BIPM, ETSI ISG QSC, ETSI TC CYBER and ISO/IEC JTC 1/SC 27.

d)
SG17 sent liaisons on security to GSMA; ICAO; IETF SFC; ISO/IEC JTC 1/SC 27 and its WGs 1, 2, 4 and 5; ISO TCs 204 and 307; OASIS; ONF; SAE and UNECE/WP 29.

Annex 1

Achievements of ITU-T Study Groups on Security 
(4 November 2016 - 30 March 2017)

a)
Recommendations approved

	SG
	No.
	Title

	SG13
	Y.3051
	The basic principles of trusted environment in ICT infrastructure

	SG13
	Y.3052
	Overview of trust provisioning for ICT infrastructures and services

	SG17
	X.1058*
	Information technology – Security techniques – Code of practice for personally identifiable information protection

	SG17
	X.1080.0*
	Access control for telebiometrics data protection

	SG17
	X.1126*
	Guidelines on mitigating the negative effects of infected terminals in mobile networks

	SG17
	X.1212*
	Design considerations for improved end-user perception of trustworthiness indicators

	SG17
	X.1258
	Enhanced entity authentication based on aggregated attributes

	SG17
	X.1362*
	Simple encryption procedure for Internet of things (IoT) environments

	SG17
	X.1373*
	Secure software update capability for intelligent transportation system communication devices

	SG17
	X.1500** (Amd.10 and) Amd. 11
	Overview of cybersecurity information exchange – Amendment 11 - Revised structured cybersecurity information exchange techniques

	SG17
	X.1550*
	Access control models for incidents exchange networks


b)
Supplements, Appendices, and Technical Report agreed

	SG
	No.
	Title

	
	None
	


c)
Draft Recommendations determined

	SG
	No.
	Title

	SG17
	X.1127
	Functional security requirements and architecture for mobile phone anti-theft measures

	SG17
	X.1213
	Security Capability Requirements for Countering Smartphone-based Botnets

	SG17
	X.1248
	Technical Requirements for Countering Instant Messaging Spam (SPIM)

	SG17
	X.1541
	Incident Object Description Exchange Format version 2


d)
Draft Recommendations consented

	SG
	No.
	Title

	SG13
	Y.3514
	Cloud computing - Trusted inter-cloud computing framework and requirements

	SG17
	X.1145
	Security framework and requirements for open capabilities telecommunication services


Annex 2

Current work plan of ITU-T Study Groups on Security 
(status 30 March 2017)

	SG
	No.
	Title

	SG3
	D.OTT*
	Economic Impact of OTTs

	SG9
	J.dmcd-part3*
	Embedded Common Interface (ECI) for exchangeable CA/DRM solutions; CA/DRM Container, Loader, Interfaces, Revocation

	SG9
	J.dmobile-sma
	Downloadable System for Multi-CA/DRM service of mobile broadcasting; Service Model and Architecture

	SG11
	Q.FW_CCF*
	Framework for solution to combat counterfeit ICT Devices

	SG11
	TR-BR_CF***
	Technical Report - Guidelines on Best Practice and Solutions for Combating Counterfeit ICT Devices

	SG11
	TR-Uni_Id***
	Technical Report on use of anti-counterfeiting technical solutions relying on unique and persistent mobile device identifiers

	SG13
	Y.bDDN-fr
	Framework of big data driven networking based on Deep Packet Inspection

	SG13
	Y.bDPI-Mec
	Mechanism of deep packet inspection applied in network big data context

	SG13
	Y.Dpi-ArchFn
	DPI functional architecture for future networks

	SG13
	Y.Dpi-ReqFn
	Functional Requirements of Deep Packet Inspection for Future Networks

	SG13
	Y.CCIC-arch
	Functional Architecture of inter-cloud computing

	SG13
	Y.dsn_sec_req
	Security requirement for DSN

	SG13
	Y.trustnet-fw
	Framework of trustworthy networking with insulated domains (New)

	SG13
	Y.trustworthy-media
	Framework of Trustworthy Smart Media Services (Rev.)

	SG13
	Y.BDDP-reqts
	Big data - Overview and requirements for data preservation

	SG13
	Y.CCICTM
	Cloud Computing - Overview of Inter-Cloud Trust Management

	SG13
	Y.CCICDM-Req
	Cloud Computing - Requirements for Inter-Cloud Data Management

	SG13
	Y.farms
	Framework and application model for risk mitigation service based on networks

	SG15
	G.873.1
	Optical Transport Network (OTN): Linear protection

	SG15
	G.873.3 (ex G.odusmp)
	Optical Transport Network (OTN) - Shared Mesh Protection

	SG15
	G.8132/ Y.1383 
(revised)
	MPLS-TP Ring Protection

	SG15
	G.9978 (ex G.996sa)
	Unified high-speed wire-line based home networking transceivers - Secure admission

	SG16
	H.235.10
	H.323 security: Support of DTLS for media streams

	SG16
	H.248.77
	Gateway control protocol: Secure real-time transport protocol (SRTP) package and procedures

	SG16
	H.DS-ASM
	Digital signage: Metadata for alerting services

	SG16
	H.DS-CASF
	Digital signage: Common alerting service framework

	SG16
	HSTP.DS-gloss***
	Technical Paper: Digital signage: Glossary and definitions

	SG17
	X.salcm
	Security reference architecture for lifecycle management of e-commerce business data

	SG17
	X.sdnsec-3
	Security guideline of Service Function Chain based on software defined network

	SG17
	X.sgmvno***
	ITU-T X.805 – Supplement on Security guideline for mobile virtual network operator (MVNO)

	SG17
	X.voLTEsec-1
	Security framework for voice-over-long-term-evolution (VoLTE) network operation

	SG17
	X.sgsm
	Code of practice for information security controls based on ITU-T X.1051 for small and medium-sized telecommunication organizations

	SG17
	X.sup13-rev***
	Supplement 13 to ITU-T X.1051 - Supplement on information security management users' guide for Recommendation ITU-T X.1051

	SG17
	X.sup-gpim***
	ITU-T X.gpim – Supplement on Code of practice for personally identifiable information protection for telecommunications organizations

	SG17
	X.sup-grm***
	Supplement to ITU-T X.1055 – Risk management implementation guidance on the assets of telecommunication organizations accessible by global IP-based networks

	SG17
	X.iotsec-2*
	Security framework for Internet of things

	SG17
	X.iotsec-3*
	Technical framework of PII (Personally Identifiable Information) handling system in IoT environment

	SG17
	X.itssec-2*
	Security guidelines for V2X communication systems

	SG17
	X.sdnsec-1*
	Requirements for security services based on software-defined networking

	SG17
	X.sgsec-2*
	Security guidelines for home area network (HAN) devices in smart grid systems

	SG17
	X.sgsec-3*
	Security guidelines for smart metering service in smart grids

	SG17
	X.1500 Amd.12**
	Overview of cybersecurity information exchange – Amendment 12 - Revised structured cybersecurity information exchange techniques

	SG17
	X.metric*
	Metrics for evaluating threat and resilience in cyberspace

	SG17
	X.samtn*
	Security assessment techniques in telecommunication/ICT networks

	SG17
	X.ucstix*
	Use Cases for Structured Threat Information Expression

	SG17
	X.ctss***
	Supplement to ITU-T X.1231 – Technical framework for countering telephone service scam

	SG17
	X.gcspi***
	ITU-T X.1242 – Supplement on Guidelines on countermeasures against short message service (SMS) phishing and smishing attack

	SG17
	X.tfcas
	Technical framework for countering advertising spam in user generated information

	SG17
	X.tfcma*
	Technical framework for countering mobile in-application advertising spam

	SG17
	X.fdip*
	Framework of de-identification processing service for telecommunication service providers

	SG17
	X.hakm
	Guidelines on hybrid authentication and key management mechanisms in client-server model

	SG17
	X.srfb
	Security requirements and framework for Big Data analytics in mobile Internet services

	SG17
	X.websec-7
	Reference monitor for online analytics services

	SG17
	X.websec-8
	Secure protection guidelines of value-added service for operators

	SG17
	X.dsms*
	Data security requirements for the monitoring service of cloud computing

	SG17
	X.GSBDaaS*
	Guidelines on security of Big Data as a Service

	SG17
	X.SRCaaS*
	Security requirements for Communication as a Service application environments

	SG17
	X.SRIaaS*
	Security requirements of public infrastructure as a service (IaaS) in cloud computing

	SG17
	X.SRNaaS*
	Security requirements of Network as a Service (NaaS) in cloud computing

	SG17
	X.1080.1rev
(2nd edition)
	e-Health and world-wide telemedicines - Generic telecommunication protocol

	SG17
	X.tab
	Telebiometric authentication using bio-signals

	SG17
	X.tac
	Telebiometric Access Control with smart ID Card

	SG17
	X.th2*
	Telebiometrics related to physics

	SG17
	X.th3*
	Telebiometrics related to chemistry

	SG17
	X.th4*
	Telebiometrics related to biology

	SG17
	X.th5*
	Telebiometrics related to culturology

	SG17
	X.th6*
	Telebiometrics related to psychology

	SG17
	X.1254 (revised)*
	Entity authentication assurance framework

	SG17
	X.sup-1254rev***
	Supplement to X.1254rev on use cases and high level abstract implementations

	SG17
	X.eaasd*
	Framework of enhanced authentication in telebiometric environments using anti-spoofing detection mechanisms

	SG17
	X.te*
	Trust elevation protocol

	SG17
	X.pki-em
	Information technology – Public-Key Infrastructure: Establishment and maintenance

	SG17
	X.pki-prof
	Information technology – Public-Key Infrastructure: Profile

	SG20
	Y.IoT-DA-Counterfeit
	Information Management Digital Architecture to combat counterfeiting in IoT

	SG20
	Y.IoT-interop
	An Interoperability framework for IoT

	SG20
	Y.IoT-sec-safety
	Security capabilities supporting safety of the Internet of Things

	SG20
	Y.IoT-IoD-PT
	Identity of IoT devices based on secure procedures and ensures privacy and trust of IoT systems


Notes:
*
Marked draft Recommendations are for determination; all non-marked are for consent.

**
Texts for approval (AAP/TAP not applicable)

***
Texts for agreement.
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